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Onuc HAaBYAJBHOI JUCIUILIIHA

Jucriumiina BUBYae

I'any3b 3HaHb, cneniajbHiCTh, OCBITHS IpOrpamMa, ocBiTHil cTyniHb

OcBiTHIH CTYTIHB

baxanasp

CreniaipHICTh

123 - Komn tomepna inoicenepis

OCBITHS IporpaMa

Komn romepua inoicenepis

XapakTepuCTHKA HABYAJILHOI AU CHUILIiHU

Bun 000B’s13K0Ba
3arajgpHa KUTBKICTh TOJIMH 150
Kisekicts kpeautiB ECTS 5
KuJIBKiCTh 3MICTOBHX MOJIYJIIB 3
Kypcosuit mpoext (poboTa) (3a -
HasBHOCTI)

dopma KOHTPOIIO icnum

IMoxka3zHuku HABYAJBLHOI JUCHMILIIHI
JJIS1 IEHHOI Ta 32049HO01 (hopM 3100yTTsl BHIIIOI OCBITH

dopma 3100yTTs BULIIOI OCBITH

JeHHAa 3a04HA
Kypc (pik miArOTOBKH) 2 -
Cemectp 4 -
JIeKIiiH1 3aHATTS 48 200. 200.
[IpakTHuHi, cCeMiHapChKi 3aHATTS - 200. 200.
JlabopaTopHi 3aHITTA 48 200. 200.
Camocrtiiina pobora 54 200. 200.
KinbkicTh THKHEBUX ayAUTOPHUX TOJUH 8 200.
JUTsI TIEHHO1 popMHu 3100y TTS BUIIOT
OCBITH

1. MeTa, KOMIIETEHTHOCTI Ta MPOrPaMHi pe3yJbTaTH HABYAJIbHOI JUCHMILIIHH

Meta BUBUEHHS NUCHMIUIIHU «3axuCT iH(QopMaIllli B KOMIT IOTEPHUX CUCTEMaX)» €

Haboymmsa komnemenmunocmeii:

Inmeepanvna komnemenmuicmo (IK):

3azanvni komnemenmuocmi (3K):

1. ba3oBi 3HaHHS TEXHIYHHX XapaKTEPUCTHK, KOHCTPYKTUBHUX OCOOIHMBOCTEH, 3aCTOCYBaHHS TPABHUII
eKCIUTyaTalii KOMI IOTepHUX CUCTEM, MEPEXK Ta MPOrpPaMHO-TEXHIYHUX 3aCO0IB.
2. 31aTHICTh BUKOPUCTOBYBAaTH METOAM (GYHIAMEHTAIBHUX 1 TPUKIATHUX TUCIHUIUTIH 7S ONpaIlOBaHHS,
aHaJli3y 1 CHHTE3y pe3yJbTaTiB NpodeciiHUX T0CIiKEHb.
3. 3matHICTh PO3POOJIATH AITOPUTMIUHE Ta MpOTpaMHE 3a0e3MedYeHHs, KOMIOHEHTH KOMIT IOTEPHUX
CHCTEM Ta Mepex, [HTepHeT 101aTKiB, Kibep-(pi3uYHUX CUCTEM 3 BUKOPUCTAHHSIM Cy4YaCHUX METOJIB 1 MOB
MpOrpaMyBaHHs, a TAKO 3aC001B 1 CUCTEM aBTOMAaTH3allil IPOEKTYBaHHS.
6. 31aTHICTP BUKOPHCTOBYBAaTH Ta BIPOBA/KYBAaTH HOBI TEXHOJIOTII, BKIIFOYAIOUYM TEXHOJIOTII PO3YMHUX,
MOOUIBHUX 1 Oe3MeuyHux OOYuCIIeHb, OpaTH y4yacTh B MOJEpHi3allii Ta PEKOHCTPYKIi KOMI IOTEPHHUX
CHCTEM Ta MEPEkK, PI3HOMAHITHUX BOYJOBAHHX 1 PO3MOIIJICHUX AOAATKIB, 30KpeMa 3 METOFO i IBUIIICHHS

iX e()eKTUBHOCTI.

Cneuianoni (gpaxoei) komnemenmnocmi (CK):




3. 3patHicTh pPO3POOIATH ANTOPUTMIYHE Ta MporpamMHe 3a0e3MeueHHs, KOMIIOHEHTH KOMII IOTEpHUX
CHUCTEM Ta MepeK, [HTepHeT JoaaTKiB, Kibep-Pi3UUHUX CHCTEM 3 BUKOPUCTAHHSIM CYy4YaCHUX METO/IB 1 MOB
MpOrpaMyBaHHs, @ TAKOXK 3aC0O0IB 1 CUCTEM aBTOMATH3allil MPOSKTYBaHHS

5. 3maTHICTH CTBOPIOBAaTH CUCTEMHE Ta NPHUKJIAJHE IporpaMHe 3a0e3leYeHHs] KOMIT IOTEPHUX CUCTEM Ta
MEpPEeK.

11. 3naTHicTh OQOPMIIATH OTpUMaHi poOoUl pe3yibTaTH y BUIVIAAlI NMpE3EHTAlil, HAyKOBO-TEXHIUHUX
3BITIB, CTaTe 1 1OMOB1Iel Ha HAYKOBO-TEXHIYHUX KOH(PEPEHIIISX.

Ilpozpamui pesynomamu nasuanns (IIPH):

1. 3HaTé 1 pPO3yMITH HAyKOBI 1 MaTreMaTH4Hi IOJIOKEHHS, L0 JIe)KaThb B OCHOBI (YHKIIIOHYBaHHS
KOMIT FOTEPHHUX 3aC001B, CHCTEM Ta MEPEXK.

2. 3HaTH OCHOBU NPO(eCiiHHO-OPIEHTOBAHKMX JUCITUIUIIH CIEIiadbHOCTI.

4. Matu 3HaHHS 3 HOBITHIX TEXHOJIOTIH B Tally31 KOMIT FOTEPHOI 1HXKeHepii.

5. 3HatM Ta PO3YMITH BIUIMB TEXHIYHHX pIlIEHh B CYCHIJbHOMY, €KOHOMIYHOMY, COIliaJbHOMY 1
€KOJIOTTYHOMY KOHTEKCTI.

6. BmiTu 3actocoByBaTH 3HaHHS IS 1AeHTU(DIKAMIT, POopMyTIOBaHHS 1 PO3B’sA3yBaHHS TEXHIYHUX 3a/1ad
CIElIaIbHOCT1, BAKOPUCTOBYIOYH BiIOM1 METOMH.

7. BMiTH 3aCTOCOBYBAaTH 3HaHHSI I PO3B’SI3yBaHHsI 3a/1au aHAII3y Ta CHHTE3Y 3aC001B, XapaKTEPHUX IS
CIEeIIaIbHOCTI.

8. BMITH CHCTEMHO MHUCIUTH Ta 3aCTOCOBYBaTH TBOpPYl 3A10HOCTI A0 (OpMYyBaHHS MPUHILUIIOBO HOBUX
171ei.

9. BwmiTu 3acTOCOBYBaTH 3HAaHHS TEXHIYHMX XapaKTEPUCTUK, KOHCTPYKTUBHUX OCOOIMBOCTEH,
NpU3HAYEHHS 1 PABIII €KCILTyaTallii IPOrpaMHO-TEXHIYHIX 3aC001B KOMIT IOTEPHHUX CHCTEM Ta MEPEX IS
BUPIIICHHS TEXHIYHUX 33/1a4 CHeIiadbHOCTI.

10. BMmiTH po3po0iIaTH CHCTEMHE 1 IPHUKJIAIHE ITporpaMHe 3a0e3meueHHs I BOYJOBaHUX 1 PO3MOIIICHHX
3aCTOCYBaHb, MOOIJTBPHUX CHCTEM, pO3pPaxoOBYBaTH, €KCIIyaTyBaTH, THUIIOBE JJs CHEHialbHOCTI
o0asiHaHHSL.

13. Bmitu ineHTH(]iKyBaTH, KiIacH(iKyBaTH Ta ONUCYBAaTH pPOOOTY KOMII'IOTEPHHX CHCTEM Ta iX
KOMITOHEHTIB.

14. BMiTH TO€IHYBaTH TEOPIIO 1 MPAKTHKYy, a TAKOXK MPUUMATH DPIIICHHS Ta BUPOOJSATH CTpATEriio
TIISUTBHOCTI JUISS BUPIIICHHS 3aBJaHb CHEIIAIBHOCTI 3 ypaxyBaHHSM 3araJibHOJIOJICBKUX I[IHHOCTEH,
CYCITbHUX, ACPKABHUX T4 BUPOOHUYHX IHTEPECIB.

16. BmiTH o1iHIOBaTH OTPHUMaHI pe3yIbTaTH Ta apr'yMEHTOBAHO 3aXUINATH IPUUHSATI PIIICHHS.

19. 3naTHICTh aanTyBaTUCh J0 HOBHX CUTYalliil, OOTPYHTOBYBaTH, MPUHMATH Ta peaTi30BYBaTH y MEKax
KOMITETCHIIIT pIllICHHS.

21. BiamoBilaibHO CTABUTHCH JO BUKOHYBAaHOI POOOTH Ta JOCATATH IMOCTABICHOI METH 3 JOTPHUMAHHSIM
BUMOT TIPo(eciiHOl eTHKH.

2. IIporpamMa Ta CTpyKTYpa HABYAJIbHOI JUCHMILIIHH

KiabkicTh roagmn
Haspu SMIcTOBHX nenna popma 3a04Ha ¢popma
MoayJuB y TOMY 4ucJIi y TOMY 4HCIi
. THXH | yCbO - yChOT
1 TeM X iH .
1 ro I I 126 1 c.p. 0 a| n | mab | iHA c.p.

3micTroBmii moay b 1. IIpaBuiia npoeKTyBaHHS NMOCJIYT 0e3leKH Ta MaTdopm 3ade3nedeHHs
MexaHi3MiB 3axucTy iHdopmanii
Tema 1. bazoBi moHsTTS 8 4 - 4
po 3axucT iHopmariii B
IKC. [IpoextyBaHHA
TOCITYT OC3MEeKH
Tema 2. XmapHi 10 | 4 4 2
mIaThopMHu  Ta CHCTEMH




M ATPUMKH i
aJIMIHICTpYBaHHS XMapHUX
mnatdopM. 3abe3nedeHHs
CHUCTEM pO3TOpTaHHS Ta
aJIMIHICTPYBaHHS IOCIYT
0e3nekn  KOMI IOTEPHUX
KOPIIOPAaTUBHUX MEPEK

Tema 3. [Monituku
Oe3reKu Ta PUBHKH
MOPYIIECHHS MOJIITUK
iHpopMarliiHOi Oe3meKku B
KC. Posropranns
BipTyanbHoi IKC

16

Tema 4.  CrBopeHHs
XMapHoi TatGopmMu  Mif
3aILIaHOBaH1 3aXOJIH 110 JIO
BITPOBAKCHHST MEXaH13MiB
peam3amii mocayr 0e3neKu

Pa3omM 3a 3micTOBUM
MoayJem 1

42

14 14

16

MiCTOBHI MOIYJIb 2.

Tema 5. Bubip Ta
HaJaITyBaHHS
kommnoHeHTiB [13 WS 2012
3 BpaxyBaHHSM Mojei
Oesmeku IKC biti
1 AMPUEMCTBA

14

4 4

Tema 6. IlranyBanHs
JOMEHHO1 CTPYKTYpH
KOPIOpPAaTUBHOI MEPEXi, K
OCHOBU BY3IiB O€3MeKH
JUIsi 00’ €KTIB Ta Cy0’€KTIB
nocTymy Ao iHdopmarii
KOPIIOPATHUBHOI Mepexi

12

Tema 7. OO'ektn Ta
cyO'ekTn  goctymy  Ta
MEXaHI3MU  JOCTymy B
pamax KOPIIOPAaTUBHOIL
Mmepexi. ['pynu nocrymy Ta
oesnexu B IKC

14

Tema 8. I'pymnoBi nosiTuku
uig  cy0’ekTiB Ta TIpynl
Oe3nexu i
po3noBcroKeHHs 'y WS,
IIpaBuna npoekTyBaHHs Ta
BUOOpPY 30H Iii TpyrnoBHUX
nomtuk y WS 2012

16

Pa3oM 3a 3MicToBHM
MOaYyJIeM 2

56

18 18

20

MiCTOBHMIT MOTYJIb 3.

Tema 9. IIpoexTyBaHHsS
MOCIYT 3a0e3meueHHs
JOCTYITHOCTI Ta IIJIICHOCTI

14

4 4




JaHHUX B KOPIIOPpATHBHUX

MEpeKax. Texuouorist

RAID Ta 1i peanizamisa y

WS 2012

Tema 10. MexaHizMmu 18 6 6 6

3a0e3MevYeHHs JOCTYITHOCTI
maaux B KC. Pemmikaris

nanux DC. CrBopeHHA
MEXaHI3My perutikanii
JTAHUX.
Tema 11. KopmopaTupHi 18 | 6 4 8
€JICKTPOHHI MOTITOBI
cepBicH Ta ix
MIPOCKTYBAHHS Ta
HajtamrtyBaHHg y WS.
Pa3om 3a 3micToBMM 50 | 16 14 20
MoayJieM 3
Bceboro roauH 3a kype 150 | 48 - 48 54
3. Temmu aekuiii
No HasBa temu Kinbkicts
3/1 TOIUH
1 bazoBi monsarts npo 3axuct iHdopmariii B IKC. IIpoekTyBaHHS mocayr 4
0e3mexKu
2 | XmapHi maatGopMu Ta CUCTEMH MMATPUMKH 1 aAMiIHICTPYBaHHS XMapHUX 4
wiatdopm. 3abe3rneyeHHs CHCTEM pO3TOpTaHHS Ta aIMiHICTPYBaHHS ITOCITYT
0e3neKH KOMI ' IOTEPHUX KOPIOPATUBHUX MEPEK
3 | IoniTuku 6e3neKu Ta pU3UKU MOPYIIEHHS MOJITHK iH(opMaIiiHO1 Oe3rneKku 4
B KC. Posropranns BipryaneHoi IKC, Bubip Ta HalamTyBaHHS
MapIIPYTU3YIOUUX MPUCTPOIB
4 CrBopeHHss xMmapHoi TIarGopMu TiJa 3alJIlaHOBaHI 3ax0oAd M0 JO 2
BIIPOBADKCHHS MEXaH13MIiB peani3amii mocayr 0e3neKku
5 | Bubip ta HamamryBanHs komnoHeHTiB [13 WS 2012 3 BpaxyBaHHsSM Mojemi 4
oe3neku IKC myis mimpuemMcTBa
6 | IlnanyBaHHST JOMEHHOI CTPYKTypH KOPHOPATHBHOI MEpexXi, SK OCHOBH 4
By3JliB Oe3neku s 00 €KTiB Ta CyO’€kTiB JocTymy A0 iHdopmalrii
KOPIOPaTUBHOT MEpexi
7 | O6'extu Ta cy0'ekTM JOCTYymy Ta MEXaHI3MU JOCTYyly B pamax 4
KoprnopaTuBHOi Mepexi. ['pynu goctymy Ta 6e3neku B IKC
8 | I'pynoBi momiTuku i cy0’€KTIB Ta rpyn O€3MeKH 1 PO3MOBCIOKEHHS Y 6
WS. TlpaBuna mpoekTyBaHHsS Ta BUOOpPY 30H Aii rpynoBuX momituk y WS
2012
9 | IlpoekTyBaHHs TOCIYT 3a0€3MeUYeHHs JOCTYITHOCTI Ta IUIICHOCTI JaHUX B 4
KopropaTuBHUX Mepekax. Texnosoris RAID Ta 1i peamizaitis y WS 2012
10 | Mexani3mu 3ab6e3nedenns noctynHocti ganux B KC. Perutikanis ganux DC. 6
CTBOpEeHHS MEXaHI3My peILTiKallil JaHHuX.
11 | KopriopaTuBHiI €JEKTPOHHI IIOIITOBI CEPBICHM Ta iX MPOEKTYBaHHS Ta 4
HajamTyBaHHs y WS.
4. Temu JadopaToOpHUX 3aHATH
No Ha3zBa Temu Kinpkicth
3/ TOJIH
1 | AHami3 pu3MKiB MOPYIIEHHS MOJITHKHM iHbopMamiiiHoi Oe3neku 00’ekTa 2




iHopmaTH3allii Ta MIaHyBaHHS 3aXOIB IO /10 BIPOBAPKEHHSI MEXaHI3MIB
peasizaitii mocayr 6e3mneKu

2 | CrBopeHHss XxMapHOi IuIaTGoOpMM TiJ 3aIUIaHOBAaHI 3aXO0AW IO [0 4
BIPOBA/DKEHHs] MEXaHI3MiB peaiisaiii nociayr Oesneku. KoHdirypyBaHHsS
€JIEMEHTIB KOMIT' FOTEPHOT Mepexi

3 | HanamtyBanHs Ta posropraHHs nocinyr Oe3nexku Windows Server B 8
XMapHOMY CEPEIOBHUIIT

4 | BcraHOoBIEHHS Ta HaJAITYBaHHS POJIeH cepBepa Ta KOMIIOHEHTIB Active 2
Directory WS 2012 r2. CrBopenns kataynory AD, HOMEHHOI CTPyKTypu
mianpueMmcTBa B cepegouiyi Windows Server 2012 r2

5 | [loOynoBa KOHLENTYalbHOI  MOJeIi KOpPHOpaTUBHOI  Oe3meKu 6
y WS 2012 Ta posropranHs OocHOBHUX oauHHIL Oe3neku IKC — momeHiB
Jicy

6 | [IpoekTyBaHHs Ta peamizailis MOJEN PO3MEXKYBaHHS IpaB AOCTYMY [0 4
iHQopMaIiHHUX PecypciB KOPIIOPATHBHOI MEpExKi

7 | 3a0e3neyeHHS TOCAYT JOCTYITHOCTI Ta IIIJIICHOCTI JaHWUX. MexaHI13MHu 6
aBTOBITHOBJICHHS JaHUX B TEXHOJOTI1 perutikamii Windows Server

8 | 3abe3meueHHsT JOCTYIMTHOCTI, IUIICHOCTI Ta BiJIMOBOCTIMKOCTI JIaHHX, B 6
pamkax texaosorii RAID

9 | IlpoekTyBaHHs Ta peami3alis TIpPYNOBUX TMOJITHK Uil yYacCHHKIB 6
KoprnopatuBHOi Mepexi Windows Server

10 | BcTaHoBieHHS Ta HaJaIITyBaHHS 3aXMIIEHOTO CEPBICY KOPIOPATHUBHOI 4
eJIeKTpoHHOT momTn Ha 0a3i cepBepy MS Exchange. AnminicTpyBaHHS
KOPHOPAaTUBHUX MOIITOBUX O0JIIKOBHX 3aIHCIiB

5. Temu caMOCTIiiiHOI po0OTH

No HasBa temu Kinbkicts
3/11 TOINH

1 | Eranu ninanyBaHHS CUCTEM Ta CEPBICIB KOPIIOPATUBHUX MEPEK 2

2 | XMapHi CHCTEMH Ta MOJIeJIl XMapHUX ceppiciB Tuny PaaS, SaaS, laaS 2

3 | CtBopeHHsT MONITHK O€3MeKW Ta iX IHTEpHpeTaris NpU MPOCKTYBaHHS 4
cepsiciB Ta mocayr 6e3nexu B IKC

4 | Bubip Ta HamamryBaHHS CEpBEPHUX pOJEH Ta KOMIIOHEHTIB Tij 4
KOpIopaTuBHi 3aaa4i 3axucty iHgopmarii B IKC nignpuemcrna

5 | Mogneni Oe3rnexu, iX BUIU Ta THUIIH. 6

6 | Jlomen, sk omuHuns Oe3neku. JloBipui 3B’sA3kM Ta iX opranizamii 3 4
BpaxyBaHHSM MOTPeO KOPIOPATUBHOI MOJTITUKU O€3MEKH

7 | Mojueni po3MexyBaHHS IIpaB JA0CTYIy. ABTOpHU3allisl Ta 3aXUCT 3’ €HAHHS 6
MiX JloriyHuMHU oauHUIsiMu KM, HamamryBanHs Kerberos

8 | TexHoyorii 3aXMCTY JAHUX Ta iX MPOEKTYBaHHS B KOPIIOPATUBHUX MEPEKAX. 4

9 | Penmikamiss Ta pe3epBYBaHHS IPH 3aXHCTI KOPIIOPATHBHOI 1H(OpMAIIii. 6
Omirii HamamTyBaHHS Ta 3aCTOCYBAaHHS TEXHOJOTIH pemtikaiii y WS 2012

10 | IlpyHunu ~ Ta  aNropuT™Mi  NPOEKTYBAHHS  TIPYNOBUX  MOJITHK. 6
[HCTpyMeHTanpHI 3aco0M 3acTocyBaHHS TpynoBux MoiiTuk B KM Ha 6as3i
WS 2012

11 | KopnopatuBHi TOMITOBI CepBiCH Ta NPUHLUIK I1X HaJalITyBaHHS 1 8
Mapmipytusanii. HanamryBanus  ¢insTpiB  Ta  cucteM  Oe3meku
KOPIOPATUBHOI MOIITH
Pa3zom 150

6. Temu cemiHApPCHLKHUX 3aHATH (He MepeadavyeHi HABYAJIbHUM IJIAHOM)

Temu NpakTHYHUX 3aHATH (He NMepeadavYeHi HABYAJIbHUM IVIAHOM)




8. Mertoau Ta 3aco0M JIarHOCTHKHU Pe3yJIbTATIB HABYAHHA:
(6ubpamu neooxione uu 0OnosHUmMU)
- YCHC Ta IMCbMOBC OIIMTYBAHHA,;

- criBOecizna;
— TECTyBaHHS;

— 3axuUCT J1abopaTOPHUX POOIT;
— MOJIyJIbHI KOHTPOJIbHI POOOTH.

9. MeToau HABYAHHA (6udOpamu HeoOXiOHe Yu 0ONOBHUMU):
— METO]1 MpOoOJIEMHOTO HaBYaHHS,

— METO]I MPAKTUKO-OPIEHTOBAHOTO HaBYAHHS,

— METOJI KOMaHIHO1 poOOTH, MO3KOBOTO IITYPMY

— MEeTO]1 reiiMi(piKOBaHOTO

HaB4YaHHI.

10.0uiH0OBaHHS pe3yJbTATiB HABYAHHSL.
OuiHroBaHHS 3HaHb 3/00yBaya BHINOI OCBITH BinOyBaeThcs 3a 100-0anbHOIO MIKANOO 1
MEPEBOJINTHCSA B HAIIOHAIBHY OINHKY 3TJIHO YUHHOTO «IlOJIO’KeHHS Mpo eK3aMeHU Ta

saniku 'y HYBIll Ykpainuy.

10.1Po3moais1 0aJiB 3a BUIaMH1 HABYAJILHOI TiJILHOCTI

HanamryBanHs Ta poO3ropTaHHs MOCIYT
6e3nexu Windows Server B XMapHOMY
CepeIOBHUIIII

JIUCIHUILIIH CIHEIlaJIbHOCTI.
7. Bwmitu 3acToCOBYBaTH 3HAHHS Ui
pO3B’s3yBaHHs 3aJad aHallizy Ta CHUHTE3Y

Bua HaB4yajabHOI JisJILHOCTI PesynbTaTn HaBYaHHS OuiHoBaHHSA
3micToBuii Mmoay.as 1.
JlaGopaTtopHa po6Gora 1 - Amnamiz|5. 3HaTH Ta pO3YMITH BIUIMB TEXHIYHHX 4
PHU3UKIB MOPYILIECHHS NOJITUKM | pIIEHb B CYCHUJIBHOMY, €KOHOMIYHOMY,
1H(popMarIlifHoi Oe3reKu 00’€eKTa | coIiaabHOMY 1 €KOJIOTIYHOMY KOHTEKCTI.
indopMaTuzanii Ta MmiaaHyBaHHS 3axofiB | 6. BwmiTH 3acTocoByBaTM 3HaHHSA  JUIA
o0 10 BIPOBAPKCHHS  MEXaHI3MiB | ineHTUdiKaIl], dhopmyroBaHHS 1
peatizamii nociayr 6e3nexu PO3B’A3yBaHHS TEeXHIYHUX 3a1a4
CHeiaTbHOCTI, BUKOPHUCTOBYIOUM  BiJOMIi
METOJTH.
JlabopaTopna po6ora 2 - CtBopeHHs | 1. 3HaTH 1 pO3yMITH HAyKOBI 1 MaTeMaTHYHI 5
XMapHoi miaaTdopMU TiJ 3aIUlaHOBaHI | MOJNIOKEHHS, IO  JIeXXKaTh B OCHOBI
3aX01 10 110 BIIPOBA/KEHHS | QYHKIIIOHYBaHHS KOMII IOTEPHUX 3aco00iB,
MEXaHI3MiB peajizauii mociayr Oe3meKH. | CUCTEM Ta MEpEeK.
CTBOpEHHS BY3JIIB MEPEKEBOT OC3MEKH 4. Matu 3HaHHS 3 HOBITHIX TEXHOJIOTiH B
rajgy3i KOMIT IOTepHOi 1HKeHepii.
BwmiTu 3acTocoByBaTH 3HAaHHS TEXHIYHUX
XapaKTEePUCTUK, KOHCTPYKTHUBHHUX
0COOJIMBOCTEM, NpPHU3HAYEHHS 1 IpaBUII
eKCIUTyaTallii MmporpaMHO-TEeXHIYHUX 3aC00iB
KOMII'IOTEPHHUX CHUCTEM Ta Mepex s
BUPIIICHHS TEXHIYHUX 33/1a4 CIIEI1aJIbHOCTI.
JlabopaTopHa podora 3 - | 2. 3HaTH OCHOBM HpOQeciiiHO-OpiIEHTOBAHUX 5




3ac00iB, XapaKTEPHUX YISl CIICI1aJIbHOCTI.

Camocriiina podora 1 - Ertamnum | 1. 3HaTé i po3yMiTH HAyKOBi i MaTeMaTHYHI 2
IJaHyBaHHS  CHUCTEM  Ta  CEpBICIB | MOJNIOXKEHHS, 10  JIeXXKaTb B OCHOBI
KOpPIIOPaTUBHHUX MEPEK (GyHKLIOHYBaHHST KOMII FOTEPHUX 3acoOi1B,
Camocriiitna pobora 2 - XwmapHi | CHCTEM Ta MEPEK. 2
CHCTEMH Ta MOJEN XMapHUX cepBiciB | 4. MaTu 3HaHHA 3 HOBITHIX TEXHOJIOTIH B
tumy PaaS, SaaS, [aaS ramy3i KOMIT FOTEpHOI 1HKeHepii.
Camocriitna podora 3 - CTBOpeHHS 2
MOJIITUK Oe3MeKu Ta iX IHTepHpeTaris
MpU MPOEKTYBaHHS CEPBICIB Ta IMOCTYT
6e3nexu B IKC
Camocriiina podora 4 - Bubip Ta 2
HaJallTyBaHHS CEPBEPHUX poJiel Ta
KOMITOHEHTIB TiJ] KOPIIOPaTUBHI 3amadi
3axucty iHdopmaii B IKC mignpuemcTBa
Bceboro 3a moayaem 1 22
3MicToBMii MOLYJIb 2.
JlaGopaTopHna po6oTa 4 - Bcranosnenss | 16. BMiTu oImiHIOBaTH OTpUMaHi pe3yjbTaTh 4
Ta HaJalUTyBaHHS poOJIEH cepBepa Ta | Ta apryMEHTOBAaHO 3aXMILATH MPUHHATI
KoMmmoHeHTiB Active Directory WS 2012 | pirmeHHs.
r2. CtBopenHs katajory AD, nomenHnoi | 19. 3paTHicTh ajanTyBaTUCh JO HOBHUX
CTPYKTYpH MiJIPUEMCTBA B CEPEIOBUILI | CUTyalliif, OOIPYHTOBYBaTH, HpUHMATH Ta
Windows Server 2012 r2 peami3oByBaTH Yy  MEXaxX  KOMIIETCHIIIT
pilICHHSL.
JlabopaTtopua podora 5 - IloOynosa | 9. BmiTu 3acTOCOBYBaTH 3HaHHS TEXHIYHUX 5
KOHIIETITYaJIbHOI MOJETI KOPIOPATUBHOI | XapaKTepPUCTHK, KOHCTPYKTHUBHUX
Oe3neku y WS 2012 Ta posropTanHs | oCOONMMBOCTEH, TpPH3HAYCHHS 1  IMPaBUI
ocHOBHMX omuHuIb Oe3nekn IKC — | ekcrumyararii mporpaMHO-TEXHIYHUX 3ac00iB
JIOMEHIB JIICY KOMIT'IOTEPHUX CHCTEM Ta MEpex JyIs
BUPIIICHHS TEXHIYHUX 3334 CHEI[iaJbHOCTI.
JlabopaTopHa podora 6 - | 14. BMiTu noeAHyBaTH TEOPilO 1 IPAKTHKY, a 4
[IpoekTyBaHHs Ta peaii3aiiss MOJENl | TAKOXK NPUHNMATH pPIMIEHHS Ta BUPOOISITH
pPO3MEXyBaHHS  MpaB  JOCTYyIy JIO | CTpaTerilo  JisUIbHOCTI Al  BHPILICHHA
1H(pOpMaIliHHUX PECYpCiB KOPIIOPATUBHOI | 3aBJlaHb  CICI[IAJIbHOCTI 3  ypaXyBaHHIM
Mepexi 3araJbHOJIOACHKUX I[IHHOCTEH, CYCHIIBHUX,
JIEPKaBHUX Ta BUPOOHUYNX 1IHTEPECIB.
Camocriiina po6ora 5 - Mogmeni | 8. Bwmitn CHUCTEMHO MUCIUTH Ta 2
0e3neKH, iX BUAM Ta TUIIH. 3aCTOCOBYBaTM  TBOp4Yi  3ai0HOCTI 710
Camocriiina pobotra 6 - JlomeH, sk | GopMyBaHHS NPUHIMIIOBO HOBUX 1AEH. 2
onunaUI O6e3neku. [{oBipul 3B°s3ku Ta X | 9. BMITH 3acTOCOBYBaTH 3HAHHS TEXHIYHUX
oprasizamii 3 BpaxyBaHHSAM TOTped | XapaKTePUCTHK, KOHCTPYKTHUBHUX
KOPIOPATUBHOI MOJITUKH OC3IEKH 0COONMMBOCTEH, TPU3HAYEHHS 1 MPaBUIl
Camocriiina po6ora 7 - Mogeni | ekciuryartamii IporpaMHO-TEXHIYHUX 3ac00iB 2
PO3MEKYBaHHS npas JOCTYITy. | KOMII'FOTEPHUX CHCTEM Ta MEpex Ul
ABTOpH3allif Ta 3aXUCT 3’€IHAHHA MDX | BUPIIICHHS TEXHIYHHUX 3aJa4 CIEeUiaIbHOCTI
JOTTYHIMU OJIMHHUIISIMU KM,
HanamryBaHHsi Kerberos
Camocriiina podora 8 - Texmomorii 2
3aXUCTy JAHUX Ta 1X TPOEKTYBaHHS B
KOPIOPAaTUBHUX MEpekax
Bcenoro 3a mogysem 2 21
3micToBHU# MoxyJIb 3.
JlaGopaTopHa podota 7 - 3abe3neueHHs | 7. BwmiTu 3acTOCOBYBaTH 3HAHHS JUIA | 6




IMOCIyr JOCTYIHOCTI Ta I[LJIICHOCTI
maHux. MexaHi3MH  aBTOBIIHOBIICHHS
IaHUX B TEXHOJIOTIT

perrikaiii Windows Server

pO3B’sI3yBaHHS 3a1a4 aHali3y Ta CHHTE3Y
3ac00iB, XapaKTEPHUX IS CIEIIAIbHOCTI.

JlaGopaTopHa po6ora 8 - 3abe3neuenns | 10. BMiTi po3po0sisaTu cCUCTEMHE 1 TPUKJIIATHE 5
JOCTYITHOCTI, LITICHOCTI Ta | mporpamHe 3abe3rneueHHs Ui BOYJOBaHUX 1
BIJIMOBOCTIMKOCTI ~JJaHUX, B paMKax | pO3MOJUIEHUX  3aCTOCYyBaHb,  MOOIJIBHHUX
texHousorii RAID CHCTEM, pO3paxOBYBaTH, EKCIUTyaTyBaTH,

THIIOBE IS CIIEiaJbHOCT] 00JIafHaHHSA
JlabopaTopHa podora 9 - | 13. Bmitu igentudikyBaru, kinacudikysatu 6
IIpoexTyBaHHs Ta peaii3alis IpyNOBHX | Ta OUCYBATH POOOTY KOMII IOTEPHUX CUCTEM
MOJIITUK JJIS YYaCHUKIB KOPIOPATHBHOI | Ta IX KOMIIOHEHTIB.
Mepexi Windows Server
JlaGopaTopHa podoTa 10 - | 21. BiamnosigainsHO CTaBUTHUCH bi (o) 5
Bcranosnenss Ta HAJAIITYBaHHS | BAKOHYBaHOI poboTu Ta JOCSITaTH
3aXHUILNEHOTO  CEpBICY KOPHOPATHBHOI | MOCTABIE€HOI METH 3 JOTPUMAHHSM BHUMOT
€JIEKTPOHHOI MmomTH Ha 6a3i cepsepy MS | mpodeciitHoi eTuku.
Exchange. AIMIHICTpYBaHHS
KOPITIOPAaTUBHUX TIOIITOBUX OOJIKOBHUX
3amuciB
Camocriiina podora 9 - Perutikanis ta | 9. BMiTH 3acTOCOBYBaTH 3HAHHS TEXHIYHUX 2
pe3epByBaHHS pu 3aXHCT1 | XapaKTEePUCTUK, KOHCTPYKTHUBHHX
KopriopatuBHOT  iHopMmamii.  Onimii | ocoONMMBOCTEH, NpPU3HAYEHHS 1  MPaBUII
HaJIalTyBaHHS Ta 3aCTOCYBaHHS | €KCIUTyaTallii MporpaMHO-TEXHIYHUX 3ac001B
TEXHOJIOTiH perikanii y WS 2012 KOMIT'IOTEPHUX CHCTEM Ta MeEpex Ui
Camocriiina po6ora 10 - IIpunnunu ta | BUPIIIEHHS TEXHIYHUX 33134 CIIEL1aJIbHOCTI 2
aIrOpUTMiI  mpoekTyBaHHs  rpymoBux | 10. BMiTH po3poOisiTu cucTeMHe 1 IpUKIaaHe
nomiTuk.  [HCTpyMeHTanbHI  3aco0u | MporpamHe 3abe3mneueHHs [Uisi BOYJOBaHUX 1
3aCTOCYBaHHS TPyHoBUX MOMITHK B KM | pO3NOAUIEHMX  3aCTOCYBaHb,  MOOUIBHUX
Ha 6a31 WS 2012 CUCTEM, pO3PaxOByBaTH, EKCIUIyaTyBaTH,
Camocriiina po6ora 11 - KopriopaTusHi | THIIOBE JUIsl CIELIATLHOCTI 0018 IHAHHS 2
MOIITOBI CEepBICM Ta MNPUHLIUNHA X
HaJIAIITYBaHHS i MapIIpyTH3alii.
HamamryBannss (inbTpiB Ta cHUCTEM
0e3MeKu KOpIOopaTUBHOI MOLITH
Bceboro 3a moaysiem 3 28

(M1 + M2)*0,7 < 70

Sadik

30

Bceboro 3a kype

(HaBuasnbHa podora + ex3amen) < 100

8.1. IlIkaja ouiHIOBAHHA 3HAHBb 3100yBaya BHIIOI OCBITH
o .. . OrmiHKa 3a HalllOHAJIEHOK CUCTEMOIO
PeiiTunr 3100yBava BUIIOi OCBITH, Oasn .
(ex3aMeHu/3aITiKN)

90-100 BiIMIHHO

74-89 nobpe

60-73 3aI0BUILHO

0-59 HE3aJ0BIJIBHO

8.2.

IMoaiTnka ouiHIOBaHHA

IMoaiTuka moao

|P060TI/I, SKi 3Aa0ThCSl 13 TOPYIICHHSIM TEpPMiHIB 0€3 TMOBAXHHUX

MPHUYKH,




JeNJIANHIB Ta OILIIHIOIOTHCSI HAa HUXKYY OLIHKY (TIPOMOpLiifHO 1HTEpBaliB MPOMYIIEHOI AaTu
nepecKJIAIaHHA ckiananus). [lepeckiaganasi MOIYJIbHUX KOHTPOJBHUX Ta TECTIB BiAOYBa€THCH 13

JI03BOJIY JIEKTOPA 32 HAasIBHOCTI MOBKHUX MPUYMH (HANPUKJIIAJ, JTIKAPHIHUM).
IHoniTnka mono CnucyBaHHs miJ yac 3ajJiKy 3a00pOHEHO (B T.4. 13 BUKOPHCTAHHSM MOOUIBHHX
aKkaaeMidHoi nesaiiciB). IIpakTuuHi poOOTHM MarOTh OyTM BHKOHAHI BHUKJIIOYHA 3a
A00POYECHOCTI 1HIMBITyalbHUMH 3aBJIaHHSIMH BapiaHTiB.

BinBigyBaHHs 3aHATH € 000B’SI3KOBUM. 3a 00’ €KTUBHUX MPUYUH (XBOpoOa, y4acTh
IHoniTnka mono B 3axojax BiA Kadeapu abo ¢akynbTeTy, MiXHApOJHE CTaxyBaHHS). B
BiABiTyBaHHA Y3ropKeHUX O(DIIiifHO BUNIAIKaX HaBYAHHS MOXKE BIJIOYBATHCH 1HIUBITyaIbHO (B

OH-JIaliH (hopmi)

11.HaByajJdbHO-MeTOAMYHE 320€3MeYeHHA:

EnexrpoHHMiA HaBUYalbHUN KypC HaBYAIBHOI JAUCIUILIIHK (Ha HaBYaJbHOMY TIOpTaIi
HVYBill VYkpaiam elearn - https://elearn.nubip.edu.ua/course/view.php?1id=2773), 1o
CKJIaJIa€ThCA 3.

- JIeKII# Ta iX mpe3eHTallii (B eJIEKTPOHHOMY BUIJISII);

- 3aBJiaHb JJIs BUKOHAHHS MPaKTUYHUX POOIT;

- 0JIOKY TIJICYMKOBOTO OIIIHIOBaHHS 3HAHb.

- METOJMYHI MaTepiaii 100 BHBYEHHS HAaBYAIbHOI JUCHMIUIIHA  JUJIS
3100yBaviB BUII[OT OCBITH BCiX ()OPM HaBYAHHS BHIIOI OCBITH;

- Tporpama HaBYaJIbHOI JUCIUTUIIHH.

12.PekoMeHa0BaHi axepesia iHpopmauii

1. OmeparniifHi cUCTeMH Ta KOMIT'IOTepHI Mepexi [EmexktponHuii pecypc]
HaBYAJIBHUN TMOCIOHUK Ui 3100yBauiB CTyIeHs OakajiaBpa 3a OCBITHHOIO IPOTPaMOIO
«ABTOMaTH3aIlisl Ta KOMIT IOTEPHO-IHTEIPOBAHI TEXHOJOTIl KiOep-€HEPreTUUHUX CUCTEM
cnemianbHocTi 151 «ABTOMaTH3allisi Ta KOMIT FOTE€PHO-IHTErPOBaHI TEXHOJIOTID», OCBITHBO-
npodeciitHoro nporpamoro / KIII im. Irops Cikopcekoro ; ykimaa. A. B. Caryn, B. b.
boGkoB. — Enextponni tekctoBi nanHi (1 ¢aitn 10 Mobaiir). — KuiB : KIII im. Irops
Cikopcbkoroy, 2022. — 164 c. — Ha3Ba 3 ekpana.

2. HJ T3I 1.1-002-99.3aranbHi TOJIOKEHHS MO0 3axuCTy iH(opwmarlii B
KOMIT' FOTEpPHHUX CHCTEMaX BiJl HECAHKIIIOHOBAHOTO JOCTYILY.

3. Texnonorii 3axucry iHdopMmaiii : HaBuanpHuid nociouuk / C. E. Ocranos, C.
I1. €Bcees, O. I'. Koponb. — X. : Bug. XHEY, 2013. — 476 c. (Ykp. M0OB.)

4. HJ T3I 2.5-004-99. Kpurepii OIliHIOBaHHS 3aXMILIEHOCTI 1HpopMalii B
KOMIT IOTEpHHUX CHUCTEMax BiJl HECAHKIIIOHOBaHOTO aocTyny. — Yunuuii Big 2000-01-01. —
K.: lepxkrex3axuct iHpopmartii, 1999. — 24 ¢

5. HJI T3I 2.5-005-99. Ilopsaaok mpoBeIeHHs aTecTallli KOMIUIEKCHOI CUCTEMU
3axucTy 1HpopMallii B aBTOMaTu3OBaHiM cucrtemi [Enexktponnuit pecypc]. — Ku:
Hepxrex3zaxuct iHpopMmarii, 1999. — 36 «c¢. — Pexum gocrymy: URL

https://tzi.com.ua/downloads/2.5-005%20-99.pdf




