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OIINC JNCIUILJITHA

Mera aucuumiainM — QopMyBaHHS Yy CTYACHTIB 3HaHb IPO OCHOBM 3axucty iHpopmauii Ta
OTPUMAaHHS MPAKTUYHUX HABHUYOK 3aCTOCYBaHHS CYYaCHHUX TEXHOJOTiH 3a0e3meueHHs iHGpopMaIiitHoi
0e3IeKu B CHCTEMAaxX aBTOMAaTH3allii.
Komnerenrnocri OIl:

inmeepanvia komnemenmuicme (IK): 3mMaTHICTD PO3B’SI3yBaTH CKIJIAHI 3a1a49i 1 TPOOJIeMH aBTOMAaTH3aIli Ta
KOMIT'FOTEpHO-1HTEIPOBAHMX TEXHOJOIIN Yy npodeciiHii MisSabHOCTI Ta/ad0 y Mpolieci HaBYaHHs, 1110 Iepeadadae
MIPOBEAEHHS JOCIIDKEHD Ta/a00 MPOBaKEHHS IHHOBALIMHOT MisUILHOCTI Ta XapaKTEPU3YEThCI KOMIUIEKCHICTIO Ta
HEBHU3HAYCHICTIO YMOB i BUMOT.

gaxosi (cneyianvni) xomnemenmuocmi (@K): 3HaTHICTH 3aCTOCOBYBATH _CIICIIANIi30BAHE IPOTpamMHE
3a0e3meueHHs  Ta UM(POBI  TEXHOJOTII JUIs pPO3B’A3aHHA CKIAJHMX 3a7a4 i mpoOJieM aBToMaTH3alii  Ta
KOMII’ IOT€PHO-1HTErPOBAHUX TEXHOJIOTIH.
Iporpamui pesyabratn HaBuyanHs (IIPH OII): CreoproBatu cucremu aBToMaru3aiii, Kibepdi3uuHi
BUPOOHMIITBA HAa OCHOBI BHMKODUCTAHHS IHTEJEKTYAJIbHUX METOMIB VIIpaBliHHA, 0a3 JaHUX Ta 0a3 3HAHb,
HAQPOBUX Ta MEPEKEBUX TEXHOJIOTIHM, pOOOTOTEXHIYHHX Ta IHTEIEKTYAILHIUX MEXATPOHHUX IIPUCTPOIB.

CTPYKTYPA JUCHHUIIJIITHA
Toguun
(mexrii/ .
Tema naboparopHi Pe3ybTaTH HABYAHHS 3aBaaHHA Ouninio-

, IPaKTHYHI, BaHHA

CCM1HAPChK1,

caMocTiiiHa)

Mopayas 1 Konnenuist 3axucrty
iHopManii B aBTOMATH30BaHUX
cucremMax

Temal 2/3/8 3HaTH 3arajibHi MOJIOKEeHHS Teopii | 3mava 10
Berym. 3axucTy iH(popMalii, kracudikaiiro | JadopaTopHOi
IIpenmer Ta 3arpo3 iHpopmallii Ta BMITH pobotu.
00’ €KT (dbopMyITIOBaTH 3arajibHy
3aXUCTY y MOCTAHOBKY 3aJ1a4i 3aXUCTY
iHdopmarriini iH(opMartii B KoM’ FOTEPHUX 1
it 6e3merti. ABTOMATH30BAHUX CHCTEMAaX
Kowmm’roTephi
CHCTEM 1
mepexi. 'l




Tema 2 2/3/8 3HaTH 3arajbHy XapaKTepPUCTHKY 3naua 20
ETanonna CydJacHUX CHUCTEM 00pOOKHU nabopatopHOi
MOJIETTh iH(popmalii Ta TUIOBI PiBHI pobotu.
B3aeMO11 iH(OpMAIIHHO-KOMYHIKAIIHHAX Bukonauns
BITKPUTHX CHUCTeM, crocodu komyTarii, [P- CaMOCTIHHOT
CUCTEM. MIPOTOKOJTU Ta aTaKH, NOB'sI3aHi 3 pobot (B.T.4.
KomyrTartis B azgpecariiero. Bmitu npu po3po6iti | B elearn)
iHpopManiiHO- aBTOMAaTU30BAHUX CHUCTEM
KOMYHIKalliiHH BU3HAYATH IPEIMET Ta 00’ €KT
X cucremax. IP- 3axucty y indopmariiniii 6e3nemni
MIPOTOKOJI Ta
aTaKw,
MOB'SI3aHI 3
ajZipecariero
Tema 3 2/3/8 3HaTH npodiii 3aXHUIICHOCTI 3naua 20
3arpo3u iHQOpMaIIHHUX CUCTEM, naboparopHoi
oe3meni XapaKTEPUCTHKH 3arpo3 OE3MeKH pobortu.
iHpopmarii. iH(dopMalii Ta TUIIOBI aTaky Ha
[lonsaTrs Ta iHpopMamiiiHuii pecypc. Bmiti
Kiacudikais BH3HAYATH 3arPO3H MUTICHOCTI
3arpos iH(opMmallii Ta JOCTYIMHOCTI B
iHdopmarrii B aBTOMAaTU30BaHUX CUCTEMaXxX
aBTOMATU30BaH
UX CHCTEMaX.
XapakTepuCTUK
a 3arpos
6e3neku
iHpopMmarii.
Hecankmionosa
HHI TOCTYII.
Tema 4 2/3/8 3HaTH TeXHIYHI KaHAJU BUTOKY 3naua 20
Texniuni iH(popMalii Ta MOJENl KaHaIy nabopaTtopHoi
KAaHAJIM BUTOKY BUTOKY 1H(OpMalii, Moaemi pobotu.
iHpopMaii. HNOPYUIHUKIB Oe3neku iHpopmarii. | BukonaHHs
[lonsarrs BMmiTu BUKOPUCTOBYBATH I1i MOJIENI | CAMOCTIHHOI
MOPYLIHUKA JUIST KOMIUJIEKCHOTO 3aXUCTY po6oTu (B.T.4.
iH(popMaIiifHOT iH(opMallii B aBBTOMaTH30BaHUX B elearn)
Oe3neKu. cucTeMax
Mopens
MOPYLTHUKA
Tema 5 0/3/8 3HATH KOHIIETIIII0 3aXUCTY 31aua 20
Konnemnmis iH(popMmallii, IK METOJI0JIOTTUHY nabopaTtopHOi
3aXUCTY OCHOBY HOJITUKH PO3POOKHU pobotu.
iHpopmarrii. MPaKTUYHUX 3aX0JIIB IS 11
Hnsxu peauizariii. Bmit
3a0e3neyeHHs BUKOPHCTOBYBATH KOHIIETILIIO
Oe3nexu 3axucTy iH(opMmarii B
iH(popMmarii. ABTOMAaTHU30BaHUX CHCTEMax
[Tonituka
6e3neku
iHpopmaii.
Tect Hanucanus 10
TeCTiB
Mopnyas 2. Metoau i 3acodm 3axucty iHpopmaii
Tema 6 21317 3HATH OCHOBHI XapaKTEPUCTHKH 3nava 20
XapakTepucTHuKa CHCTEMH PETYJIFOBAHHS 1nabopaTopHoi
CHCTEMM indopmManiiinoi Ge3mexu B pobotwu.
[PETYITIOBAaHHS YkpaiHi Ta OCHOBHI METOIU




iH(pOopMaIiiHOT
Oe3reKu B
YkpaiHi.
OCHOBHI METOIH
3axXUCTy
iH(popMallii B
KOMIT FOTEPHHUX

3axucTy iH(opmarii B

KOMIT IOTEPHUX CUCTeMax. BMiTi
BUKOPHCTOBYBATH MPAaBOBI
3aX0/1 U1 MPOTUALT
KOMIT'FOTEpHHUM 3JI0YMHAM Ta
3axucTy iH(opmarii B
aBTOMAaTHU30BaHUX CHCTEMax

crCcTEeMax.
Tema 7 21317 3HaTH OCHOBHI METO/IH 1 3ac00U 3naua 20
Metoau i HECaHKI[I0HOBAHOT'O OTPUMAaHHS nabopaTtopHOi
3acoOu iHpopMaii 3 cuctem pobotu.
HECAHKIIIOHOBAaH aBTOMaTH3aIlii.
Or0 OTPUMAaHHS BwMiTHi BU3HaUaTH NpUYMHH
iHpopMmaii 3 BUHUKHEHHS KaHAJlIB BUTOKY Ta
CUCTEM nepexoruieHHs iHdopMmarii
aBTOMaTH3aIlii.
Tema 8 21317 3HATH OCHOBHI METOIU 31aua 10
[TonsTTs mpo KpUITOrpadiyHOTO 3aXHUCTY nabopaTopHOi
METOAN iHdopmariii. BmiTu BUKOHYBaTH poOoTH.
KpunTorpadiaHo IIpsiMe Ta 3BOPOTHE IEPETBOPEHHs | BukoHaHHs
ro 3aXUCTY CEMaHTUYHOTO TEKCTY B CaMOCTIMHOI
iH(pOopMallii. CHUMBOJIbHY 1HTEPIIPETALII0 po6oTH (B.T.4.
[psime Ta B elearn)
3BOPOTHE
[EPETBOPEHHS
CEMaHTHUYHOTO
TEKCTY B
CHMBOJIBHY
IHTEepIpeTalio
(a30ykxa Mop3e).
Tema 9 1/3/7 3HATH CYyTHICTb MPOLIECIB 3maua 20
Tokenu, Be6- ayTeHTu(iKallii Ta aBTopu3allii B nabopaTtopHoOi
Mapkepu JSON CUCTeMax aBToMaru3aiii. Bmitu poboTH.
(JWT), CTBOPIOBATH MPOrpamMy Ha MOBi BukonauHs
ayTeHTH(]iKaIis nporpamyBanHs Python ams CaMOCTIMHOT
Ta aBTOpHU3Allis B nepeaadi KopucHoi iHdopmarti, poboTH (B.T.4.
cUCTEMax 00MiHY M)XK CHCTEMaMH B B elearn)
aBTOMAaTH3All]. noBigoMiieHH] y Burisiai JWT
tokeny (Algorithm = HS256).
Tema 10 0/3/7 3HatH crocobu Bepudikarii 3maua 20
CTBOpEHHS nepeaaHoi indopMmariii B nabopaTopHOi
KJIacy 3aXUCTY ABTOMATH30BAHUX CUCTEMaX. pobotwu.
Ta Bepudikarii BMmiTu BUKOpUCTOBYBATH I1i BuxoHaHHs
nepeaaHol CIocoOu JIsi CTBOPEHHS 0a30BOTO CaMOCTIHHOIL
iHpopMmaii. KJIacy sIKUi peasnizye BUKOpUCTaHi | poOOTH (B.T.U.
METOJTM Ta KJIac HaCJiIyBad, 1110 B elearn)
NEPETBOPIOE NEepeaHy
iH(opMaIiro B MOYATKOBHI BUTJIST
Ta BUKOHY€ BepH(Dikairo
OTPHUMAHOTO MOBIJJOMJICHHS.
Tecr Hanucanus 10
TeCTiB
Bceboro 3a cemectp 70
Ex3amen | 30
Bceboro 3a kype 100




HOJITUKA OHIHIOBAHHA

Ilonimuka wooo PoGotu, sKi 34a10ThCs 13 HOPYLICHHSAM TEPMiHIB 0€3 OBaXKHHUX
deonaiinie ma NPUYHH, OLIHIOIOTHCS Ha HIDKYY OLiHKY. [lepecknananHs MoyiB
nepecKknaoanH: BiZIOYBA€THCA 13 103BOITY JIEKTOPA 33 HAsIBHOCTI MOBAKHUX MPUYUH
(HanmpuKJIa1, JIIKAPHIHAN).
Ilonimuka wooo CriucyBaHHS MiJ1 4ac KOHTPOJIBHUX POOIT Ta eK3aMeHiB 3a00pOHEH1
aKaoemiunoi (B T.4. 13 BUKOpUCTAaHHSIM MOOUIbHUX Ji€BaiiciB). BumaBatu uyxi
000pouecnocmi: pe3yabTaTu 1abopaTOpHUX pOOIT 3a BIIACHI.

KypcoBi pobotu, pedepaT moBUHHI MaTH KOPEKTHI TEKCTOB1
MOCHUJIAaHHS HA BUKOPUCTAHY JIITEpaTypy
Ilonimuxa wooo BiaBigyBaHHS 3aHITH € 000B’I3KOBUM, OKPIM HaBYaHHS 32
6i06I0y8aHHA: IHAUBIAyaTpHUMHE M1aHamu. [Ipu odopMIiieHH1 1HAKWBIIyaIbHOTO
IJIaHY HaBYAHHS BIJBIlyBaHHS JIEKIIITHUX 3aHATH HA PO3CY/T
CTYJIEHTA, 32 MOKJIMBOCTI BUKOHAHHS Ta00OpaTOpHUX poOIT HA
BJIACHOMY 00J1aJJHaHH1 BOHU MOKYTh POOUTHUCH 11032 YHIBEPCUTETOM
MPOTE 3aXKUCT Mae OyTH MEPCOHATBHUM. 32 00’ €KTUBHUX MPUYUH
(Hanpukiana, XxBopoOa, MI>KHapOIHE CTa)KyBaHHs) HABYaHHS MOXKeE
BiIOYBAaTUCH 1HAMBIAYaIbHO (B OH-JTAMH (HOpMI 32 MOTOHKEHHSAM 13
Hupexkmiero HHI)

IIKAJIA OOIHIOBAHHA CTYJAEHTIB

Peiitunr 3100yBaua | Oninka HallioHAJIbLHA 32 Pe3yJIbTAaTH CKJIAJaHHA eK3aMeHiB 3aJiKiB
BHILIOI OCBiTH, 0aJIH eK3aMeHiB 3aJliKiB
90-100 B1IMIHHO 3apaxoBaHO
74-89 nobpe
60-73 3aJI0BUIBHO
0-59 HE3aJJ0BLIHHO HE 3apaxoBaHO
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