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POBOYA ITPOTPAMA
HABYAJILHOI JUCOUTLITHA

3AXUCT IH®GOPMAIIIl B CUCTEMAX ABTOMATU3AIIII

["amy3p 3HaHL G «IHXKEHepis, BUPOOHHUIITBO i OYIIBHUIITBOY

CrnemansHicTh G7 «ABTOMaTH3aIls, KOMII IOTEPHO-IHTErPOBaH1 TEXHOJIOTII Ta
pOOOTOTEXHIKA

OcaiTHs nporpama «ABTOMaTH3aIlisl, KOMI IOTEPHO-IHTETPOBaH1

TEXHOJIOT1I Ta POOOTOTEXHIKAY

HHI EHEPIreTUKN, ABTOMATHUKH 1 EHEPro30epeKEHHS

Po3po6uuk: KoBans Banepiii BiktopoBud, mpodecop kadeapu aBTOMaTUKH Ta
pOOOTOTEXHIYHUX cUCTEM M. akaj. [.I. MapTuHeHka 1.T.H., mpodecop

Kwuis — 2025 p.



Onuc HaBYAJILHOI aUcHUILIiHM. B jgucnminnigi “3axuct iHdopmamii B cucCTeMax
aBTOMATHU3aIlll” PO3IJIIAAIOTECS OCHOBHI TOHATTS 3aXHUCTy iH(GopMarllii B CHUCTeMax aBTOMAaTH3allii,
MPUHIUIH TOOYIOBH KOMIUIEKCHHX CHCTEM 3aXHUCTy iH(opmallii, 3a3Ha4aloThCsl TUIIOBI BPa3IUBOCTI
CHCTEM, TPOBOAMTHCSA aHAN3 CHCTEM Ha MpEeIMEeT 3aXHIICHOCTI Ta BHU3HAYAKOThCS HOPMATHBHI
JOKYMEHTH B Tany3l 3axucTy iHQopMmallii B CHCTeMax aBToMaTu3ailii. Bu3HadaloTbcs NPaBOBI,
opraHizamiiiHi Ta TEXHIYHI MeToAW 3axucty iHdopmarii. OTPUMYIOTBCS TPAKTHYHI HABHUKH
3aCTOCYBaHHS Cy4YaCHHMX TEXHOJOrid 3a0e3neueHHs iHQOpMamiifHOi Oe3meku B  CHCTEMax
aBTOMAaTH3AIll].

3aBIaHHSAMU JUCIHILTIHY €:

®03HAWOMJICHHSI 3 0a30BUMH IOHSTTSAMH, TEXHOJOTIEID Ta BHU3HAYCHHSMHU TEOpPil 3aXUCTY
iHpopMmaii;

®BHUBYCHHS OCHOBHHMX (hOpMaIbHUX Ta He(OpMaTbHUX IMAXOMIB A0 PO3TISLLY MHUTAHb TEOPii
3axXUCTy iH(pOpMaIlii;

®BUBYCHHS HOPMAaTHBHHMX JOKYMEHTIB B Taly3i 3axucTy iHdopmamii B cucTeMax
aBTOMAaTH3aIll;

®OTpPUMaHHS TPAKTUYHUX HABHYOK 3aCTOCYBaHHS Cy4YacHHUX TEXHOJOTiH 3a0e3rnedyeHHs
iH(opmarliiHOi Oe3MeKu B CUCTEMAaX aBTOMATH3allii.

I'any3b 3HaHB, cHENiaJIbHICTh, OCBITHSI IPOrpamMa, OCBITHIH CTyliHb

OCBIiTHI} CTYHiHb Mazicmp

CrientiaTpHICTB G7 «Asmomamu3zayis, KomMn 10omepHO-iHMe2po8aHi
MexHon02ii ma pobomomexHika»

OcBiTHS porpama Aemomamu3zayis,komn romepHo-iHmezpo8ani

mMexHon02ii ma pobomomexHixka

XapakTepuCcTHKA HABYAJIbHOI TUCHHUILTIHU

Bun BUOIpKOBa
3aranbHa KiJIbKiCTh TOAUH 120
Kimbkicts kpequtiB ECTS 4.0
KinpKicTh 3MICTOBUX MOJYTiB 2
Kypcosuii npoexT (po6oTta) (3a -
HasIBHOCTI)

dopMa KOHTPOJIIO eK3aMeH

IMoka3HUKHM HABYAJBLHOI M CIHUILTiIHA
JJIS1 JeHHOI Ta 3204HOI ¢GopM 3100yTTsI BUILOI OCBITH

JHenna dhopma 3100yTTS 3aouna opma 3700yTTS
BHILIOT OCBITH BHIIOI OCBITH
Kypc (pik miarotoBku) 1 (2025/2026)
Cemectp 2
JIexmiiHl 3aHATTS 15 rox.
IIpakTHyHi, ceMIHapChK1 3aHATTS HEMa
JlaGopaTopHi 3aHATTS 30 ron.
CamocriitHa poOoTa 75 rop.
KinbKicTh THKHEBUX ayIUTOPHUX TOJIUH 3 rof.
U1 IeHHO1 hopmu 3100y TTsI BUILIOT
OCBITH




1. Mera, KOMIIETEHTHOCTI Ta MPOrpaMHi pe3yJibTaTH HABYAJIbHOI AUCIHUILTIHA

Merta — ¢dbopMyBaHHS y CTYIAEHTIB 3HAHb IIPO METOAM 1 cHocoOHM 3axucTy iHdopMalii Ta
OTpPUMAaHHS OpPaKTUYHMX HABUYOK 3aCTOCYBAHHS CYYaCHMX TEXHOJOIIH 3a0e3neuyeHHs iHhopMalliiHOo1
OC3MEKH B CUCTEMAaX aBTOMATH3ALII].

Habymmsa komnemenmunocmeil:

iHTerpanbia kommereHTHICTh (IK): 3maTHiCTh po3B’sA3yBaTH CKJIaaHI 3aja4i i OpobdaeMu y
rajgysi aBTomarH3anii, KOMII' IOTEPHO-IHTErPOBHHUX TEXHOJOIIH Ta poOOTOTEXHIKM abo Vv Mpoleci
HaBYaHHS, [0 Iepeadayae  IPOBEACHHS  JOCIIDKEHb Ta/abd0  3AiMCHEHHS 1HHOBALIM  Ta
XapaKTEPU3YETHCS HEBU3HAYEHICTIO YMOB 1 CYNEPEUYIMBICTIO BUMOT.

3araibHi komneTeHTHocTi (3K):
cnemianbHi (axosi) kommereHTHOCTI (CK): CK2. 3nmaTHiCTh MPOEKTYBAaTH Ta BIPOBA/LKYBATH
BHCOKOHAIIMHI CHCTEMH aBTOMATH3alll Ta 1X HpHKIaAHE MporpaMHe 3a0e3ledeHHs, I peamiszamil
(OVHKIIHA yIOpaBaiHHA Ta omnpallfoBaHHS iHdopMalii, 3AIHCHIOBATH 3aXHCT MNPaB 1HTEIECKTYaJbHOI
BJIACHOCTI Ha HOBI IIPOEKTHI Ta IHKEHEPHI PIIIIEHHSL.

Ilpozpamui pesynomamu nasuanns (ITPH). TIPH2. CrBOproBaTH BHMCOKOHAJIHI CHCTEMH
aBToMarm3anii 3 BHCOKHMM piBHEM (YHKIIOHAIHHOI Ta iHGOpMAINHOI Oe3leKr IpPOrpaMHHX Ta
TEXHIYHHUX 3aC00iB.

2. [Iporpama Ta cTPYKTypa HABYAJIbHOI IMCIUITIHI

KinekicTs roqnn

Ha3Bu 3micToBHX
aeHHa ¢popma 3aouHna popma

MOYJ1iB
i Tem

THXHI | yChOTO y TOMY YHUCIII yYCbOIO y TOMY YHCI1

n | m | ;mab | iHx | c.p. a1 | o | na0 | iHa

c.p.

1 2 | 3 |4]5] 67 ]8] 9 [10][11]12]13

14

Monyns 1. Konyenmyanoni 3acaou 3axucmy inghopmauii 6 agmomamu308anux
cucmemax.

Tema 1. IIpeamer Ta 9 2 2 5
00’€KT 3axXUCTy y
1H(popMariiiHii 6e3mer.
Komn’totepHi cuctemu i
MEpPEeKI.

Tema 2. 7 - 2 5
3aBag03aXUIIECHICTD
CUTHAJIIB B KOMIT FOTEPHUX
Mepexax 3a pi3HHUX
METO/TIB MOTYJIALI{
ki0epiHpopmartii

Tema 3. [IpoGiemu 9 2 2 5
3aXUIIEHOCTI UPPOBUX
CUTHAJIIB KEpYBaHHS B
CUCTEMax aBTOMAaTH3allil
B3aemonist BIAKpUTHX
cucteMm. [Hpopmariiina
Oe3neka mpoTokodis. [P-
MIPOTOKOJI Ta aTaKH,
MOB'sI3aH1 3 aJjpecali€ro.

Tema 4. 7 - 2 5
3aBa/103aXMIIEHICTh
M(ppoBUX CUTHAIIIB
KEepyBaHHS CUCTEM




aBTOMAaTH3aIlil 3a Pi3HUX
YMOB iX 00pO0GJICHHS.

Tema 5. 3arposu 6e3mnerri
iHpopmauii. [TousaTTs Ta
kiacudikaris 3arpo3
iH(popmaii B
ABTOMATH30BaHUX
cucTeMax.
XapaKkTepHucTUKa 3arpo3
6e3nexu iHpopmartii.
HecauxkiionoBanuii
JOCTYII.

Tema 6. Mognesi Ta aHaii3
KaHaJIiB BUTOKY
kibepindopmariii B
CHCTEMaX aBTOMAaTH3allil.

Tema 7. TexHiuHi KaHATTU
BUTOKY iH(OpMAIii.
[ToHATTS MOpYyIIHKUKA
iH(popMamiifHOi Oe3neKu.
Mopenb nopynrHuka.

Pa3zom 3a moxynem 1

57

8

14

35

Mopuyins 2. Komnaekcnuii 3axucm ingpopma

Uii agmMomamu308aHux CUcCmem.

Tema 8. Konnenis
3axucry iHdopmariii.
IIisixu 3a0e3neyeHHst
Oe3neku iHdopmariii.
ITonmiTuka 6e3mexu
iH(popMmartii.

7

2

5

Tema 9. 3a0e3neueHHs
KOMIIIEKCHOCTI
BUPIIICHHS 33aB/IaHb
1H(popMariifHOT Oe3MeKu.
JisIbHICTh MI>KHAPOTHUX
oprasi3zanii, 1o JIi0Th y
cdepi iHpopManiiHOT
OE3IIEeKH.

Tema 10. Crangaptu
IEC/ISA 62443 nns
MiATPUMKH O€3MeYHOT
eKCIUTyaTaril
MTPOMHUCIIOBHX CHCTEM
aBTOMAaTH3alll].

Tema 11. MixnaponHi
CTaHJApTH MPOEKTYBAHHS
Ta eKCIUTyaTalii CucTeM
aBTOMAaTH3AIli].
Crangapru3aiis B chepi
MEHEIKMEHTY
iHpopMariiiHoi Oe3neKu.

Tema 12. Angamis




3aCTOCYBaHHS TEPMiHiB,
BU3HAUCHUX
HOPMAaTHBHUMHU
JOKYMEHTaMHU
iHpopManiiiHoi 6e3nexw,
JUTSL HIATOTOBKHU
JOKYMEHTIB 1010
CTBOPEHHS KOMIUIEKCHO{
CHCTEMH 3aXHUCTY
iHpopmaii.

Tema 13. Konnemnis,
CTpaTeris Ta apXiTeKTypa
3axucTy iHdopMmariii.
Etanu po3po0ku.
[MoniTrka 3axucry
iHdopmartii. [TonoxeHus
PO CIYX)OY 3aXUCTY
iHpopmarii.

Tema 14. Yopasuinas
pu3HMKaMu. 3arposu,
MIPOTHO3YBAaHHSA Ta
OLIIHKA TX HACJIJKIB.
Pu3uk-MeHeKMEHT.

Tewma 15. Eranu
CTBOPEHHS KOMIIEKCHOT
CHCTEMH 3aXUCTy
iHpopmanii (KC3I).
Jlep>kaBHa ekcriepTH3a
KC3I ta cynposix B
nepio]] GyHKIIIOHYBaHHS.

Pa3zom 3a monynem 2

63 | 7 16

40

Ycboro roguH

120 15 30

75

KypcoBuii npoekr
(pob6orta)
3

(SIKIIIO € B HABYAILHOMY IUIaHi)

Ycboro roqua

120 15 30

75

3. Temu JeKuii

HazBa temu

KinbkicTh
TOJIUH

1 | Ilpenmer Ta 00’€KT 3aXMCTy y iH(OpMaIliiiHii 6e3neri.
Komn’1oTepHi cuctemMu 1 Mepexi.

2

2 | IlpoGneMu 3aXHIIEHOCTI HU(PPOBUX CUTHAJIIB KEPYBAaHHS B CUCTEMAaX
aBromatu3alii Baemonis Bigkputux cuctem. [Hdopmarriiina 6e3mnexa
npoTokouiB. IP-mpoToko Ta ataku, MoB's13aHi 3 aJipecalli€ro.

3 | 3arpo3u G6e3neni indopmartii. [ToHSATTS Ta KIacudikalis 3arpo3
iH(opMallii B aBBTOMaTH30BaHUX CUCTeMax. XapaKTEepUCTHUKA 3arpo3
6esrexu 1Hpopmariii. HecaHKIioHOBaHMI TOCTYII.

4 | TexuiuHi KaHaIu BUTOKY iH(opMmarii. [IoHATTs nopymHuka

1H(popMaliiiHo1 Oe3neku. Moienb NOpyIIHHKA.




5 3abe3meueHHs KOMIUIEKCHOCT1 BUPIIICHHSI 3aB/IaHb 2
iHpopmaniiinoi Oe3neku. J[isuIbHICTE MDKHApPOAHUX OpraHizallii, 1o
Tit0Th Y cdepi iHdhopmaIiiHoi Oe3MmeKu.

6 | MiKHapoHi CTaHAAPTH MPOEKTYBAHHS Ta EKCILTyaTallil CUCTEM 2
aBromatu3zamii. Ctangaptu3aiis B cepi MCHEIPKMEHTY
iHpopMaiiiHoi Oe3neKu.

7 | Konnemnitis, crpaTeris Ta apxiTekTypa 3axucty indopmartii. Etanu 2
po3poOku. ITomituka 3axucty iHpopmarii. [Tonoxenns npo ciayx0y
3axXucTy iHhOopMaIlii.

8 | Eranu cTBOpeHHs KOMIUIEKCHOT cucteMu 3axucty iHdopmarii (KC3I). 1
JepxaBna excrieptusa KC3I ta cynpoBia B mepio G yHKIIOHYBaHHS.

4. Temu j1a00paTopHUX (MIPAKTHYHUX, CEMIHAPCHKHUX) 3aHATH

Ne Ha3Ba Temnu KigpkicTh
3/m TOJIMH

1 | JocmipKkeHHs 3aBa03aXxUIICHOCTI CUTHAIIB B CHCTEMax 4
aBTOMATH3allil 32 PI3HUX METOIB MOyl KibepiHdopMmarlii.

2 | JochimKkeHHs 3aBa03aXUIIEHOCTI IM(PPOBUX CUTHAIIB KEPyBaHHS 4
CHCTEeM aBTOMAaTH3allil BiJ BIUIUBY 3aBaJ 3a pi3HUX YMOB 00poOIeHHS.

3 JlocimkeHHs IPOIEeciB KoAyBaHHs KibepiHdopmMarlii B cucreMax 4
aBTOMaTH3aIlii

4 JlociiKeHHs TeHepaTopa MCeBA0BUIIAAKOBO1 ITOCIIIIOBHOCTI, 4
ckpembOiepa Ta neckpemoiiepa kidepindopmairii cuctem
aBroMarusarii.

5 | Amnaniz crapmaprie [EC/ISA 62443 nns miaTpuMKu  Oe3mevyHOi 4
SKCIUTyaTallil MpOMHUCIIOBUX CHCTEM aBTOMATH3allii.

6 | AHami3 3acTOCyBaHHS TEpPMIHIB, BH3HAYCHHX HOPMATHBHUMU 4
JOKyMeHTaMu iHpopMaliiHoi O0e3meKu, A MiArOTOBKH JOKYMEHTIB
I[0JI0 CTBOPEHHS KOMIUIEKCHOI CUCTEMH 3aXUCTY 1HQopMaIlii.

7 Amnami3z 00ekTiB aBTOMAaTH3allll Ta MArOTOBKA 3aradbHHUX IOJIOXKEHD, 2
po3auniB 112 «llonoxeHHs npo ciayx0y 3axucTy iHpopMaIii».

8 | MopentoBaHHs Ta JOCHIDKEHHS TEXHIYHUX 3acO0iB  3aXHUCTY 4
iH(popMalLlli B CUCTEMax aBTOMaTH3allli Ha OCHOBI MPOTrPaMOBAaHUX
JIOTIYHUX 1HTETPATBHUX CXEM.

5. Temu camocTiiiHoi po6oTH

Ne KinbkicTh
Hassa remu
3/m TOJIUH
1. | BKkaxiTh y YOMY CKJIa/IHICTh CTBOPEHHsI CUCTEM 3aXHCTy iH(opMaIlii. 3
2. | OnumriTe moHsTTA 3axucty iHpopmanii B ITC Ta i podotu 3 2
oprasizariii.
3. | OnumriTe MOHSATTS Teopii 3axucTy iH(hopMarlii Ta ii mepio I po3BUTKY. 2
4. | HaBenith 0cOOIMBOCTI TeOpii 3axucTy iHGopmarrii. 2
5. | Bkaxith y uomy nossratots opMaibHi Ta HeopMaibHi MiIX0IU 10 2
PO3IJISLly MUTAaHb TEOpii 3axXUCTy iH(opMarti.
6. | BKkaxiTh, sIKi € HAIIPSIMKHA PO3BHUTKY TeOpii 3aXHCTy iHpopMarii. 2
7. | BkaxiTh, 1110 co6010 npezacranisie 3arpo3a 6esnexu KC. 2
8. | BkaxiTp, siki 3arpo3u Oe3neku KC BiTHOCATH O BUNIAIKOBHUX. 2
9. | BkaxiTb, ski 3arpo3u 0e3neku KC BiTHOCITH 10 HABMHUCHUX. 2




10. | BkaxiTsp, 1110 cOO0I0 MpEACTaBIISE 3arp0o3a PO3KPUTTS 1 X IPOTHTIA. 2
11. | BkaxiThb, 110 COO0I0 MPECTABIIIE 3arpo3a MOPYILIEHHS LITICHOCTI 1 iX 2
TIPOTHTiSL.
12. | BkaxiTh, 1m0 co00k0 MPEICTaBIsE 3arpo3a BiAIMOBH B 00CITyrOBYBaHHI. 2
13. | BkaxiTe HanpssMu NMOBCAKACHHOT MisiibHOCTI B ITC mis miarpumMkw ii 2
pale3JaTHOCTI.
14. | BkaxiTph SKMMU TIOCITyTraMu 3a0e3reuyeTbest 1ocTynHicTh B ITC. 2
15. | BkaxiThb, 110 COO0I0 MPECTABIISIE CIIOCIO HECAHKI[IOHOBAHOTO JIOCTYITY 2
Ta SIKi METH TIEPECITIIYE 3JTOBMUCHUK.
16. | BkaxiThp, 110 Take KOMII FOTEPHE MIPAaTCTBO Ta KaTeropii MOpPyIIHUKIB 2
Oe3MeKH.
17. | BkaxiTp, 110 BU3HAYAE MOJIEIh OPYIITHUKA OC3IEKH. 2
18. | OnuiiTe KOHIENIIIIO 3aXUCTY 1HPOpMAaIii. 2
19. | OnumIiTe cTpaTeriro 3axucTy iHGopMallii Ta iepapXiqHUM MiIXi 10 2
3abe3neueHHs Oe3neku iHpopmarii.
20. | OnumiTh eranu po3poOKK KOHIIETIT 3aXUCTy 1H(pOpMAIIii. 2
21. | BKaxiTh TOHSTTS MOJIITUKH 3aXUCTY iH(OopMaIIii. 2
22. | OxapakTepu3yiiTe IpaBoBi Ta OpraHizaniiHO-aJMiIHICTPATUBHI 3aX0I1 2
MPOTHIIT KOMIT IOTEPHUM 3JI0UYMHAM.
23. | OxapakTepusyiTe iH)KeHEPHO-TEXHIYHI 3aX0/I1 MPOTUIIT 3
KOMIT FOTEPHUM 3JI0YHHAM.
24. | BkaxxiTh KOMIIIEKC 3a/1a4 TP PO3POOIIi MOIITHKU OE3MEKH. 2
25. | BraxiTp npaBuiia 3a0e31neueHHs MOJITHKH Oe3neKku iHpopmartii. 2
26. | OnumiiTe Nepmrii eTan NPOeKTYBaHHS Ta peallizallii CHCTEMH 3aXHUCTY. 2
27. | BkaxiThb, ki KIMOBIPHI 3arpo3H BUAUISIOTH Y KOMIT FOTEPHUX MEPEkKax. 2
28. | BkaxiTh, IKMUM 3aX0aM [IOBUHHA BU3HAYATHCS IIOJIITUKA OE3IIEKH. 2
29. | OnuuIiTe APYTHid €Tan NPOeKTYBaHHS Ta peati3allii CHCTEMHU 3aXHCTy 2
— peaJtizallis MOJITHKA OC3IeKH.
30. | OnumriTe TpeTiii eTan MPOeKTYBaHHS Ta peaji3allii CHCTEMH 3aXUCTY — 2
MIITPUMKA MOJITUKH O€3MEeKH.
31. | OnumniTe AUCKpeIiifHy MONITHKY Oe3MeKH. 2
32. | OnumiiTh nepeBaru Ta HeIOJIKU AUCKPEIIHOT MONITUKK OE3MeKH. 2
33. | OnumriTe MaHIATHY MONITHKY O€3MEKH. 2
34. | OnuuiiTe nepeBaru Ta HeJAOMIKH MaHAATHOI MOJIITHKU Oe3MeKH. 2
35. | OnuuiiTe posboOBY NOJITUKY O€3MEKH. 3
36. | OnumIiTe MOMTHKY O0€3MEeKH - MOHITOP O€3MeKH. 2
75
6.MeToau Ta 3aco00M T1iarHOCTHKHU Pe3yJIbTATIiB HABYAHHSI:
— ycHe a0 MMChbMOBE ONTUTYBAHHS;
— TeCTYBaHHS;
— 3aXHCT Ja0OPaTOPHUX POOIT;
— eK3aMeH.
7.Meroan HABYAHHA.
- CJIOBECHMH MeToJ (JIeK1is);
- METOJ MPaKTHKO-OPIEHTOBAHOTO HaBYAHHS;
- pobGoTa 3 HaBYAJIbHO-METOAMYHOIO JITEPAaTypor0 (KOHCIEKTYBaHHS, TE3yBaHHS,

aHOTYBaHHS);

camocTiitHa po0oTa (OIpaIfoBaHHsI TEM CaMOCTIHHOT poOOoTH).



8.OniHOBaHHSA pe3ybTaTiB HABYAHHS.
Or1iHIOBaHHS 3HaHb 3/100yBaya BUIOI OCBITH BiOyBaeThes 3a 100-0abHOIO MIKATIO0 1 IEPEBOAUTHCS
B HaIllOHAJIbHY OLIIHKY 3T11HO YnHHOTO «[lonoxxenHs npo exk3amenu ta 3aniku y HYBill Ykpainn»

8.1.Po3noaiu 0aJiB 3a BUAaMM HABYAJILHOI JiIILHOCTI

Bujx HaBYaBHOI AiATBHOCTI Pe3yibTaTH HAaBYaHHA OH::::Ba

Monyinb 1. Konnenryanbhi 3acagu 3axucry ingopmauii B aBTOMaTH30BAHUX CHCTEMAX.
JlaboparopHa pobora 1. [TPH2. CTtBOproBaTH BHCOKOHA/IiMHI CHCTEMU 25
JIaGopatopHa pobota 2. aBToMaru3anii 3 BHUCOKUM piBHEM 20
JIaGopatopHa poGota 3. ¢byHKLIOHATBHOI Ta 1HOpMAaIifHOI Oe3nexu 25
JlabopatopHa po6ota 4. NPOTPAMHAX  Ta  TEXHIYHHX 3aco0iB. 20
Moy bHa KOHTPONbHA poboTa 1, ITpakTH4HI HAaBUYKHU 3aCTOCYBAHHS Cy4acCHHUX 10

TEXHOJIOTIN 3abe3neueHHs 1H(pOpMaiHHOL
0e3MeKr B CUCTeMax aBTOMaTH3allii
Bceboro 3a moayiem 1 100
Mooy 2. Enepzoeghekmuene kepysannsa é yughposux inghokomynikayinnHux ma
eleKmpoeHepzemutHuUX KOMN I0MepHo-iHmezposanux Cucmemax

Jlaboparopua pobota 5. [TPH2. CtBOproBaTH BHCOKOHA/IiMHI CHCTEMU 25
JIaGopatopua poGota 6. aBToMarTu3aii 3 BHUCOKUM piBHEM 20
JIaGopaTopra po6Gora 7. ¢dyHKIIOHaTBHOI Ta 1HGOPMAIIHOI Oe3meKn 20
JlaGopatopHa po6oTa 8. NPOrpaMHUX Ta TEXHIYHMX 3ac00iB. YMiHHsA o5
Moy TbHa KOHTPOTEHA POGOTA 2. aHayi3yBaTH  CHUCTEMH  HA  TpeaMeT 10

3aXHUIICHOCTI Ta BHM3HAYaTH HOPMATHBHI
JOKYMEHTH B Taly3i 3axucTy iH(opmamii B
CHCTEMaxX aBTOMaTHu3allil, a TaKoX TEXHIYHI
METOJTM 3aXKCTY iHPOpMaIli.

Bceboro 3a moayJiem 2 100
Hagpuanbha poGorta (M1 + M2)/2%0,7<70
Ex3amen/3ajik 30

Bceboro 3a kype (HaBuanbHa podorta + ex3amen) < 100

Kypcosuii mpoext/podoTa -
(3a nasenocmi)

8.2.11lkana ouiHOBaHHS 3HAHBb 3100yBa4Ya BUILOI OCBITH

. . OriHKa 3a HaI[lOHAIBHOIO CUCTEMOIO
Peittunr 3m00yBayua BUIIOT OCBITH, Oayin .
(ex3aMeHu/3aJ1KH)
90-100 BIIMIHHO
74-89 no0pe
60-73 3aJI0BUJILHO
0-59 HE3aI0BIIBLHO
8.3.IToJiTHKA OLIHIOBAHHS
IHoaiTuka moao PoGoTtHn, sKi 37a10ThCS 13 MOPYLIEHHSM TEpMiHIB 0€3 MOBaXHUX MPUYHH,
AeJIaifHIB Ta OLIIHIOIOTHCS HA HWXKYY OIIHKY. [lepeckiiagants Moy IiB BiI0OyBa€eThCs 13 103BOITY
nepecKJIaiaHHs JIEKTOpa 3a HasBHOCTI MOBAXHUX NMPUYNH (HAPUKIIAJ, JTIKAPHSHUN).
ITosiTuka mwono CriucyBaHHS MiJl Yac KOHTPOJIBHUX POOIT Ta €K3aMeHiB 3a00poHeHi (B T.4. i3
aKkajaeMiyHOIl BUKOPHUCTAHHSIM MOOUIbHUX JeBaiiciB). KypcoBi poOoTH MOBHHHI MaTH KOPEKTHI
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A00pPOYECHOCTI

TEKCTOB1 MOCHJIAHHS HA BUKOPHUCTAHY JITEPATYPY

IMogiTnka momo
BiIBiyBaHHs

BinBinyBaHHS 3aHSATH € OOOB’S3KOBUM. 3a 00 €KTUBHUX MPHYWH (HANIPUKIIA,
XBOpOo0a, MiXKHAPOHE CTA)KYBaHHS) HABYAHHS MOJKE BiIOYBAaTHUCh 1HIMUBIIYyaIbHO

(B OH-7aiiH (OpMi 3a MOTOHKEHHSM 13 IEKaHOM (PaKyIbTeTy)

9.HaByabHO-MeTOAMYHE 320€3ICUCHHS
- eNEeKTPOHHMI HAaBYAJIHHHIA KypC HaBYAJIbHOI JUCHUIUTIHU (Ha HaBuanbHOMY noptaii HYBill
Vkpainu eLearn - https://elearn.nubip.edu.ua/course/view.php?id=1306);
- KOHCIICKTH JICKI[If Ta iX mpe3eHTallil (B eJIEeKTPOHHOMY BHUIJISI);
- MiJIPyYHUKH, HABYAJIbHI MOCIOHUKH,
- METOJWYHI MaTepialii MO0 BUBUCHHS HABYAIHHOI TUCITUILIIHU.

10.PexomenioBani qaxepena ingopmanii
OcHoBHi:

1. OcHoBu kibepmpocTopy, KibepOe3nekn Ta Kibep3axucTy: HaBYalbHHH mociOnuk / B. M.

borym [Ta in.]. - K.: Jlipa-K, 2020. - 554 c.
JlonomisxHi:

2. IlpoekryBanHsi cucteM 0OpoOKH Ta 3axHCTy iH(opMarlli: HaB4aabHUI mocionuk / O. M.
Kymniniu [Ta in.]; HanionansHuil yHiBepcuTeT GiopecypciB 1 MpupoaokopucTyBanHs Ykpainu. - K.: III
"Kommpunt", 2023. - 415 c.

3. Opranizamiitne 3a0e3nedeHHs 3axHuCTy iH(OpMaIii: HaBYadbHHIA mociOHuK. YactmHa 1.
Aymut iHdopmarniitHoi 6e3neku / B. A. Jlaxno [Ta iH.]; HamionansHuii yHiBepcuTeT GiopecypciB i
npupoaokopuctyBanHs Ykpainu. - K.: HII "Komnpunt", 2022. - 432 c.

4. ABTOMAaTH30BaHI CUCTEMH YIpaBIiHHA: HaByanbHUil mocionuk / B. B. Ocumnenko, M. O.
Kikres, B. II. Jlucenko. - K.: HYBill Ykpainu, 2018. - 668 c.

5. ABTOMaTH30BaHUI MOHITOPUHT CHUTHAIIIB CHHXPOHIi3allii 4acy eHeprocucteM: MoHorpadis /
B.B. KoBans, O.B. Camkos, I.B. bminos, O.JI. Jlameko, 1.B. Tpau, CIH. [Tonimyxk, B.I. Bakacs, B.B.
Yomuk, O.JI. Ocincekuit, 2021. K.: Bugasanuuii neatp HYBIITVY, 2021. - 380 c.

6.3axuct iH(popMallii B KOMII'IOTEPHUX CHUCTeMax 1 KibepOe3meka: HaBYabHUM MOCIOHUK st
camocTiiiHO1 poOoTH ctynenTiB OC Marictp cnenianbHocTei 123 - Komm'torepHa iHKeHepis:
OIII - KciM, OO - KC3I). Yactuna 1. Mojeni 1 MeToau 3axucTy i1HpOpMaLiiiHO-
KOMYHIKAI[IHHOTO CepeOBHIa HA OCHOBI IHTEIEKTYaJIbHOTO pO3Mi3HaBaHHA 3arpo3 / B. A.
JlaxHo [T1a iH.]; HamioHaneHUI yHIBepcUTET 6i0pecypciB 1 MPUPOJIOKOPUCTYBAHHS YKpaiHU. -
K.: Penpaxmiiino-sunasanunii Bianin HYBill Ykpainu, 2023. - 301 c.

7. Inopmariiitna 6e3nexa: HaBu. nocio. / FO. S. bobano, 1. B. 'opbaruii, M. /1. Kicennunuk Ta iH.;
3a 3ar. pea. lO. f1. bob6ana, I. B. 'opb6aTtoro. — JIsBiB: Bua-BO JIbBiBChKOI momiTexHiku, 2019. —
580 c.

8.kumenko 1.3. MenemkMenT iHpopmamiiiHoi Oe3mekn: KoHCmekT mnekmii 3 nucuuroiiam /
Tepnonins — 2019. — 218 c.

9.VmpasiiHHS iHPOPMAIIHHOO OE3MEKOI0: KOHCIICKT JISKIiH [ EnekTpoHHuit pecypc]: HaBd. mocio.
s cryn. coer. 125 «KibepOesneka» / KIII im. Iropst Cikopebkoro; yknana.: C. O. Hocok,
O. M. ®ansb, B. M. Tkau. - Kuis: KIII im. Iropst Cikopcbkoro, 2021. — 258 c.

10.MeToam i anropuTMH 3aXHCTy iHOOPMAIITHUX pecypciB KOMITIOTEPHHUX CHCTEM: HaBYAIbHHNA
nocionuk / Yxuaza. Lxyniit B. M., Knsor 1O. I1., Mynsip 1. B., Uennyn B.M. — XMenbHUIIBKUIA:
XHY, 2021. - 174c.

11.Januk FO. T'. OcHoBu kibepOe3neku Ta kKiGepoboponu: miapyunuk / FO. I'. Jlanuk, I1. II.
Bopobienko, B. M. Uepnera. — 2-re Buj., mepepo0. ta gom. — Oxeca : OHA3 im. O.C. ITonosa,
2019.-320 c.

12.TIpo 3aTBepmKeHHs 3arajlbHUX BHMOT JIO KiOep3axucTy 00’€KTiB KPUTHYHOI 1HPPACTPYKTYPH
[EnextponHmii pecypc]: moctaHoBa KMV Bim 19.06.2019 p., Ne 518.: odim. BebcaiT
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BepxoBHoi Panu Ykpainu. — Pexxum nocrymy: https://zakon.rada.gov.ua/laws/show/518-2019-
II.

13.KommuiekcHi cucremu 3axucty iHpopMmarlii B iHPOpManiiHO-TEIEKOMYHIKAIHHUX CHUCTEMaX:
Hapuansuuii nocionuk / B.JI. Kostopa, B.O. Xopomko, M.€. Illenect, FO.M. Tkau, .1O.
VYcoB. — Hixxun: ®OII Jlyk’ssaenko B.B., TIIK «Opxines», 2019. — 144 c.

14 MeTonuuHi BKa3iBKH 10 BUKOHAHHS Ja0OpPAaTOPHUX POOIT 3 HABYAIBHOI JTUCHMIUTIHA «3aXHCT
iHpopMmanii Ta MepexxeBa Oesneka» s 3100yBadiB BUIOI OCBITH mepuioro (6akanaBpChbKOro)
pIBHS 3a OCBITHBO-TIPOdECiiiHOI0 TporpamMor0 «PoOOTOTEXHIKAa Ta ITYYHHUH I1HTEIEKT» Ta
«ABTOMAaTH3aIlil Ta  KOMII IOTEPHO-IHTETPOBaHI  TEXHOJNOTrii»  cmemiambHocTi 151
«ABTOMAaTH3aIIIs Ta KOMIT IOTEPHO-IHTErPOBaHI TEXHOJIOTI» JIEHHOI 1 3a04HOI (hOpM HABYAHHS
[Enextponne Bunanns| / Haymuyk O. M. — Pieae: HYBI'TI, 2023. —80 c.

15.Manxait O. B. IlpaBoBi 3acamu 3axucty iHdopmarii: migpyunuk / O. B. Mamxaii, LA,
Mamkaii. — Xapkis: Ilanos, 2020. — 162 c.

16.HJ T3I 1.1-003-99: Tepminosoris B 00acTi 3aXUCTy iHGOpMAIIii B KOMITIOTEPHUX CHCTEMax
BiJl HECaHKI[I0HOBAHOTO noctymy/
https://duikt.edu.ua/ru/lib/1/category/925/view/1021?lang=ru&act=view&page=1&category=9
25&i1d=1021

17HA T3I 1.4-001-2000: TumoBe mOJOXKEHHA Mpo ciyx0y 3axucty iHpopmauii B
ABTOMATHU30BaHIi CUCTEMI.

18.3akon Ykpainu «IIpo gepxkaBuy Taemuuiio». — K.: Bizomocti BepxoBHoi Panu Ykpainu, 1994.
- N 16. - Ct. 93.

19.3akon Ykpainu «IIpo 3axuct indopmaiii B iHpopMaIiiHO-TENEKOMYHIKAIIIHIX CHCTEMax». —
K.: Binomocrti BepxoBnoi Pamu Ykpainu, 1994. - N 31. - Cr. 286.

20.3akon Ykpainu «lIpo inpopmarito». — K.:Bimomocti BepxoBuoi Pagu Ykpainu, 1992. - N 48. -
Cr.650 .

21.3akon Ykpainu «lIpo enextponnuii nudposuii miamuc». — K.:Bimomocti BepxoBHoi Paau
VYxpainn, 2003. - N 36. - C1.276 .

22.Hend K. Alkahtani. Safeguarding the Information Systems in an Organization through Different
Technologies, Policies, and Actions / Hend K. Alkahtani // Computer and Information Science.
— Vol. 12, No. 2; 2019. — ISSN 1913-8989, E-ISSN 1913-8997. — Published by Canadian
Center of Science and Education. — P. 117-125.

23.Mynsp [.B. Mojaens omiHKM HMOBIpHICHO-4aCOBUX XapaKTEpPUCTHUK iH(OpMaliifHOT B3aeMOIil B
Mepexi iHTepHeT peueit / B.M. [xymniit, .M. Kizton, 1.B. Mymsp // 36ipHuk HayKOBHX Npalib
BiiicekoBoro iHcTuTyTY KHiBChKOTO HalllOHAJIBHOTO yHiBepcuTeTy iMeHi Tapaca IlleBuenka. —
K.: BIKHY, 2019. — Bun. Ne63. — C. 51-60.

24.Safeguarding the Information Systems in an Organization through Different Technologies,
Policies, and Actions/ Hend K. Alkahtani. — Computer and Information Science. — Vol. 12, No.
2; 2019. — Published by Canadian Center of Science and Education. — P. 117-125.
https://www.researchgate.net/publication/332779915 Safeguarding_the_Information_Systems
_in_an_Organization_through_Different_Technologies_Policies_and_Actions/link/5¢c9228992
851c8d22105ad8/download
Inmepnem-oixcepena:

1. http://nubip.edu.ua/ - ronosna cropinka HYBIll Ykpainu.

2. http://nubip.edu.ua/node/1376 - xadenpa aBTOMATUKH Ta POOOTOTEXHIYHUX CHUCTEM IM. aKa.
[.I.MapTuneHnka.
3. http://elibrary.nubip.edu.ua— enekrponna HaykoBa OiOmioreka HVYBIll  VYkpainu.
4. http://energ.nauu.kiev.ua/ -  HaBuanmbHO-iH(GopManiiiuuii  nopran  HHI  eneprerukw,

ABTOMATHKH 1 €eHEPro30epexeHHsI.
5.https://duikt.edu.ua/ru/lib/1/category/925/view/1021?lang=ru&act=view&page=1&category=92
5&id=1021
6. https://elearn.nubip.edu.ua/course/view.php?id=1306
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