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JINCT NOIrog>XeHHA
OCBITHbO-NpocecinHOI Nporpamm
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lNMpopeKkTop 3 HayKoBO-NeparorivyHoi po6oTu

HavyanbHMK HaBYanbHOro BipAiny

HekaH dakynbTeTy (AUpekTop HHI)

FapaHT nporpamu

B.A. LLUnHkapyk
A.M. Pyauk
O.l. 'nasyHoBa
B.A. JlaxHo




NEPEOMOBA

OcsiTHbO-NpodecinHa nporpama (OlMN) gna nigrotoBkn 3000yBaviB
BULOI OCBITM nepworo (bakanaBpCbKOro) piBHA 3a  CneuianbHICTHo
«Kibepbesneka» MictuTb obcsar kpeautiB €EKTC, HeobxigHnin ana 3000yTTS
BiANOBIAHOIo CTYMNeHA BULOI OCBITWU; Nepesnik KOMNeTEHTHOCTEN BUMYCKHUKA;
HOpMaTMBHMI 3MICT NiAroTOBKM 3400yBaYiB BULLOI OCBITH, CHOPMYNbOBaHUN B
TepMiHax pesynbTaTiB HaBYaHHs; bopmu aTtecTauil 3406yBadiB BULLOT OCBITH,;
BMMOIM O HasiBHOCTI CUCTEMU BHYTPILHLOrO 3abe3nedYeHHs SIKOCTi BULLOT
OCBITW.

Po3po6neHo NpoOeKTHOKO rpynoro y cknaai:

1.JlaxHo Banepin AHaTONIMOBMY, LOKTOP TEXHIYHMX HayK, npodhecop,
3aBsigyBay kadeapu KOMM'IOTEPHUX CUCTEM, MepeX Ta Kibepbesneku, rapaHT
nporpamu;

2.CaryH AHapin BiktopoBuY, kaHouMaaT TEXHIYHUX HAYK, OOUEHT kadenpu
KOMMIOTEPHUX CUCTEM, MEPEX Ta Kibepbeaneku;

3. bno3ea AHApin IropoBunY, kKaHauaaT negaroriyHUX Hayk, OUeHT kadenpu
KOMM'IOTEPHUX CUCTEM, MEPEX Ta Kibepbeanekn.

4. Kiwwyk boraaH BonogumupoBud, 3400yBay BULWOI OCBITU.

PeueH3ii-Biarykun 3oBHilLHIX cTeMKronaepis:

1. PeueHsilo Ha OCBIiTHIO nporpamy neporo (6akanaBpCbKoro) piBHS
BULLIOT OCBITM 3a cneuianbHicTio 125 «Kibepbesneka» HagaB A.T.H., npodecop
KapniHcekuin M.I1., 3aBigyBad kadeapu iHGOpMaTUKM Ta aBTOMATUKW,
YNOBHOBaXeHUn pekTopa Ao cnpas CxigHol €Bponu yHiBepcuTeTy Y binbcbko-
Bana (Monbwa).

2. PeueHsito Ha OCBITHIO nporpamy nepLioro (6akanaBpCbKOro) piBHS
BULOI OCBITM 3a cneuianbHicTio 125 «Kibepbesneka» HagaB kepiBHuk TOB
«BIOTEX NTO» Bukin A. B.



1. Mpodinb ocBiTHLO-NpocecinHol nporpamu «Kibepbesneka» 3i
cneuianbHocTi 125 «Kibepbe3sneka»

1 - 3aranbHa iHchopmauin

NoBHa Ha3Ba 3aknagy HauioHanbHuin yHiBepcuteT Giopecypcis [
BULLOI OCBITU Ta NPUPOLAOKOPUCTYBAHHSA YKpaiHK

CTPYKTYpHOro dakynbTeT iHbopMaLinHNX TEXHOSOriNn, kadpenpa
nigposainy KOMM'IOTEPHUX CUCTEM, MEPEX Ta Kibepbeanekn

CTyniHb BMLLOI OCBITH
Ta Ha3Ba kBanidikauii
MOBOIO opuriHany

Bakanaep. bakanasp 3 kibepbe3neku
3439 - daxiseLb i3 opraHisadii iHbopmaLuinHoT 6e3neku

OdivinHa Ha3Ba
OCBITHbLOI Nporpamu

Kibepbeaneka

Tun gunnomy Ta obcsar
OCBITHbLOI Nporpamu

Ounnnom 6akanaspa, oanHniHmm 240 kpegutie EKTC, TepMmiH
HaB4aHHs 3 pokun 10 micauis

HasBHicTb akpeauTauil

BnpoBagxeHHa B 2019 p.

LUukn/piBeHb

HPK Ykpaiuu — 6 piseHb, FQ -EHEA — nepwwnin uukn,
EQF-LLL — 6 piBeHb

NMepeaymoBu

YMoBM BCTyny Bu3HadvatoTbcs «[llpaBunamm npunomy Ao
HauioHanbHoro YHiBEPCUTETY Giopecypcis i
NPUPOOOKOPUCTYBaAHHS YKpaiHWy, 3aTBepakeHnmMu BueHoto
pagoto.

HasBHiCTb NOBHOI 3aranbHOi cepedHbol OCBiTU. [MiaroToBka
daxiBuiB 3 Kibepbeanekn NPoBOAMTLCS 3a AEHHOI | 3a04HOO
dopmMamMm HaBYaHHS.

MoBa(1) BUKnagaHHs

YKpalHCbKa

TepMiH Aii OCBITHbLOI
nporpamu

TepMiH il ocBiTHLO-NpodecinHoi Nporpamu «Kibepbeaneka»
0o 2026 poky.

IHTepHeT-agpeca
NoCTiNHOro
pPO3MilleHHs onucy
OCBITHbLOI Nporpammu

https://nubip.edu.ua/node/46601

2 - MeTa oCBiTHLO-NpOheCinHOI NnporpamMmu

MeTo OCBITHbO-NPOdECIHOT nNporpamu € OpMyBaHHA Yy ManbyTHbOro daxisus
30aTHOCTI AMHAaMIYHO MOEAHYBAaTW 3HAHHS, YMIHHSA, KOMYHIKQTUMBHI HaBW4YKM Ta
CMNPOMOXHOCTI 3 aBTOHOMHOK [LIASbHICTIO Ta BIgMOBILANbHICTIO Mig 4ac BUPILIEHHS
3aBgaHb Ta NpobneMHMx nNuTaHb B ranysi iHopMauinHol Ta KibepHeTu4Hoi 6eaneku;
3abe3neyeHHs SKICHOI TEOPETUYHOI Ta MPaKTUYHOI MIArOTOBKM Yy BUMMSAAI 3HaHb, YMiHb Ta
HaBMYOK 3a cneuianbHicTio 125 «Kibepbesneka» ans opraHisauii Ta 3abe3neyeHHs
KibepHeTu4HoI 6e3nekn Ha 06’ekTax iHOpMaLINHOI AianbHOCTI, 30kpema, B ranysi AlK.

3 - XapaKTepucTuka oCBiTHbOI nporpammu

Manysb 3HaHb 12 I[HdopMaLiHi TeXHONOTIT

CneuianbHictb 125 Kibepbesneka.

O6’ekTV NPOMEeCINHOT AisANBHOCTI BUMYCKHUKIB:

-006'ekTn  iHopmaTu3auii, BKNHOYAKYM  KOMMTHOTEPHI,
aBTOMaTM30BaHi, TeNeKoMYyHiKaLinHi, iHbopMaLinHi,
iHpopMaLinHO-aHaniTU4HI, iIHpopMaUiNnHO-TEeNEeKOMYHiIKaLinHi
cuctemu, iHpopmaLinHi pecypcu i TEXHOSOTIT;

- TexHonorii 3abe3nevyeHHsa 6e3nekn iHbopmMallii;

NMpeameTHa obnacTtb
(rany3b 3HaHb,
crneuianbHIiCTb,
cneuianisauis (3a
HasABHOCTI))

- npouecun ynpaBniHHS iHbopMaUiHO Ta/abo
Kibepbe3nekoto 06’exTiB, WO NianararnTb 3axXmCTy.

Llini HaBYaHHS: nigrotoBka daxisuis, 30aTHUX
BMKOPUCTOBYBATU [ BNpoBagXyBaTu TEeXHONOori|



https://nubip.edu.ua/node/46601

iHbopmauinHoi Ta/abo kibepbeaneku.
TeopeTnyHun 3MIiCT NpeamMeTHOT obnacrTi.

3HaHHSA:

- 3aKOHO4aB40i, HOpMaTMBHO-NpPaBoBOi 6asn YkpaiHn Ta
BUMOT BiANOBIAHUX MDKHAPOAHWX CTaHAAPTIB | MPaKTUK Woao
30iMCHEHHS NPOdIECINHOT AiSANbHOCTI;

- NpUHUMNIB cynpoBogy cuctem Ta KOMMnekKcis
iHdopMmauinHoi Ta/abo kibepbesneku;

- Teopil, Mogenen Ta NPUHUMNIB ynpasriHHS OOCTYNoM A0
iHbopMaLinH1X pecypcis,;

- Teopii cucteM ynpaeniHHA  iHpopMmauinHo  Ta/abo
Kibepbe3nekoto;

-MeTodiB  Ta 3acobiB  BUSIBNEHHS, ynNpaBriHHA Ta
iaeHTudikauil pu3nKis,;

- MeToaiB Ta 3acobiB oOuiHOBaHHA Ta 3abe3ne4veHHs
HeobXigHOro piBHA 3axuLLEHOCTI iHdopmaLii;

- MeTodiB Ta 3acobiB TexHiYHOro Ta KpuntorpadiyHoro
3axucTy iHdopMauii;

- Cy4acCHUX iIHpopMaLiMHO-KOMYHiKaLiMHNX TEXHOSIOTIN;

- CyYacHoro nporpamHo-anapaTHOro 3abe3neyveHHs
iHpopMaLiNHO-KOMYHIKaLiMHUX TEXHOSOTIN;

- aBTOMaTMU30BaHNX CUCTEM NPOEKTYBAHHS.

MeTtogn, MeToOMKM Ta TEXHOSNoOorii: MeToaW, MEeTOAVKW,
iHbopMaLiNHO-KOMYHIKaUiNHI TEXHOMOrIT Ta iHWi TexHonoril
3abeaneyeHHsa iHbopmauinHoi Ta/ abo kibepbeaneku.
[HCTpyMeHTU Ta obnagHaHHSA:

- cucteMun  po3pobku, 3abesneyeHHsl, MOHITOPUHIY Ta
KOHTPOIO npoueciB iHopMauinHoi Ta/ abo kibepbesneku;

- cy4yacHe nporpamHo-anapaTHe 3abes3neyvyeHHs
iHbopMaLiNnHO-KOMYHIKaLiMHNUX TEXHOJIOTIN.

OpieHTauis OCBiITHLOI
nporpamu

OcBiTHbO-NpodecinHa

OcHoBHUM hoKyC
OCBITHbLOI Nporpamu Ta
cneuianisauil

CneuianbHa B ranysi 12 «IHdopmauiiHi  TeXHONOrii»,
cneuianeHicTb 125 «Kibepbesneka»

KniouoBi cnoea: iHdopmauinHa 6eaneka, kibepbesneka,
3axuCT iHhopmaLii B KOMM'IOTEPHUX CUCTEMAX.

OcobnuBocTi
nporpamu

I[HTerpoBaHa nigrotoBka axiBuiB OO0 CTBOPEHHS Ta
BMKOPUCTAHHA anapaTtHOro i CUCTEMHOrO MpPOrpamMHOro
3abe3neyeHHss KOMM'IOTEPHUX  CUCTEM  iHGOPMaLiNHOI
Oesneku Ta kibepbesneku.

3 MeTol niaroToBkM OO pobOTM B peanbHOMY CepefoBULL
ManbyTHLOI  NPOECIMHOI  OiSANbHOCTI  Ta  OTPUMAaHHS
BUMYCKHMKaMW  OCBITHbOI  KBanigikauii  Gakanasp 3
Kibepbesnekn nporpama nepeabadae HagaHHA CTygeHTaM:

- CUCTEMHUX TEOPETUYHUX 3HaHb B ranysi IT TexHonorin i3
nornnoéneHnm BUBYEHHAM cneuianisauii Oeaneka
iH(bopMaLiMHUX | KOMYHIKaLiMHUX CUCTEM;

- Cy4aCHUX KOMMETEHTHOCTENM Ta MNPaKTUYHUX HaBUYOK 3
nporpaMmyBaHHsl, po3pobkn Ta ynpaeniHHA ©a3zamu OaHuXx,
opMyBaHHA MoAenen 3axucTy iHgopmauil Ta noniTuk
Gesnekn, TEexXHIYHOro i  KpunTorpadiyHOro  3axucTy
iHopmauii, nobygosn 3saxuweHux IP i TCP mepex Ta




obcnyroByBaHHA cepTUdikaTiB BigKPUTUX KNtodiB, Nobyaosu
KOMIMMEKCHUX cucTteM 3axucTty iHdopmauii (gani — KC3I) Ha
ob’ektax  iHopMauilHOI  AiANbHOCTI Ta  3axucty
aBTOMaTU30BaHNX CUCTEM BiZ HECAHKLIOHOBaAHOro OCTyny,
TECTYBaHHS CUCTEM 3axXUCTY iHOPMaLiMHO-KOMYHIKaLiMHNX
cuctem (gani — IKC) Ha NpOHUKHEHHS, peani3auil ynpasiHHA
iHdpopmaLinHow Ta KibepHeTNYHOO Be3nekolo,
agmiHictTpyBaHHA  3axuweHux  IKC, npoBegeHHs  ix
MOHITOPUHIY Ta ayauTy TOLLLO.

3 MeTO nepepadi nepenoBoro Aocsigy ManbyTHbOMY
draxisLlo, BUCBITNEHHS B HaBYanbHOMY MNpPOLECi OCTaHHIX
AOCAMHEHb HayKM i TexXHiKM, NpaBun BeAEHHS YCNiLHOro
Oi3Hecy nporpama nepenbavae:

- peanisauito npouecHoro nigxody Mpyv KOHCTPYKOBaHHI
3MICTY NpPOQINbHO-OPIEHTOBAHUX HaBYalibHUX OUCLUNSIIH,
CTyOQEeHTCbKOI  MOBINbHOCTI, akageMiyHol cnisnpaui Ta
MOMOAIKHNX OOMIHIB;

- 3anyyYyeHHs 00 BUKNagaubKol OiANbHOCTI KepiBHUKIB Ta
npodecioHanis, AKi NpaullTb SK B cUCTeMi npodecinHol
OCBiTW, Tak W Ha BUPOOHMUTBI B ranysi iHopmauinHux
TEXHOSOrN Ta TenekoMyHikauin, a TakoX npeacTaBHUKIB
Oi3Hecy.

4 - MpuagaTHiCTL BUNYCKHUKIB [0 NpaueBnaliTyBaHHA Ta NOAANbLOro HaB4YaHHs

MpuaaTHicTb Ao
npaueBnawTyBaHHs

3rigHO 3 YMHHOM pedakuieto HauioHanbHoro knacudikatopa
Ykpaiun: Knacudikatop npodecin (K 003:2010) Ta
International Standard Classification of Occupations 2008
(ISCO-08) BunyckHMK 3 npodecinHo  KBanidikauieto
«®PaxiBeub 3 opraHisauii iHopmauinHoT 6e3nekny Moxe
npauesnawTyBaTUCs Ha nignpuemMcTBax i 3aknagax 6yab-
SKOI pOpMU BMACHOCTI, AKi NpautotoTb B cpepi I T-TexHonorin,
iH(bopMaLiNHO-KOMYHIKaLIMHOrO Ta  TefIeKOMYHiKaLuinHOro
CeKkTopa [Ansi BUKOHaHHA pobiT 3 agmiHictpyBaHHs OC
cimencte Windows/Linux, MepexeBoro obnagHaHHA i
TexHonorin TCP/IP, DNS, DHCP, SSL/TLS Ta iHWi;
3acToCcyBaHHs 3acobiB aHTUBIPYCHOIO 3axMCTy, NPOrpamMHuX,
KNiEHT-CEPBEPHMX Ta  XMApPHUX  TEXHOMOriM  3axuCTy
iHdopmauii (cuctem Beb dinbTpauii, cuctem 3anobiraHHs
BTOPrHeHb, CUCTEM 3aXMCTY MOLUTK Bif BipyCiB i cnamy, TOLLO);
CTBOPEHHSA  TEXHIYHOI, MNPOEKTHOI Ta eKcnnyaTtauinHol
pokymeHTauii IKC) ta cuctem 3axucty iHdopmadii (C3l);
HanaroMKeHHs, ekcnnyartauil Ta npoBeAeHHA aHanisy
CUCTEMHUNX NpPOLECIB (PYHKUIOHYBAHHA MepexXeBUX, KNIEHT-
CepBepHUX Ta  XMapHUX  TEXHOMOorih;  NpPOBeAEHHSA
MOHITOPUHTY HeCaHKLioHOBaHOI aKTUBHOCTI B
obuncnoBanbHNX cucTeMax; CTBOPEHHS, BMPOBAKEHHA Ta
ekcrnyaTauii KC3l a takox C3l B cknagi iHdopmauiiHo
TenekomyHikauinHnx (ITC) Ta obuncnioBarnbHUX CUCTEM;
dopMyBaHHA noniTMK Ta npoueciB y cdepi IT 6esnekn,
yrnpaeniHHa OOCTynomM A0 mMepexeBux pecypcie  ITC Ta
pusnkamm iHgbopMauinHoT besneku; npoBeaeHHS
po3cnigyBaHb iHUMAEHTIB Ta 3abe3nevyeHHs ayamTy npoLecis
iHbopmaLinHoT 6esneku.




daxiBui, ski 30006ynn OCBITY 3a OCBITHBOK MPOrpPamMoro
«Kibepbesneka», MOXyTb OGiiMaTh Taki NEPBMHHI NOcCagMu:
nporpamict/TectyBanbHUK  NporpaMHoOro  3abeaneyveHHsi
cuctem IKB; agmiHicTpaTop KOMN'IOTEPHUX CUCTEM | MEpeX;
agMmiHictpatop iHopmauinHol Ta kibepbeanekun; aygutop
6e3nekn iHhopMaLinHO-KOMYHIKaLiMHUX CUCTEM; PO3POBHMK
3acobiB 3axucTty iHopmalii; iHxeHep cnyxbm TexHiYHOro
3axucTy iHopMmauii, TOLLO.

MNoaanblue HaBYaHHA

MoxxnumBicTb 3406yTTS OCBITM Ha ApyroMy (MarictTepCbKomy)
piBHi 3a cneuianbHicTio 125 «Kibepbesneka» abo iHWMMMK
cnopigHeHnMKn (CyMiXKHUMM) cneuianbHOCTAMU ranysi 3HaHb
«IHpopMaUiHI TEXHONOTI», LLO Y3ro[XyTbCA 3 OTPMMaHUM
aunnomom 6akanaspa.

HPK Ykpainm — 7, FQ-EHEA — 2 unkn, EQF LLL — 7 piBeHb.

5 - BuknapgaHHsA Ta OLUiHIOBaHHA

BuknagaHHA Ta
HaBYaHHA

CTyOeHTOUeHTpOBaHe HaBYaHHS, TeXHosoria NpobnemMHoro i
AndepeHUInoBaHOrO HaBYaHHA, TexHoNoria iHTeHcudoikauil
Ta iHOouBIgyani3auil HaBYaHHS, TEXHOMOris NPOrpamMoBaHoOro
HaBYaHHSA, BWKOPUCTAHHA  IH(POPMALINHMX  TEXHOMOrIN,
TEeXHonoris pO3BMBanbHOIro HaBYaHHS, KpeanTHo-
TpaHcepHa cucTemMa oOpraHisauil HaB4YaHHS, erleKTPOHHEe
HaBYaHHS B CUCTeMi elearn, camMoHaB4YaHHA, HaBYaHHA Ha
OCHOBI JOCnNiOXeHb.

BuknagaHHa npoBoaMTbCS Y BUrNAAI: NeKUil, MynbTUMeainHoT
nekuil, IHTepakTUBHOI NeKLUil, ceMiHapiB, NPaKTUYHNX 3aHATb,
nabopaTopHux pobIT, CaMOCTIMHOMO HaBYaHHA Ha OCHOBI
NiAPYYHUKIB Ta KOHCMNEKTIB, KOHCynbTauil 3 BuUKagadamu,
NiaroToBKa kBanigikauinHoi poboTy 6akanaspa (MPOEKTY).

OuiHOBaHHA

Buan KOHTpPONI: MOTOYHUIW, TeMaTUYHUN, NEPIOgUYHUN,
NiZACYMKOBWUA, CAMOKOHTPOITb.

Exk3ameHu, 3anikn ta gudepeHuinioBaHi 3anikM NnpoBoasATbCA
BiANOBIAHO 40 BUMOT "[MONOXEHHS NPO €K3aMeHN Ta 3aniku B
HauioHanbHoMy YHIiBEpCUTETI Giopecypcis [
npupogokopucTyBaHHs Ykpainn" (2019 p).

B HYBIll YkpaiHM BUKOPUCTOBYETHCA PeUTUHroBa doopma
KOHTPOSIO MicNs 3aKiHYEHHS1 MOrYyHO 3aBepLleHOl YacTUMHMU
NEKUiMHMX Ta nNPakTUYHUX 3aHATb (Modyns) 3 MNeBHOI
aveumnninn. - Ti pe3ynbTaT BpPaxoBYKTbCA Nig 4ac
BUCTaBIIEHHA NiACYMKOBOI OLiHKN.

PenTuHroBe OUiHIOBAHHA 3HaHb CTYOEHTIB He CKacoByeE
TpaguuinHy CUCTEMY OLiHIOBaHHS, a iICHYe nopsf i3 Heto. BoHO
poOUTb CUCTEMY OLiHIOBaHHS BinNbLU rHY4YKOK, 00’ EKTUBHOLO i
CrpUsiE CUCTEMATUYHIN Ta aKTUBHIN CaMOCTIVHIN pPOBOTI
CTYOEHTIB NPOTAroM BCbOro nepiogy HaB4yaHHs, 3abeanedvye
3[0POBY KOHKYPEHL0 MK CTyZeHTaMu Yy HaBYaHHi, Cnpuse
BUSIBITEHHIO | PO3BUTKY TBOPYMX 34iOHOCTEN CTYAEHTIB.
PelnTnHr cTygeHTa i3 3aCBOEHHS HaB4YasibHOI AUCUMMAIHK
CKNagaeTbCa 3 PEUTUHIY 3 HaB4varnbHoi pobotn — 70 6anis Ta

pentuHry 3 artecrtauii — 30 6aniB. Takum 4MHOM, Ha
OUiHIOBAHHA 3aCBOEHHA 3MICTOBMX MOAyMiB, Ha  4Ki
noainaeTbca HaBYanbHUN mMarepian ANCUUNIIHN,

nepenbavaerbca 70 6aniB. PENTUHIOBI OLIHKM i3 3MiCTOBMX




MOAYnNIB, AK i PENTUHr 3 aTecTauil, Texx ob4ncnoTbCa 3a
100-6anbHOI0 WKanot.

NucbMmoBi ek3ameHu i3 cnisbecigoto, 3gada 3BiTiB Ta 3aXUCT
nabopartopHux/npakTuyHmMx pobiT, pecdbepaTiB B  SKOCTI
CaMOCTIlHOI pobOoTK, NPoBeOEHHS OUCKYCin, ceMiHapiB Ta
mogynis. lMigrotoBka Ta 3axXmMcT ANNIIOMHOIO NPOEKTY.

6 — lMporpamMHi KOMNEeTeHTHOCTI

IHTerpanbHa
KOMMETEHTHICTb

30aTHICTb po3B’A3yBaTU CKMafHi cneuianidoBaHi 3agadi Ta
npakTu4Hi Npobnemun B ranysi 3abeaneyeHHs iHpopMaLinHOI
Gesnekn Ta\abo «kibepbesnekn, WO XapaKTepulyeTbecs
KOMMJIEKCHICTIO Ta HEMOBHOK BU3HAYEHICTIO YMOB.

3aranbHi
komneTeHTHocTi (K3)

K3 1. 3paTHicTb 3actocoByBaTU 3HaHHA Y MPaKTUYHUX
cuTyauisix.

K3 2. 3HaHHa Ta po3yMiHHA npegMeTHOi obnacti Ta
pPO3yMiHHS npodecil.

K3 3. 3paTHicTb npodecinHO CnifikyBaTUCS OepXaBHOK Ta
IHO3eMHOI MOBaMMU SIK YCHO, Tak i MMCbMOBO.

K3 4. BMiHHA BUABNATK, CTaBUTWU Ta BuUpiwyBaTtn npobnemu
3a NpodECIHNUM CNPSIMYBaHHAM.

K3 5. 3paTtHictb go nowyky, obpobrneHHs Ta aHanisy
iHcbopmau,i.

K3 6. 3paTHicTb peanidyBaTu cBOi npaBa i ODOB'A3KM siK
yneHa CycninbCTBa, ycsigomnoBaTu LiHHOCTI
rpPoMagsHCLKOro (BiflbHOro AeMOKPaTMYHOro) cycninbCcTBa Ta
HeoOXigHICTb MOro ctanoro po3BUTKY, BEPXOBEHCTBA Npaea,
npas i ceobo NoauHU | rpoMagaHnHa B YKpaiHi.

K3 7. 3patHicTb 36epiratm Ta NpUMHOXyBaTU MoparsibHi,
KyNbTYpHi, HayKoBi LIHHOCTI i AOCArHEHHs CycninbCcTBa Ha
OCHOBiI PO3yMiHHS iCTOpPIT Ta 3aKOHOMIPHOCTEN PO3BUTKY
npegmeTHoI obnacrTi, 1T Micus y 3arasibHi CUCTEMI 3HaHb Mpo
npupoay i CycnifibCTBO Ta Y PO3BUTKY CYCMiNbCTBa, TEXHIKM i
TEXHOSIOrin, BUKOPUCTOBYBATU Pi3Hi BUAN Ta bopmu pyxoBoi
aKTUBHOCTI ANSA aKTUBHOTO Bi4NOYMNHKY Ta BEOEHHSA 300POBOro
crnocoby XuTTS.

K3 8. 3paTHicTb A0 abCTpaKTHOrO i CUCTEMHOIO MMWCIIEHHS,
aHanisy Ta CUHTesy.

CneuianbHi (¢paxosi,
npeameTHi)
KOMMETEHTHOCTI
cneuianbHocTi (CK)

CK1. 3paTHicTb 3acTocoByBaTu 3aKoHo4aBYY Ta
HOpMaTUBHO-NpaBoBy 6a3y, a TakOX AepXKaBHi Ta MibKHaPOOHi
BUMOMY, MNPaKTUKAN | CTaHgapTM 3 METOK  34iINCHEHHSA
npodecinHol  AianbHOCTI B ranysi iHopmauinHoi Ta/abo
Kibepbeaneku.

CK2. 3gatHicTb no BUKOPUCTaHHSA iHbopMauinHo-
KOMYHiKaLIMHUX TEeXHOJOrin, cydacHUxX MeTofiB i moaerneu
iHbopmauinHoi 6e3nekun Ta/abo kibepbeaneku.

CK3. 3gatHicTb 0O  BUKOPUCTAHHA  MpOrpamMHuUX  Ta
nporpamHo-anapaTHMX  KOMMMEKCiB  3acobiB  3axucTy
iHdpopmauit B iHpopMaLiHO-TeneKoMyHiKaLlinHNX
(aBTOMaTM30BaHNX) CUCTEMAX.

CK4. 3patHictb 3abesnevyBatv HenepepBHICTb  Bi3Hecy
3rigHO  BCTaAHOBMEHOI MONITUKM  iHopmauinHol Ta/abo
Kibepbeaneku.




CK5. 3gaTtHicTb 3abesnevyBatyn 3axucT iHdopmauii, Lo
o6pobnseTbca B iHdbopMaLiHO-TeNEeKOMYHIKaLinHNX
(aBTOMaTM30BaHMX) cUcTemMax 3  METOW  peanisauil
BCTaAHOBIEHOI NONITUKK iIHbopMaUinHoi Ta/abo kibepbeaneku.
CK6. 3gaTtHicTb BigHOBMOBaTM wWTaTHE YHKLiOHYBaHHSA
iHbopMaLinHKUX, iHpopMaLiNHO-TeNeKoMYHiKaLinHNX
(aBTOMaTM30BaHMX) cCUCTEM Micns  peanisaudii  3arpos,
3OincHeHHs kKibepartak, 3060iB Ta BiOMOB pi3HMX KnaciB Ta
NOXOKEHHS.

CK7. 3pgatHicTb  BnpoBagXyBatm Ta  3abe3nevyBaTu
YHKLIOHYBAHHA KOMMSIEKCHUX CUCTEM 3axuCTy iHdopmaLii
(komnniekcn  HOPMaTUBHO-MPABOBUX, OpraHisauiHux Ta
TEXHIYHMX 3acobiB | mMeTodiB, npouenyp, MNpPaKTUYHUX
NPUAOMIB Ta iH.).

CK8. 3gaTtHicTb  3giicHiOBaTM  npouedypu  ynpasniHHS
iHUMOeHTaMn, nNpoBOAUTM pPO3CrigyBaHHsA, HagaBaTu M
OLliHKY.

CK9. 3gaTtHicTe 3gincHioBaTM nNpodecivHy AisfbHICTb Ha
OCHOBI BNpoBagXeHOI cuctemMu ynpaeniHHS iHopMaLiiHO
Ta/abo kibepbesnekoto.

CK10. 3gaTtHicTb 3acTtocoByBatTM MeToau Ta  3acobu
KpuntorpadiyHOro Ta TEXHIYHOro 3axucTy iHdopmauil Ha
o6’ekTax iHdbopMaUinHOT AiSNIbHOCTI.

CK11l. 3gaTHicTb  BMKOHYBaTM  MOHITOPMHI  MpoueciB
YHKLIOHYBaHHS iHbopMaLiHKX, iHdbopmaLinHo-
TeNeKoOMYHiKalinHMX (aBTOMATM30BaHMX) CUCTEM  3rigHO
BCTaHOBEHOI NOMITUKN iIHpopMaLinHOoi Ta/abo kibepbesneku.
CK12. 3gaTtHicTb aHanidyBatn, BUSBMAATM Ta OUiHIOBATU
MOXINUBI 3arpo3n, ypasnuBoCTi Ta AecTabini3youi YNHHUKK
iHbopMaLinHOMY NpoCTOopy Ta iHGOPMaUiMHUM pecypcam
3rigHO 3 BCTAHOBIIEHOK MOMITUKOK iHGOpMaLUiHOI Ta/abo
Kibepbesnekn.

CK13. 3gaTHicTb po3pobnsatv anapaTHe, anropuTMiyHe Ta
nporpamHe 3abesnevyeHHsi, KOMMOHEHTUM KOMM'IOTEPHUX
CUCTEM 3axMCTY iHhopmaLlil.

orpamHi pesynbtat HaB4aHHsA (MPH)

1. 3actocoByBaT 3HaHHS OEpPXXaBHOI Ta iHO3EMHMX MOB 3
METOH0 3abeaneyeHHs €(EKTUBHOCTI npodecinHol
KOMYHiKaL,il;

2. OpraHisoByBaTu BfiacHy NpoecinHy AisnbHiCTb, obupaTtu
onTUMarnbHi MeToauM Ta crnocobu po3B’sI3yBaHHA CKNagHUX
crneuianisoBaHux 3ajady Ta MpakTU4HUX npobrnem vy
NPOdECINHIN OiANbHOCTI, OLIHIOBATH IXHIO €(PEKTUBHICTD;

3. BukopuctosyBatn pesynbtaTt CamMOCTINHOMO  MOLLYKY,
aHanizy Ta CuHTe3dy iHdopmauil 3 pisHuMX [DKepen Ons
edeKTUBHOro pilleHHs creuianidoBaHnX 3aga4v npodecinHol
OiSsNbHOCTI;

4. AHanizyBaTu, aprymeHtyBaTu, NpUAMAaTU pPilLeHHA npu
PO3B’si3aHHI CKNnagHMX cneuianisoBaHux 3agay Ta NpakTUYHUX
npobnem y nNpodecinHin GIANbHOCTI, SKi XapaKTepusyTbes
KOMIMMEKCHICTIO Ta  HEMNOBHOK  BU3HA4YEHICTIO  YMOB,
BiANOBIiAATU 32 NPUNHATI PiLLEHHS,




5. AganTyBatuca B yMOBax 4acTol 3MiHM TEeXHOSOrin
npodecinHol AiANbHOCTI, NPOrHO3yBaTW KIHUEBUN pe3ynbTar;
6. KpuTMyHO ocMucnioBaTM  OCHOBHI  Teopil, NpuHUMNN,
MEeTOAM i MOHATTS Y HaBYaHHI Ta NPodeCinHIn AisNbHOCTI;

7. [isTn Ha OCHOBI 3aKOHOLaB4YOl Ta HOPMaTMBHO-MPaBOBOI
6a3un YkpaiHu Ta BUMOr BignoBigHMX CTaHAAPTIB, Y TOMY YMCA
Mi>KHapoaHMX B ranysi iHpopmauinHoi Ta /abo kibepbesneku;
8. [oTyBatnm nponosuuii 0O HOPMAaTUBHUX akTiB  LWOAO
3abesneyeHHs iHpopmauinHoi Ta /abo kibepbesneku;

9. BrnipoBagxysaTu npouecw, wo  6asyoTbcH Ha
HauioHanbHUX Ta MDKHaAPOOHWX CcTaHAapTax, BUSIBMEHHS,
ideHTUiKauil, aHanidy Ta pearyBaHHA Ha iHUMOEHTU
iHdpopmaLinHoi Ta/abo kibepbesneku;

10. BukoHyBat aHania ta AeKkomnosuuito iHdopmMauinHo-
TeNeKOMYHiKaUinHUX CUCTEM;

11. BukoHyBatM aHania 3B’d3kiB MK iHGopmauinHUMm
npouecamMmu Ha BigaaneHnx obuncnoBanbHNUX CUCTEMAX;

12. Po3pobnaTtn mogeni 3arpo3 Ta NopyLUHKKA;

13. AHanisyBaTtu NpoeKTn iHdbopmaLinHo-
TeNEeKOMYHiKaLuinHNX CUCTEM, 6asy4nch Ha
CTaHOapTM30BaHMX TEXHOMOrisiX Ta NpoToKosfiax nepegadi
OaHnX;

14. BupiwyBaTn 3aBOaHHsS 3axuCTy nporpam Ta iHopmallil,
o obpobnseTbca B iHOPMALiIMHO-TENEKOMYHIKaLiNHNX
cuctemax nporpaMmHo-anapatHamMm 3acobamu Ta gaBatu
OLiHKY pe3ynbTaTUBHOCTI AKOCTi MPUNHATUX PilLIEHD;

15. BukopuctoByBaTu cy4acHe nporpamMHo-anapartHe
3abe3neyeHHs iHpopMaLUiNnHO-KOMYHIKaLiMHNX TEXHOMOTIiN;
16. PeanizoByBaTu KOMMMEKCHI CUCTEMU 3aXUCTY iHpopmaLii
B  aBTomatm3doBaHux  cuctemax (AC)  opraHizauii
(mignpuemcTBa) BigNoOBIAHO 4O BMMOI HOPMAaTUBHO-MPaBOBUX
DOKYMEHTIB;

17. 3abesnevyBatn npouecun 3axucty Ta YHKUIOHYBaHHS
iHdbOpMaLiNnHO-TENEKOMYHIKaLiMHNX (aBTOMaTM30BaHMX)
CUCTEM Ha OCHOBI MpPaKTUK, HaBUYOK Ta 3HaHb, LWOAO
CTPYKTYPHMX (CTPYKTYPHO-MOFYHNX) CXEM, TOMOSOriT Mepexi,
CydacHUX apxiTeKTyp Ta Mofenen 3axucty enekTPOHHUX
iHdopMaLinHNUX pecypciB 3 BigoOpakeHHAM B3a€MO3B’A3KIB
Ta iHdopMaUinHMX MOTOKIB, NpouUeciB A BHYTPILWHIX i
BigAaneHnx KOMMNOHEHT;

18. BukopucTtoByBat nporpamMHi Ta nporpamMHo-anapaTHi
KOMIMIEKCKU 3axXmcTy iHpopMauiMHUX pecypciB;

19. 3acTtocoByBaTn Teopii, MeToaM Ta 3acobu 3axucTty Ans
3abe3neveHHa ©Gesnekn iHGopmadii B  iHOpMaUinHO-
TeNeKoOMYHiKaLUiHUX cuctemax;

20. 3abesne4vyBatu PYHKLIOHYBaHHS cneuianbHOro
nporpamHoro 3abesneyeHHs], Woao 3axuCcTy iHdopmauil Big
PYVMHYIOUYMX NPOrpamMHUX BMSIMBIB, PYWHYKOYMX KOAIB B
iHpbopMaLiNHO-TeNEKOMYHIKaLiMHUX CUCTeMaXx;

21. BupiwyBaTtn 3apadvi 3abesneveHHs Ta cynposoay (B.T.
4yucni: ornsaa, TeCTyBaHHSA, MiA3BITHICTb) CUCTEMU YNPaBiHHSA
AOCTYNOM  3rigHO BCTAQHOBMNEHOI noniTukn Gesnekn B




iHpopMauinHUX  Ta  iHpopMaLiNHO-TeNeKoOMYHiKaLinHUX
(aBTOMaTM30BaHUX) cUCTEMAX;

22. BupiwysaTu 3agaui ynpasiHHSA npouenypamm
ineHTuikauii, aBTeHTUiIKauUil, aBTopu3auil npoueciB i
KopucTyBadiB B iHbopMaLiNnHO-TeNEeKOMYHIKaLiMHNX
cuctemax 3rigHO BCTAHOBMEHOT MOMITUKM  iHopMaLinHOT
i\abo kibepbesneku;

23. PeanizoByBatn 3axognm 3  NpoTUAii  OTPUMAHHIO
HeCaHKLIOHOBaHOro A0CTyny A0 iHopMauinHUX pecypciB i
npouecis B iHbopMaLinHNX Ta iHdbopmaLinHo-
TenekoMyHikauinH1X (aBTOMaTn30BaHNX) CUCTEMAX;

24. BupiwyBaTu  3agadi  ynpasniHHA  JOCTynoM OO
iH(bopMaLinHMUX pecypciB Ta npouecis B iHPOpMaLiNHMX Ta
iHdbopMaLiNHO-TeNeKoMyHiKaLinHNX (aBTOMaTM30BaHMX)
cMcTeMax Ha OCHOBI MoAenen ynpasriHHA [OOCTYNoMm
(MaHOaTHMX, OUCKPELINHNX, PONbOBUX);

25. 3abesnedyyBaT  BBEAEHHA  MIO3BITHOCTI  cuCTeMU
ynpaBniHHA LOCTYNOM [0 €eNIeKTPOHHUX iHopMauinHuX
pecypciB i npoueciB B iH(popmMaUinHUX Ta iHdopmaLinHo-
TeNneKkoMyHikauinHnx  (aBToMaTtusoBaHMx) cuctemax 3
BUKOPUCTaAHHSAM XypHaniB peecTtpauii nogin, ix aHanisy Ta
BCTaAHOBMEHMX NpoLeayp 3axucTy;

26. BnpoBagxysaTu 3axoam Ta 3abesnedyBaTu pearnisauito
npoueciB nornepemkXeHHs OTPUMaHHK HeCaHKLiOHOBaHOro
aoctyny i 3axucty  iHopmauiiHux,  iHpopMauinHO-
TeneKkoMyHikauinHnx (aBToMaTu3oBaHMX) CUCTEM Ha OCHOBI
eTanoHHOI Moaeni B3aeMogil BiAKPUTUX CUCTEM;

27. BupiwyBat  3agadi  3axMCTy NOTOKIB  [daHUX B
iHbopMaLinHKX, iHbopMaLinHO-TEeNEeKOMYHiKaLiNHNX
(aBTOMaTM30BaHMX) CUCTEMAX;

28. AHaniszyBaTtu Ta NPOBOANTU OLLIHKY €(PEKTUBHOCTI Ta PiBHS
3axXULLEHOCTI pecypciB pi3HMX KraciB B iHopMauinHMX Ta
iHdbopMaLiNHO-TeNeKoMyHiKaLinHNX (aBTOMaTM30BaHUX)
cuctemax B Xoadi  npoBegeHHs  BunpoOyBaHb - 3rigHO
BCTAHOBIIEHOT NONITUKM iIHGbopMaLinHOT Ta\abo Kibepbesneku;
29. 34oifcHIOBATM  OUIHIOBAHHS  MOXIMBOCTI  peanisauii
NOTEHUINHMX 3arpo3 iHdopmadii, wo obpobnaetbcs B
iHbopMaLiNHO-TeNEKOMYHIKaLiMHNX cucrtemax Ta
e(deKTUBHOCTI BUKOPUCTaHHS KOMMJIEKCiB 3acobiB 3axucTy B
yMoOBax peanisauii 3arpo3 pi3HuX Kracis;

30. 3aincHioBaTK OLiHIOBaHHSA MOXXINMBOCTI
HecaHKLiOHOBaHOro OOCTyny OO0 efieMeHTIB iHhopMauinHo-
TeNeKkoMYyHiKauinHUX CUCTEM;

31. 3actocoByBatM Teopii Ta MeToAM 3axucTy AOns
3abe3neyeHHs Gesneku enemMeHTiB iHdbopmaLinHo-
TeNeKoOMYHiKauinHUX CUCTEM;

32. BupiwysaTtun 3agadyi ynpasniHHA npoLecamu BigHOBMEHHS
LuTaTHOro JYHKLIOHYBaHHS iHdpopmaLinHo-
TeNeKOMYHiKauiMHMX CUCTEM 3 BMKOPUCTAHHAM npoueayp
pe3epByBaHHS 3rigHO BCTAHOBMEHOT NOMITUKN 6e3neku;

33. Bupiwysatn 3agadi 3abesneyeHHs 6e3nepepBHOCTI
Gi3HeC NpoLueciB opraHisauii Ha OCHOBI TEOPIl PU3KKIB,;




34. lMpumaTu yyacTb y po3pobui Ta BNpoBaaXeHHi cTpaTterii
iHopMmaUinHoi 6e3nekn Ta/abo kibepbesnekun BiANOBIAHO OO
Linen i 3aBgaHb opraHisair;

35. BupiwyBatn 3apadvi 3abesnedeHHs Ta  cynposoay
KOMMSIEKCHUX CUCTEM 3axUCTy iHpopMmaLlil, a Takox npoTunail
HecaHKLUiOHOBaHOMY [OCTyny A0 iHopMauiHUX pecypciB i
npovecis B iHbopMaLiNHNX Ta iHbopMaLinHo-
TernekoMyHiKauiMHuX (aBTOMaTu3oBaHUX) cuUcTemMax 3rigHo
BCTaAHOBIEHOI NONITMKKM iHpopMaUiHoi \abo kibepbeaneku;

36. BuaBnaTtn Hebe3neyHi curHanm TexHiYHux 3acobis;

37. BumiptoBaT napameTtpu HebesneyHMx Ta 3aBagoBMX
CUrHanis nig 4ac iHCTPyYMeEHTasrbHOro KOHTPOMIO Mpouecis
3axucty iHopmauili Ta BM3HaA4YaTU edEeKTUBHICTb 3axUCTy
iHbopmMaLii Big BUTOKY TEXHIYHUMM KaHanamu BignosigHo o
BUMOI HOPMATUBHUX [JOKYMEHTIB CUCTEMU TEXHIYHOro
3axucTy iHdopMmauii;

38. IHTepnpeTyBaTK pe3ynbTatv NPOBEAEHHS cneuianbHUX
BUMIpIOBaHb 3 BUKOPUCTAHHSIM TEXHIYHUX 3ac0biB, KOHTPOIO
XapaKkTepuUCTUK iHOpMaLiNHO-TENEKOMYHIKaLiMHUX CUCTEM
BiAMNOBIAHO A0 BMMOI HOPMATMBHWX [OOKYMEHTIB CUCTEMMU
TEXHIYHOro 3axmcTy iHdopMauii;

39. MNMpoBoantn atecrauito  (cnupatoymcb Ha 06nik Ta
OOCTEXEHHS) PEXUMHUX TEPUTOPIN (30H), NPUMILLEHb TOLLO B
yMOBax [oAepXaHHS pexmnMy CEeKpPeTHOCTI i3 (pikcyBaHHAM
pesynbTarTiB Yy BiANOBIAHUX LJOKYMEHTaX;

40. IHTepnpeTyBaTM pes3ynbTaTn NPOBEAEHHS cneuianbHUX
BUMIpIOBaHb 3 BUKOPUCTAHHSIM TEXHIYHUX 3ac0biB, KOHTPOIO
xapaktepuctuk ITC BignoBigHO OO BMMOr HOPMAaTUBHUX
OOKYMEHTIB CUCTEMU TEXHIYHOTO 3axXUCTy iHpopmaui;

41. 3abe3neyyBat HEMEPEPBHICTb MNpouecy BeAEHHS
XypHaniB peecTpaudili nogi Ta IiHUMAOEHTIB Ha OCHOBI
aBTOMaTU30BaHMX npoueayp;

42. BnpoBagXyBatn npouecu BUSABIIEHHS, iaeHTUiKauil,
aHanisy Ta pearyBaHHS Ha iHUMOEHTW iHopMaLirHoi, i/abo
Kibepbesneky;

43. 3acTocoByBaTM HaLiOHamNbHI Ta MiXHaAPOAHI peryntowdi
aKkTn B cdpepi iHdpopmauinHoi 6e3snekn Ta/ abo kibepbeaneku
ONs po3cnigyBaHHS IHUWAEHTIB;

44. BupiwyBatn 3apadi  3abesneyeHHs 6e3nepepBHOCTI
Oi3Hec-npoueciB opraHisauii Ha OCHOBI Teopil pM3uKiB Ta
BCTAHOBMEHOI  CUCTEMM  ynpaeniHHA  iHpopmaLUinHo
0e3nekoto, 3rigHO 3 BITYUIHAHUMWU Ta MiKHAPOOHMMU
BMMOramu Ta ctaHgapTamu;

45. 3actocoByBaT! pi3Hi Knacu MNONITUK  iHGopMaUinHOT
Oesnekn Ta/ abo kibepbesneku, WO Oa3ylOTbLCA Ha PU3MK-
OpIEHTOBAHOMY KOHTPOSIi  AOCTyny [0 iHbopmauinHux
aKTUBIB;

46. 3gincHoBaTM aHarnia Tta MiHiMi3auito pu3nkiB 06pobku
iHpopmaLii B iHpopMaLinHO-TENEKOMYHIKaLiIMHUX cucTemax;
47. BupiwyBatn  3agadvi  3axucty  iHopmauii,  Wwo
0bpobnsaeTbca B iHdbopMaLinHO-TENEKOMYHIKaLiNHNX




cucTtemax 3 BUKOPUCTAHHSIM CyyYacHUX MeToAiB Ta 3acobis
KpuntorpagivyHoro 3axmcty iHdpopmauii;

48. BMKOHYBaTW BMpPOBaKEHHA Ta MNIATPUMKY CUCTEM
BUABMNEHHA BTOPrHEHb Ta BWKOPUCTOBYBATU KOMIMOHEHTU
KpuntorpadpivyHoro 3axucty ansa 3abesneyeHHs HeobxigHoro
piBHA  3axuLleHOCTi  iHdopmauii B  iHdopmauinHo-
TeNeKoOMYHiKaLUiHUX cuctemax;

49. 3abe3neyyBatM HanexHe @YHKUIOHyBaHHA CUCTEMM
MOHITOPUHIY iHpOpMaUiMHUX pecypciB i npoueciB B
iHbopMaLiNHO-TENEKOMYHIKaLIMHNUX CUCTeMaXx;

50. 3abesneyyBatn) YHKUIOHYBaHHS  MpOrpamMHMX Ta
nporpaMmHo-anapaTtHUX KOMMMEKCIB BUSIBIEHHA BTOPrHEHb
Pi3HMX PIiBHIB Ta KnaciB (CTaTUCTUYHUX, CUrHATYPHUX,
CTaTUCTUYHO-CUTHATYPHUX);

51. MigTpumyBaTn nNpaues3gaTtHicTe Ta  3abesnedvyBaTu
KOH(irypyBaHHA  CUCTEM  BUSBMIEHHS  BTOPrHeHb B
iHbopMaLiNHO-TeNEKOMYHIKaLIMHUX cUcTeMax;

52. BukopuctoByBaTu iHCTPyYMeEHTapin AN MOHITOPUHIY
npoueciB B iHopMaLiHO-TeNeKOMYHiKaLinHUX cuctemax;
53. Bupiwysatn 3apgadi aHanizy nporpamHOro Kkogy Ha
HasIBHICTb MOXIMBUX 3arpos;

54. YcBigomnioBatu  UIHHOCTI  FpOMagsaHCLKOro  (BiflbHOro
AEeMOKpPaTU4YHOro) cycninbCcTBa Ta HeOoOXiAHICTb NOro cTanoro
pPO3BUTKY, BEPXOBEHCTBA NpaBa, npaB i cBobog NOOUHK i
rpomMagsHuHa B YKpaiHi.

55. 3HaTK | po3ymiTM HayKoOBi, MaTtemaTudHi i Qi3nyHi
NOJSIOXKEHHS, LLO NexaTb B OCHOBI (PYHKUIOHYBAHHA CUCTEM
3axucTy iHghopmaLlii.

56. BMiTn 3acTocoByBaTU 3HaHHA ANSA PO3B’A3yBaHHS 3adadv
aHanidy Ta CuHTEe3y 3acobiB, XapakTepHUX [Ond CUCTEM
3axucTy iHopMauii.

8 — PecypcHe 3a6e3ne4eHHs1 peanisauii nporpamu

KagpoBe 3abe3ne4yeHHsA

Bcboro HaykoBo-negaroriyHMxX npauiBHUKIB — 72, y T.4.:
- akageMikn, YneHun-kopecnoHaeHTn HAH Ykpaitu ta
HAAH Ykpainum — 1,

- akageMikn rpomMagcbkux akagemin — 8,

- OKTOpW Hayk, npodecopn — 16,

- KaHOMOaTn Hayk, OoueHTu — 39,

- acuCcTeHTn 6e3 HayKoBOro cryneHst — 17.




MaTtepianbHoO-TexHi4He
3abe3neyeHHs

MaTepianbHo-TexHiYHa 6a3a chakynbTeTy iHopMaLiiHMX
TEXHOsorin  BigNoBiJae  CyyYacHUM BMMOram  ans
3abe3neyvyeHHs HaB4YanbHOro npouecy |  BUKOHAHHS
cnyx6oBux 060B’sAA3KIB  CMiBPOBITHUKAMU  CTPYKTYPHUX
nigposainis  dakyneteTy. Bcsa TexHika 3HaxoguTbCcs B
npauesgatHoMy  CTaHi, cepeaHin Bik  [K, Lo
eKCnnyaTyTbCA, CTaHOBUTbL 7 pPOKIB. Y HaByarbHOMY
npoueci  QyHKUiOHYOTb  nabopatopii:  NpPoeKTyBaHHS
LUNPOBUX MPUCTPOIB (PO3ropHYTO CTeHau Trigger Ta
Logic), MmogentoBaHHA Ta NPOrHo3yBaHHs, akagemis Cisco
(cepBepHe Ta MepexeBe o00nagHaHHs), TEXHOMOrIN
nporpamMmyBaHHs (niueHsinHe M3 agna  3aBAaHb
nporpamyBaHHs), nabopaTtopia Microsoft Imagine Academy
(oHnamH Kypcu Ta cepTudikauia 3a  niHikamu
MawnkpocodT), IT-komneTeHuin (6as3oBi Kypcn 3 OCHOB
iHOpMaLiNHNX TEXHOMOrIN), IHTEeNneKkTyanbHUX CUCTEM
(nporpamHe 3abe3neyeHHs ans NpoOeKTyBaHHA Ta pO3poOKM
iHTEeneKTyanbHUX CUCTEM), KOMMIOTEPHOrO MOHITOPUHTY
AoBKiNNga  (apoHn Phantom, Mavic, Mikpokomn’totepu,
AaTtyvkn, MIiKpocxemuM Ta nnatM  And  BUIOTOBMIEHHSA
crieuianbHUX KOMM'loTepiB), BOyOOBaHUX cCUCTEeM Ta
IHTepHeT peden (cTeHaM 3 MOHITopamu, nnatu Arduino,
OrangePi, RaspberryPi, KOHCTPYKTOPU OPOHIB),
nabopartopia 3D MopentoBaHHA Ta ApyKy (MOHOGMOKM
Apple, 3D npuHTep), nabopartopia «KibepnoniroH»
(cepBepHe, MepexHe obnagHaHHs), NEeKUinHi ayguTopil,
obnagHaHi MynbTUMEOINHUMN  NPOEKTOPaMu, eKpaHamu,
IP-kamepamun Oons cuctTeMu Bieo CNOCTEPEKEHHS.

Y nigpo3sginax dakynstety dyHkuUioHye 207 poboymnx micus,
obnagHaHuUX NepcoHanbHUMKU KOMM'IOTEPaMn, y TOMY YUCHi
203 y komMm'loTepHUX knacax, 4 qisnyHuMx cepBepu Ta 2
cepeepn TUNy «Jleso» (Blade), ski obcnyrosyote 30
BipTyanbHUX cepBepiB, Y TOMY 4Yucni noHag 12 — 3aranbHo
YHIBEPCUTETCHKOTO NPU3HAYEHHS.

IHpopmauinHe Ta
HaB4YarbHO-MEeTOANYHE
3abeaneyeHHs

OdiuinHnin ~ Beb-cant  https://nubip.edu.ua  MicTUTb
iHbopMaLito NpPo OCBITHI Nporpamu, HaB4yasibHy, HayKoBY i
BUXOBHY [LiANbHICTb, CTPYKTYPHI Migpo3ginu, npasuna
npumomMy, KOHTakTW. Bci 3apeecTtpoBaHi B yHiBepcuUTETI
KopuctyBadi MakwTb HeoOMexeHuh [JOocTyn A0 Mepexi
IHTEepHeT.

MaTepianu HaB4YanbHO-MEeTO4NYHOIo 3abesneyvyeHHs
OCBITHBO-NPOECIMHOI NporpaMmu BUKNageHi Ha OCBITHBOMY
noptani «HaBuvanbHa poboTa:
https://nubip.edu.ua/node/46601.

BibnioteyHnn coHg Garatoranysesui, HapaxoBye MoHapg
OOMH MINbAOH NPUMIPHUMKIB BITYM3HAHOT Ta 3apybikHOI
nitepaTtypu, y T.4. pIOKICHUX BUAAHb, cneuianbHUX BUAIB
HayKOBO-TEXHIYHOI niTepaTypu, aBTopedepaTis AncepTtauin
(31950 p.), aucepTauin (3 1946 p.), 6inbwe 500 HanMeHyBaHb
XypHaniB Ta 6inbwe 50 Ha3B raset. PoHO KOMNNEKTYETLCSA



https://nubip.edu.ua/
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MaTepianamuM 3 CinbCbKOro Ta JIiCOBOro rocnogapcrea,
€KOHOMIKW, TEXHIKN Ta CYMDKHUX HayK.

BibnioteyHe ob6cnyroByBaHHA 4YMTadiB NpPoOBOAUTLCS Ha 8
aboHeMeHTax, Yy 7 YntanbHuX 3anax Ha 527 micub, 3 skux: 4
ranysesi, 1 yHiBepcanbHun Ta 1 cnewjianisaoBaHUn YNTaNbHUN
3an Onga BuknagadiB, acnipaHTiB Ta marictpis (Reference
Room); MBA; «kaTtanorn, B T.4. €neKTpOHHUA (NoHapg
206292 oauHunupb 3anucis); GibniorpadiyHi kapToTekm (3 1954
p.); doHa JosigkoBux i GibniorpadiyHnx BuaaHb. LLopivyHo
Gibnioteka obcnyrosye noHag 40000 kopucTyBadis, y T.u.
14000 crtygeHTiB. KHuroBmpgaya crtaHoBUTL NoHag 1 MIH
NPUMIPHUKIB Ha PIK.

UuTanbHi 3ann 3abesnedveHi 6e3qpoToBMM LOCTYNOM O
mepexi IHTepHeT. Bci pecypcu 6ibnioTekn QOCTynHi yepes
canT yHiBepcuTeTy: https://nubip.edu.ua.

Linpposa 6idnioteka HYBIll YkpaiHn 6yna cTtBopeHa y
nuctonagi 2019 p., gocTtynHa 3 Mepexi I[HTepHeT Ta MICTUTb
3apa3 790 NOBHOTEKCTOBUX [OOKYMeHTW, cepef Hux: 150
HaBYanbHUX NigPY4YHUKIB Ta NOCiIOHWMKIB; 117 MmoHorpadin; 420
aBTopedepartiB guceptauin; 98 oundpoBaHux pigkicHUX Ta
LiHHMX BUOaHb 3 poHais 6ibniotekn (1795-1932 pp.).

BaxnvBuM enekTpOHHUM PECYpPCOM TaKOX € efneKTpOoHHa
GibnioTeka (3 nokanbHOI Mepexi yHiBepcuTeTy), Ae € noHang,
6409 NOBHOTEKCTOBUX AOKYMEHTIB (MigPYYHUKIB, HABYANbHUX
NOCiBHUKIB, MOHOrpadin, METOAUYHUX peKOoMeHaaLin).

3 ciyHa 2017 p. B HYBIll Ykpaihn BigkpuTo LOCTYyn A0
OAHI€l i3 HanbinbMX HaykomeTpuyHux 6a3 gaHux Web of
Science.

3 nuctonaga 2017 poky B HYBIl YkpaiHu BigkpuTo goctyn
A0 HayKOMETPUYHOI Ta yHiBepcanbHoi pedepaTuBHoi 6asu
AaHux SCOPUS BMOABHMLTBA Elsevier. HocTtyn
30IMCHIOETLCA 3 JloKanbHOI  Mepexi YHiBepcuteTy 3a
nocunaHHam https://www.scopus.com.

Basa gaHnx SCOPUS iHgekcye 6nm3bko 22000 HasB pi3HMX
BuAaHb (cepen akmx 55 ykpalHcbkux) Big Oinbw Hixx 5000
BUOABHULUTB.

MaTepianu HaB4YaslbHO-MEeTOANYHOIro 3abe3neyeHHs
OCBITHbO-NPOMECINHOI NporpaMmn BUKIaAEHi Ha HaB4aribHO-
iHpopmaLinHomy nopTtani HYBIl YKpaiHu

http://elearn.nubip.edu.ua.

LleHTp AOucTaHUiMHUX TEeXHOMOorin HaB4YaHHA MNpPoOBOAUTH
NIATPUMKY  BUKNaZadiB  yHIBEPCUTETY O  CTBOPEHHIO
€NeKTPOHHNX HaB4YanbHUX KypciB Ha 6a3i LMS Moodle, Ha
AKIN npauroe HaBYanbHO-iHpopMaLUiNnHUI nopran
https://elearn.nubip.edu.ua.

Ona  3abe3neyeHHA  OCBITHbOI  NporpamuM  CTBOPEHO
€NeKTPOHHI Kypcu A0 YCiX HaByanbHUX AucuunniH. KoxHun
€MNeKTPOHHNIA HaBYarbHWUA KYpC MICTUTb JEKUiNHI MaTepianu
y opmaTi npeseHTauin, MNOBHOTEKCTOBUX MaTepianis,
€NEeKTPOHHUX MOCIOHUKIB, MNOCUMaHb Ha OH-NaMH Kypcu
akagemin Microsoft Ta Cisco; 3aBOoaHHA Ta MeETOAMUYHI
pekoMeHauii 4O BUKOHaHHA nabopaTOpHUX i MPOEKTHUX
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pobiT 3 nocunaHHaMuM Ha nnatdopmn i cepsicn Ong
npakTuyHoi poboTtn (Azure, CodePlex, Programmr TOLO);
3aBOaHHS ANs KOHTPOSK0 Ta CaMOKOHTPOSO CTYAEHTIB,
MOAYIIbHI Ta aTecTauinHi 3aBAaHHS.

9 - AkapeMiyHa MODINbHICTb

HauioHanbHa KpeguTHa
MOOIiNbHICTb

Ha ocHoBi gBocTopoHHix gorosopis Mixx HYBIll YkpaiHu Ta
3aKnagamu BULLOT OCBITU YKpaiHMW.

MixHapoaHa KpeauTHa
MOOinbHicTb

Ha ocHOBi ABOCTOPOHHIX OOroBOpiB Ta MeMopaHOyMiB MiX
HYBIl YkpaiHm Ta 3akopLOHHUMW 3aKnagamu BULLIOT OCBITU
LWoao nporpamMm noAaBIHUX OUNSIOMIB CTYAEHTU OCBITHLOI
nporpamMn MarwTb MOXMMBICTb OTpUMAaTU APYruin AUNSIOM,
HaByatounck y Momopckkin akagemii y Cnyncbky (Monbla),
CnoBaubkomMy arpapHomy YyHiBepcuteTi (Hitpa), Akagemii
GisHecy (Jombposa NypHiva, MonbLya).

Ha ocHOBI YyknageHux yHiBepcUTeToM [OroBopiB 3a
nporpamamu akagemiyHol mobinsHocti ERASMUS+ Ta
MEVLANA, 3g06yBadi OCBITHbOI nporpamm OTPUMYKOTb
MOXMMBICTb HaBYaHHA Ta CTaXyBaHHS Yy MPOBIAHUX
€BPONENCLKNX Ta TypeLbKknx yHiBepcuteTax: Latvia University
of Agriculture, University of Foggia (ITanis), Dicle Univercity
(TypeuwumHa), Technical University in Zvolen (Cnosayv4nHa),
Wroclaw University of Environmental and Life Sciences
(Monbwa), University de Lille (PpaHuis).

3000yBadi 3a OCBITHBOK NPOrpamoro 3anyyaroTbCs 4O FiTHIX
LK1 Ta HaBYanbHO-HAYKOBUX MPOEKTIB, HAKi BUKOHYHTbCA
cninbHO 3 BpounaBCbkMM NPUPOAHNYMM  YHIBEPCUTETOM
(Monbwa), YHiBepcMTeTOM NpUKNagHux Hayk BanHwTtedaH
Tpizgopd (Himev4unHa), CrnoBaubknum TEXHIYHUM
yHiBepcuTeToM, KpakiBCbKMM MefaroriyHMM YyHIiBepCUTeToM
(MonbLa), KazaxcbkuM YHIBEPCUTETOM LUASAXIB CNOSYYEHHS.

HaB4yaHHSA iHO3eMHUX
3000yBaYviB BULLOI
OCBiTH

HaByaHHs iHO3eMHuX 3000yBadviB  BMLWOI  OCBITU
NPOBOAUTLCA Ha 3arafibHUX yMOBax 3 [J0A4aTKOBOK
MOBHOIO  MIArOTOBKOK Ha nigcTtaBi  MiPKHAPOLAHWUX
aoroBopiB  YKpaiHn; 3aranbHOOEp)XaBHUX nporpam,
AOroBOpIiB, YyKMageHux 3 HpUandHUMKU Ta QIi3UYHUMU
ocobamm.




2. Mepenik KOMMOHEHT OCBIiTHbO-NpodecinHOI nporpamm
«Kibepbe3neka» Ta Ix noriyHa nocnifgoBHICTb
2.1. Nepenik komnoHeHT O
KoMnoHeHTH OCBiTHLOI Nporpamu @
Kon (HaBYanbHiI gUCUMNIIiHK, KYpPCOBi NPOEKTU Kinbkictb __opma
H/f (po6oTH), NnpakTnKn, KBanicikauinHa KpeauTiB niacymkoBoro
KOHTpOIo
po6oTa)
1 2 3 4
1. LMKN 3AFANbHOI NIArOTOBKU
0O60B’s3koBi KomnoHeHTn OIM
OK1 Buwa matematuka 11 eK3ameH
OK2 | ®i3anyHi OCHOBM KOMM'IOTEPHOI €NEKTPOHIKN 6 eK3ameH
OK3 | lNporpamyBaHHs 10 eK3aMeH
OK4 | Pusuku iHpopmauinHoi 6esneku 4 eK3ameH
OK5 | IHhopmauiHa 6e3neka aepxasu 4 3anik
OK6 | Teopis iHbopmaLil Ta KogyBaHHS 4 eK3ameH
OK7 Teopist NMOBIPHOCTEN, IMOBIPHICHI NpoLECH i 4 cK3aMeH
MaTeMaTuyHa CTaTUCTUKa
O608B’a3koBi KomnoHeHTH OII 3a pilleHHAM BYE€HOI paan YHiBepcuUTeTy
OKY1 | lNMpaBoBa kynbTypa 0cOBUCTOCTI 4 eKk3aMeH
OKY2 | [linoBun NpoTOKON Ta €TuKa CNifnkyBaHHSA 5 eK3ameH
OKY3 | lHo3emHa moBa 8 eK3ameH
OKY4 | dinocodis 4 eK3ameH
OKY5 | ExoHomika Ta Bi3Hec 4 ek3ameH
OKY6 | IHdopmauiniHi TexHonorii 8 eK3ameH
OKY7 ®i3nyHe BMXOBAHHSA (3@ paxyHOK BiflbHOro yacy 4 3anik
CTyQeHTa)
BubGipkoBi komnoHeHTn OIM
BubipkoBa 1 gucuunniHa 3a cneuianbHicTIO
BK1.1 | MeHegXMeHT 5 eKk3ameH
BK1.2 | TexHika i TexHonorii B Al'K 5 eKk3ameH
BK1.3 | TunoBi TexHonoriyHi 06'ekTn C.-r. BUpoOGHMLTBA 5 €eK3aMmeH
BK1.4 Besn_eKa XUTTERIANBHOCTI T2 OCHOBU OXOPOHU 5 eK3aMeH
npadi
BubipkoBa 1 gucuunniHa 3a cneuianbHiCTIO
BK2.1 | OcHoBu iHTEpPHETY peyen 5 €K3aMeH
BK2.2 | OuckpeTHa maTemaTtumka 5 eK3ameH
BK2.3 gTaH,D,apTVI iHbopmaLinHoT Ta KibepHeTUYHOT 5 eK3aMeH
e3neku
OcHOoBW NPOrHo3yBaHHA Ta MOAENOBAHHSA
BK2.4 CouiaaniE " q)ep% A y 5 ek3ameH
BubipkoBi gucumnniHu 3a ynogob6aHHAM cTyAeHTa
BKY1 BubipkoBa gucumnniHa 1 4 3anik
BKY2 | BubipkoBa gucumnniHa 2 4 3anik
2. UMKN CMNEUIANBHOI (PAXOBOI) NIArOTOBKU
O60B’sa3koBi KomnoHeHTH OII
OK8 | Komn'totepHa norika 8 eK3ameH
OK9 | MeTogm Ta 3acobu 3axucty iHdopmau,ii 5 eK3ameH




OK10 | KoMnnekcHi cuctemm 3axmcty iHdpopmauii eKk3ameH
OpraHizauinHe 3abe3neyeHHsa 3axncT

OK11 |. P L y eK3ameH
iHbopmauji
KoMmnoHeHTHa 6as3a Ta cxeMoTexHika B

OK12 : 9 eKk3ameH
cucTemMax 3axmcTy iHgopmauii

OK13 | Komn'toTepHi cuctemm eK3ameH
Besneka iHpopmaLii B iHpopmaLinHo-

OK14 . Eb pMaLl Popma 4 eKk3ameH
KOMYHiKaLiHUX cucTemax
OcHoBwM kpunTorpagpivyHoro Ta

OK15 purrorp ® ) 7 eKk3ameH
cTeraHorpagiyHoro 3axmcTy iHdpopmadji

OK16 | CuctemHe nporpamMmyBaHHS 5 eK3ameH

OK17 | Komn'toTepHi mepexi 9 ek3ameH
Besneka 6e3npoBigHnx, MOBINbHMX Ta XMapHUX

OK18 De3npoBIA P 4 eKk3ameH
TEXHOSOTIN

OK19 | Baxuct iHdbopmaLii B KOMM IOTEPHUX CUCTEMAX 5 eK3ameH

OK20 | OcHoBM KpunToaHaniay 4 €eK3aMeH

OK21 | OcHOBM TEXHIYHOIO 3axmnCTy iHopmauil 4 eK3ameH

OK22 | TexHosnoril 6e3ne4Horo nporpaMmyBaHHs 4 eKk3ameH
HaBuanbHa npakTuka 3 nporpaMmyBaHHs Ta .

OK23 |. anp porpamy 5 3anik
iHOpMaLINHNX TEXHOIIOTIN
HaBuanbHa npaktuka 3 NpoeKkTyBaHHSA CUCTEM .

OK24 . P P y 5 3anik
Kibepbesnekn
BupobHnua (MNpoekTHO-TEXHOMOrYHA .

OK25 P (Mp 5 3anik
npakTuka)

OK26 | lNigrotoBka Ta cknagaHHs €KI 5 €Kl

3aranbH1UK obcAr o60B’A3KOBUX KOMIMOHEHTIB 180

BubipkoBi komnoHeHTn O

BubipkoBa 1 gucuunniHa 3a cneuianbHICTIO 32 ynogo6aHHAM CTyAeHTa

MpuknagHi acnekTn nobygoBu cucTeM 3axucT
BK3.1 in)opmgui'l' yA y 5 ek3aMmeH
BK3.2 Besneka Ta ayauT 6e3npoBOAOBUX Ta PYXOMUX 5 eK3aMeH
Mepex
BK3.3 | MNapanenbHi Ta po3nogineHi o64ncrneHHs 5 eKk3ameH
BubipkoBa 1 gucuunniHa 3a cneuianbHICTIO 32 ynogo6aHHAM CTyAeHTa
BK4.1 | YnpaniHHSa JOCTynom 5 eK3ameH
BK4.2 | CuctemHui aHanis 5 eKk3ameH
BK4.3 | Komn'toTepHa enekTpoHika 5 eKk3ameH
BK4 4 }/npaBniHl-!? NpoeKTamMmmn po3pobKn CUCTEM 3aXMUCTy 5 ek3aMeH
iHbopMmaLlii
BubipkoBi 2 gucuunniHM 3a cneuianbHICTIO 3a ynogob6aHHAM CTyAeHTa
BK5. 1 :|-|iLI,eH3yBa_I.-.|HF| i cepTudikauia 3acobiB 3axmcty 4 ek3aMeH
iHdopmauii
Bbes3neka npu ekcnnyaTtau,ii i obcnyrosyBaHHi IT
BK5.2 | 2> P y yrosy 4 eK3aMeH
BK5.3 | CuctemHe nporpamHe 3abe3neyeHHs 4 eK3ameH
BK5.4 | OcHoBu ayguty iHbopmaLiiHoi 6e3nekn 4 eK3ameH
BubGipkoBa 1 gaucuunniHa 3a cneuianbHICTIO 32 ynogo6aHHAM CTyAeHTa
BK6.1 | CuctemMum MOHITOpPUHrY 3arpo3 Ta atak 4 eK3amMmeH
BK6.2 | Kpoc-nnatgopmHe nporpamyBaHHs 4 ek3ameH
BK6.3 | IHdopmauiiHo-ncmnxonoriyHe npoTubopcTBo 4 eK3amMmeH

BubipkoBi 4 gucunnniHm 3a cneudianbHICTIO 32 ynogo06aHHAM CTyAeHTa

BK7.1 \ beaneka po3pobku i NigTpMMKM goaaTkie

5

| eksameH




lMpoBeaeHHs poscnigyBaHb iHLUWOEHTIB

BK7.2 |. o 5 €eK3ameH
iHdbopMaUinHoi 6e3nekn

BK7.3 | YnpaeniHHs1 BEO-KOHTEHTOM 5 eKk3ameH

BK7.4 | Npogykt Ta nocnyru iHopMaLiHOi 6e3neku 5 eKk3ameH

BK7.5 | MNporpamyBaHHa B cepenoBuLLi cydacHnx OC 5 eKk3ameH

BK7.6 | AgmiHicTpyBaHHSA KOMM'IOTEPHUX MepeX 5 eK3ameH
3aranbHumn o6cAr BUBipKOBMX KOMMOHEHTIB 60
3ATrAllbHUU OBCAr OnM 240




2.2. CTPYKTYpHO-JIOTiYHA cXeMa MiAr0OTOBKM (paxiBuiB
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3. ATecTauifa 3006yBayiB BULLOI OCBITH

ATecTauia  30IMCHIOETLCA Yy (hopMi  €OMHOrO  OepXXaBHOro
KBanigikauiHoro icnuty. €OuMHUA  Oep)XaBHUK  KBanidikauiiHui - icnuT
nepenbavyae OuUiHIOBaHHA [OOCArHEHb pe3ynbTaTiB HaBYaHHS, BU3HAYEHUX
CTaH4apTOM Ta OCBITHLOK MPOrpamMoto Ta 3aBepLUYETLCA BUOAYE JOKYMEHTY
BCTAHOBIIEHOrO0  3paska nMpO NPUCYLKEHHs CcTyneHa ©Gakanaspa i3
NPUCBOEHHAM KBanigikauil: bakanasp 3 kibepbesnekun.



4. MaTtpuus BianoBiAHOCTI NporpaMHUX KOMNEeTEHTHOCTEeN KOMMOHeHTaM OCBiTHbO-npodecinHoi nporpamu «Kibepbesneka»

- N ™ < ) © ~ Ay g Q 3 o © Ly 0 1) e A o ® I L) © ~
S|s|c|s|5|5 5|8 8 8 8|8 8|8|5|5| 8 5|5 5 &5 5|5 3
K31 + + + + + + + + + + + + + + + + + + +
K3 2 + + + + + + + +
K33 + +
K3 4 + + + + + + + + +
K35 + + + + +
K3 6 + + + +
K37 + + + + + +
K38 | + + + + + + + + + + + + + +
CK1 + + + + +
CK2 + + + +
CK3 + + + + + + + +
CK4 + + +
CK5 + + + + + +
CK®6 +
CK7 + + + + + +
CK8 + +
CK9 + +
CK10 +
CK11 + +
CK12 +
CK13 + + + + +




9230

G230

144 (8]

€0

oo

(¥4, [0

0230

6130

8IM0

+

+

K31
K32
K33

K34
K35

K36
K37
K38
CK1
CK2
CK3
CK4

CK5
CKé6
CK7
CK8
CK9
CK10

CK11

CK12

CK13




€og

A 1]

L'oxga

v'ang

€oNg

(A ||

L'syg

v'vig

€vig

cvig

L'viga

€exga

ceng

L'exa

v'end

gend

(A4 L]

L'exd

v'ing

€ig

g

g

K3 1

K3 2

K33

K3 4

K3 5

K3 6

K37

K3 8

CK1

CK2

CK3

CK4

CK5

CK6

CK7

CK38

CK9

CK10

CK11

CK12

CK13




BK7.1

BK7.2

BK7.3

BK7.4

BK7.5

BK7.6

K31

+

K3 2

+

+

K33

K3 4

K3 5

K3 6

K37

K3 8

CK1

CK2

CK3

CK4

CK5

CK6

CK7

CK38

CK9

CK10

CK11

CK12

CK13




5. MaTtpuusa 3ab6e3nevyeHHs1 NporpaMmHUX pe3ynbTaTiB HaBYaHHA BigNOBIiAHMMU KOMNOHEHTaMM OCBITHbLOI NporpamMmm
«Kibepbesneka»
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HABYAIIbHUW NNAH
nigrotoBku paxiBuiB 2022pokKy BCTyny

PiBeHb BULLIOT OCBITH [Mepwunn (bakanaBpCbKuin)

[[anysb 3HaHb 12 - IHdpopmaLinHi TexHonorii
CneujanbHicTb 125 — Kibepbe3neka
OcBiTHbO-NpoeciiHa nporpama Kibepbesneka

OpieHTaLis OCBITHBOI Nporpamu OCBITHbO-NpPOECINHA nporpama
dopma HaB4YaHHS AeHHa

TepmiH HaBuyaHHA (06car kpeautis €EKTC) 3 poku 10 micauis (240)

Ha ocHoBiI MOBHOI 3arasibHOI cepeaHbLOI OCBITU
OCBITHI CTYNiHb «bakanasp»

KBanidikauis bakanaBp 3 kibepbe3neku

3439 - daxiBeupb i3 opraHisadii iHdpopmauinHoi 6e3neku



I. FPA®IK OCBITHBOI'O NMPOLECY
niaroroBkn dpaxiBuiB nepworo (6akanaBpcbLKOro) piBHA BULLOI ocBiTHU 2022 poKy BCTyny
cneuianbHocTi «Kibepb6eanekay,
ocBiTHboO-NpodecinHol nporpamu «Kibepbesneka»
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YMOBHI NO3Ha4YeHHSA:

TeopeTUYHE HaBYaHHSA
eK3aMeHauiHa cecis
KaHikynu
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BUPOBHMYA NpakTuka
HaBYanbHa nNpakTuka
nigrotoBka Ta cknagaHHa €0KI



Il. NN1AH OCBITHbOI'O NMPOLECY

AyAUTOPHI 3aHATTS © o Po3noain TvkHeBUX roguH 3a
Saranuumi | POPWI KoHTROMIO g g E KypI(I)aMVI Ta cemecTtpamu =
3HaHb (3a . E
o6esir cemecTpamn) y TOMy uncni L§ §§ | kypc KypC 1l kypc kypC
. C
= . . - © CemecTtpu
c Hasea HaB4anbHOI ANCLMNITIHN 5 ) I — =
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1 2 3 4 5 16 7 8 9 10 11 12 13 |14 15|16 | 17 |18 |19 |20 |21 |22
1. LMK 3ArANbHOI NIArOTOBKU
1.1 O6oB’a3koBi kKomnoHeHTn O
OK1.1 Buwa matemartuka - yactuHa 1 | 210 7 1 a0 30 60 | 120 6
OK1.2 Bua matemartuka - yactuHa 2 | 120 4 2 60 30 30 60 4
OK2 DiznyHi OCHOBM KOMI'IOTEPHOI 180 6 1 120 60 60 60 3
€NEKTPOHIKM
OK3.1 lMporpamyBaHHs - YacTuHa 1 180 6 1 60 30 30 120 4
OK3.2 | lNporpamyBaHHS - YacTUHa 2 120 4 2 75 30 45 45 5
OK4 g"‘?"’”‘"‘ IHpopMALLiHOI 120 | 4 | 4 60 | 30 30 | 60 4
e3nekmn
OK5.1 | HeopmaLliiiHa besnexa 120 | 4 2 75 | 30 | 45 45 5
Aepxasu
OK6 | 1EoPisi iHbopmalyi Ta 120 | 4 | 2 60 | 30 | 30 60 4
KOAyBaHHS
Teopia nmoBipHOCTEN,
OK7 iMOBIpHiCHI npouecwm i 120 4 3 45 15 30 75 3
MaTeMaTn4yHa ctaTucTuka
Bcboro 1290 | 43 6 | 3 1 645 | 285 | 210 | 150 | 645 18|18 | 3 4
1.2 O60B’s13koBi KoMnoHeHTU Ol 3a pilleHHAM BYEHOI pagn yHiBepcuTteTy
Oky1 | MpaBosa kynetypa 120 | 4 | 3 30 | 15 15 | 90 2
0COBUCTOCTI
OKyz | Binosui npotokon Ta eTuka 150 | 5 | 1 60 | 30 30 | 90 4
CMiNKyBaHHSA
OKY3.1 | l[Ho3emMHa mMoBa - YyacTuHa 1 60 2 1 30 30 30 2




OKY3.2 | l[Ho3eMHa MoBa - YacTuHa 2 60 2 2 30 30 30
OKY3.3 | l[Ho3emHa moBa - YacTuHa 3 60 2 3 30 30 30
OKY3.4 | l[Ho3emMHa moBa - YacTuHa 4 60 2 4 30 30 30
OKY4 dinocodis 120 | 4 5 60 30 30 60
OKY5 EkoHomika Ta 6isHec 120 4 7 30 15 15 90
OKY6.1 | 'HepoPMaLLiiHi TexHonori - 120 | 4 1 60 | 30 | 30 60 4
yacTtuHa 1
OKye.2 | IHPoPMaUiki TexHonoril - 120 | 4 | 2 60 | 30 | 30 60
yacTuHa 2
di3nyHEe BMXOBaHHS - YacTMHa
OKY7.1 | 1(3a paxyHOK BiflbHOro 4acy 30 1 1 30 30 2
CcTygeHTa)
di3nyHEe BMXOBaHHS - YacTMHa
OKY7.2 | 2(3a paxyHOK BiflbHOro 4acy 30 1 2 30 30
CTygeHTa)
®i3nyHe BMXOBaHHS - YacTuHa
OKY7.3 | 3(3a paxyHOK BifibHOro 4acy 30 1 3 30 30
CcTyaeHTa)
®i3nyHe BMXOBaHHS - YacTMHa
OKY7.4 | 4(3a paxyHOK BiflbHOro 4acy 30 1 4 30 30
CcTyaeHTa)
Bcboro 990 | 33 | 7 | 7 420 | 150 60 |210| 570 12

1.3 BubipkoBi komnoHeHTn OIM

BubipkoBa 1 aucuunnidHa 3a cneuianbHiCTIO 3a ynogobaHHsAM cTyaeHTa (5 cemecTtp)

BK1.1 MeHeKMEHT 150 5 5 60 30 30 90
BK1.2 TexHika i TexHonorii B AlNK 150 5 5 60 30 30 90
BK1 3 TunoBi TeXHonoriyHi 06'ekTn 150 5 5 60 30 30 90

C.-T. BUpOGHUMLTBA

Bbe3neka XUTTeOisNbHOCTI Ta

BK1.4 : 150 | 5 5 60 30 30 | 90
OCHOBM OXOPOHM Mpaldli
Bcboro 150 | 5 1 60 30 30 | 90
BubipkoBa 1 aucuumnnidHa 3a cneuianbHiCTIO 3a ynogobaHHAM ctyaeHTa (6 cemecTp)
BK2.1 OcHoBWM iHTEPHETY peden 150 5 6 60 30 30 90
BK2.2 | uckpeTHa maTtematuka 150 5 6 60 30 30 90
BK2.3 CraHgapTu iHdbopmauinHoi Ta 150 5 6 60 30 30 90

KibepHeTMYHOI Be3neku




OcHoOBM NpOrHo3yBaHHA Ta
BK2.4 MOZENBaHHSA Yy coLliarnbHin 150 5 6 60 30 30 90
cdepi
Bcbkoro 150 5 1 60 30 30 90
BubipkoBi gucumnniHu 3a ynogo6aHHAM cTyaeHTa (7 cemecTp)
BKY1 BuGipkoea gucuunniHa 1 120 4 7 30 15 15 90 2
BKY2 BubipkoBa gucuunniHa 2 120 4 7 30 15 15 90 2
Bcboro 240 8 2 60 30 30 | 180 4
2. LUMKN CMNEUIANBHOI (®AXOBOI) NIATOTOBKU
2.1 O60B’saA3koBi KoMnoHeHTn OMM
OK8. 1 Eomn IOTepHa norika - YacTuHa 90 3 5 60 30 30 30
OK8.2 go“"” 'oTepHa norika - Hactika | g0 | 5 | 3 3KkN| 75 | 30 | 45 75
okg | Metoam Ta 3acobu saxucty 150 | 5 | 3 9 | 45 | 45 60
iHdbopmaLii
OK10 !(omnnexcnil CUCTEMU 3aXUCTY 120 4 4 60 30 30 60
iHdopMaLlii
OK11 OpraH|3§u|MHe 3a6§3nequH;| 150 5 3 60 30 30 90
3axucTy iHpopmadii
KomnoHeHTHa 0a3a Ta
OK12.1 | CXeMoTexHika B crcTeEmMax 150 | 5 3 60 | 30 | 30 90
3axucTy iHbopMalii - YacTnHa
1
KomnoHeHTHa 6a3a Ta
OK12.2 | CXeMoTexHIka B crcTEMax 120 | 4 | 4 4KN| 60 | 30 | 30 60
3axucTy iHbopMalii - YacTnHa
2
OK13.1 | Komm'ioTephi cuctemy - 9 | 3 4 60 | 30 | 30 30
yactuHa 1
0K13.2 | Komm'toTepHi cucTemm - 120 4 | 5 45 | 15 | 30 75
yactuHa 2
Besneka iHpopmaii B
OK14 iHopmMauinHO-KOMYHiKauiiHux | 120 | 4 5 60 30 30 60
cuctemax
OK20 OcHoBwu kpunToaHanisy 120 | 4 6 60 30 30 60




OcHoswu kpunTorpadiyHoro Ta
OK15.1 | cteraHorpacivHOro 3axmcry 120 | 4 5 45 15 30 75 3
iHopMmauii - yactuHa 1
OcHoBu kpunTorpadivyHoro Ta
OK15.2 | cteraHorpacivHOro 3axmcry 90 3 6 6,KINn | 60 30 30 30 4
iHopMaLii - yactuHa 2
OK17.1 EomnroTele Mepesxi - yacTuHa | g 3 6 60 30 30 30 4
OK17.2 go""”mep”' MEpeXi-HacTiha | 180 | 6 | 7 7KN| 90 | 45 | 45 90
Bbesneka 6e3npoBigHuX,
OK18 MOOINTbHUX Ta XMapPHUX 120 | 4 4 60 30 30 60 4
TEXHONOTIN
OK19 | 38xucT iHdopmauii B 150 | 5 | 8 96 | 48 | 48 54
KOMM'IOTEPHUX CUCTEMaX
OK16 CuctemHe nporpamyBaHHs 150 90 45 45 60 6
OK21 | OCHOBM TEXHIYHOrO 3aXMCTy 120 | 4 | 4 60 | 30 | 30 60 4
iHdbopMaLlii
Okzo | IexHonorii besneuroro 120 | 4 | 5 5KMN| 60 | 30 | 30 60 4
NporpamyBaHHs
HaB4yanbHa npakTuka 3
OK23 nporpamyBaHHs Ta 150 5 2 150
iHdbopMaUiHMX TEXHOSIOTIN
HaB4yanbHa npakTtuka 3
OK24 NPOEKTYBaHHSA CUCTEM 150 5 4 150
Kibepbeaneku
OK25 Bupo6GHuya npaktuka 150 5 6 150
OK26 EI'I:E,IEIOTOBKa Ta cKnagaHHs 150 5 150
Bcboro 3120|104 | 15 | 8 5 |1311| 633 | 678 1209 | 600 4 | 19 |20 |14 18
3arank-Hui 0bcAr 06oB'A3KoBMX 5400 [ 180 | 28 |18 | 6 |2376|1068 | 948 | 360 | 2424 | 600 30 /30| 28 |28|18 |18
KOMMOHEHTIB
2.3 Bubipkosi komnoHeHTn OIMN
BubipkoBa 1 gucumnniHa 3a cneuianbHiCcTIO 32 ynoao6aHHAM cTyaeHTa (5 cemecTp)
BK3.1 | [PUKnapHi acnektvt nobynosu | 45 | 5 | g 60 | 30 | 30 90 4
CUCTEM 3axuUCTy iHdopmaLyji




besneka Ta aygut

BK3.2 06e3npoBOJOBUX TA PYXOMMX 150 5 5 60 30 30 90
Mepex
BK3.3 MapanenbHi Ta po3nogineHi 150 | s 5 60 30 30 90
0B4nNCIEeHHs
Bcboro 150 | 5 1 60 30 30 90
BubipkoBa 1 gucumnniHa 3a cneuianbHicTiO 3a ynogo6aHHAM cTyaeHTa (6 cemecTp)
BK4.1 YnpasniHHg [OCTYNOM 150 5 6 60 30 30 90 4
BK4.2 CucteMHuin aHania 150 5 6 60 30 30 90 4
BK4.3 Komn'toTepHa enekTpoHika 150 5 6 60 30 30 90 4
YnpaeniHHA NpoekTamu
BK4.4 pPO3pO6KN CUCTEM 3aXUCTY 150 5 6 60 30 30 90 4
iHopmauii
Bcboro 150 | 5 1 60 30 30 90 4
BubipkoBi 2 gucumnniin 3a cneuianbHicTIo 3a ynogob6aHHAM ctyaeHTa (7 cemecTp)
BK5.1 | lUeH3yBaHKsa i cepudikauia | 1,0 | 4 | 5 60 | 30 | 30 60
3acobiB 3axucTy iHhopmaLii
BK5 | De3neka npu excnnyarauii i 120 | 4 | 7 60 | 30 | 30 60
o6cnyroByBaHHiI IT cuctem
BK5.3 | CYICTeMHe nporpamke 120 | 4 | 7 60 | 30 | 30 60
3abe3neyeHHs
BK5.4 | OCHOBY ayuty 120 | 4 | 7 60 | 30 | 30 60
iHbopMaLinHoT 6e3nekn
Bcboro 240 | 8 2 120 | 60 60 120
BubipkoBa 1 gucumnniHa 3a cneuianbHicTIO 3a ynofo6aHHAM cTyaeHTa (7 cemecTp)
BK6.1 CurcTemMmn MOHITOPUHTY 3arpo3 120 | 4 7 60 30 30 60
Ta aTak
BKe.2 | \Poc-nnaropmne 120 | 4 | 7 60 | 30 | 30 60
nporpamyBaHHs
BK6.3 IHcpopmaLinHo-ncuxonorivyHe 120 4 7 60 30 30 60
npoTnbopcTBO
Bcboro 120 | 4 1 60 30 30 60
BubipkoBi 4 aucuunniHu 3a cneuianbHICTIO 3a ynogo6aHHAM cTyAeHTa (8 cemecTp)
BK7 1 Besneka po3pobku i nigTpumMkn 150 | s 8 48 24 24 102

JojaaTkie




MpoBeneHHs poscnigyBaHb

BK7.2 iHUMAEHTIB iHdopMaUiNHOT 150 5 8 48 24 24 102 4
Oesneku

BK7.3 YnpaBniHHs BEG-KOHTEHTOM 150 5 8 48 24 24 102 4

BK7.4 | 1POAYKTV Ta nocnyru 150 | 5 | 8 48 | 24 | 24 102 4
iHbopMaUinHoi 6e3nekn

BK7.5 | [IPOTPaMyBaHHA B Cepenosuwl | 1o | 5 | g 48 | 24 | 24 102 4
cydacHux OC

BK7.6 | ABMIHICTpYBaHHs 150 | 5 | 8 48 | 24 | 24 102 4
KOMMN'IOTEPHUX MEPEX

Bcboro 600 | 20 | 6 192 | 96 | 96 408 16
| BincbkoBa nigrotoBka 870 | 29 434

3arankHuii 06car BubipkoBuX 1800 | 60 | 12 | 3 672 | 336 | 246 | 90 | 1128 8| 8|16/ 16

KOMNOHEeHTIB

KinbKicTb ek3ameHiB 40 2 5 5 6 | 5/5 |5 5

KinbKicTb 3anikis 21 | 5 | 4 | 3 31212 ]2

KinbKicTb KypcoOBUX NpPOEKTIB i pooiT 6 1 1 1|11 1

Bcboro roaut HaB4anbHUX 3aHATL 7200 | 240 | 40 |21 3048 | 1404 | 1194 | 450 | 3552 | 600 30 (30| 28 |28|26|26|24|24

(6e3 BiNCbLKOBOI NiAroTOBKW)




lll. CTPYKTYPA HABYAJIbHOIO MNAHY

IV. 3BEAEHI JAHI TMPO BIOOXET YACY, TUXHI

. . Pik TeopeTnyHe Ek3ameHnauin MNpakTnyHa MigrotoBka ATtecTauis .
0,
Hasuanehi aucumunikm FoAunm Kpeantu % HaB4aHHA HaBYaHHsA Ha cecis nigroToeka no €0KI 3p06yBaviB Kawikyrw Beboro
1. O60B’A3koBi KOMNoHeHTH OMMMN 5400 180 75 1 30 6 6 10 52
2. BubipkoBi komnoHeHTu OMMN 1800 60 25 2 30 6 6 10 52
Bubipkosi ducyunniru 3a 1560 52 21,7 3 30 6 6 10 52
crieyiasibHicmio
Bubipkosi ducyunrniHu 3a yno0obaHHAM 240 8 33 4 27 6 0 5 1 4 43
cmydeHma
3. IHWi BUAK HaBYaHHS Pagon""n“ 117 24 18 5 1 34 199
Pasom 3a ONnN 7200 240 100,0
V. IPAKTUYHA NIArOTOBKA
Ne Bua npaktuku CewmecTtp FoanHn Kpeantn KinbkicTb TVXHIB
HaByanbHa npakTuka 3
1 nporpamMyBaHHs Ta 2 150 5 6
iHdbopMaLiMHUX TEXHONOTIN
HaByanbHa npakTuka 3
2 NPOEKTYBaHHsSI CUCTEM 4 150 5 6
Kibepbesneku
3 BupobHnya npaktuka 6 150 5 6
VI. KYPCOBI POBOTU | MPOEKTU
. Kypcosa Kypcosuit
Ne Hasea gucumnninmn [ognHu KpeanTn poGorTa npoekT CemecTp
1. Komm’toTepHa norika 30 1 + 3
KomnoHeHTHa 6a3a Ta
2. CXeMOTeXxHika B cuctemax 30 1 + 4
3axucTy iHdopmauii
3. TexHonorii 6e3ne4yHoro 30 1 + 5
nporpaMmyBaHHs
OcHoBw kpunTorpadiyHoro Ta
4. cTeraHorpagivyHoro 3axmcry 30 1 + 6
iHdopmauii
5. Komm’'toTepHi mepexi 30 1 + 7
VIl. ATECTALISA 300BYBAUYIB BULLIOI OCBITU
KinbkicTb
Ne CknapgoBa artecTauii FoguHn KpeanTn TYOKHIB
1 MigroTtoBka Ta cknagaHHs 150 5 6

ek







