MIHICTEPCTBO OCBITU | HAYKU YKPAIHU

HAUIOHANbHWUIA YHIBEPCUTET BIOPECYPCIB |
NMPUPOOOKOPUCTYBAHHSA YKPAIHU

3ATBEPOXEHO

NMpotokon Ne 9 Big "27" TpaBHA 2022 p.
3acipaHHAa BYeHoi paau HYBIll Ykpaiuu

OcBiTHbO-NpodecinHa nporpama
BBOAUTbLCSA B Aito 3 1 BepecHs 2022 p.

OCBITHbO-NMPO®ECIAHA MPOIPAMA

«Kibepbe3neka»

nepworo (6akanaBpCbKOro)piBHA BULLOI OCBITU

3a cneuianbHicTio 125 «Kibepbe3neka»

ranysi 3HaHb 12 «lHdopmaLiNnHi TeXHONOoril»

Keanicikauin: BakanaBp 3 Kibepbe3neku

CmaHdapm euuw,oi oceimu 3ameepoxXeHo
Haka3om MOH YkpaiHu eid «04» xoemHsi 2018 p. Ne 1074

KuiB — 2022



NEPEOMOBA

OcsiTHbO-NpodpecinHa nporpama (Ol1MM) ana nigrotoBkn 3gobysadis
BULLOI OCBiTM nepworo (bakanaBpCbKOro) PpiBHA 3a cneuiasnbHICTIO
«Kibepbesneka» mictutb obcsar kpeautie €EKTC, HeobxigHun gns 3000yTTA
BiAMOBIQHOrO CTYNEHS BULLIOI OCBITU; Nepenik KOMNEeTEHTHOCTEN BUMYCKHUKA;
HOpMaTUBHMUI 3MICT NiAroTOBKW 3406yBaviB BULLIOT OCBITU, COOPMYITbOBaHUN B
TepMiHax pe3ynbTaTiB HaBYaHHs; popmu atecTtauil 30obysadiB BULLOT OCBITY;
BUMOIrM 00 HasIBHOCTI CUCTEMW BHYTPILWHLOIO 3abe3nedyeHHsl SKOCTi BULLOI
OCBITW.

Po3po6rneHo NpoeKkTHO rpynoro y cKnaai:

1.JlaxHo Banepin AHaTONIiMOBUY, [OOKTOP TEXHIYHMX Hayk, npodecop,
3aBigyBay kadpepu KOMM'IOTEPHUX CUCTEM, MepPEX Ta Kibepbesnekn, rapaHT
nporpamu;

2.CaryH AHpapin BikTopoBuY, kaHONOAT TEXHIYHUX HaAyK, OOLEHT kKadenpu
KOMM'IOTEPHUX CUCTEM, MEPEX Ta Kibepbesneku;

3. bnosBa AHApin IropoBuY, KaHANOAT NegaroriyHMX Hayk, AOLEHT Kadeapu
KOMM'IOTEPHNX CUCTEM, MEPEX Ta Kibepbesneku.

4. Kimyk boraan BonoaumupoBuy, 3406yBay BMLLOI OCBITH.

PeueHsii-BiAryku 30BHiILLHIX CTeUKronaepis:

1. PeugeHsilo Ha OCBITHIO Nporpamy nepworo (bakanaBpCbKOro) piBHA
BULLOT OCBITK 3a cneuianbHicTio 125 «Kibepbeaneka» Hagae 4.T.H., npodecop
KapniHcbkun M.I1., 3aBigyBay kadpegpu iHpopmaTuku Ta aBTOMATUKWU,
YNOBHOBaXXeHUN pekTopa o cnpae CxigHoi €Bponu yHiBepcuteTy Yy binbcbko-
Bana (MonbLwa).

2. PeueHsito Ha OCBITHIO nporpamy nepwioro (6akanaBpCbKOro) piBHA
BULLOT OCBITM 3a cneuianbHicTio 125 «Kibepbeaneka» HagaB kepiBHUK TOB
«BIOTEX NTO» Bukin A. B.



1. Mpodinb ocBiTHLO-NpodecinHoi nporpamu «Kibepbesneka» 3i
cneuianbHocTi 125 «Kibepb6e3neka»

1 - 3aranbHa iHpopmauisn

NoBHa Ha3Ba 3aknagy HauioHanbHun yHiBepcuteT Biopecypcis [
BULLIOI OCBITU Ta NPUPOLOKOPUCTYBAHHSA YKpaiHU

CTPYKTYpPHOro dakynbTeT iHbopMaLinHNX TEXHOSNOTIN, kadpegpa
nigpo3ainy KOMM'IOTEPHUX CUCTEM, MepeX Ta Kibepbesnekn

CTyniHb BULWOI OCBIiTH
Ta Ha3Ba KBanidikauil
MOBOIO opuriHany

bakanasp. bakanaBsp 3 kibepbesneku
3439 - daxiseub i3 opraHisauii iHpopmauinHoi be3neku

OdidinHa Ha3Ba
OCBITHbLOI Nporpamu

Kibepbeaneka

Twun gunnomy Ta obcsar
OCBITHbLOI Nporpamu

AOunnom 6akanaepa, oguHnyHuM 240 kpeanTis EKTC, TepMmiH
HaB4aHHSA 3 pokn 10 micauis

HasBHicTb akpeguTauii

BnposagxeHHsa B 2019 p.

LUukn/piBeHb

HPK YkpaiHn — 6 pieeHb, FQ -EHEA — nepwui umkn,
EQF-LLL — 6 piBeHb

NMepeaymoBu

YMoBM BCTYyny Bu3HayawTbcs «[lpaBunamm npunomy [o
HauioHanbHoro YHiBEpcuUTeTy Biopecypcis [
NPUPOLOKOPUCTYBAHHA YKpaiHu», 3aTBepmXeHnmu BueHoto
pagoto.

HasBHICTb NOBHOI 3aranbHOI cepedHbol OcBiTU. [liaroToBka
graxiBuiB 3 kibepbesnekn NPoBOAMTLCS 3@ AEHHOI | 3a04HOKO
dopmMamMn HaBYaHHS.

MoBa(1) BuKknagaHHs

YKpaiHCbka

TepMiH Aii OCBiITHLOI
nporpamu

TepmiH ail ocBiTHEO-NpodecinHoi nporpamu «Kibepbeaneka»
00 2026 poky.

IHTepHeT-agpeca
NOCTiNHOIro
PO3MiLLleHHs1 onucy
OCBITHbLOI Nporpamu

https://nubip.edu.ua/node/46601

2 - MeTa ocBiTHbO-NpodecinHoi nporpamm

MeTolo OCBITHbO-MPOMECIMHOT NporpamMu € OPMyBaHHA Yy ManbyTHbOro axiBus
30aTHOCTI OWHaMIYHO MOEAHYBATU 3HAHHSA, YMIHHSI, KOMYHIKaTUBHI HaBW4YKM Ta
CMPOMOXHOCTI 3 aBTOHOMHOK AiAMbHICTIO Ta BiANOBIAANbBHICTIO Mg 4ac BUpPILLEHHS
3aBgaHb Ta NpobnemMHuX NuTaHb B ranysi iHgpopmauinHoi Ta kibepHeTudHoI Gesneku;
3abe3neqyeHHs1 AKICHOI TEOPETUYHOI Ta NPAKTUYHOI MIArOTOBKW Y BUMMSAI 3HaHb, YMiHb Ta
HaBMYOK 3a cneujanbHicTio 125 «Kibepbesneka» anst opraHisauii Ta 3abesneyeHHs
KibepHeTMYHOI 6e3nekn Ha 06’ekTax iHdopMaLUiNHOI AisNbHOCTI, 30KpemMa, B ranysi AlNlK.

3 - XapaKktepucTuka ocBiTHbOI nporpamm

NpeameTHa obnactb
(rany3b 3HaHb,
cneuianbHICTb,
cneuianisaudis (3a
HasABHOCTI))

["anysb 3HaHb 12 IHdopMaUinHI TexHoROori|

CneuianbHictb 125 Kibepbeaneka.

O6’ekTn NpoheCiNHOT AiANbHOCTI BUMYCKHUKIB:

-00'ekT  iH(bopmaTM3aUii, BKIOYaKUM  KOMIMIOTEPHI,
aBTOMaTM30BaHi, TeneKoMyHiKaLinHi, iHCbopMaUinHi,
iHpopMauinHO-aHaniTU4HI, iHopMaLiNHO-TENEKOMYHIKaLinHI
cuctemu, iHhopmMauinHi pecypcu i TEXHONOTIT;

- TexHonorii 3abe3neveHHss 6e3nekn iHpopmallii;

- npouecun ynpaBniHHs iHdbopmaLinHo Tal/abo
Kibepbe3nekoto 06’exTiB, WO NignararnTb 3axXmCTy.

Llini HaBYaHHS: nigrotoBka daxisui., 30aTHUX
BUKOPUCTOBYBaTH i BNpoBaaXXyBaTu TexHosnoril



https://nubip.edu.ua/node/46601

iHdbopmauinHoi Ta/abo kibepbesneku.
TeopeTu4HMI 3MiCT NnpegMeTHOT obnacTi.

3HaHHA:

- 3aKOHO4aB4Y0l, HOpPMaTUBHO-NMPaBOBOI 0a3n YkpaiHn Ta
BUMOT BiANOBIAHUX Mi>XKHAPOAHUX CTaHAAPTIB | NPaKTUK LWOo4O
30iINCHEHHA NPOMECINHOT OiANBHOCTI;

- NPUHUMNIB cynpoBogy cuctem Ta KOMMJIEKCIB
iHpbopmauinHoi Ta/abo kibepbeaneku;

- Teopil, Mogenen Ta NPUHUUNIB yNpaBniHHA AOCTYNOM A0
iHbOpMaUiHUX pecypciB;

- Teopil cucteM ynpaeniHHA  iHoOpMauiiHo  Ta/abo
Kibepbesnekoto;

-MeTodiB  Ta 3acobiB  BUSIBMIEHHS, YNpaBriHHA Ta
iAeHTUdIKaLiT pu3ukis;
- MeToaiB Ta 3acobiB OuiHOBaHHA Ta 3abe3nedveHHsa
HeoObXiAHOro piBHSA 3axMLEHOCTI iIHdopMaLlii;

- MeTodiB Ta 3acobiB TexHiYHOro Ta KpuntorpadiyHoro
3axucTy iHdopmauii;

- CyYacHUX iHopMaLiHO-KOMYHIKaLiMHUX TEXHOMOTIN;

- cy4acHoro nporpamMHo-anapaTHoro 3abesneyeHHs
IHpopMaLiNHO-KOMYHIKaLiIMHUX TEXHONOTIN;

- aBTOMaTM30BaHMX CUCTEM MPOEKTYBAHHS.

MeTogn, MeTOAMKM Ta TEexXHONOoril: MeTOAW, METOLMKM,
iHbOpMaLiMHO-KOMYHIiKaLiMHI TEXHOMOrIT Ta iHWi TexHonorii
3abeasneyeHHd iHhopmauinHoi Ta/ abo kibepbesneku.
I[HCTpymMeHTH Ta obnagHaHHs:

- cuctemMn  po3pobku, 3abesneyveHHsl, MOHITOPUHrY Ta
KOHTPONO npoueciB iHdopmauinHoil Ta/ abo kibepbesneku;

- cyvacHe nporpamMHo-anapaTHe 3abe3neyeHHs
IHpopMaLiNHO-KOMYHIiKaLiMHWUX TEXHOSOTIN.

OpieHTauin ocBiTHLOI
nporpamu

OcBiTHbO-NpodeciiHa

OcHoBHuUM dokKyc
OCBITHbLOI Nporpamu Ta
cneuianisauii

CneuianbHa B ranysi 12 «lHdopMauiiHi  TexHOnoriiy,
cneuianbHicTb 125 «Kibepbeanekay

Kniouosi crnoea: iHopmauinHa 6eaneka, kibepbesneka,
3axUCT iHpopMaLii B KOMM'IOTEPHUX CUCTEMAX.

OcobnusocTi
nporpamu

I[HTerpoBaHa nigrotoBka axiBUiB [0 CTBOPEHHA Ta
BMKOPUCTAHHA anapaTtHOro i CUCTEMHOro MNporpamHoro
3abe3neyeHHss  KOMM'IOTEPHUX  cUCTEM  iHbopmaLuinHoT
0e3nekun Ta kibepbesneku.

3 MeTow niarotToBkM 0O poboTU B peanbHOMY CepeaoBULLi
ManbyTHLOT  NpPOECiINHOI  OIANBHOCTI Ta  OTPUMaHHS
BUMYCKHMKaMW  OCBiTHbOI  KBanidikauii  G6akanaBp 3
Kibepbeanekn nporpama nepegbadae HagaHHA CTyAeHTaM:

- CUICTEMHUX TEOPETUYHUX 3HaHb B ranysi IT TexHonorin i3
nornMoneHnm BMBYEHHAM cneujiani3auii oesneka
IH(pOpMaLNHUX | KOMYHIKaLiNHUX CUCTEM,;

- Cy4aCHMUX KOMMETEHTHOCTENW Ta MPaKTUYHUX HaBUYOK 3
nporpamMyBaHHS, po3pobkuM Ta ynpasniHHA Gaszamu AaHux,
dopmMyBaHHSA Mogenen 3axucty iHdopmauil Ta noniTuk
6esnekn, TEXHIYHOro i  KpUNTorpadgiyHoOro  3axucTy
iHbopmauii, nobynosn 3axuwenunx IP i TCP mepex Ta




obcnyroByBaHHA cepTudikaTiB BiOKPUTUX KNHOYiB, NoGyaoBu
KOMMMEKCHUX cUcTeM 3axucTty iHdpopmauil (gani — KC3I) Ha
o6’ekTax iHpbopmaLuinHoT  OianbHOCTI Ta 3axucty
aBTOMAaTU30BaHUX CUCTEM Bifl HECAHKLiOHOBaAHOro OOCTyny,
TeCTyBaHHS CUCTEM 3axUCTYy iH(pOopMaLiNHO-KOMYHiKaLinHNX
cuctem (gani — IKC) Ha NPOHMKHEHHS, peani3auil ynpasniHHSA
iHbopMaLiNHO Ta KibepHeTN4Ho Besnekolo,
agmiHictpyBaHHa  3axuweHux  IKC, npoBegeHHa  ix
MOHITOPUHTY Ta ayguTy TOLLO.

3 MeTow nepefadi nepegoBOro A0CBiAYy ManbyTHbLOMY
graxiButo, BUCBITSIEHHS B HaB4YarlbHOMY MNPOLECi OCTaHHIX
AOCArHEeHb Hayku | TexHiku, npaBun BeAeHHA YCMilLHOro
OisHecy nporpama nepenbavae:

- peanizauito  MPoOUECHOro nigxody npu KOHCTPYHBaHHI
3MICTy NPOQINIbHO-OPIEHTOBAHMX HaBYarbHUX AUCLUNSIIH,
CTYOEHTCbKOI  MOBINbHOCTI, akagemiyHol cnisnpaui  Ta
MOJIOAI)KHUX OOMIHIB;

- 3anyvyeHHsa [0 BMKNagaubKol OisifIbHOCTI KepiBHUKIB Ta
npodoecioHanie, siki NpauUlolTb 9K B CUCTEMi NPodeCinHOT
OCBITW, TaKk W Ha BUPOOHMUTBI B ranysi iHopmauinHuX
TEXHOMOrMN Ta TeneKoOMyHiKaui, a TakoX npeacTaBHUKIB
BisHecy.

4 - anAaTHiCTb BMnyCKHMKiB AO npaueBnawtyBaHHA Ta nog4anbLoOro HaB4aHHA

MpupaTtHicTb Ao
npaueBnawTyBaHHs

3rigHo 3 YMHHO peaakuieto HauioHanbHOro knacudgikartopa
Ykpaiun: Knacudpikatop npodpecin (K 003:2010) Ta
International Standard Classification of Occupations 2008
(ISCO-08) BunyckHMk 3 npodecinHo  KBanigikauieto
«®PaxiBeub 3 opraHdisauii iHdopmauinHOl 6e3nekn» Moxe
npaueBnawTyBaTUCa Ha nignpuvemMcTBax i 3aknagax 6yab-
Kol OpMM BNACHOCTI, SIKi npautotoTb B cdepi IT-TexHonorin,
IH(pOopMaLiNHO-KOMYHIKaLIMHOrO Ta  TeSIeKOMYHiKauiHOro
CeKkTopa [Ansi BMKOHaHHA pobiT 3 aamiHictpyBaHHa OC
cimencte Windows/Linux, mepexeBoro obnagHaHHA i
TexHonorin TCP/IP, DNS, DHCP, SSL/TLS Ta iHwi;
3acTocyBaHHA 3acobiB aHTUBIPYCHOIO 3axMCTy, NPOrpamMHuXx,
KNIEHT-CEPBEPHUX Ta  XMapPHWUX  TEXHOMOrNn  3axuUCTy
iHdbopmauii (cuctem Be® inbTpadii, cuctem 3anobiraHHs
BTOPrHEHb, CUCTEM 3aXUCTY MOLUTK BiJ BipyCiB i cnamy, TOLLO);
CTBOPEHHA TEXHIYHOI, MNPOEKTHOI Ta eKcnnyaTtauinHoi
pokymeHnTauii IKC) ta cuctem 3axucty iHdopmauii (C3l);
Hanaro)KeHHsl, eKcnmnyartauil Ta npoBedeHHs aHanisy
CUCTEMHUX NpoLeciB PYHKLIOHYBAHHSA MepeXeBUX, KITEHT-
CepBEPHMX Ta  XMapHUX  TEXHONOrin;  npoBedeHHs
MOHITOPUHTY HeCaHKLioHOBaHOI aKTUBHOCTI B
oBumncnoBanbHUX CUCTEMAX; CTBOPEHHS, BNPOBAMKEHHSA Ta
ekcnnyatauii KC3l a Takox C3l B cknagi iHdopmauiiHo
TenekomyHikauinHnx (ITC) Ta obuucnoBanbHUX CUCTEM;
dopMyBaHHA NONiTMK Ta npoueciB y cdepi IT 6e3nekn,
ynpaeniHHA JoCTynoM Jo MepexeBux pecypcie  ITC T1a
pu3mMkamm iHpopMaLinHOI 6esneku; NpoBeEHHS
po3crigyBaHb IHUNAEHTIB Ta 3abe3nevyeHHs ayguTy NpoLecis
iHdbopmaLinHOT 6e3neku.




daxiBui, ki 3000ynu OCBITY 3a OCBITHbOK MPOrpPamMoro
«Kibepbesneka», MOXyTb 06GiiMaTh Taki NEPBMHHI NOCaAMW:
nporpamict/TecTyBanbHMK  NPOrpamMHOro  3abesneveHHs
cuctem IKB; agmiHicTpaTtop KOMM'IOTEPHUX CUCTEM i Mepex;
agMiHicTpaTop iHdopmauinHoi Ta kibepbesnekn; ayamtop
0e3nekn iHpopMaLiNnHO-KOMYHIKaLiMHUX CUCTEM; PO3POBHMK
3acobiB 3axucTy iHdopMaLii; iHXeHep crnyxbwm TexHIYHOro
3axucTy iHdopmau,i, ToLwO.

MNopaanblue HaBYaHHA

MoxrnumBicTb 3000yTTA OCBITU Ha ApYyromy (MaricTepcbkomy)
piBHI 3a cneuianbHicTio 125 «Kibepbesneka» abo iHWUMK
CropigHeHUMKN (CyMiKHUMM) cneuianbHOCTAMU ranysi 3HaHb
«IHpopMaULiHi TEXHONOTIT», WO Y3ro4pKylTbCA 3 OTPUMMAHUM
avnnomom 6akanaepa.

HPK Ykpainm — 7, FQ-EHEA — 2 unkn, EQF LLL — 7 piBeHb.

5 - BuknagaHHA Ta OLiHIOBaHHSA

BuknagaHHsa Ta
HaB4YaHHA

CTyOeHTOUuEeHTPOBaHE HaBYaHHS, TEXHOSOrS NPOBAEMHOrO |
AndepeHUIOBaHOrO HaBYaHHS, TEXHOMNOrA iHTEeHcudikauii
Ta iHguBigyanisauil HaBYaHHs, TEXHOMNOrA NPOrpamMoBaHoOro
HaBYaHHSA, BWKOPUCTAHHA iH(POPMaUINHUX  TEXHOSIOrIN,
TexXHonoriqa pO3BMBanbHOIro HaBYaHHS, KpeauTHO-
TpaHcgepHa cuctema opraHisauil HaBYaHHS, €NEeKTPOHHe
HaBYaHHS B CUCTEMI elearn, caMOHaBYaHHS, HaB4YaHHA Ha
OCHOBI AOCHIiXEeHb.

BuknagaHHa NnpoBOANTLCA Y BUTNAALI: NEKUiT, MynbTUMELiINHOT
nekuii, iIHTepakTUBHOI NEKUii, CEMiHapiB, NPaKTUYHMX 3aHATDb,
nabopaTopHux poOIT, CaMOCTIMHOINO HaBYaHHS Ha OCHOBI
NiAPYYHUKIB Ta KOHCMEKTIB, KOHCynbTauil 3 BMKNagadamu,
nigroToBKa kBanigikauinHoi poboTn 6akanaspa (MPOeKTyY).

OuiHoBaHHA

Buvan KOHTPOM: MOTOYHMN, TEeMaTUYHUA, NEePIOaUYHUMN,
NiACYMKOBWNN, CAMOKOHTPOIb.

Ek3ameHu, 3anikm Ta audpepeHuinoBaHi 3anikm npoBoaATbLCS
BiANOBIAHO A0 BUMOT "[10MN0OXEHHA NPO eK3amMeHu Ta 3aniki B
HauioHanbHoMy YHiBEpCcUTeTI Giopecypcis [
npupoLoKopUCTyBaHHSA Ykpainun" (2019 p).

B HYBIll YkpaiHn BUKOPUCTOBYETLCHA pPeNTUHroBa popma
KOHTPOMIO MicNA 3aKiHYEHHSA NOrYyHO 3aBepLUEHOl YaCTUHMU
NEeKUiMHUX Ta nNpPakTUYHUX 3aHATb (Moaynsl) 3 NeBHOI
oveuunninn. [ pesynbTaTM  BpaxoBYWOTbCA  Nif  4Yac
BUCTaBIIEHHA NiIACYMKOBOI OLiHKN.

PelTnHroBe oOLUiHIOBaAHHS 3HaHb CTYOEHTIB He CKacoBye
TpaguuinHy CUCTEMY OLLIHIOBaHHS, a iCHye nopsy i3 Heto. BoHo
pOBUTbL CUCTEMY OLiHIOBaHHS BinblU rHYYKOK, 00’ EKTUBHOMO |
CNpuUse CUCTEMATUYHIN Ta aKTUBHIM CaMOCTINHIA PoBOTi
CTYOEeHTIB NpOTAroM BCbOro nepiogy HaB4vaHHS, 3abesnevye
30POBY KOHKYPEHLi0 MK CTyLeHTaMW y HaBYaHHi, cripude
BUSABIEHHIO | PO3BUTKY TBOPYMX 30iOHOCTEN CTYAEHTIB.
PenTnHr crtygeHTa i3 3acBOEHHS HaB4YaribHOI OUCLMMNIHN
CKNagaeTbCs 3 PEUTUHIY 3 HaByanbHol poboTtn — 70 GaniB Ta

pentuHry 3 atectaudii — 30 ©6aniB. Takum 4YMHOM, Ha
OUiHIOBAHHA 3acBOEHHS  3MICTOBMX MOAyniB, Ha 4Ki
noainaeTbCcs HaBYanbHU mMarepian ANCUMNIIHN,

nepenbavaetbca 70 6anis. PENTMHIOBI OUIHKM i3 3MiCTOBUX




MoAyniB, AK i PEWTUMHr 3 aTecTauii, TeX oBYMCnIoTLCA 3a
100-6anbHOLO LWKaNoH.

NMnucbMoBI ek3ameHu i3 cniBbecigoto, 34ada 3BiTiB Ta 3aXUCT
nabopartopHux/npakTu4Hmnx pobiT, pecdbepaTiB B  AKOCTI
CaMOCTINHOI poboTWN, NPOBEAEHHS OUCKYCil, CeMiHapiB Ta
moaynis. NMigrotoBka Ta 3axmMCT AUMIOMHOIO MPOEKTY.

6 — MporpamMHi KOMNEeTeHTHOCTi

IHTerpanbHa
KOMMEeTEeHTHICTb

30aTHICTb po3B’A3yBaTM CKMadHi chneuiani3oBaHi 3agadi Ta
NpakTn4Hi Nnpobnemun B ranysi 3abesneyeHHs iHpopMaLUinHOI
Oe3nekn Ta\abo kibepbesnekn, WO XapaKTepusyeTbCs
KOMMJIEKCHICTIO Ta HENOBHOK BU3HAYEHICTIO YMOB.

3aranbHi
komneTeHTHocCTi (K3)

K3 1. 3paTHicTb 3actocoByBaTWM 3HaHHA Yy MPaKTUYHUX
cuTyauisax.

K3 2. 3HaHHA Ta po3ymiHHA npeameTHol obnacti Ta
PO3YyMiHHS Npodecii.

K3 3. 3gaTHicTb NpodecinHO CnifnikyBaTUCS OepXaBHOK Ta
iHO3eMHOK MOBaMM sIK YCHO, TakK i MMCbMOBO.

K3 4. BMiHHA BUABNATK, CTaBUTU Ta BuUpiwyBaTtn npobnemu
3a NpodeCinHUM CNPSMYBaHHAM.

K3 5. 3paTtHicTb [0 nowyky, o00pobrieHHa Ta aHanisy
iHdbopmaui.

K3 6. 3paTtHicTb peanidyBaTu cBOi npaBa i 00OOB’A3KM §K
yneHa CycninbCTBa, ycBigomnoBaTu LiIHHOCTI
rpoMagsiHCLKOro (BiflbHOrO 4eMOKPATUYHOro) CycnifnbCcTBa Ta
HeoOXiAHICTb NOro CTanoro po3BUTKY, BEPXOBEHCTBA Npaea,
npae i cBoboa NIANHKM | rpoMaasiHUHA B YKpaiHi.

K3 7. 3patHicTb 30epiratTm Ta NPUMHOXyBaTWU MoparsibHi,
KynbTypHi, HayKoBi LIHHOCTI i OOCArHEHHsA cycnifnbCTBa Ha
OCHOBi PO3yMiHHA iCTOpPiIT Ta 3aKOHOMIPHOCTEW PO3BUTKY
npegMeTHoT obnacrTi, 1T Micus y 3aranbHii CUCTEMI 3HaHb NMpo
npupoay i CycnifibCTBO Ta y PO3BUTKY CYCMiNbCTBA, TEXHIKM i
TEXHOJSOriN, BUKOPUCTOBYBATU Pi3Hi BUAM Ta (oOpMU PYyXOBOT
aKTUMBHOCTI ANS aKTUBHOIO BiANOYNHKY Ta BEAEHHS 300pOBOro
Cnocoby XUTTS.

K3 8. 3paTHicTb 40 abCTpaKTHOro i CUCTEMHOIO MUCIIEHHS,
aHarnisy Ta CUHTeay.

CneuianbHi (paxosi,
npeameTHi)
KOMMeTeHTHOCTI
cneuianbHocTi (CK)

CK1. 3gaTHicTb 3aCTOCOBYBaTH 3aKoHo4aBuy Ta
HOpPMaTMBHO-NMpaBoBy 6a3y, a TakoX AepKaBHi Ta MbKHapPOHI
BUMOIW, MNPaKTUKA | CTaHOapTM 3 MeTOoK 34iMCHEHHSA
npodecinHoi aianbHOCTi B ranysi iHdopmauinHoi Ta/abo
Kibepbeaneku.

CK2. 3gaTHicTb Jo BUKOPUCTAHHS iHcbopmauinHo-
KOMYHiKaUiMHMUX TEXHOJIOr, CydacHUX MeToiB i moaernen
iHdbopmauinHoi 6e3nekun Ta/abo kibepbesneku.

CK3. 3gaTHicTb OO0  BMKOPUCTaAHHA  MNpOrpamMHuUX  Ta
nporpaMHoO-anapaTtHMX  KOMMMEKCiB  3acobiB  3axucTy
iHpopmauit B iHpbopMaLiNHO-TeNEeKOMYHiKaLiNnHUX
(aBTOMaTM30BaHMX) CUCTEMAX.

CK4. 3patHictb 3abes3nevyyBatm HenepepBHiCTb Bi3Hecy
3rigHO BCTAHOBMEHOI MOMITUKM iHpopmauinHoi Ta/abo
Kibepbeaneku.




CK5. 3paTHicte 3abesnedyBatm 3axucT iHdopMauii, WO
o6pobnseTbcs B iHdbopMaLLiNHO-TeNeKoMYHiKaLiMHMX
(aBTOMaTM30BaHMX) cucTemMax 3  MeTow  peanisauil
BCTAHOBMEHOI NONITUKN iHbopMaUinHoT Ta/abo kibepbesneku.
CK6. 3paTHicTe BigHOBMOBaTU WTATHE (PYHKLIOHYBaHHSA
iHCbopMaLiNHKX, iHbopMaLiNHO-TeNEeKOMYHiKaLiNnHMX
(aBTOMaTM30BaHMX) cCUCTeM nicna  peanisadii  3arpos,
3gincHeHHa kibepaTak, 300iB Ta BiAMOB pi3HWX KnaciB Ta
MOXOLKEHHS.

CK7. 3gaTHicTb BNpoBaaXyBaTH Ta 3abesnevyBatu
PYHKUIOHYBaHHA KOMMIEKCHUX CUCTEM 3axucTy iHdopmauii
(komnniekcn  HOpMaTUMBHO-NPAaBOBUX, OpraHisauinHMx Ta
TeXHiYHMX 3acobiB i MeToAdiB, npouenyp, NPaKTUYHUX
NPUMAOMIB Ta iH.).

CK8. 3paTHicTb  3gincHioBaTM  npouedypu  ynpasiHHA
iHUMOeHTaMn, nNpPoOBOOUTM PO3CRiQYBaHHSA, HagaBath 1M
OLLiHKY.

CKO9. 3paTHicTb 3gincHoBaTM npodecivHy AisnbHICTb  Ha
OCHOBI BNPOBagKEHOI CUCTEMM YNpaBIiHHS IH(OpMaLiHO
Ta/abo kibepbeanekoto.

CK10. 3gaTHicTb 3acTtocoByBaTM MeToauM Ta  3acobu
KpunTorpagiyHoOro Ta TEXHIYHOro 3axucTy iHdopmauil Ha
ob’ekTax iHdbopMaLinHOT AiSNbHOCTI.

CK11l. 3gaTHiCTb  BMKOHYBATWM  MOHITOPUHI  Mpouecis
JOYHKLIOHYBaHHSA iHbopMaUiNHUX, iHpopmauinHo-
TeNeKoOMyHiKaLlinHMX (aBTOMaTU30BaHMUX) CUCTEM  3rigHO
BCTAHOBNEHOI NONITUKM iHdbopMaUinHol Ta/abo kibepbesneku.
CK12. 3paTHicTb aHanisyBatn, BUSBAATU Ta OUiHIOBATU
MOXNMBI 3arpo3un, ypasnuBOCTi Ta AecTabinidytoui YMHHMKK
iH(popMauinHOMy npocTopy Ta iHGOpMaUiHUM pecypcam
3rigHO 3 BCTaHOBIIEHOK MNOMITUKOK iHdOpMaUiiHOT Ta/abo
Kibepbeaneku.

CK13. 3gaTHicTb po3pobnatn anapartHe, anropuTMiyHe Ta
nporpaMmHe 3abe3neyvyeHHsl, KOMMOHEHTU KOMM' IOTEPHUX
CUCTEM 3axUCTy iHpopmaLlil.

7 - T

porpamMHi pesynbTtatn HaB4aHHs (MPH)

1. 3actocoByBaTN 3HaHHA OepXaBHOI Ta iHO3EMHUX MOB 3
MEeTO 3abe3neyeHHs e(PeKTUBHOCTI npodoecinHol
KOMYHiKauiT;

2. OpraHisoByBaTth BriacHy npodecinHy AianbHiCTb, obmupaTtn
onTUMarnbHi MeToan Ta cnocobu po3B’sA3yBaHHA CKNagHMX
chneuianisoBaHMX 3agjady  Ta NpPaKTUYHUX npobnem vy
NpodecCinHin OiSNbHOCTI, OLiHIOBATU IXHIO €(PEKTUBHICTD;

3. BukopuctoByBatn pesynbTaTt CaMOCTIMHOIO  MOLUYKY,
aHanisy Ta cuHTesy iHgopmauil 3 PpisHMX [mpkepen nng
€(PEKTUBHOrO pilleHHs cneuiani3oBaHux 3agad npodecinHoil
OiANbHOCTI;

4. AHanisyBaTn, aprymeHTyBaTu, NpUAMaTU pPilLEHHA npu
PO3B’A3aHHI CKNagHUX crielianisoBaHMx 3agady Ta NpakTUYHUX
npobnem y NpodecinHin AianbHOCTI, SKi XapakTepu3yrTbCs
KOMMJIEKCHICTIO Ta  HEMNOBHOK  BU3HAYEHICTIO  YMOB,
BiANOBIiAATY 32 NPUNHATI PiLLEHHS;




5. AgantyBaTuca B yMOBax 4acTol 3MiHM TeXHONOorin
NpoMeCiNHOT AiANbLHOCTI, NPOrHO3yBaTU KiHLEBU pe3ynbTar;
6. KpuTnyHo ocMucnioBatM  OCHOBHI  Teopil, NpuHUMNW,
METOAMN i MOHATTS Y HaBYaHHI Ta NPOodeCinHIn AisinbHOCTI;

7. [iaTm Ha OCHOBI 3aKOHOOABYOl Ta HOPMATUBHO-NPAaBOBOI
©asun YkpaiHu Ta BUMOT BigNoBigHWX CTaHA4ApPTIB, Y TOMY YnCHi
Mi>)KHapOAHWX B ranysi iHpopmMauinHoi Ta /abo kibepbesneku;
8. [oTyBaT npono3uuii A0 HOPMAaTMBHUX akTiB  LWOAO
3abeasneyeHHsa iHbopmauinHoi Ta /abo kibepbesneku;

9. BrnipoBagxxysatu npoLecw, Lo basyTbCs Ha
HauioOHanNbHUX Ta MiXXHaApPOAHUX CcTaHgapTax, BUSIBNIEHHSA,
ideHTUikauil, aHanidy Ta pearyBaHHS Ha iHUMOEHTU
iHpbopmauinHoi Ta/abo kibepbeaneku;

10. BukoHyBaTh aHania Ta gekomMnosuuito iHdopmauinHo-
TenekoMyHiKaLlinHUX CUCTEM;

11. BukoHyBaTM aHania 3B’A3KIB MK  iHGopMauinHUMm
npouecamu Ha BigganeHux obymcrnoBanbHUX CUCTEMAX;

12. Po3pobnaTtu mogeni 3arpo3 Ta NopyLUHKKa;

13. AHanisyBaTu NPOeKTn iIHdbopMaLinHo-
TeNeKoOMYHiKauinHnx CUCTEM, 6asyuncb Ha
CTaHOApPTM30BaHUX TEXHOMOorisX Ta MpoTokonax nepegadi
AaHuX;

14. BupiwyBaTu 3aBOaHHA 3axMCTy nporpam Ta iHdopmallil,
wo obpobnsetbca B iHGPOPMALiINHO-TENEKOMYHIKaLINHMX
cuctemax nporpamHo-anapaTHMMM 3acobamm Ta gaBatu
OUiHKY pe3yribTaTUBHOCTI AKOCTi MPUNHATUX PilLIEHb;

15. BukopucrosyBaTu cyyacHe nporpamMHo-anapaTtHe
3abe3neyeHHst iHpopMaLUiNnHO-KOMYHiKaLIMHNUX TEXHOSOTIN;
16. PeaniszoByBaTy KOMMNSIEKCHI CUCTEMU 3aXMCTY iHGhopMaUii
B  aBTomatmsoBaHumx  cuctemax  (AC)  opranisauii
(mignpruemcTBa) BigNOBIAHO 4O BMMOI HOPMATUBHO-NPAaBOBUX

OOKYMEHTIB;
17. 3abesnedyBaTn npouLecu 3axucty Ta QYHKLIOHYBaHHS
iHbopMaLiHO-TEeNEKOMYHiKaLiMnHNX (aBTOMaTN30BaHMX)

CACTEM Ha OCHOBI MpPaKkTUK, HaBWYOK Ta 3HaHb, LOAO0
CTPYKTYPHUX (CTPYKTYPHO-NOTYHNX) CXEM, TOMOSOriT Mepexi,
CyYaCHUX apXiTekTyp Ta MoAenen 3axuUCTy erneKTPOHHUX
iHdbopMaUiHUX pecypciB 3 BigobOpaXXeHHAM B3aEMO3B’A3KiB
Ta iHOpPMaUIMHMX NOTOKIB, NPOUECIiB AN BHYTPILLHIX i
BigAaneHnx KOMMOHEHT;

18. BukopuctosyBaTl MporpamHi Ta nporpamMHo-anaparHi
KOMIMMEKCH 3axXmUCTy iHpopMaLinHUX pecypcCiB;

19. 3acTocoByBaTu Teopii, MeToaM Ta 3acobu 3axucTy Ans
3abesneveHHss 6Gesnekn iHdopmauii B  iHpopmaLinHO-
TeNeKoOMYHiKaLuiMHUX cuctemax;

20. 3abesneyvyBaTtu YHKLIOHYBaHHS cneuianbHoro
nporpamMHOro 3abesneyeHHs, Woao 3axucTty iHdopmadii Big
PYMHYIOUMX MPOrpaMHUX BMMMBIB, PYMHYHOUMX KOAiB B
iH(popMaLiNHO-TeNEKOMYHIKaLIMHUX CUCTEMAX;

21. BupiwyBaTtn 3agadi 3abesneveHHsa Ta cynpoBogy (B.T.
yucni: ornag, TeCTyBaHHS, NiA3BITHICTb) CUCTEMM YNPaBIliHHSA
AOCTYNOM  3rigHO BCTAHOBMEHOI MONiTMKM ©e3nekn B




iHpopMauinHuX  Ta  iHbopMaLiNHO-TEeNEeKOMYHiKauinHUX
(aBTOMaTM30BaHMX) cUCTEMaX;

22. Bupiwysatu 3agadi ynpaBniHHA npouenypamm
ideHTudikauil, aBTeHTUikauil, aBTopu3auil npoueciB i
KOopucTyBadiB B iHbopMaLiNHO-TeNeKOMYHiKauinHUX
cuctemax 3rigHO BCTaHOBIEHOI MOMiTUKU  iHdopMauiiHOT
i\abo kibepbesneku;

23. PeanizoByBatn 3axogn 3  NpoOTUAil  OTPUMAaHHIO
HecaHKLiOHOBaHOro AoCTyny A0 iH(opMauilnHUX pecypcCiB i
npouecis B iHbopmaLinHNX Ta iHbopmauinHo-
TenekoMyHikaLinH1ux (aBTOMaTn3oBaHNX) cCUCTeMaXx;

24. BupiwyBatM  3agadi  ynpasfiiHHA  JOCTynoM o
iHbopMaUiHUX pecypciB Ta npoueciB B iHPopMauiHUX Ta
iHdbopMaLiHO-TeNeKoMyHiKaLinHNX (aBTOMaTU30BaAHMX)
cucTeMax Ha OCHOBi Mogenen ynpasniHHA OOCTYNoMm
(MaHgaTHWUX, ANCKPELINHNX, PONbOBUX);

25. 3abesneyyBaTtM  BBEAEHHS  MiA3BITHOCTI  cucTemMu
ynpasfiHHA [OOCTYNOM [0 €eNIeKTPOHHUX iHopMaLuinHnX
pecypciB i npoueciB B iHPopmaUiMHMX Ta iHpopmMauinHo-
TenekoMyHikauinHnx  (aBToMaTtM3oBaHMX) cuctemax 3
BUKOPUCTaHHSAM XypHaniB peecTpauil nogin, iIX aHanisy Ta
BCTAHOBIIEHUX NPOLEAYpP 3axXUCTY;

26. BnpoBagxyBatn 3axoam Ta 3abesnedyBaTu peanisauito
npoueciB nonepemkeHHs OTPUMAHHIO HeCaHKLiOHOBaHOro
[ocTtyny i 3axucty  iHopmauinHux,  iHhopmauinHo-
TenekoMyHikalinHnX (aBTOMaTnU30BaHUX) CUCTEM Ha OCHOBI
eTanoHHoI Moaeni B3aeMogil BiAKPUTUX CUCTEM,;

27. BupiwyBatn 3agadi  3axuCcTy NOTOKIB  JaHUX B
IHopMaLiNHKX, iHpbopMaLiNHO-TenekoMyHiKaLinHUX
(aBTOMaTM30BaHMX) cucTEMax;

28. AHanizyBaTu Ta NpoBOAMTN OLIHKY e(PEKTUBHOCTI Ta PiBHA
3axXULWEHOCTI pecypciB Pi3HMX KraciB B iHopMaLuinHMX Ta
iHbopMaLiHO-TEeNEeKOMYHiKaLiMnHNX (aBTOMaTN30BaAHMX)
cuctemax B XoAi  npoBefeHHst  BunpobyBaHb - 3rigHO
BCTaAHOBIIEHOI NOMITUKM iHpopMaLinHoi Ta\abo kibepbesneku;
29. 3oincHIoBaTM  OLiHIOBAHHS  MOXMIMBOCTI  peanisauii
NOTEHUiNHNX 3arpo3 iHdopmauii, wo obpobnsetbca B
iHpopMaLiNHO-TeNEKOMYHIKaLiMHNX cucrtemax Ta
€(dEeKTUBHOCTI BUKOPUCTAHHS KOMMJIEKCIB 3acobiB 3axucTy B
yMoBax pearnisauii 3arpo3 pi3HMX Knacis;

30. 3aincHioBaTn OUiHIOBaHHSA MOXXJTMBOCTI
HeCaHKLiOHOBaAHOro AOCTyny OO0 eneMeHTiB iHhopmauinHo-
TeNEeKOMYHiKaLuiMHNX CUCTEM;

31. 3acTtocoByBatM Teopii Ta MeToAM 3axUCTy Ans
3abe3neveHHs Besneku eneMeHTIB iHdbopmauinHo-
TEeNEeKOMYHiKaLuiMHNX CUCTEM;

32. BupiwyBatu 3agadi ynpasriHHA npoLecamMun BiHOBIEHHS
LuTaTHOro dOYHKLOHYBaHHA iHpopMaLinHO-
TENEKOMYHIKaUiMHUX CUCTEM 3 BUKOPUCTAHHAM rpoueayp
pe3epByBaHHSA 3rigHO BCTAHOBMEHOI NONiTUKM Be3neku;

33. BupiwyBatn 3agadvi  3abesnedyeHHs 6e3nepepBHOCTI
Bi3HecC nNpoLeciB opraHisauii Ha OCHOBI Teopii pM3KKiB,;




34. MNpunmaTun yyacTb y po3pobLi Ta BNpoBagKEHHI cTpaTerii
iHpopmaLinHoi 6eanekn Ta/abo kibepbeanekn BignoBigHO A0
uinen i 3aBgaHb opraHisadil;

35. BupiwyBatn 3apadvi 3abesnedyeHHs Ta cynposoay
KOMMJIEKCHUX CUCTEM 3aXMCTYy iHpopMauii, a TakoX npoTugii
HecaHKLioOHOBaHOMY O0CTyny A0 iHOpMaUiNHUX pPecypciB i
npouecis B iHbopmaLinHNX Ta iHbopmauinHo-
TenekoMyHiKauiHMX (aBTOMaTM30BaHWX) cuUcTemMax 3rigHo
BCTaAHOBIIEHOI MNONITMKKM iHpopMmaUinHoi i\abo kibepbesneku;

36. BuaBnatn HebeaneyHi curHanu TexHivHux 3acobiB;

37. BumiptoBatn napameTtpu HebesneyHux Ta 3aBagoBUX
CUrHanis nig 4ac iHCTPyYMeHTasNlbHOro KOHTPOS Mpouecis
3axuUCTy iHopMalil Ta BU3HAYaTU e€(EKTMBHICTb 3axuUCTy
iHcbopmau,i Big BUTOKY TEXHIYHMMW KaHanamMmu BignoBigHoO 0o
BUMOI HOPMATMBHUX [OOKYMEHTIB CUCTEMM TEXHIYHOro
3axucTy iHdopmauii;

38. [HTepnpeTyBaTU pes3ynbTaTt¥ NPoOBeAEHHS creuianbHUX
BUMIipIOBaHb 3 BUKOPUCTAHHSM TEXHIYHMUX 3aC06iB, KOHTPOSO
XapakTepucTuk iHopmMauinHO-TeNeKoMyHIKauinHUX cUcTem
BiANOBIAHO A0 BUMOr HOPMAaTMBHUX [OOKYMEHTIB CUCTEMU
TEXHIYHOro 3axmucTy iHdopmauii;

39. MNMpoBoantn atectauito (cnuparumcb Ha o06nik  Ta
0OCTEXEHHS) PEXMMHUX TEPUTOPIN (30H), NPUMILLEHb TOLLIO B
yMOBax [OAepXaHHS pexnmMy CeKpPeTHOCTI i3 (pikcyBaHHAM
pe3ynbTarTiB y BiAMNOBIOAHUX OOKYMEHTAaX;

40. IlHTepnpeTyBaTN pesynbTaTuU MPOBEAEHHA creuianbHUX
BUMIpIOBaHb 3 BUKOPUCTAHHAM TEXHIYHMX 3aC00iB, KOHTPOSO
xapaktepuctnk ITC BignoBigHO OO BMMOI HOPMAaTUBHUX
AOKYMEHTIB CUCTEMW TEXHIYHOIO 3axXUCTY iHpopMaLiT;

41. 3abesnevyBatn HeMNepepBHICTb MNpoOUECY BeOEHHS
XypHaniB peecTtpauii nogi Ta iHUMOEHTIB Ha OCHOBI
aBTOMaTU30BaHWX npoueayp;

42. BnipoBapkyBatn npouecu BUSBIMEHHS, igeHTuUdikauil,
aHanisy Ta pearyBaHHS Ha iHUMOEHTU iHpopmaLirHoi, i/abo
Kibepbe3neku;

43. 3acTocoByBaTW HaUiOHamNbHI Ta MiXKHAPOAHI peryntooui
akTn B cdpepi iHpopmauinHoi 6e3snekn Ta/ abo kibepbeanekn
ONs po3cnifyBaHHS iHUMAOEHTIB;

44, BupiwyBatn 3apgadvi  3abesneveHHss 6e3nepepBHOCTI
OisHec-npoueciB opraHi3auii Ha OCHOBI Teopii pu3MKiB Ta
BCTAHOBMIEHOI  CUCTEMM  YMpaBSfiiHHA  iHpopMaLiNHOK
0e3nekoto, 3rigHO 3 BITYM3HAHMMW Ta MiXKHAPOOHMMM
BMMOramun Ta cTaHgapTamu,

45, 3acTocoByBaTtM pi3Hi  Knacum noniTuK iHpopmaLuinHoi
be3nekn Ta/ abo kibepbesneku, WO Ga3ylTbCA Ha PUMK-
OPIEHTOBAHOMY KOHTpOMi  JocTyny OO iH(popMaLinHMUX
aKTUBIB;

46. 3gicHoBaTM aHania Ta MiHiMi3auito puaukie 06pobkun
iHpbopmauii B iHbopMaLiNHO-TENEKOMYHIKaLiMHUX CUCTEMAX;
47. BupiwyBatTn  3agadi  3axucty  iHdopmauir, Lo
06pobnseTbcsa B iHpOpMaLLiNHO-TeNEeKOMYHiKaLiMHMX




cucTemMax 3 BMKOPUCTAHHAM CyyYacHMX MeToAiB Ta 3acobiB
KpuntorpadgiyHoro 3axmcTy iHgpopmauii;

48. BukoHyBaTM BNpoOBaXeHHA Ta nNIATPUMKY CUCTEM
BUSABMNEHHA BTOPrHEHb Ta BUKOPUCTOBYBATU KOMMOHEHTU
KpunTorpadiyHoro 3axmucty ans 3abesneveHHs HeobXxigHoro
PiBHA  3axuWeHoCTi  iHdopmauii B  iHdopmauinHo-
TenekoMyHikaLlinHUX cuctemax;

49. 3abesneyvyBaTn HanexHe QYHKUIOHYBaHHA cUCTEMU
MOHITOPUHIY  iH(pbOopMaLiMHMX pecypciB | npoueciB B
iHbopMaUiNHO-TeNEeKOMYHiKaLiMnHUX cuctTemax;

50. 3abesneyyBat) (QYHKUIOHYBaHHS  MNpoOrpaMHMX Ta
nporpaMHo-anapaTHNUX KOMMSEKCIB BUSIBIEHHA BTOPrHEHb
Pi3HMX PpIiBHIB Ta KnaciB (CTAaTUCTUYHMUX, CUTHATYPHUX,
CTaTUCTUYHO-CUTHATYPHUX);

51. MigTpumyBaTM npaues3gaTtHicTb Ta  3abesnedvyBatu
KOH(irypyBaHHS  CUCTEM  BUSIBIIEHHS  BTOPrHEHb B
iHbOpMaUiNHO-TEeNEeKOMYHiKaLiMnHUX cucTemax;

52. BukopuctoByBat iHCTPYMEHTapin ANa  MOHITOPUHIY
npoueciB B iHpopMaLiHO-TENEKOMYHIKaLiMHUX cucTemMax;
53. BupiwyBsatu 3agadi aHanidy nporpamHoro kogy Ha
HasIBHICTb MOXIMBUX 3arpos;

54. YceigomnioBat  UIHHOCTI  rPOMagsaHCLKOro  (BiflbHOro
AEeMOKpPaTU4YHOr0) CycninbCTBa Ta HEOOXIAHICTb MOro cTanoro
PO3BUTKY, BEPXOBEHCTBA NpaBa, npasB i cBOGOA NMOOUHM i
rpoMagsiHMmHa B YKpaiHi.

55. 3HaTM | po3ymiTM HayKoBi, MatemaTudHi i qi3nyHi
MOSTIOXKEHHS, WO nexaTb B OCHOBI (PYHKLIOHYBaHHA CUCTEM
3axucTy iHdopmauii.

56. BMiTn 3acTtocoByBaTK 3HaHHS AN PO3B’si3yBaHHSA 3a4ad
aHanizy Ta CuHTe3y 3acobiB, XapakTepHuUX [Afsi CUCTEM
3axucTy iHdopmauii.

8 — PecypcHe 3abe3neyeHHs peanisaudii nporpamu

KappoBe 3abe3neyeHHsA

Bcboro HaykoBo-negaroriyHMx NpauiBHUKIB — 72, y T.4.:
- akageMiku, yneHun-kopecnoHaeHTn HAH Ykpainu ta
HAAH Ykpaium — 1,

- akageMiku rpoMacbkux akagemin — 8,

- OKTOpPM Hayk, npodecopun — 16,

- KaHOugaTu Hayk, goueHTtn — 39,

- acucTeHTn 6e3 HayKoBOro ctyneHa — 17.




MaTtepianbHo-TexHi4He
3abe3neyeHHsA

MartepianbHo-TexHiYHa 6a3a hakynbTeTy iHopMaLinHNX
TEXHOsorin -~ BignoBigae  cyyacHUM  BuMMoOram  Anis
3abe3nevyeHHs HaB4YanbHOro npouecy i BUKOHaHHS
cnyx6oBux 0060B’A3KIB  CNiBPOBGITHMKAMN  CTPYKTYPHUX
nigpo3ainis dakynetety. Bca TexHika 3HaxoauTbCA B

npauesgaTtHoMy  cTaHi, cepegHin Bk  [IK, o
eKcnnyaTylTbCs, CTaHOBUTb 7 pPOKiB. Y HaB4anbHOMY
npoueci  YHKUiOHYOTb  nabopaTopil:  NpOeKTyBaHHSA

LMGPOBUX MPUCTPOIB (PO3ropHyTO CTeHau Trigger Ta
Logic), MogentoBaHHSA Ta NPOrHo3yBaHHS, akagemis Cisco
(cepBepHe Ta MepexeBe 00MagHaHHSA), TEXHOMOrIN
nporpamyBaHHS (niueHsinHe M3 ans 3aBaHb
nporpamMyBaHHs), nabopaTtopis Microsoft Imagine Academy
(oHnaMH Kypcu Ta  cepTudikauis  3a  niHiMkamm
MawnkpocodT), IT-komneTeHuin (6a3oBi Kypcu 3 OCHOB
iHpOpMaLMHNX TEXHOIOriN), IHTeNneKkTyanbHUX CUCTeM
(MporpamMHe 3abe3neyeHHs A5 NPOEKTYBaHHSA Ta pO3pobKu
IHTENEeKTyanbHUX CUCTEM), KOMMKOTEPHOIO MOHITOPUHIY
Aoskinna  (gpoHn Phantom, Mavic, Mikpokomn'toTepu,
AaTynKN, MIKpOCXemMn Ta nnatv  Ansi  BUTOTOBMEHHS
creuianbHUX KoMM'toTepiB), BOygoBaHMX cuUCTEM Ta
I[HTepHET peden (cTeHAM 3 MOHITopamu, nnatu Arduino,
OrangePi, RaspberryPi, KOHCTpYKTOPU OPOHiB),
nabopatopia 3D mogentoBaHHsA Ta ApYyKy (MOHOOMOKM
Apple, 3D npuHTep), nabopatopia «KibepnoniroH»
(cepBepHe, MepexHe obnagHaHHs), NeKUinHi ayguTopii,
obnagHaHi MynbTUMEAIMHUMW NPOEKTOPaMKU, eKpaHaMmMu,
IP-kamepamn anst cuctemun Bigeo CnoCcTepeXeHHs.

Y nigpo3aginax gakynbtety dyHkuUioHye 207 poboumnx micus,
obnagHaHMX NepcoHanbHUMKU KOMM'loTepaMn, y TOMy Yuchi
203 y komm’loTepHUX Knacax, 4 disndHux cepsepu Ta 2
cepeepu TUNy «Jleso» (Blade), ski ob6cnyrosytoTs 30
BipTyanbHUX cepBepiB, Y TOMY 4ucri noHag 12 — 3aranbHo
YHIBEPCUTETCLKOrO NPU3HA4YEeHHS.

IHpopmaLinHe Ta
HaBYanbHO-MeToANYHE
3abe3neyeHHd

OdiuinHnin ~ Beb-cant  https://nubip.edu.ua  MicTUTL
iH(popMauito NPO OCBITHI NporpamMmun, HaB4varbHYy, HAYKOBY i
BUXOBHY [LiANbHICTb, CTPYKTYPHI nigpo3ginu, npasuna
npumMomMmy, KOHTakTW. Bci 3apeecTpoBaHi B yHiBepcUTETI
KOpUCTyBa4di MarwTb HeoOMeXeHurn [JocTyn OO0 Mepexi
IHTepHeT.

MaTepianu HaBYyarbHO-METOONYHOIo 3abe3neyvyeHHs
OCBITHbO-NMPOMECINHOI NporpamMnM BUKIALEHI Ha OCBITHLOMY
nopTani «HaB4yanbHa poboTax:
https://nubip.edu.ua/node/46601.

bibnioteyHni coHa Garatoranys3eBuin, HapaxoBye MOHan
OOMH MINbMOH MPUMIPHUKIB BITYM3HAHOI Ta 3apybixkHOI
nitepatypu, y T.4. pIOKICHUX BUAaHb, cneuianbHUX BUAIB
HaYyKOBO-TEXHIYHOI NiTepaTypu, aBTopedhepaTiB gucepTauin
(31950 p.), aucepTauin (3 1946 p.), 6inbwe 500 HanmMeHyBaHb
XypHaniB 1a 6inbwe 50 Ha3B raset. POHA KOMNNEKTYETLCS



https://nubip.edu.ua/
https://nubip.edu.ua/node/46601

mMaTepianamMu 3 CiflbCbKOro Ta nicOBOro rocrnogapcTsa,
€KOHOMIKW, TEXHIKM Ta CYMIXKHUX HayK.

BibnioteyHe 0o6GCnyroByBaHHS 4YMTaYiB NPoOBOAUTLCS Ha 8
aboHeMeHTax, y 7 YiTanbHuX 3anax Ha 527 micub, 3 sKkux: 4
ranysesi, 1 yHiBepcanbHuin Ta 1 crewianiaoBaHU YnTanbHUM
3an gnga BukragadiB, acnipaHTiB Ta marictpiB (Reference
Room); MBA; kaTtanorn, B T.4. eneKkTpOHHWA (nNoHag
206292 oguHuub 3anucis); 6ibniorpacivHi kapToTekn (3 1954
p.); doHg posigkoBux i GibniorpadivHnx BuaaHb. LLlopivyHo
bibnioteka obcnyrosye noHag 40000 kopuctyBadiB, y T.u.
14000 ctygeHTiB. KHuroBmgada cTaHoOBUTL MoHag 1 MIH
NPUMIPHUKIB Ha PIK.

UutanbHi 3anu 3abesneyeHi 6e3gpoToBMM LOCTYNOM [0
mepexi IHTepHeT. Bci pecypcu 6ibniotekn JOCTynHi Yepes
cauT yHiBepcuTeTy: https://nubip.edu.ua.

LUndposa 6ibnioteka HYBIll YkpaiHn 6yna cTtBopeHa y
nnctonagi 2019 p., 4OCTynHa 3 MepexXi IHTepHeT Ta MICTUTb
3apa3 790 NOBHOTEKCTOBMX [OOKYMeHTW, cepef Hux: 150
HaBYanbHWUX NigPYYHMKIB Ta NOCIOHKKIB; 117 MoHorpadin; 420
aBTopedepartiB guceptauin; 98 oundpoBaHux pigkicHMX Ta
LiHHMX BUgaHb 3 ooHais 6ibniotekn (1795-1932 pp.).

BaxnmBnm enekTpoHHUM PecypCcoM TaKOX € efleKTPOHHa
bibnioTeka (3 nokanbHOI MepeXxi yHiBepcuTeTy), Ae € noHaa
6409 NOBHOTEKCTOBUX JOKYMEHTIB (NiAPY4HWKIB, HAaBYaNbHMX
NOCIBHUKIB, MOHOrpadin, METOAMYHUX PEKOMEHAALIN).

3 ciyHa 2017 p. B HYBIll YkpaiHu BigkpuTO AOCTYn A0
OOHI€ET i3 HaMBINbLIMX HayKoMeTpuyHux 6a3 gaHmx Web of
Science.

3 nuctonaga 2017 poky B HYBIl1 Ykpainu Bigkpnto goctyn
A0 HayKOMETPUYHOI Ta yHiBepcanbHOI pedepaTuBHoi 6asu
JaHnx SCOPUS BMOaBHULTBA Elsevier. HocTtyn
30INCHIOETBCA 3  NoKanbHOI Mepexi yHiBepcuteTy 3a
nocunaHHam https://www.scopus.com.

basa naHnx SCOPUS ingekcye 6num3abko 22000 HasB pi3HUX
BuaaHb (cepeq sikmx 55 ykpaiHcbkux) Big Ginbw Hixx 5000
BYOABHULTB.

MaTepianu HaBYyaribHO-MEeTOANYHOTIO 3abe3neyeHHs
OCBITHbO-MPOMECINHOI NporpamMmn BUKIAAEHI Ha HaB4YasibHO-
iHpbopmauinHoMy nopTani HYBIl YKpaiHu

http://elearn.nubip.edu.ua.

LleHTp AMCTaHUINHMX TEXHOMNOrN HaBYaHHA MNPOBOAUTL
NIATPUMKY  BUKNagadiB  YHIBEPCUTETY NO  CTBOPEHHKO
€MNEeKTPOHHNX HaBYanbHUX KypciB Ha 6a3i LMS Moodle, Ha
AKIN npautoe HaB4YarnbHO-IHOPMaLiHWI noptan
https://elearn.nubip.edu.ua.

[Ons  3abe3nedyeHHs  OCBITHbOI  MNporpamuM  CTBOPEHO
€NEeKTPOHHI KypCcn A0 YCIX HaByanbHUX aucumnniH. KoxHun
€NeKTPOHHNIN HaBYanbHUA KypC MICTUTb NEKUiNHI MaTepianu
y dopmaTi npeseHTauin, MNOBHOTEKCTOBUX MaTepianis,
€MNEKTPOHHUX MOCIOHUKIB, MNOCMNAHb Ha OH-NMarH Kypcwu
akagemin Microsoft Ta Cisco; 3aBoaHHsA Ta MeTOOWUYHI
pekoMeHAaujii 40 BWMKOHaHHA nabopaToOpHMX i NPOEKTHUX



https://nubip.edu.ua/
https://www.scopus.com/
https://elearn.nubip.edu.ua/

pobiT 3 nocunaHHAMM Ha nnatdopmu i cepsicn Ons
npaktuyHoi poboTtn (Azure, CodePlex, Programmr Towo);
3aBOaHHA [ONS KOHTPOSO Ta CaMOKOHTPOS CTYOEHTIB,
MOAYIIbHI Ta aTecTauliiHi 3aBOaHHS.

9 - AkageMiyHa MOOINbLHICTb

HauioHanbHa KpeauTHa
MOOINbHICTb

Ha ocHoBi ABOCTOpOHHIX gorosopie Mk HYBIll YkpaiHn Ta
3aknagamu BULLIOT OCBITM YKpaiHW.

MixxHapoaHa KpeauTHa
MOOiNbHICTb

Ha ocHOBi ABOCTOPOHHIX OOroBOpPIiB Ta MeMopaHAyMiB MiX
HYBIl YkpaiHn Ta 3akop4OHHUMW 3aKnagamu BULLIOT OCBITU
lWoao nporpaMm NoABIMHUX OUNSIOMIB  CTYOEHTUM OCBITHBOI
nporpaMmM MakwTb MOXMIMBICTb OTpUMaTtU APYrun OUnmom,
HaByatounck y Momopckkin akagemii y Cnynceky (Monbla),
CnoBaubkoMy arpapHomy YyHisepcuteTi (Hitpa), Akagemil
OisHecy (Jombposa N'ypHiya, MNonbLa).

Ha oOcCHOBi yknageHux YHiBepcuTeTOM [OroBopiB  3a
nporpaMmamun akagemidHol MobinsHocti ERASMUS+ Ta
MEVLANA, 3go6ysadi OCBITHbOI nporpamm  OTPUMYIOTb
MOXNMBICTb HaBYaHHA Ta CTaXyBaHHA Yy MNPOBIOHUX
€BPOnNencbKNX Ta TypeLbkux yHisepcutetax: Latvia University
of Agriculture, University of Foggia (ITaniq), Dicle Univercity
(TypeuunHa), Technical University in Zvolen (CnosayynHa),
Wroclaw University of Environmental and Life Sciences
(Monbwa), University de Lille (PpaHuis).

3000yBadi 3a OCBITHBOK NMPOrpPamoto 3anyyarTbCs 4O NiTHIX
WKIN Ta HaBYyalbHO-HAYKOBWUX MPOEKTIB, SAKI BUKOHYHOTbCA
cninbHO 3 BpounaBCbkUM MNPUPOOHNYMM  YHIBEPCUTETOM
(Monblwa), YHiBepcuTteTOM NpuUKnagHux Hayk BanHwTtedaH
Tpisoopd (Himevunna), CnoBaubkum TEXHIYHUM
yHiBepcuteToM, KpakiBCbKMM MefaroriyHMMm YHiBepcuTeTom
(MonbLia), KazaxcbkuM YHIBEPCUTETOM LUMAXIB CNONYYEHHS.

HaB4yaHHSA iHO3eMHUX
3n06yBadiB BULLOI
OCBIiTH

HaByaHHa iHO3eMHMX 3g00yBadviB  BMLOI  OCBITU
NPOBOOMTLCA Ha 3araflbHUX yMOBaxX 3 [J04AaTKOBOMO
MOBHOK  MIArOTOBKOK Ha MnigcTaBi  MiXXKHaApPOOHUX
aorosopis  YKpaiHu; 3aranbHOAEpP)XaBHMX Nporpam,
AOroBopiB, YyKNageHunx 3 puandHumMun ta qisnydHUMU
ocobammn.




2. Mepenik KOMMOHEHT OCBIiTHbO-NPoecCinHOoI nporpamm
«Kibepbe3neka» Ta IX noriyHa nocrifoBHICTb
2.1. Nepenik komnoHeHT OIMN
KoMnoHeHTU OCBIiTHLOI Nporpamm
. . h . . Popma
Kon (HaBYanbHI gUCUMNIiHK, KYPCOBiI NPOEKTU KinbkicTb .
AV . niacyMKoBoOro
H/A (po60oTH), NnpakTnKKn, KBanicikauinHa KpeauTiB
KOHTpPOJO
pob6oTa)
1 2 . 3 4
1. UMKN 3ATANTbHOI NIArOTOBKU
0O60B’s3koBi komnoHeHTH OII

OK1 Buwa matemaTuka 11 €eK3aMeH
OK2 | ®i3anyHi 0OCHOBM KOMM'IOTEPHOT EMEKTPOHIKN 6 eKk3ameH
OK3 | lNporpamyBaHHSA 10 eK3aMeH
OK4 Pu3unkun iHpopmauinHoi 6e3neku 4 eK3aMeH
OK5 IHpopmauinHa 6e3neka gepxasu 4 3anik
OK6 | Teopis iHtbopmau,ii Ta KogyBaHHS 4 eK3aMeH
OK7 Teopist NMOBIpHOCTEN, IMOBIPHICHI NpouecH i 4 cKk3aMen

mMaTemMmaTnyHa CTaTUCTUKa

O60B’a3koBi KoMnoHeHTH OII 3a pilleHHAM BYeHOI pagn YHiBepcuteTy

OKY1 | lNpaBoBa KynbTypa 0cOOGUCTOCTI 4 eK3ameH
OKY?2 | dinoBun npOoTOKO Ta eTuKa CninkyBaHHSA 5 eKk3ameH
OKY3 | IHo3emHa moBa 8 eKk3ameH
OKY4 | dinocodgis 4 eKk3ameH
OKY5 | ExoHomika Ta BisHec 4 eK3ameH
OKY6 | IHdbopmauinHi TexXHOMOriT 8 eKk3ameH
OKY7 di3nyHe BUXOBaHHSA (3a paxyHOK BifIbHOro Yacy 4 sanik

CTyA€eHTa)

BubipkoBi komnoHeHTn OII
BubipkoBa 1 aucuunniHa 3a cneuianbHIiCTIO

BK1.1 | MeHemKmMeHT 5 eK3ameH
BK1.2 | Texnika i TexHonoril B AlK 5 eKk3aMeH
BK1.3 | TunoBi TexHONOriYHi 06'eKTK C.-r. BUPOOHMLTBA 5 eK3aMmeH
BK1.4 5e3n_e|<a XUTTEOIANBHOCTI T OCHOBU OXOPOHU 5 cK3aMEH

npawi

BubipkoBa 1 gucumnniHa 3a cneuianbHicTiO
BK2.1 | OcHoBM iHTEpHETY peyen 5 €eK3aMeH
BK2.2 | duckpeTHa maTemaTuka 5 eK3aMeH
BK2.3 gTaH,D,apTVI iHdbopMaUinHOT Ta KibepHEeTUYHOI 5 eK3aMeH
e3neku

BK2.4 OCI—!OBI/I I'.I[BOFHO3)'/BaHH$I Ta MoaestoBaHHA Y 5 eK3aMeH

coujanbHin cgepi

BubipkoBi gucuunniim 3a ynogo6aHHAM CTyAeHTa
BKY1 Bubipkosa gucuunniHa 1 4 3anik
BKY2 | BubipkoBa gucuumnniHa 2 4 3anik
2. LUMKN CMNEUIANbHOI (®AXOBOI) MNIArOTOBKU
O60B’a3koBi koMmnoHeHTH O

OK8 | Komn'totepHa norika 8 eKk3ameH
OK9 | Metogu Ta 3acobu 3axucty iHpbopmadii 5 eKk3ameH




OK10 | KomnnekcHi cuctemm 3axmucty iHcopmauit 4 eKk3ameH
OpraHisauinHe 3abe3neyeHHsa 3axncT

oK11 |.2P Hik y 5 eK3ameH
iHpopmaLlii
KomMmnoHeHTHa 6a3a Ta cxeMoTexHika B

OK12 . 9 eKk3ameH
cucTtemax 3axmcty iHpopmadlii

OK13 | Komn'toTepHi cuctemm 7 eK3aMeH
besneka iHbopmadii B iHdbopmaLuiiHo-

OK14 . Eb pmatl ¢opmauy 4 eK3ameH
KOMYHiKaLinHWX cucTemax
OcHoBu kKpunTorpadgiyHoro Ta

OK15 punTorp P . 7 eK3ameH
cTteraHorpadgiyHoro 3axmcTy iHgpopmaldlji

OK16 | CncremHe nporpaMyBaHHS 5 eK3aMeH

OK17 | Komn'toTepHi mepexi 9 eK3ameH
beaneka 6e3npoBiaHNX, MOBINBbHUX Ta XMapPHUX

OK18 OC3MPOBIA P 4 eK3ameH
TEXHONOTIN

OK19 | Baxuct iHthopmauii B KOMM'IOTEPHUX CUCTEMAX 5 eK3aMeH

OK20 | OcHoBwM KpynToaHanisy 4 eKk3ameH

OK21 | OcHOBM TEXHIYHOIO 3axm1CTy iHhopmaLit 4 eKk3ameH

OK22 | TexHosnorii 6e3ne4yHoro nporpaMmyBaHHs 4 eKk3ameH
HaB4anbHa npakTuka 3 nporpaMmyBaHHs Ta .

OK23 |. anp borpamy 5 3anik
iHpopMaLinHMX TEXHONOTIN
HaB4anbHa npakTuka 3 NnpoeKkTyBaHHA CUCTEM .

OK24 . P P y 5 3anik
Kibepbesnekun
BupobHunya (MNpoeKkTHO-TeXHOMOrIYHa .

OK25 P (Mp 5 3anik
npakTuka)

OK26 | lMigroTtoBka Ta cknagaHHa €0KI 5 €Kl

3aranbHnn o6csAar o60B’A3KOBUX KOMIMOHEHTIB 180

BubipkoBi komnoHeHTH OIM

BubipkoBa 1 aucuunniHa 3a cneuianbHICTIO 32 ynofob6aHHAM cTyAeHTa

BK3.1 _I'IpMKnanH_i__acneKTM nobyaoBM CUCTEM 3aXUCTY 5 ek3aMeH
iHdbopmaLlji
BK3.2 Besneka Ta ayauTt 6e3npoBOgOBMX Ta PYXOMUX 5 eK3aMeH
Mepex
BK3.3 | MNapanenbHi Ta po3nogineHi 064ncneHHs 5 eKk3ameH
BubipkoBa 1 aucuunniHa 3a cneuianbHICTIO 32 ynofob6aHHAM cTyeHTa
BK4.1 | YnpaBniHHS 4oCcTynomM 5 eK3aMeH
BK4.2 | CuctemHumn aHania 5 eK3aMeH
BK4.3 | Komn'toTepHa enekTpoHika 5 eK3aMeH
BKA4.4 }/npaBniHH_fl npoeKkTamm po3pobKn CUCTEM 3axXUCTY 5 ek3aMeH
iHdbopmallji
BubipkoBi 2 gucumnniHyM 3a cneuianbHICTIO 3a ynogo06aHHAM CTyAeHTa
BK5.1 niueHsyBa_l_-!Hﬂ i cepTudikauisi 3acobie 3axucTty 4 ek3aMeH
iHdbopmallji
BK5.2 Beaneka npu ekcnnyaTtauii i o6cnyroyBanHi IT 4 ek3aMeH
cuUcTeMm
BK5.3 | CuctemHe nporpamHe 3abesaneveHHs 4 eK3aMeH
BK5.4 | OcHoBu ayanTy iHdopMauiiHoi 6e3neku 4 eK3aMmeH
BubipkoBa 1 gucumnniHa 3a cneuianbHICTIO 32 ynofo06aHHAM CTyAeHTa
BK6.1 | Cuctemm MOHITOPUHIY 3arpo3 Ta atak 4 eKk3ameH
BK6.2 | Kpoc-nnaTdopmHe nporpaMyBaHHS 4 eKk3ameH
BK6.3 | IHdopmauiiHo-ncnxonoriyHe npoTmbopcTBo 4 ek3ameH

BubipkoBi 4 gucumnniHm 3a cneyianbHICTIO 3a yNnogo06aHHAM CTyAeHTa

BK7.1 \ Bbe3neka po3pobku i NigTpUMKM gogaTtkie

\ 5

| ek3ameH




lMpoBeaeHHst poscnigyBaHb iHUMOEHTIB

BK7.2 |. o 5 eK3amMeH
iHopmauinHoi 6e3neku

BK7.3 | YnpaBniHHs1 BE6-KOHTEHTOM 5 eKk3ameH

BK7.4 | Npogykt Ta nocnyru iHdopmauiiHoi 6e3nekn 5 ek3ameH

BK7.5 | NporpamyBaHHs B cepepoBuLi cydyacHux OC 5 eK3ameH

BK7.6 | AgMiHicTpyBaHHSI KOMM'IOTEPHUX MEepPEX 5 eK3ameH
3aranbHuUn o6csar BUGipKOBUX KOMMOHEHTIB 60
3ArANbHUN OBCAr onn 240




2.2. CTPYKTYpHO-JIOTiYHA cXeMa MiIroTOBKM (paxiBUiB

1 cemectp 2 cemectp 3 cemectp 4 cemectp 5 cemectp 6 cemectp 7 cemectp 8 cemectp
IH(l)O e Kommiexcni \ \
pMan CHCTEMH 3aXHCTY Bubipkosi aucnnmiing Bu6ipkoBi ucuumiing
Oe3mexa qepikaBu it pop Manii BK2 BK5, BK6
v
N
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CHCTEeMaxX
/ . f . ' . ' .
RO Komn'toTepHa Komn' oTepni Komn "1oTepHi Komn 'rotepni Komn ' 1oTepHi
. . .
v - JI0TiKa CHCTEe MU CUCTeEMHA MepeKl Mepexl »
Di3u4Hi 0CHOBH \ \
KOMII' IO TepPHOi BudipkoBi nucuumniing
€JIEKTPOHIKH Teopist L/ Komnonentna 6aza Kommnonenrna 0aza I\ BK7
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e
- e I
Inosevma | Tnozemua Tnozemua In 03eMHa ®inocodist
MoBa * MoBa * moBa * > MOBa
AN "
: 7 — 7 R
Lok e ®Diznune ®Diznune 4 Dizuune N Exonomika R
BHXOBaHHS T BHXOBAHHSA BHXOBAHHSA T2 GizHec >

*

- BuxopucToByeThes y 6araThoX U ClMILIIHAX

IMiaroroBka ta cknaganus €AKI




3. AtecTauisa 3006yBayiB BULLOI OCBITU

ATecTauis 30INCHIOETLCA y  opmi €OWHOro  AepXaBHOoro
KBanigikauinHoro icnuty. €ONHUMA  OepXaBHUW  KBanidikauinHuiA - icnuT
nepenbadae OLUHIOBAHHA [OOCArHEHb pe3yribTaTiB HaBYaHHA, BU3HAYEHUX
CTaH4apTOM Ta OCBITHBLOK NPOrpamolo Ta 3aBepLlyETLCH BUAa4vYer0 JOKYMEHTY
BCTAHOBMNEHOro 3paska npo MpUCYOKeHHs cTyneHa 6GakanaBpa i3
NpUcBOEHHAM KkBanidpikauil: bakanasp 3 kibepbesnekw.



4. MaTpuus BiaNoBiAHOCTI NPpOrpaMHUX KOMNETEHTHOCTEN KOMMOHEHTaM OCBiTHbO-NpocdecinHol nporpamm «Kicepbeaneka»

- N %) N 10 © ~ Ay N Q Ny © © Ny ) o e T o ® A © © ~
$|6|5/8|8|s5|3 |88 8|8 8|88 5 5|5/ 5|5 55|85 5 3
K31 + + + + + + + + + + + + + + + + + + +
K3 2 + + + + + + + +
K33 + +
K3 4 + + + + + + + + +
K35 + + + + +
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CK4 + + +
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CK6 +
CK7 + + + + + +
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CK11 + +
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5. MaTtpuus 3a6e3nevyeHHs1 NporpaMH1UX pe3ynbTaTiB HaBYaHHSA BiANOBiAHMMU KOMMNOHEHTaMM OCBITHbLOI NporpamMu
«Kibepbeaneka»
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_ MIHICTEPCTBO OCBITH | HAYKU YKPAIHY )
HALIOHATNBbHUI YHIBEPCUTET BIOPECYPCIB | IPUPOAOKOPUCTYBAHHS YKPATHU
®AKYNbTET IHGOPMALIAHWX TEXHONOTIVA

HABYAIbHUW MJ1AH
niarotoBku paxiBuie 2022poky BCTyny

PiBeHb BULLOI OCBITH

[[anysb 3HaHb

CneuianbHicTb

OcBiTHLO-NpoOMeciiHa nporpama
OpieHTauia oCBIiTHLOT Nporpamm

dopma HaB4YaHHA

TepMmiH HaBYaHHSA (o6car kpeanTis EKTC)
Ha ocHosBi

OCBITHIN CTYMiHb
Keanidikauis

Mepwmnn (bakanaBpCbKui)

12 - IHdopMaLinHi TexHonoril

125 — Kibepbesneka

Kibepbesneka
OCBITHbO-NpoOdecinHa nporpama
AeHHa

3 pokun 10 micauis (240)

NOBHOI 3aranbHOI cepeaHbOol OCBITU

«bakanaBp»
BakanaBp 3 kibepbe3neku
3439 - daxiBeub i3 opraHisauii iHdpopmauinHoi 6e3nekun



I. TPA®IK OCBITHbOIO MNMPOLIECY

niarotoBku caxiBuiB nepLuoro (6akanaBpcbKoro) pisHA BULLOT ocBiTU 2022 poKy BCTyny
cneuianbHocTi «KiGepbe3nekay,
ocBiTHbO-NpoddecinHol nporpamm «Kibepbeaneka»
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Il. MJIAH OCBITHbLOI'O NMPOLIECY
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1. LUK 3ArAJNIbHOI NIArOTOBKU
1.1 O6oB’s3koBi komnoHeHTn OIM
OK1.1 Buwa matematuka - yactmHa 1 | 210 7 1 90 30 60 | 120 6
OK1.2 Buwa matemaTuka - yactmHa 2 | 120 4 2 60 30 30 60 4
OK2 ®i3nyHi OCHOBM KOMN'KOTEPHOI 180 | 6 1 120 | 60 60 60 8
eIeKTPOHIKM
OK3.1 MporpamyBaHHs - YacTuHa 1 180 6 1 60 30 30 120 4
OK3.2 | NporpamyBaHHs - YacTuHa 2 120 | 4 75 30 45 45 5
OK4 | Pv3uKm inpopmaLinHol 120 | 4 | 4 60 | 30 30 | 60 4
Gesneku
OK5.1 | HPopmaLiitka besneka 120 | 4 2 75 | 30 | 45 45 5
aepxasu
OKe | T€oPif iHdopmauii Ta 120 | 4 | 2 60 | 30 | 30 60 4
KOAyBaHHSA
Teopia MMoBIpHOCTEN,
OK7 iMOBIpHICHI npouecH i 120 4 3 45 15 30 75 3
MaTemMaTU4Ha CTaTUCTUKA
Bcboro 1290| 43 | 6 | 3 1 645 | 285 | 210 | 150 | 645 1818 | 3 4
1.2 O60B’a3koBi kKoMnoHeHTH OINI 3a pilleHHAM BYEHOI paau yHiBepcuTteTy
oky1 | Hpasosa kynetypa 120 | 4 | 3 30 | 15 15 | 90 2
ocobucTocTi
OKY?2 [linoBuin NpoTOKON Ta eTuKa 150 5 1 60 30 30 90 4
CMiNKyBaHHSA
OKY3.1 | [Ho3emHa moBa - YacTuHa 1 60 2 1 30 30 | 30 2




OKY3.2 | I[Ho3emHa moBa - YacTuHa 2 60 2 2 30 30 30
OKY3.3 | I[Ho3emHa moBa - 4YacTuHa 3 60 2 3 30 30 30
OKY3.4 | l[Ho3emHa moBa - YacTuHa 4 60 2 4 30 30 30
OKY4 dinocodis 120 4 5 60 30 30 60
OKY5 EkoHomika Ta Gi3Hec 120 4 7 30 15 15 90
OKy6.1 | 'HPOPMALIAHI TeXHomorT - 120 | 4 1 60 | 30 | 30 60 4
yactuHa 1
OKY6.2 IHbopMmaUinHi TexHonorii - 120 4 > 60 30 30 60
yactuHa 2
di3nyHe BMXOBAHHSA - YacTUHA
OKY7.1 | 1(3a paxyHOK BiflbHOro yacy 30 1 1 30 30 2
cTygeHTa)
di3nyHe BMXOBaHHSA - YacTUHA
OKY7.2 | 2(3a paxyHOK BiflbHOro yacy 30 1 2 30 30
cTygeHTa)
di3nyHe BMXOBaHHSA - YacTUHA
OKY7.3 | 3(3a paxyHoOK BiflbHOro yacy 30 1 3 30 30
cTygeHTa)
di3anyHe BMXOBaHHSA - YacTUHa
OKY7.4 | 4(3a paxyHOK BiflbHOro 4yacy 30 1 4 30 30
cTygeHTa)
Bcboro 990 | 33 7 7 420 | 150 60 | 210 | 570 12
1.3 BubipkoBi komnoHeHTn OIM
BubipkoBa 1 gucumnniHa 3a cneuianbHicTiO 3a ynogobaHHAM cTtygeHTa (5 cemecTp)
BK1.1 MeHempKkmeHT 150 5 5 60 30 30 90
BK1.2 TexHika i TexHonorii B AlNK 150 5 5 60 30 30 90
BK1.3 TunoBi TexHonoriYHi 06'ekTn 150 5 5 60 30 30 90
C.-T. BUpoOHMUTBA
BK1.4 Besneka mMTTeqiﬂanQCTi Ta 150 5 5 60 30 30 90
OCHOBM OXOPOHW Npadli
Bcboro 150 5 1 60 30 30 90
BubipkoBa 1 gucumnniHa 3a cneuianbHicTio 3a ynogo6aHHAM cTyaeHTa (6 cemecTp)
BK2.1 OcCHOBWU iHTEPHETY peyen 150 5 6 60 30 30 90 4
BK2.2 [unckpeTHa maTemaTuka 150 5 6 60 30 30 90 4
BK2.3 CrangapTu iHbopmauiiHoi Ta 150 5 6 60 30 30 90 4

KiGepHeTM4HOI 6e3nekn




OcCHOBM NPOrHo3yBaHHA Ta
BK2.4 MOJESNIOBaHHSA y coliasbHin 150 5 6 60 30 30 90
chepi
Bcboro 150 5 1 60 30 30 90
BubipkoBi gucumnninm 3a ynogo6aHHaM ctyaeHTa (7 cemecTp)
BKY1 Bubipkosa ancuunnina 1 120 4 7 30 15 15 90 2
BKY2 Bubipkosa ancuunniHa 2 120 4 7 30 15 15 90 2
Bcboro 240 8 2 60 30 30 | 180 4
2. LUMKN CNELIANBHOI (®PAXOBOI) NIArOTOBKU
2.1 O6oB’saA3koBi komnoHeHTn Ol
OK8.1 TOMH IOTEPHA Norika - YacTuHa 90 3 5 60 30 30 30
OK8.2 ;omn IOTEepHa forika - YacTnHa 150 5 3 3KkM| 75 30 45 75
Okg | Meroav Ta 3acobu saxucty 150 | 5 | 3 90 | 45 | 45 60
iHdpopmauii
OK10 _I<0|vmne|<0|_-_|_| CUCTEMM 3aXUCTY 120 4 4 60 30 30 60
iHdbopmaLlji
OK11 OpraH|3a_u,w|He 3a6§3nequHﬂ 150 5 3 60 30 30 90
3axuCTy iHGopmaLlil
KomnoHeHTHa 6a3a Ta
OK12.1 | CXEMOTEXHIKA B ChCTEMaX 150 | 5 3 60 | 30 | 30 90
3axucTy iHdopmalii - YyacTmHa
1
KomnoHeHTHa 6a3a Ta
OK12.2 | CXEMOTEXHIKA B ChCTEMaX 120 | 4 | 4 4KN| 60 | 30 | 30 60
3axucTy iHdopmalii - YyacTmHa
2
0K13.1 | KommoTepHi cucTemm - 90 | 3 4 60 | 30 | 30 30
yacTtmHa 1
OK13.2 | Komn'ioTepki cucTemm - 120 | 4 | 5 45 | 15 | 30 75
yacTmHa 2
Bbeaneka iHopmauii B
OK14 iHpopMaUiMHO-KOMYHiKaLUinHux | 120 4 5 60 30 30 60
cucrtemax
OK20 OcHoBu KpunToaHaniay 120 | 4 6 60 30 30 60




OcHosu kpunTorpadivyHoro Ta
OK15.1 | cTeraHorpaiyHoOro 3axucry 120 4 5 45 15 30 75 3
iHdbopmalii - YacTuHa 1
OcHosu kpunTorpadivyHoro Ta
OK15.2 | cTeraHorpaiyHoOro 3axucry 90 3 6 6,KMN | 60 30 30 30 4
iHopmauii - YyacTuHa 2
OKA17 1 fommoTelemepem-qaCTMHa 90 3 6 60 30 30 30 4
OK17.2 go""”mep”' MEPeXI -HacTiha | 195 | 6 | 7 7KMO| 90 | 45 | 45 90
Beaneka 6e3npoBigHuXx,
OK18 MOBINbHUX Ta XMapHUX 120 4 4 60 30 30 60 4
TEXHONOrIN
OK1g | SaxuCT iHopmaulii 8 150 | 5 | 8 96 | 48 | 48 54
KOMM'IOTEPHUX CUCTEMAX
OK16 CuctemHe nporpamyBaHHS 150 90 45 45 60 6
OK2q | OCHOBM TEXHIMHOTO 3aXUCTY | 15, | 4 | 4 60 | 30 | 30 60 4
iHdbopmaLlji
Ok2g | TexHonorii beaneuroro 120 | 4 | 5 5KM| 60 | 30 | 30 60 4
nporpaMyBaHHs
HaByanbHa npakTuka 3
OK23 nporpamMmyBaHHs Ta 150 5 2 150
iHdbopMaLiMHNX TEXHOJOTIN
HaByanbHa npakTuka 3
OK24 NPOEKTYBaHHSI CUCTEM 150 5 4 150
Kibepbesneku
OK25 BupobHuya npaktuka 150 5 6 150
OK26 QEIE(I)TOBKa Ta cKnagaHHs 150 5 150
Bcboro 3120 | 104 | 15 | 8 5 |1311| 633 | 678 1209 | 600 4 | 19 (20|14 |18
3aran.LHui obesar 06oB'A3KoBMX 5400 (180 | 28 |18 | 6 | 2376|1068 | 948 | 360 | 2424 | 600 30|30| 28 |28|18]18
KOMIMOHEHTIB
2.3 Bubipkosi komnoHeHTn Ol
BubipkoBa 1 gucumnnina 3a cneuianbHicTio 3a ynogo6aHHsAM cTyaeHTa (5 cemecTp)
BK3.1 | [1PYKnapHi acnektm nobyposn | 15 | 5 | g 60 | 30 | 30 90 4
CUCTEM 3axuUCTy iHdopmaLii




Besneka Ta ayaut

BK3.2 6e3npoBOOBUX Ta PYXOMUX 150 5 5 60 30 30 90
Mepex
BK3.3 MapanenbHi Ta po3nogineHi 150 | 5 5 60 30 30 90
064YnNCnEeHHst
Bcboro 150 | 5 1 60 30 30 90
BubipkoBa 1 gucumnnina 3a cneuianbHicTio 3a ynogo6aHHAM cTyaeHTa (6 cemecTp)
BK4.1 YnpasniHHS JOCTYNOM 150 5 6 60 30 30 90 4
BK4.2 CuctemHmnin aHanis 150 5 6 60 30 30 90 4
BK4.3 KomM'toTepHa enekTpoHika 150 5 6 60 30 30 90 4
YnpaeniHHS npoekTamu
BK4.4 pPO3pPOBKN CUCTEM 3aXUCTY 150 5 6 60 30 30 90 4
iHdpopmauii
Bcboro 150 | 5 1 60 30 30 90 4
BuGipkoBi 2 gucumnniin 3a cneuianbHiICTIO 3a ynogob6aHHAM cTyaeHTa (7 cemecTp)
BK5.1 | UCH3YBaHHs i cepTudikauis | 4, | 4 | 7 60 | 30 | 30 60
3acobiB 3axmcTy iHpopmauii
BK52 | De3neka npu ekcnnyaradiii 120 | 4 | 7 60 | 30 | 30 60
obcnyroByBaHHi IT cuctem
BK5.3 | CYICTEMHE nporpamHe 120 | 4 | 7 60 | 30 | 30 60
3abe3neyeHHs
BK5.4 | OCHoBM ayauty 120 | 4 | 7 60 | 30 | 30 60
iHdbopmauinHoi be3snekn
Bcboro 240 | 8 2 120 | 60 60 120
BubipkoBa 1 gucumnniHa 3a cneuianbHiCTIO 3a ynogobaHHAM cTyaeHTa (7 cemecTp)
BK6.1 CuncTeMm MOHITOPUHTY 3arpos 120 | 4 7 60 30 30 60
Ta atak
BKe2 | Kpoc-nnargopmke 120 | 4 | 7 60 | 30 | 30 60
NporpaMyBaHHs
BK6.3 IHpopMaLinHO-NcMxornoriyHe 120 4 7 60 30 30 60
npoTMGopPCTBO
Bcboro 120 | 4 1 60 30 30 60
BubipkoBi 4 gucumnninm 3a cneuianbHicTiO 3a ynogob6aHHAM cTyaeHTa (8 cemecTp)
BK7 1 Besneka po3pobku i niagTpuMKn 150 | 5 8 48 24 24 102

joaaTkiB




MpoBeaeHHs poscnigyBaHb

BK7.2 iHUMAEHTIB iHdbopMaUinHOI 150 5 8 48 24 24 102 4
boe3neku

BK7.3 YnpaBniHHs BEG-KOHTEHTOM 150 5 8 48 24 24 102 4

BK7.4 |TlPoAykTM Ta nocryri 150 | 5 | 8 48 | 24 | 24 102 4
iHopmauinHoi 6e3neku

BK7.5 | [|POrPaMyBaHHA B CEPEOBULLI | 15 | 5 | g 48 | 24 | 24 102 4
cydacHux OC

BK7.6 | ABMIHICTpYBaHHS 150 | 5 | 8 48 | 24 | 24 102 4
KOMMN'KIOTEPHUX MEPEX

Bcboro 600 | 20 | 6 192 | 96 | 96 408 16
\ BiicbkoBa nigrotoska 870 | 29 434

3arankHum obear BUBIpKoBMX 1800 | 60 | 12 | 3 672 | 336 | 246 | 90 | 1128 8| 8|16 16

KOMMNOHEHTIB

KinbkicTb ek3ameHiB 40 215 5 6| 5/5|5]|5

KinbKicTb 3anikie 21 |54 3 [3]2]2]2]

KinbKicTb KypcoBUX NpoeKTiB i pobiT 6 1 1 11|11

Bcboro roauk HaBuankHuX 3aHATL 7200 | 240 | 40 | 21 3048 | 1404 | 1194 | 450 | 3552 | 600 30|30| 28 | 2826|2624 24

(6e3 BiNCbKOBOI NiAroToBKMU)




lll. CTPYKTYPA HABYAJIbHOIO MJTIAHY

IV. 3BEOEHI OAHI NMPO BIOOXET YACY, TUXHI

. . Pik TeopeTuyHe Exk3ameHauin MpakTnyHa MigroToeka ATtecTauis .
0,
HasaneHi ancunnninn Fonuum Kpenum % HaBYaHHSA HaBYaHHS Ha cecist nigroToeka no €0KI 300byBayiB Kanikynm Bckoro
1. O6oB’sA3koBi kOMnoHeHTu OMMN 5400 180 75 1 30 6 6 10 52
2. Bubipkosi komnoHeHTn OMMMN 1800 60 25 2 30 6 6 10 52
Bubipkosi ducyunniHu 3a
CrOUIaNbHICITIO 1560 52 21,7 3 30 6 6 10 52
Bubipkosi ducyunniHu 3a yrnodobaHHsM
cmyderma 240 8 3,3 4 27 6 0 5 1 4 43
3. lHWi BUAK HaBYaHHSA PaS%an 117 24 18 5 1 34 199
Pasom 3a OMn 7200 240 100,0
V. IPAKTUYHA NIArOTOBKA
Ne Bua npaktuku CemecTp FoanHn KpeauTn KinbkicTb TUXHIB
HaBuanbHa npakTuka 3
1 nporpamyBaHHs Ta 2 150 5 6
iHpopMaLiiHUX TEXHOMOTIN
HaBuanbHa npakTuka 3
2 NPOEKTyBaHHSA cUCTemM 4 150 5 6
Kibepbesneku
3 BupobHunya npaktuka 6 150 5 6
VI. KYPCOBI POBOTH | NPOEKTH
. KypcoBsa Kypcosun
Ne Hassa gncumnninm FoanHn Kpegutun po6ota NpoeKT CemecTp
1. Komm’toTepHa norika 30 1 + 3
KomnoHeHTHa 6a3a Ta
2. CXeMOTexHika B cuctemax 30 1 + 4
3axuCTy iHopmauii
3. TexHonorii 6e3neyHoro 30 1 + 5
nporpamyBaHHs
OcHoBM KpuntorpacdivyHoro Ta
4. cTeraHorpadiyHOro 3axucTy 30 1 + 6
iHopmauii
5. Komm’toTepHi mepexi 30 1 + 7
VIl. ATECTALIA 300BYBAYIB BULLOi OCBITU
Kinbkictb
Ne Cknapgosa aTecTauii FoanHn Kpegutn TUKHIB
1 MigroTtoBka Ta cknagaHHs 150 5 6

€0KI







