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SECTION 1. MODELS, METHODS AND INFORMATION TECHNOLOGIES IN
ECONOMICS / MOJEJIL, METOIU TA IHOOPMAIINHI TEXHOJIOT'TI B
EKOHOMIII

Tersina Koasb

K. ¢.-M. H., Ho11eHT Kadeapu eKOHOMIYHOI KiOCpHETUKA
HYBill Ykpaiunu, pakynsrer IT
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MOJIEJIIOBAHHS PUHKY OJIIMHUX KYJIbTYP B YMOBAX BIMChKOBUX JIIH

AHoranif. OmieXupoBuid KOMIUIEKC YKpaiHM XapaKTepU3yEThCS  IHTCHCUBHUM
PO3BHUTKOM, 3pOCTaHHSIM IEpepOOHHX TMOTY)KHOCTEH Yy TPOMHUCIOBOCTI Ta MOCTIHHUM
301IBLIEHHSIM IUIOL ITOCIBY OJIMHUX KYJBTYp HaBiTh B mepiol BiicbkoBUX Aid. Taka curyaris
3YMOBJIIOE BEJIUKE 3HAUEHHS OJEXHUPOBOIO KOMILIEKCY B CUCTEMI arporpOMHCIOBOIO
KOMIUIEKCY YKpaiHU Ta 3yMOBIIIOE BUCOKUI PIBEHb aKTyaJIbHOCTI HAYKOBUX JOCIIJDKEHb Y I

chepi.
KiriouoBi cjioBa: oiifHi Ky/lbTypH, pUHOK, 00CSTH BUPOOHHIITBA, PiBEHb MPUOYTKOBOCTI,
eKCIIOpT.

BCTYII

OniitHI KyJapTypH MalOTh BEIMYE3HE EKOHOMIYHE 3HA4YeHHS. 3 IiXHBOTO HACIHHS
BUTOTOBJISIIOTh POCIMHHI OJIii, $SKi BUKOPHUCTOBYIOTHCS B TaKHX Taly3sX, SK XapydoBa,
nakodapOoBa, TEKCTWIbHA, IIKIpsSHA, EJIEKTPOTEXHIYHA Ta MEIWYHA MPOMHUCIIOBICTD.
3pocTaHHs KOHKYPEHIII1 Ha PUHKY COHSIIITHUKOBOT OJIii MOCHUITUIIO HEOOXIMHICTh CTBOPEHHS Ta
peanizallii eKOHOMIYHUX MOXJIMBOCTEH ISl MIIBUIICHHS €(PEKTUBHOCTI Ta MPOJTYKTHUBHOCTI
OJTIEXKUPOBOTO KOMILJIEKCY Ta 3a0€3MeUEHHS HOT0 KOHKYPEHTOCITPOMOXKHOCTI.

[TocranoBka mpooIeMH.

OcranHi monii CyTT€BO BIUIMHYJIM Ha CHTYallil0 Ha YKPaiHCBKOMY PHHKY OJIMHUX
KynbTyp. BiiiHa Ta okymamis Teputopii YKpaiHu mpu3Bend 10 3MiH y CTPYKTYpl PHUHKY
OJIIMHUX KYJbTYp. MOJEIIOBaHHS Ta MPOTHO3yBaHHS PUHKY OJIMHUX KYJIbTYp B YKpaiHi Jae
3MOTYy 3HIBEJIIOBAaTH PU3UKH, ITOB’s3aH1 3 BUPOIIYBAHHIM OJIIHHUX KYJIBTYD.

AHaJi3 OCTAHHIX JOCTIIKEeHDb i nyoJrikaii. bararonepcrnekTuBHUMHU
(GbyHIaMEHTAIBHUMH JTOCHIPKEHHAMH BUPOOHMIITBA COHSIIHUKY 3aiiMalOThCS BITYM3HSAHI
BUeHI Ta exoHoMicTH: B. AmOpocos, B. Annpiituyk, O.Boponsnceka, I1.Ialigynskuii, B.
boiiko, M. TI'mamiii, O.I'ym3uncekuii, . Jomamenko, M.3y6eus, O.Kpucanbuumii, M.
Kponusko I.JIykinos, II. Makapenko, M. Manxotpa, B. Tkauyk, M.Mamnik, A. IBanko JI.
Mapwmyns, I1. Cabayk, €. Kupmmok, M.Xopynxuii, JI. Uepntok, [I. [llapma O. Illnuyaxk,
B.}OpunmuH.

Mera nyOaikauii. [IpoananizyBatu Ta AOCHIAMTH PUHOK OJIIHHMX KyNbTyp YKpaiHH,
BHU3HAYEHHS MIPOOJIEM 1 MEPCHIEKTUB HOTO PO3BUTKY.

PE3YJIbTATHU TA OBI'OBOPEHHSA

PuHOK coHsAmHMKY B VYKpaiHi Mae cTpaTeriuHe 3HaueHHs. BiH Mae HailOuibmry
MOTY)KHICTh Ha PHUHKY OJIii, 30alaHCOBaHUN 3a KIIOYOBUMH O0’€KTaMM Ta IMapaMeTpamu,
PO3BMHEHUI Ta HampaBlIeHUH Ha BHYTPIIIHIA OJi€nepepoOHH KOMILIEKC 3 MOJalIbIIOI0
eKCIIOPTHOIO JisTBHICTIO. BupoO6Huui nokasHuku crabuieHi. BBeaeno 10% excroptHe MuTO
Ha COHSIIHUK.

HaiiBuii reMnu pocty Mae puHOK coi B YkpaiHi. J[i1s1 Hboro xapakTepHi /Ba BEKTOpU
11e BUPOOHUITBO HepadiHOBAaHOT 0J1ii 3 OJJAJIBIINM €KCIIOPTOM Ta eKCIOpT HaciHHA. Excriopt
coi Mae qyxe no3utuHy auHamiky (0% ekcriopTae MHTO). JIOBrOCTPOKOBO MEPCIEKTHBHUIA.
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Punok pinaky B YKpaiHi epeBakHO SKCIIOPTOOPieHTOBaHUH (1M0AaTOK Ha excropt 0%),
HecTaOTbHUI 1 HemepenOauyBaHWW, Mae caMi BHCOKI TEMIHM 3pPOCTaHHS BPOKAHHOCTI.
KopoTKOCTpOKOBO NEPCHEKTHBHUN 3aBASKH 3pPOCTAHHIO BITYM3HSIHOI Traily3i nepepoOKu
pimaky. [1]

TinpKu 30UIBIIYIOUM CEPEeHIO BPOXKAWHICTh OJIMHHUX KYJIBTYp B MEPCHEKTHBI MOXKHA
JOCATTH 30UTBIICHHS BUPOOHHIITBA. 3aB/SIKM Mi00pY BUCOKOBPOXKAHHHMX TIOPUIAHUX COPTIB
MOJKHA JJOMOTTHCS TIBUILEHHS BPOXKAWHOCTI Ta OiHOCTI. YKpaiHa mocigae 2 micie y CBiTi
32 IUIONIAMH TIOCIBIB COHAMIHHUKY (6,6 MIH ra). AKTHBHHHA PO3BHTOK OJI€XKHPOBOL
MIPOMUCIIOBOCTI TOTpeOye HAJEeKHOTO piBHS 3a0e3nedeHHs OJIHHOI CHPOBHHOK. Yepes
MONUT Ha OJIIMHI KYyJbTYpU Ta iXHIO NPUOYTKOBICTH MH CIIOCTEPIrAa€EMO TIOCTYIIOBE
PO3MIMPEHHS TIOCIBHUX TIJIOI.

PiBeHb nmpuOYTKOBOCTI OJTiifHUX OyB Ha piBHI Bix 274 $/T o coi 1o 322 $/1 no HaciHHIO
COHSIIIHUKA. [2]

PiBeHb MPHOYTKOBOCTI OMHHUX $/T

400 322 325
274
200 96
8
0 22 14 222, 228
COHALLHUWK Cos Pinak ozumuiA
-200

m2021 w2022 m2023

Pucynox 1. Pisenv npubymxosocmi onivinux 3/m

Y 2023 pomi TiIbKM co€Bl 000M € HaWOUIBII TPUOYTKOBUMH, XO4Ya COEBI 000U
cTaHoBIATH Juiie 11% Bix 3araabHOTO BUPOOHUITBA 3€pHA Ta OMIHHUX KylbTyp. [lopiBHAHO
3 2021 pokoM TMOCIBHI IUIONIi COi 3HAYHO 3pocid. MeHmi mnoTpedbu B J00pHUBax,
BUKOPHUCTAHHS 3amaciB HaciHHs, monuT B €C 1 BUCOKMA BHYTPINIHIA TOMHUT 3pOOMIIH IO
KyJlIbTypy OUIbII Oa)kaHOTO /I 0araTbOX rOCIOapCTB.
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Pucynoxk 2. I[Ipocnos supobnuymea coi 6 Yxpaini, muc. m.

HaiiOinpmii 3aBoju, sKi 3aiiMaroTbcs mepepoOkoro ofii B YKpaiHi po3TalloBaHi B
MuxonaiBebkii, KipoBorpaacskiif, Onecbkiil, XapkiBcbkiil Ta JIHITPONETPOBCHKIM 00macTsX.
Yepes oOctpin Pocii Oynu mouiko/pkeHa iHPpacTpyKTypa uis 30epiraHHs, 110 MPU3BENOo 10
BEJIMKHUX BTPAT MPOIYKIi HIAPHEMCTBAMH.

Pociiiceke BropraeHHs B 2022 po1i BIUIMHYJIO HE TUIBKHM Ha MOCIBHI IO (CKOPOYEH1
3 6.6 mutH ra B 2021 pori 10 4.8 MITH ra.). a if Ha yKpaTHChKUI BpoXKall COHSITHUKY . [3]

BiiicbkoBi i CyTT€BO BIUIMHYJAM Ha PHHOK OJIMHUX KynbTyp: Ha okynmoBaHux
TEPUTOPIAX 3BAIMIIMIACH YacTUHA MIANPUEMCTB, OJloKaJa YOPHOMOPCHKUX TOPTIB,
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CKOPOTHUBCS EKCIIOPT OJii dYepe3 OJoKaay, NMPU3YMUHWIOCh BUPOOHUITBO HE TUIBKU B
ONMM3BKOCTI 110 JIiHII 3ITKHEHHS, BHYTPIIIHI I[IHM HAa COHAIIHMK 3HAYHO 3HU3WJIMCH, IO
MIPU3BEJIO JIO BEIMKHUX 00CATIB €KCIIOPTY HACIHHS COHSIITHHKA.

BUCHOBKU TA NEPCHEKTUBU INIOJAJBIIUX JOCJTIAKEHb

VYKpaiHCPKUH PUHOK ONIHHO-)KUPOBOi MPOJYKIii Ha CHOTOAHI € OJHUM 13
HANMEePCIeKTUBHIMINX HANPSAMKIB CUTBCHKOTOCIIOAAPChKOTO BUpoOHUITBA. Lle cdepa BmBy
€KOHOMIYHMX BIIHOCMH MDK pI3HHMH TpyIaMH CUIbCBKOTOCHOJAPCHKUX BHPOOHUKIB,
nepepoOHMKIB 1 crokuBayiB ToOBapiB. Jly)ke BaKJIIMBO HApOIIyBaTH BHUPOOHHIITBO IS
BHYTPIIIHBOTO PUHKY Ta MOCTIHHO PO3MIMPIOBATH MPHUCYTHICTh KpaiHUM Ha MDKHApPOJHOMY
PHUHKY.

3a pe3ynbTaTaMu IPOBEJEHUX J0CTIKEHb 3p00JIEHO HACTYIH1 BUCHOBKH:

Punok consmHuKy B VYKpaiHi Mae cTpaTeriyHe 3HadyeHHs. BiH Mae HaiOuIbIIy
MOTY)XHICTb Ha PUHKY OJIMHMX KYJIbTYp XapaKTepU3YeEThCsl CTAOUIBHUMU BUPOOHUYUMHU
MOKa3HUKAMH.

Punok coi B YkpaiHi € qyke OTUHAMIYHUM IOPIBHSHO 3 IHIIMMHM PUHKaMHU OJIHHUX
KyJIbTyp, MAalOUd HaWBHIIlI TEMIM 3pPOCTaHHA 3a IUIOIICI0 Ta 3arajlbHUM YPOXKa€eM.
He3pakaroun Ha BiiiHY, cOs cTajia piAKICHUM BUIIAJKOM 3HAYHOTO 3POCTAHHS

Punok pinaky B VYkpaiHi NEpeBa)kHO EKCIIOPTOOPIEHTOBAHUNW Ma€ HAMBUILI TEMIIH
3pocTaHHd BpoxkaiHOocTi. [lepcrneKkTHBHMI 3aBASKM 3pOCTaHHIO BITYM3HSHOI ramysi
nepepoOKH pinaxy.

[IpoananizoBaHO BIJIMB BINICHKOBUX /Il Ha YKpaiHi Ha MOCIBHI TUIONTI OJIIHHUX KYJIBTYP

[IpoBeneHo aHai3 CBITOBOTO PUHKY OJIIHHUX KYJIBTYp: BUCOKA MPOTIO3UIIIS COi B CBITI ,
migepcbki mo3uilii CHIA BTpauyaroTbCsi; 30UTBIICHHS BHPOOHHWIITBA  POCIWHHHX OJIIi;
3MEHIICHHS TIEPEXITHUX 3ATHIIKIB HACIHHS COHSIIHHUKY; BIAKPUTTS KHUTAMCHKOTO PUHKY IS
eKCIIOPTY 3 YKpalHU COHSIIHUKOBOTO IIPOTY; 30UIBIICHHS OOCATIB BHPOOHUIITBA
BHUCOKOOJIETHOBOTO COHSIIHMKY; BHUCOKMH IONMUT HAa COO, YINOBUIBHIOE MAJIHHS IIH Ha

KYJIbTYpY.

MNOCHUJIAHHSA (ITEPEKJIAJEHI TA TPAHCJIITEPOBAHI)
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MODELLING OF SUSTAINABLE DEVELOPMENT OF UKRAINIAN AGRICULTURAL
ENTERPRISES

Abstract. The scientific work is focused on modelling the sustainable development of
agricultural enterprises in Ukraine using a taxonomic approach that allows to classify and
evaluate the interaction of the main sustainability factors. Three main sustainable development
indicators were identified: economic, social and environmental. The proposed mathematical
methods and formulas for standardising data, calculating distances to reference points and the
integral index of sustainable development allow to effectively assess enterprises' sustainability
level and determine optimal strategies for their development. Taxonomic modelling contributes
to the comprehensive analysis and optimisation of the activities of agricultural enterprises, which
is an important step towards ensuring food security and social stability in the face of global
challenges.

Keywords: sustainable development, economic and mathematical methods, taxonomic
modelling, agricultural enterprises, indicators.

1. INTRODUCTION

The agricultural sector of Ukraine is one of the key components of the national
economy, providing a significant part of the gross domestic product, export earnings and food
security. At the same time, the sustainable development of agricultural enterprises in Ukraine
is becoming increasingly relevant in the context of global changes, such as climate change,
social transformations and global economic challenges. An important problem is preserving
ecological balance while maximizing the economic efficiency of agricultural production.

Research by Ukrainian and foreign authors confirms the need to develop integrated
models of sustainable development for agricultural enterprises that combine economic,
environmental and social aspects. Such studies focus on the application of a systematic
approach and multi-criteria assessment for the analysis of the sustainability of various models
of agricultural production. In particular, Ukraine is actively developing approaches to the
integration of ecological innovations, renewable energy sources, as well as strategies to
increase the social responsibility of agricultural enterprises.

Analysis of recent research and publications. The issue of modelling the sustainable
development of Ukrainian enterprises using taxonomic analysis has been the subject of
research by many domestic and foreign scientists, in particular Kamishnikova E., Vereskun
M., Verzylova, K., Krykhovetska Z., Shchypailo S., Kropelnytska S., Lyzhnyk Y., Bocharova
Y. and others [1-3]. Their work is focused on the development of integrated models that take
into account the economic, environmental and social aspects of sustainable development, as
well as on the application of a systemic approach and multi-criteria assessment to analyse the
sustainability of agricultural enterprises.

However, taking into account the specificity of agricultural production, which is
characterized by high dependence on natural and climatic conditions, seasonality and
increased environmental risks, there is an urgent need to conduct research aimed specifically
at modelling the sustainable development of agricultural enterprises. This will allow taking
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into account the specifics of this sector and ensure an effective combination of economic
performance, environmental sustainability and social responsibility.

2. RESULTS AND DISCUSSION

This research includes modelling the sustainable development of agricultural enterprises
in Ukraine through a taxonomic approach, which allows the classification and evaluation of
the interaction of the main sustainability factors. The conducted research established that
sustainable development in the context of the agricultural sector means a combination of
economic, social and ecological aspects to ensure long-term growth. Indicators of sustainable
development were divided into three main groups: economic, social and ecological. For each
of the groups, specific criteria were defined, allowing to assess the level of sustainability of
the enterprise.

It is worth noting that economic indicators include the efficiency of resource use, the
level of profitability, and the ability to adapt to changing economic conditions. Ecological
indicators encompass factors such as the implementation of sustainable agricultural practices,
preservation of soil and water resources, carbon emissions reduction, and mitigation of other
environmental pollutants. Social indicators assess the level of development of rural
communities, the provision of social services and jobs, and the improvement of the quality of
life in the countryside.

The developed taxonomy allows to effectively classify agricultural enterprises
according to the level of sustainability and helps to choose the best ways to improve their
activities in conditions of uncertainty. Several important aspects that contribute to sustainable
development were also identified, in particular, innovative technologies, adaptation to climate
change, and efficient use of natural resources. The second stage is the creation of an
observation matrix, which displays the values of the selected indicators for each enterprise for
certain periods. This stage also standardises the data to compare the results between different
enterprises.

Various mathematical approaches can be used to conduct a taxonomic analysis of the
sustainable development of agricultural enterprises, in particular, to assess the level of
sustainability using taxonomic indices. To compare indicators that have different units of
measurement, they need to be normalised [1-2].

Xl =

i max| X: |-min(X;:)
J W

H[_I:—mlnl:ﬁ_l.-:l

1)

where: Xij - the value of the jth indicator for the ith object (enterprise or period)

min (Xi;) max (Xj) - the minimum and maximum value of indicator j among all objects.

We use the Euclidean distance to determine the distance between each object and a
reference point to obtain the overall level of sustainable development.

Cio = H||IE;-!=1(E:';' - zc-j]: 2)

where Cij — is a multidimensional Euclidean distance between individual observations
and a vector reference for each distinct indicator of the enterprise development level.
Zij— is the standardized value of j in the i object.
Zoj — the value of the indicator at the reference point.
Formula 3 is used to determine the integral index of sustainable development based on
distances
E.
ITI. =1— C;z (3)
Cio — the distance between the ith object and the reference point;
Co — average value of all distances to the reference point.
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Determination of the impact of each indicator on the overall level of sustainable
development.

w; = =2 100 (4)

Rk, (@2 )®
where w,;is the value of the indicator in the evaluation of a given object for a certain

period.

These formulas will help to clearly and effectively describe the main stages of the
analysis of the sustainable development of agricultural enterprises using the taxonomic
method.

3. CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

To ensure the sustainable development of agricultural enterprises of Ukraine, it is
important to apply an integrated approach that takes into account all aspects of sustainability:
economic, ecological and social.

This approach makes it possible to form a comprehensive assessment of the
development of enterprises based on multiple indicators, taking into account economic, social
and environmental aspects. The inclusion of this method in the practice of agricultural
management will make it possible to effectively promote the transition to sustainable
development, which is key to ensuring food security and social stability in the face of global
challenges.

Therefore, the introduction of taxonomic modelling allows not only to systematize
indicators of sustainable development but also to determine of optimal strategies for
enterprises aimed at improving their efficiency and environmental responsibility.
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OLIIHKA BIUIMBY BIMHH TA IHILINX IIIOKIB HA ATPOBIZHEC B VKPAIHI

Anoramin. /lana pobora NpuCBSYEHAa aHANi3y Ta OIIHII PU3WKIB, XapakTEPHUX JUIs
arpapHoro 0i3Hecy B yMOBaX MaKpOSKOHOMIYHOI HEBHU3HAYEHOCTi, IOB'sI3aHOi 3
BIHCHKOBHMH JIiSIMH Ha TepUTOpii YKpaiHM, a TakoX OKpPECIeHHI0 HEOOXiJHOCTI Ta
MOXJIMBHX HaCIiZKIB Ji/pKUTaNi3anii arpapHoro cekrtopy. [IpoBeneHe mociimKeHHsS
BKJIFOYAJIO aHaJIi3 CTIMKOCTI arpoXONIUHTIB B YKpaiHi JI0 Ta Micis LIOKOBOTO MeEpiofy, a
TaKOX IX 1HBECTHUIIHHOI MpHUBAaOIMBOCTI. Il OLIHKM PU3WKIB, MOB'A3aHUX 3 MAisUIbHICTIO
CUTBCHKOTOCIIOZIAPCEKUX ~ BUPOOHHMKIB ~ YKpaiHM B yMOBaXx  MaKpOEKOHOMIYHOI
HEBH3HAYEHOCTI, 30KpeMa B IIOKOBHH Iepion, Oyino oOpaHO HaWOLIbLIl arpoXojIuHTU
VYxpainu, akiii SKux KOTHPYIOThCsl Ha BapiaBcbkiii Ta JIoHAOHCBKIH Gipkax.
[HpopManiiiHo 0a30l0 AOCITIHKEHHs CIYTyBalM IOACHHI KOTHPYBaHHS akiiii oOpaHux
arpoxoiauHriB. Bubipka Oyna mojineHa Ha TpU NepioAM: O WIOKY, SKUH
XapaKTepu3yBaBcs MEBHUM DPiBHEM CTaOUIBHOCTI; MEpioj LIOKY, CIIPHYMHEHOro BiHHOIO;
Nepios BiHOBJICHHSI ITICIIS IIOKY.

KiriouoBi ciioBa: oliHKa pU3uKiB, HEBU3HAYEHICTh, IOKOBI TIEPioIn

Jlo BilicbkoBOoTO BTOprHeHHs1 PD VYikpaina mepeOyBasia cepen CBITOBUX JifepiB 3a
€KCIIOPTOM CLIBCHKOTOCTIOAPCHKUX MPOMYKTIB, BIJ SKHX 3aJCKHUTh IMPOJIOBOJIHYA Oe3meka
0aratbox KpaiH, arpapHUi CEKTOp € OJHIEI0 3 TOJIOBHHUX Tally3ed YKpaiHChKOT €KOHOMIKH.
Biiina B YkpaiHi cTana TpeTiM aCHMETPUYHUM IIOKOM, SIK Ha3UBaIOTh OO0 €KOHOMICTH, KU
€BpPOCOIO3 MEPEKUB 32 OCTAHHI JBa ACCATHIITTS MICIs (iHAHCOBO-eKOHOMIYHOT Kpu3u 2008
POKy Ta HacTymHO1 Kpu3u €Bpo3onu Ta nanaemii COVID-19 BuokpemitoroThses hakTopw, sKi
MOXYTb MaTH pYHHIBHUHA BIUIMB Ha MPOJOBOJbUY O€3MeKy Ha €BPONEHCHKOMY Ta
r100aNbHOMY PIBHSX, a caMe Ii100alibHe MOTEIUIIHHS, 10 MPU3BOAUTD A0 KIIMATHYHHUX 3MIH;
COVID-19 — BcecBiTHs maHaeMis Ta BiifHa B YKpaiHi.

2. TEOPETUYHI OCHOBHA

KinbkicTh €K3MCTEHLIMHMX BHKJIMKIB, 3 SKAMH CTHKHYJIAach arpapHa Traiy3b B
pe3ynbTaTi TOBHOMAcIITaOHOT BiHHM, HaJa3BUYaiiHAa: BTpaTa akTUBIB HAa THMYacOBO
OKYIIOBaHUX TEPUTOPIAX, 3aMiHOBaHA 3eMiid, OlOKaja MOPTIB, OOCTPUIM Ta pyWHYBaHHS
MOPTOBOi 1H(PPACTPYKTYpU, 3HHILEHHS MIANPUEMCTB 1 TEXHIKH, ONOKYBaHHS KOPIOHIB
3aX1IHUMHM CyciaMHu, JeQiuuT poOOYMX pyK, BOJATHIBHICTH HA CBITOBUX pPHHKaXx.
He3Baxarouu Ha Te, 1110 BC1 TUIM BUPOOHMKIB CLIILCHKOTOCIIOAAPCHKOT MPOTYKIIT CTUKAIOTHCS
3 cepilo3HUMH TpoOieMaMu, HailOUIbIIa yacTKa BTpaT, MOB’S3aHUX 3 BIHOO, NMPHUIAJAE Ha
BEJIMKHUH IHAYCTpiabHUI arpoOizHec Ajie HaBiTh Ha Tii 30MTKIB YKpaiHCBKUH arpocekTop
3ajy4ae IHBECTUIIIl, CTBOPIOE poOoUi Miclisl, HOMYISAPU3Y€E YKPaiHChKE CUTLChKE IOCIIOAAPCTBO
y CBiTi, TeHepye 3HAa4YH1 HAJXOJKEHHS J10 AepkOromkery i opmye Benuky yactky BBII
VYkpainu. Tomy aHanmiz motodHoi cutyauii (yHKIIOHYBaHHS arpoBHUPOOHUKIB , OLIHKA iX
IHBECTUIIHOT CIPOMOXHOCTI Ta NPUBAOIMBOCTI Ta MPOTHO3YBAaHHS TPEHIIB PO3BHUTKY B
YMOBaX MaKpOEKOHOMIYHOI HECTaOUIbHOCTI CTAHOBJATh HAYKOBMH IHTEpeC Ta IIHHICTb
MPAKTUYHOTO 3aCTOCYBaHHSA. MeTOI0 JOCII/DKEHHS € aHalli3 Ta OLIHKAa PU3MKIB arpapHOro
CeKTOpY YKpaiHM B yMOBaxX MaKpOEKOHOMIUHOi HecTaOuibHOCTI pi3HOi mpupoau. CyTb
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JOCIIDKEHHS TOJIATae y MPOBEICHHI aHalli3y CTIMKOCTI arpoXOJIIUHTIB YKpaiHH A0 Ta Iicis
IIOKOBUX NEPIOJIiB, CIPUYUHEHHUX KPU30I0 Ta BIHHOIO.

Jns  OWIHKKM pU3HMKIB (QYHKUIOHYBAaHHS arpapHUX BHpPOOHUKIB YKpaiHM 3a YMOB
MaKpOCKOHOMIYHO1 HECTaOLIBbHOCTI 3 BHIUICHHSIM IIIOKOBOTO Tiepiogy Oyio oOpaHo
HAOUIBIII arpoXoJIUHTA YKpaiHu, 10 TpeacTaBieHi Ha BapmaBcekiii Ta JIoHIOHCHKIM
oipxkax: MXII (MHP), Acrapra (ASTH), Arporon (AGTP), IMK (IMC), Osoctap (OVO),
Arpomira (AGLP), KSG Arpo (KSG) ta Kepuen (KER). Iadopmariiine 3a0e3nedeHHS
JOCITIDKEHHS BKITFOYAJIO II0ICHH] iHU aKIiid 0OpaHuX arpoxoiauHriB (puc.l).
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Pucynox 1. l[Ipoeno3zysanns npubymxogocmi azpoxonouHzie

OxkpeMo mpoanainizoBaHo nokasHuku aisa nepiogy COVID-19 Ta BilinuB Ykpaini Bubipka
Oylla mojuIeHa Ha TPH MEpioAu: MEepiof A0 IIOKY, SIKHH XapaKTepU3YETbCS NMEBHUM pIBHEM
cTaOUIBHOCTI; MEpioJl MIOKY, Ta MepioJl BIMHOBJICHHS Micis MIOKY. BinmoBigHi AOCTiIKEHHS
MIPOBOJIMIIOCH HA OCHOBI IHAMKATOPIB TNIMOMHM IIOKY Ta PiBHS BiIHOBJICHHS MICHS IIOKY.

Jlisi  XapaKTepUCTUKU CHIBBIIHOIICHHS «PH3UK-PE3yJbTaT» B yMOBaxX IIOKYy OyJio
BUKOPHCTAHO JBa MOKAa3HUKW. [lepiinii MOKa3HMK O3HAYae «raubuHy moky» (Sd), sxa

cost}nm
Shock deepness = —2——1,
BHU3HAYAETHCS K costsy_q
min

, costgy,

ae - MiHIMaJIbHa L{iHa B IOKOBOMY IEpio/i,

€0Stsp-1. o3nauae CEpEeHIO I[IHY B JOLMIOKOBOMY MEPIO/Ii.
Jpyruil iHaukatop BinoOpakae «piBeHb BiTHOBIEHHS» (Rr), SKUN BU3HAYAETHCA SIK:

costg;
Recovery rate = —2%,
costg,_,
COStS_ +1 . . . .
ne p+1- cepeHs MiHA Y MICISAIIOKOBOMY MEPIOIi.

Oco0nuBy yBary MpUIUICHO OIIHIII PHU3UKIB JJIs MIOKOBOTO mepioay. [lmst mporo
BUKOPHUCTAHO JBa MOKA3HUKU: TIMOMHA MIOKY Ta PiBE€Hb BiTHOBJICHHA. [IpoBeneHO OIIHKY
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pu3uKy Ha 0a31 KOHIIETIIi BapiaTUBHOCTI Ta OLIHKY PU3UKY B paMKax miaxoy value at risk Ta
conditional value at risk.

3. PE3YJIbTATU TA OBI'OBOPEHHSA

PosrnsinyTo iHBECTHIIHY MPUBAOIMBICTh arpOXOJIIMHTIB YKpaiHA B YMOBAxX MaHAeMii
Ta BIfHM, [0 CHPUYMHWIN IOKOBHUU IEpioJl, BCTAHOBICHO TJIUOWHY IIOKY Ta PIBCHb
BIJTHOBJICHHS JJIs1 HAOUTBIIUX arpOXOJIIMHTIB YKpaiHu. Y ceperHbOMY KOMMaHii Maibke He
BiJIUyJU BIUIMBY MaHJAEMIi, a micys Hel HaBmaku nmpupociu B moHan 1,5 pasu. Ha Biqminy Bin
[[bOTO, BIUIMB BiifHM OyB pyHHIBHUM JUIs BCIX KOMHOaHIA. Y cepegHbOMY Y MEpioj IIOKY
arpoxXoJIIUHTH Tpocut Ha 51%, mpu 1IbOMY BITHOBUTHCS 3MoTyM Jumie Ha 63%. Ilicns
naHAeMii cepeHsl BapTICTh aKIlii 3pociia y BCIX KOMMAaHI{, 1 SIKIIO A0 MaHJAeMil MOJIOBHHA
KOMITaHI Maja BII’€MHY CEpEIHI0 MPUOYTKOBICTh, TO MIcCJs HEl BCl arpoXOJIIUHTU Maju
MTO3UTUBHY MPUOYTKOBICTD.

Edexr BiliHM OyB OUIbII HOMITHUM. BiIbIIICTh KOMIIaHIN CYTTEBO BTPATHIIM B CEpeHIN
MpUOYTKOBOCTI. JlOCHIKEHHSAMH TOBEJICHO 3HUKEHHS PU3UKOBOCTI IHBECTYBAHHSI: 10 BIMHH
pusuk craHoBuB 8,2%, mik OyB mix yac mokoBoro mepioxy — 11,2% micast 4oro ctpiMke
3HWKEHHS 10 6,6%. lle B koTpuil pa3 CBIOUHTH, IO arpapHUil CEKTOp € OJIHUM 3
HAWTOJIOBHIIINX CEKTOpIB YKpaiHu. Pe3ynbTaTH OIIHKM pU3MKY B pamkax miaxoay VaR ta
CVaR Takox miATBEpAUIN PI3HULIIO MPUPOCTY PU3HKOBOCTI B Pi3HI MEpiou HECTAOLILHOCTI.
Jyis O1IBIIOCTI KOMITaHIM CIIOCTEPIraeThcs HE3HAUHE 3HMKEHHS CepeTHBOro 00CATY TOPTiB Y
IIOKOBUH TIE€Pi0JI, TOB'SI3aHUHN 3 TAHAEMICIO Ta 3HAYHE 30UTBIICHHSIM Y ITICISITIOKOBHH TEPIO.
[IpoTunexxHa curyarliss MPOCTIIKOBYEThCS Yy TIEploJ BIMHM — TOPr akiissMH 3HAYHO
3MEHIIIUBCS: KOIHA KOMIIaHis HE BITHOBUJIA PIBEHB JOMIOKOBOTO MIEPIOYi.

BUCHOBKU TA NEPCHEKTUBU INOJAJBINUX JOCJTIAKEHb

OpuriHaTBHICTh TOCTIKEHHS TOJISIrae B po3po0Ili Ta ampobarii KOMIUIEKCY MiIX0/iB,
SIK1 JIO3BOJISIIOTh OJTHOYACHO BPaxOBYBATH Pi3H1 0COOJIMBOCTI MPOSIBY PU3UKIB, CIPUIMHEHUX
IOKOBHUMH TepiogaMH Pi3HOiT mpupoau. [IpakTuyHa MiHHICTh TOCTIDKEHHS TOJISITae y aHaTi31
Ta TMOPIBHSHHI HEraTUBHOTO BIUIMBY PHU3WKIB IIOKOBUX TMEPIOJIB Ta OIHII IHBECTHIIHOT
MPUBAOIMBOCTI arpoXOJIIMHTIB, IO MOXE€ OYTH BHUKOPHUCTAHO I IPUHHATTS pIllIEeHb Ta
MIPOTHO3YBaHHS TMOJANBIINX TPAEKTOPI KPYIMHOTO YKPAiHCBKOrO arpoOi3Hecy. 3araiom
MO>KEMO 3pOOUTH BHUCHOBOK, III0 arpOXOJIIMHTY OyliM Maike HeypasJIUBUMH J0 MaHAEMIl i
HaBITh JIEMOHCTPYBAIIM MPUPICT, MPOTE BiifHA Maya pyiHIBHUI edeKT aOCOIIOTHO IS BCIX
koMmmaHiii. [lojganpini JOCHIIKEHHS MOXYTh OyTH CHOpPSMOBaHI Ha MPOTHO3YBAHHS
BiJIHOBJICHHSI IHBECTHI[ITHOT MPUBAOIUBOCTI B TIEP10/T MIOBOEHHOTO BiAPOKCHHS.
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[IUOPOBA TPAHCO®OPMAILA JISAJIBHOCTI ATPAPHUX HIAIIPUEMCTB B
VKPATHI

AHortanin. PosrisHyro sk 1m¢poBa TpaHcdopmalis MOKE JIONOMOITH BHPIIIUTH
npoOJIeMH arpapHOro CEKTOpY YKpaiHH CTaTH OLTBII KOHKYPEHTOCIPOMOXKHHM Ha CBITOBOMY
puHKy. HaBemeHo TeopeTwuHi Ta NMpaKTUYHI acHeKTH CTaHOBIEHHs LU(poBOI TpaHchopmaii
JIsUTBHOCTI arpapHuX HianpueMcts, 30kpema TOB CIT «HiOymnon», sike € CriibHUM YKpaiHCbKO—
YrOpPChKO—aHTJIHCHKUM  CLIBCHKOTOCITONAPCHKUM  IMIJNPHUEMCTBOM Ta PO3KPUTO  HATPSIMH
BJIOCKOHAJICHHS YIIPABJIIHHSA IiJIPUEMCTBOM Ha OCHOBI Tepexoay Ha MHU(POBI TEXHOJOTII.
[TpoBeneHo KopensIiiHO-perpeciiHuii aHani3 BUPOOHHUIITBA 3€pHA  IMIANPUEMCTBOM, SIKE €
NPOBIJTHAM E€KCIIOPTEPOM 3EpHOBHX B KpaiHi, pPEKOMEHJOBaHa MOJEb BIUIMBY 3HAYMMHUX
(axTopiB, SIKI MOXKYTh MOKPAIIUTH JiSUTLHICTh KOMIIaHIi 3a MM HanpsiMkoM. HaziaHi iHCTpyMeHTH
dpoBizalli iCHYIOUMX TPhOX CBITOBUX MOJEel BIPOBAa/DKEHHS HNU(POBUX TEXHOJOTIH, SKI
B3a€MOIIOB'A3aHI MDK CO0OI0, a PiBEHb iX 3aCTOCYBaHHS BH3HAYAETHCS KUIBKICTIO Ta SKICTIO
B3a€MO3B'SI3KIB 3 IHIIUMH IHCTPYMEHTAMHM Ta MeEXaHi3MaMH ITUPPOBOI TpaHcdopmallii BChOro
arpoIpoOMHUCIOBOTO KOMILIEKCY.

KoarouoBi ciioBa: mudpoBizaiiis; arpapHuii cekrop; uupoBuil mpocTip.

BCTYII

B cydacHux yMoBax, KOJIM pPO3BUBAETHCA TII0OANbHE 1H(GOpPMAIliiHE CYCHUIBLCTBO,
CTBOPIOETHCA HOBUH HHGPOBUI eKoHOMIYHMH ykian. I[ludposizaiis mpoHUKae y BCi
€KOHOMIYHI Ta BUPOOHWYI TporecHChOrOHI BCIO MISUTBHICTh MIANPHEMCTB, €()EKTHUBHE
YOpaBIiHHA HUMH TOTPIOHO OPraHi3oBYBaTH 3 OTJISAAy Ha IepexiJ Ha HOBI NPUHIMITH
nudpoBoi E€KOHOMIKM 3 ypaxXyBaHHSM IIPOTHO3IB IiILHOCTI mianpuemctBa. lludposa
Tpanchopmarlisi - e Mpolec BIPOBAHKEHHS IHHOBAIIMHUX TEXHOJIOTIH, TaKMX SIK IITYYHUHA
IHTENNEeKT, [HTepHeT peueid, BEIMKI JaHi Ta OJOKYEHH, JJIA MiABUIICHHS €(EKTHBHOCTI Ta
MPOTYKTUBHOCTI.

IlocTanoBka mpobGaemu. B VYkpaini arpapHuii CEKTOp Bifirpae BaXXJIUBY pOJIb Yy
€KOHOMIIll, a/pKe KpaiHa € OJHUM 3 HAHOUIBIIMX EKCIOPTEPIB CLILCHKOTOCIOAPChKOT
nponaykuii y cBiti. OfHak yKpaiHChKUN arpapHUl CEKTOpP CTHUKAETHCS 3 HU3KOIO MpoOiieM,
TaKMX SK 3acTapiii TEXHOJOTIi, HU3bKa MPOAYKTUBHICTH Ipalli Ta BUCOKA 3aJI€KHICTh Bij
moncbkoro (akropa. [ludposa Tpanchopmarriss MOKe TOTIOMOTTH BHPIIIUTH 111 IPOOIeMH Ta
3poOUTH arpapHUii ceKTop YKpaiHu OUTbI KOHKYPEHTOCIPOMOXHUM Ha CBITOBOMY PUHKY.

AHaJii3 ocTaHHIX qocaiIKeHb i mydaikaniii. 3riTHO BUZHAYEHHIO Ta JIHTBICTUYHOMY
MOXOJUKEHHIO TepMiH «uudposizauis» (Big anri. digitalization) — siBisie coO0I0 MepeBeICHHS
iHpOpMaLIfHUX JaHUX Y YUCIOBY Gopmy [1].

Ha nymxy A. Ukan uudpoBi3amis € YMOXJIMBIICHHSIM, TOKpAaIlleHHsIM U
TpaHchopMarliero 6i3Hec-onepalliid, GyHKIiH, Moaenel Ta AISIbHOCTI OpraHi3aliil a Takox,
3arajoM, € MUIAXOM W METOJOM  BHKOPUCTaHHS HOBITHIX IU(PPOBHUX TEXHOJOTIH, IO
nepeadaydae MUPOKEe BUKOPUCTAaHHS iH(popMallii B orMdpoBaHniil Gpopmi, 1110 nepeTBopeHa Ha
IHTEJIeKT i CUCTeMy MPAaKTUYHUX 3HaHb [2, c. 60].

binbim mmpokuii norisa Ha uugpoBizalio nepeadayae BUKOPUCTAHHS OO TEPMIHY
JUI. TIO3HAYeHHS MPOLIECiB, 10 BiIOYBAIOTHCS 3apa3 HE JIUIIE Ha piBHI Oi3HEC-CTPYKTYp, a i
cycminbcTBa, 3aranoM. Otmxe, muppoBy TpaHChOpPMAII0 CiA PO3IISAATH SK IPOLec
Mepexoly MiAIPUEMCTBA Bif 3acTapiivX TPaJAULIHHUX MIAXOJIB A0 BUKOPHCTAHHS HOBHX
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cnoco0iB Ta (opMm oprasizamii JiSUIBHOCTI ¥ MUCIIEHHS, BUKOPUCTOBYIOUH LHU(POBI,
colLiaIbH1, MOOUTBHI ¥ IHIII BUAX HOBUX TEXHOJIOTIH.

Mera ny6Jaikanii: po3riITHYTHM TEOpETHYHI Ta TWPAKTUYHI AacleKkTd IHQpPOBOi
TpaHchopMmaii aisIbHOCTI arpapHux mignpueMmcts (Ha npukiaaai TOB CII «HiOynon», ske €
CIUTBHUM YKPaTHCHKO-YrOPChKO-aHTIMCHKUM CUTBCHKOTOCIIONAPCHKUM IMIATIPHEMCTBOM) Ta
3’sICyBaTH HANpsSMHU BJIOCKOHAJICHHS YIPABIIHHS MiANMPHEMCTBOM Ha OCHOBI Iepexoay Ha
U(pPOBiI TEXHOJIOT1.

TEOPETUYHI OCHOBHA

3acToCyBaHHS CY4YaCHMX YIPAaBJIIHCBKMX TEXHOJIOTIH, MOOYAOBaHMX Ha LU(POBUX
MOJENSAX Oprasizaimii CUIbCHKOTOCHOJAPChKUX BHPOOHHUIITB, CTAa€ HEBIA'€MHOI0 YAaCTUHONO
Cy4acHOTO arpapHoro cekropy Ykpaiunu [3, c. 175].

AHaini3 BITYM3HSHOTO Ta MDKHAPOJIHOTO JOCBIAY MOKA3ye, 110 3aCTOCYBAHHS LIMPPOBUX
TEXHOJIOTIM € OJHUM 13 BaXJIMBUX (aKTOPIB, IO 3a0€3MeUyIOTh 3pOCTAaHHS MPOAYKTUBHOCTI
mpaii, pecypco30epekeHHs, CTaOUTbHOCTI BUPOOHUIITBA CUTbCHKOTOCIIOAAPCHKOT MPOTYKITiT
Ta CHUPOBUHH, 3HIDKCHHS BTpAT TMPOMYKIIi Y BHPOOHHUOMY JIAHIFOKKY: BHPOOHHIITBO-
TpaHCIOPTYBaHHA-30epiraHHA-peai3alis. [Mudposizaris MIEPETBOPIOE CUIbChKE
rOCIO/IapCTBO HAa BHCOKOTEXHOJIOTTYHUN CEKTOp EKOHOMIKH, A€ OOpoOJNAIOThCS MacHBU
BEJIMKUX JIaHUX, 110 HAIXOAATh BiJ YHMCIEHHHMX CEHCOPIB, BCTAHOBJIEHUX y MOJIi, Ha (depmi,
CUIbCHKOTOCTIOJAPChKIN TEXHIIl1, B1l METEOCTaHI1{, CYyTHUKIB Ta IHIINX CUCTEM.

Jlis  cUIbCHKOTOCIIOAPCHKUX TOBAPOBUPOOHUKIB OCOOIMBHI IHTEpEC CTAHOBIATH
CHCTEMH KOHTPOJIIO Ta aHATI3y JAHUX Y PEeXKHUMI peaabHoro yacy. CucremMa KOHTPOJIIO TUIAHYE
BUPOOHUYI TPOIIECH, KOPHUTYE TUTAHM y XOJI X BHKOHAHHS, 32 JOTIOMOTONO MIAKITIOUYEHUX
JMAaTYMKIB Ta TPUIAIIB AaBTOMATHUYHO PEECTPYE TEPMIHM BHKOHAaHHA poOiT. [lpakTuune
3aCTOCYBaHHS PO3POOJICHOT CHCTEMH T0Ka3alio, 0 MPOIYKTHUBHICTh MOXKEe OyTH 301UIbIIeHa
BJIBI4i, EKOHOMIsI MaTepiaibHUX MiHHOCTEH 10 50 %, a BposkaiiHiCTh MigBUIIyeThCs HA 10-15
% [4, c. 207].

Jlnst peanizamii mpoueciB mudpoBoi TpaHchopmallii iCHye IMHUPOKHA BUOIp PI3HUX
Cy4acHUX KOHIEIIIIN B YIPaBIiHHI, SK1 MpeACTaBiIeHI Ha pucC. 1.

] Buiplna KUIBKICTh JaHHX

— BukopucTaHHS iHTepHETY pedeit

— BukopHcTaHHS poGOTOTEXHIKH

- XMapHi TEXHOIOTIi

— Biokdeitn

VIIpapHHA MIAMPHEMCTBOM
I

— Il Ty9HHI IHTeTeKT

Pucynox 1. Lugpposuii npocmip ynpasninua nionpuemcmeom
Kommanis TOB CII «HIBYJIOH» - mne BiIMIHHMI TpPUKIaJ TOTOBHOCTI
arpoIrpoMHCIIOBOTr0O Oi3HeCy 3A1MCHIOBATH IHBECTHUIIII B PO3BUTOK LU(POBOrO0 MaOYTHHOTO,
HaBITh HE 3Ba)Kal0YM HAa KPU30B1 yMOBU (YHKI[IOHYBAHHS Il YaC BOEHHMX MO/l B YKpaiHi
i 3HaUHUX (DIHAHCOBUX Ta PECYPCHUX BTPAT Oi3HECY.
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B cBiil yac, mpoBeJeHHS JI€TATBbHOTO aHaJi3y MOKJIMBHX BapiaHTIB Ta ajJbTEPHATUB
peaiizamii MUGpPOBHUX PINICHb B YIPaBIiHHI KOMMaHic€o A03Boimio obparu 113 Microsoft
Azure, sike CTaJI0 ONTHMAJIBHUM Ta OXOIUTIOBAJIO BCI KITFOUOBI KPUTHYHI 11 PYHKIIOHYBAHHS
KoMmmaHii Oi3Hec-cepBicH. 3aCTOCYBaHHS TaKOTO PIICHHS TO3BOJHIIO YCYHYTH MOKJIHMBICTH
BUHHUKHCHHS 3HAYHUX Tepe0oiB y poOoTi migmpueMmcTBa. Takok 3 METOI pe3epBYBATH
kputnuHi kKaHamm 3B's13ky TOB CIT «HIBYJIOH» BcTaHoBWIO 00NaJHAHHS JUISl MATPUMKH
cynytHukoBoro 3B's3Ky Big komnanii STARLINK. B 2023 poui kommnaniero 0yia0 npuidHATO
pimeHHs: mpo MmoyaTok mpouecy uupposoi Tpancopmanii 6i3Hecy. TOB CII «HIBYJIOH»
BHU3HAJO OCHOBHUM KOMIIOHEHTOM cBo€l IT-apxiTekTypu 3ampoBaKEHHsS  HOBOI
MozepHizoBaHoi ERP-cucremu, mo Oyne peanisyBaTH IHTErpoOBaHl —pIilIeHHS, SKi
OXOIUTIOBAaTUMYTh BC1 KJIFOUOB1 IPOLIECH B JISNIBHOCTI, CUCTEMH 3BITHOCTI i OOMNIKY AaHUX, U
TaKOX JIO3BOJIATH €(EKTUBHO YIPABISATH JKUTTEBUM IIMKJIOM BHUKOHAHHS BCIX 3000B'SI3aHb
MIANPUEMCTBA M 3/1HCHIOBaTH KaapoBUi 00JiK B KoMmmaHil. 3 nepmoro ceprnHs 2023 poky,
TOB CII «HIBYJIOH» Bupimmiao mepelT Ha MOJEPHI30BaHY CHUCTEMY EJIEKTPOHHOTO
JOKYMEHTOOOIry B UaCTHHI Oprasizaiii poOOTH 3 MocTadyalbHUKaMU PECypCiB.

3 2008 poxy «HIBYJIOH» 6epe yuacts y BcecBiTHiil mpoagoBosbuiii mporpami OOH
(WFP) 1 € enuHOI0 YyKpaiHCHKOIO KOMITAHIEI, aKpeauToBaHOIO it 1iei poni. Kommanis
3pobmina Oe3mocepeHiii BHECOK B EKCIOPT 3€pPHOBUX JUIsi OOpOTHOM 3 TOJOJOM Y
banrnanemi, E¢ionii, Kenii, MaBputanii Ta €meHi, 30kpema. Hamu npoBeieHO KOpessiiitHo-
perpeciiiHuil aHami3 100 BIUIMBY 3HAYMMHUX (AKTOpPIB Ha BUPOOHHUITBO 3€pHA
MIIPUEMCTBOM, HaJaHa BIAMOBITHA MOJENb, SKa JAOTOMOXKE TOKPAIIUTH iSTIbHICTH
KOMIIaHii 32 UM HalpsSIMKOM.

BUCHOBKHA

[Tin gac moBHOoMacmtabHoro BTOopraeHHs «HIBYJIOH» craB Haguxarouum NMpuKIagIomM
CTIMKOCTI Ta 3JaTHOCTI TPOJOBXKYBaTH TOJYBaTH CBIT pa3oM 13 HapTHEpaMu BCyleped
pHU3MKaM BiiHU Ta BTpaTi 68% aKTUBIB.

[udposizamis ynpapmaiHHS B arpapHid ramgy3i YKpaiHW [I03BOJUTH MOOYIyBaTH
ONTHUMAJIBbHY CUCTEMY BUPOOHHIITBA, 30€piraHHs, TPAaHCIIOPTYBaHHsI, IEPEPOOKH Ta peaizarii
MPOAYKIIii, pEryJitoBaTH BUPOOHMUYI TMPOIECH B ONTHUMAJIbHI TEPMIHHM Ta 3 HAWUMEHIIUMU
BUTpAaTaMH, BHKOPHUCTOBYBAaTH MalIWHU, CYMiCHI 3 iH(QOpPMAIiiHUMH CHCTEMaMH Ta
MPOrpaMHUM 3a0€3MEYeHHIM, 10 BHUKJIIOYA€ HETaTUBHUN BIUIMB JIIOJICBKOTO (hakTopy Ha
pe3yJabTaTH BUPOOHUIITBA .
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[TPOEKTYBAHHS IHOOPMAIIMHOI CUCTEMU JIJIS1 OLIIHKU PU3UKY
JIETIONTYJISLIT HACEJIEHUX ITYHKTIB YKPAIHU METOJAMM MAIIMHHOI'O
HABYAHHA

AHoTanis. Jlermomyssiis HaceleHHX MYHKTIB € aKTyaJbHOK COIlialbHO-EKOHOMIYHOK
npoOIEeMOrI0, 10 IPOTATOM JECATHIITH HETATHBHO BIUIMBAE Ha PO3BHUTOK YKpaiHU. 3MEHIICHHS
YHCENTbHOCTI HACEJIEHHS B CUIBCHKIM MICHEBOCTI Ta MallUX MicTax NMPHU3BOIUTH JI0 3HIKEHHS
€KOHOMIYHOI aKTUBHOCTI, MOTIpPIIEHHS iHQPAcCTPyKTypud Ta BTpaTW KyJIbTYPHOI CHaJIIUHU.
Ictopuuni (akTopu, Taki sSK MONITHKA '"TIraHTOMaHIi" COBEIBKOrO PEKUMY Ta IHTEHCHBHA
ypOaHi3allisi, CyrTeBO CIpHUsUIN JeMorpadiyHiid Kpu3i B CUTbCbKUX perioHax Ykpainu. CydacHi
METOAU MAIIMHHOI'O HaBYaHHA HaAArOTh HOBi MO)KJ'[I/IBOCTi JIIsL aHani3y Ta TPOTrHO3YBaHHSI
JeMorpadiuHuX 3MiH, TO3BOJISIFOUM OOPOOJIATH BEIMKI OOCATH JaHWX Ta BHSBIIATH CKJIAaIHI
B33a€EMO3B'SI3KM MK AeMorpadiyHUMH, €eKOHOMIYHUMH Ta COLiajdbHUMH (akropamu. OpHAK ISt
e()eKTUBHOT'0 3aCTOCYBAaHHS IIMX TEXHOJIOT1H HEOOX1IHO po3poduTH iHpopMaliliHy TEXHOJIOTIIO,
sKa 3MOXKE BpaxyBaTH UIMPOKHH CIEKTP MUTaHb MPOOJEMATHKH JEMOMyJIsiii HaceleHHX
NYHKTIB YKpaiHM Ta JOCTYIHI BiIKpWTI JAaHi. Y JaHOMY JOCIHIIDKeHHI, 3a JIOIOMOIOO
merofonorii  QyHkuioHanbHoro mozemoBanns IDEF0, omumcano mpororun iHgopmariitnoi
CHCTEMHM Ul OLIHKH PH3MKY JACHONYJALIl HACENICHMX IIYHKTIB YKpaiHH 3 BHUKOPHUCTaHHIM
METO/IIB MALLIMHHOT'0 HaBYaHHs. B MeTonomnorito podoTu 3 Janumu B iHpopMaiiiHii TeXHOIOori1
BKJIFOUCHI eTanM IONepeAHboi OOpOOKHM MJaHMX, iX Bayijaiis Ta OYMIICHHS, KOJYBaHHS
KaTeropialbHUX O3HAaK Ta OajaHCyBaHHs KijaciB 3a Jonomoror Mmerony SMOTE,
Ki1acudikaiiiHi anropuTMH MAIIMHHOTO HaBYaHHsI, 30kpemMa, XGBoost Ta norictuyna perpecis.
[Ipororun indopMariiiHa TEXHOIOTIsI CKIAJAEThCS 3 TPhOX OA30BHX €TAIlIB: BUBAHTKECHHS Ta
00poOka nmaHuX, kiacu@ikallisi HAceJIeHHMX NYHKTIB Ta OLHKA PHU3UKY JCMONyismii Ta
¢bopMmyBaHHs 3BiTiB. Pe3ynbTaroM 1bOro JOCHIPKEHHS cTaHe (YHKI[IOHAbHA MOJIENb
npororuny iHdopmaniiiHoi TexHosorii. [Toganpmni gocmimkeHHs Ta iHQopMalliiiHa TeXHOJIOTIs
CIIPUATUMYTh OIJIbII paIliOHATTEHOMY BHUKOPHCTAaHHIO OOMEXEHHX (IHAHCOBHX peCcypcCiB
VYkpainu, 0coOJIMBO B yMOBax KpH3H, CIPUYMHEHOI MOBHOMACIITAOHUM BTOPTHEHHSM, Ta
MOXYTh OyTH BHMKOPHCTaHi, SIK pEKOMEHJalliifHa CHUCTeMa, JJisl CTPATEriYHOro IUIAaHYBaHHS
PO3BUTKY PETiOHIB Ta ONTUMI3aIlil po3moniTy oOMeXEeHUX PecypciB.

KawuoBi cioBa: nemomnyssiis; aeMorpadis; MallMHHE HaBYaHHS, (yHKI[iOHAIbHA
MO/IeTIb; iH(OpMaIliiiHa cHCcTeMA.

1. BCTYII

JlemomyisLis HaceNeHUX MYHKTIB 3aBXKH OyJia 1 3aIMIIa€ThCs aKTyaJIbHOO COLIAJIbHO -
€KOHOMIYHOIO MPOOJIEMOI0, SIKa JAECATHIITTSAMU BIUIMBA€ HA PO3BUTOK YKpaiHU. 3MEHIICHHS
YHUCETbHOCTI HAaCEJIeHHS B CUIbCBKIN MICHEBOCTI Ta MAJIMX MICTaX NMPU3BOAUTH 10 3HWKEHHS
€KOHOMIYHOT aKTUBHOCTI B perioHax, MOTIPIIEHHIO IH(QPACTPYKTypHU Ta BTpaTi KyIbTypHOT
cnaqmuuHu. CydacHi TEXHOJIOTIi MAIIMHHOIO HaBYaHHS 34aTHI TOKPAIIUTH IpoLec
JOCII/DKEHHS Ta aHali3y bOTO MUTAHHS, 1110, HA MO0 IYMKY, Ma€ MPU3BECTH 10 BUPIILICHHS
IHIIOT CTOPOHH MpPOOJIEMATUKU — HEEe(EKTUBHOIO BHUKOPHCTAHHS OOMEXKEHUX (PIHAaHCOBHX
pecypciB YkpaiHu, o € 0COOIMBO aKTyaJIbHHUM ITij] Yac MOBHOMACIITAOHOTO BTOPTHEHHS.

IMocTanoBka mnpobiaemu. Jlemomymsiisi HAceNeHUX IYHKTIB YKpaiHM B CUIBCHKIN
MICIIEBOCTI € CKJIQJHUM Ta OaraTOrpaHHUM SIBUILEM, K€ Ma€ 3HAYHUU BIUIMB Ha COIliaJbHO-
€KOHOMIUHHUM PO3BUTOK KpaiHW. Jlenomyssiist — 1e npouec, TOOTO BIACTEXKHUTH HOro MOXKHa,
CIOCTEpIraloyy MpoTAroM neBHoro nepiofy. [1] dynaameHTom aist cydacHoi qemorpadiaHoi
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KpU3U B CUIBCBKIA MiceBOCTI YKpaiHM cTaja MOJITHKAa "TiraHTOMaHii" COBELBKOTO
okynaniinoro pexumy 1960-x — 1-i mox. 1980-x pp. Iloain cinbChKuX HACENECHUX MYHKTIB Ha
"mepcnexTuBHI" ¥ "HemepcrekTuBHI" po3moyaBcs B 2-i mos. 1950-x pp., xomm Oyino
MPOBEACHO YKPYIHEHHs APIOHUX KOJITOCIIB, PE3ylIbTaTOM SKOTO CTajJO0 BUHHMKHEHHS, TaK
3BaHMX, HEMEPCHEKTHBHHUX CUI, KOTpI TMEepeTBOproBaJiM Ha Kour. Opuramy. Taki cema
1m030aBIsUIM OIO/DKETHUX aCHTHYBaHb Ha KYJIBTYPHO-OCBITHHUIBKI 3aKJIAAH 1 TOPTOBEIBHO-
noOyTOBI MIINPUEMCTBA, TaM 3aKPUBAJIHUCS UIKOJHM, KIyOM, OyIWHKH KyJabTypu. [2]
besymoBHO cepen npuunH ypOaHizamii YKpaiHu € 11e psj iHIIUX BaXJIUBUX (DAKTOPIB, cepen
SKUX 1HTeHCHBHa iHmyctpiamizamis y 20-30-x pp., MICISIBOEHHA BiIOyIO0Ba HAPOIHOTO
rocroaapctsa 1 T.4. [3] HaceneHHst MiCT 1 ceui MICBKOTO TUITY pO3IJISLIAN0CA OKYNaliiHUM
PEKUMOM SIK TPYIOBUH pecypc, mapaMeTpH SKOTO IMOBHHHI Y3TODKYBATHUCH 13 CTPYKTYPOIO
MIPOMUCIJIOBOTO, BOEHHOTO 1 TPAaHCHOPTHOTO KoMmIuiekcy [4][5]. 3a iHepili€ro Takuid MiAXina
3aJUIIMBCS 1 B HE3AJIEXKHIA YKpaiHi, TOMY BapTO MOTOJUTHUCS 3 TE€3010, 10 BIH MPHU3BIB J0
«erymasizanii MiCbKOT0O CEepeJOBMILA, 3HWKEHHS Horo iH(opMaiiiHOro W KylIbTYpPHOI'O
MOTEHIlaly, BapBapChKOIO CTaBJEHHA A0 ICTOPUYHOI crammuHu»[6]. HesBaxkaroun Ha
MOTOYHUM piBeHb ypOaHizamii VYkpaiHu, MOBHOMAcIITAOHE BTOPTHEHHS Ta HAsSBHICTH
YUCJICHHUX JIOCTKEHb, CIPSAMOBAHUX HA aHAII3 MNPUYMH Ta HACHIAKIB JACTOMYJISAINii,
ChOTOJIH1 ICHY€ TIOTpeda y po3poOill epeKTUBHUX IHCTPYMEHTIB Ul MIPOTHO3YBAHHS PU3UKY
JETIOMYIIALIT OKpeMHX HaceleHHX MyHKTiB. CyJacHi METO/IM MallMHHOTO HaBUaHHS, 30KpeMa
MeTO/IM Kiacu@iKaiiHi MOJIeNl, HaAaloTh HOB1 MOXJIMBOCTI JUIsl aHAJI3y Ta MPOTHO3YBAHHS
nemorpadiyaux 3MiH. BOHH H03BOJISIFOTE OOpOOJSTH BENHMKI OOCATH JaHWX, BHUSBIISITH
CKJIQJHI HENIHIMHI 3alleXKHOCTI MDK (akTropamMu Ta 3a0e3medyBaTH BHUCOKY TOYHICTH
nporHosiB. [Iporte, mist ycminHOT peaizaiiii IUX TEXHOJIOTIH HEOOXITHO PO3POOUTH HITKY
METO/IOJIOTI0, SIKa BpaxoBye criennu(iKy yKpaiHCBKHUX HACEIICHHX MYHKTIB Ta BUKOPHUCTOBYE
JOCTYITHI BIIKPHTI JIaH1.

AHani3 ocTra”HHiX AochaixkeHb i myOaikamii. [lutanHs aemomyssiii HaceIeHHS
CUTBCHKUX PETiOHIB YKpaTHU JOCIIDKYBAIM aBTOPUTETHI JOCIITHUKH, 30kpema L[Biryn LA y
npaiti [7] TpoBOIUTH OLIHKY aeMorpadidHoi CHTYyallii B CUIbCBKIA MICIIEBOCTI B YKpaiHi,
BH3HA4Ya€ OCHOBHI JieMorpadivHi 3arpo3u, 1110 3yMOBIIIOIOTh MOTIPIICHHS PO3BUTKY CUIBCHKUX
TEPUTOPIM Ta MPOMOHYE MOPOrOBl1 3HAUECHHS JeMOTpadiyHUX MOKA3HUKIB, JOCATHEHHS SIKUX
JI03BOJIUTH TMOKPAIIUTH JeMOrpadiuHy CHUTYaIlll0 B CUIbCBKINA MiciieBocTi. ABTopr TomM4YyK,
O.B. boituenko, B.C. y po6oTi [8] chopmymtoBanu pekoMeHIallii moa0 9iTkoi igeHTrudiKamii
MICT 3 aKIeHTOM Ha THII3allil0, M0 € Ba)XJIMBUM IHCTPYMEHTOM MpH BHOOPI Mojeni
YIpaBIiHHS JIOJCPKUM MOTEHIaJoM TepUTOpii. 3akopJoHHI aBTOpHU, 30Kpema M. Pilar
Alonso, Pilar Gargallo, Luis Lample, Carlos Lopez-Escolano, Jesis A. Miguel, Manuel
Salvador y po60Ti [9] BUKOPUCTOBYIOTH MOJICIIIOBAHHS, AJIsl IEMOHCTpAIlii, IK TEpUTOpiaIbHa
1301511 BUCTyMae (yHIAaMEHTAIbHUM (aKTOPOM MACTOMYJAlii B CUIbCHKIM MICIIEBOCTI.
Takoxx Daniel Jato-Espino Ta Fernando Mayor-Vitoria y po6oti [10] po3pobunu
METO/I0JIOTI0 MOJICJIFOBAHHS PU3UKY JEMOMYJISANil CUIbCHKOIO HACEIEHHS Ha OCHOBI 3MIHHHMX
3eMJIEKOPUCTYBaHHS Ta COIIAIbHO-€KOHOMIYHMX MOKa3HUKIB. ABTOpaMu OYyJI0 BUKOPUCTAHO
knacudikaniiHi Momenmi s Bamimanii aeMorpacdidHoi kimacudikamii Aemomynsiii, o
BHUKOPHUCTOBYETHCS MICLIEBOIO BlIaJI010 B IcmaHii.

Mera nyOaikauii. € rpadiuHuii omuc mpoleciB Ta CXeMaTH4yHe IMpeACTaBIECHHS
iHpOpMalifHOT TEXHOJOril, sfKa M03BOJMTH BHUPIMIUTH HPOOJEMATUKY OLIHKUA PHU3UKY
JETIONYJIAL{ HaCeTeHUX IMYHKTIB YKpaiHH.

2. PE3YJIBTATH TA OBI'OBOPEHHSAA

[Hdpopmaniiina TeXHOJOTI JUIS OIHKM PH3UKY JEMOMYJALil HAceleHUX IyHKTIB
VYkpaiHu MeToJaMH MAIIMHHOTO HaBYaHHS CKJIAJaeThCsl 3 TphoX Oa3zoBux eramiB. Ha
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NepUIOMy eTarli BiJOyBaeThCsl BUBAHTAKECHHSI aKTyaJbHHUX JIAaHHX Ta iX momepenHs oOpoOka ta
Bamimanis. Ha npyromy erami BimOyBaeThCs 3acTOCYBaHHS KiacU(iIKamiiHUX Mojenei
MAIIMHHOTO HABYaHHA JUISI OLIHKM BIPOTIMTHOCTI JETMOMYJsmii HAaceleHWX MYHKTIB Ta ix
knacudikanig. Ha tperpoMy erari (GopMyeThCs 3BIT 3 pe3yabTaToM poOoTH iH(OpMAIiifHOT
CHCTEMH.

I'padiunuii onuc mpoueciB, M0 aBTOMATU3YIOThCS 1H(GOPMAIIHHOIO TEXHOJIOTIEIO IS
OILIIHKK PHU3MKY JETOMyJsIii HAaCeNeHUX IyHKTIB YKpaiHH, MpPEICTaBICHO 3a JOMOMOTOIO
MeTo0JI0T1i pyHKIioHamsHOTO MotemoBanHs IDEFO Ha pucynkax 1-2.

MogeJb Ta MeTOL, Mopgesn Ta MeTO[,
TiTOTOBKU kiacudikarrii
BXITHUX JTaHUX HaceJeHUX IIYHKTIB

Crrcok HaceJIeHUX

IIyHKTIB 3BIT 3 OIIiHKOI0

OLiHKa PU3UKY AeIlOIy ISl IeTIOMyJIsALii
HaCeJIEHOT'O ITYHKTY HaceJeHUuX

IIYHKTIB YKpalHH

CoriaIbHO-eKOHOMIUHI 1aHi

Jemorpabiuni gani 0

Vv YV VYV

WEB-3aCTOCYHOK Excrepr,
OITIHKHM PHU3UKY CITEITiaIicT 3
JLeTIOIYJIALTi ZJemorpapidHol
HaceJIeHOTO IpobIeMaTHKH

Pucynox 1. Ingpopmayitina mexunonoeis oyinku pusuxy 0enonyasayii HaceieHux nyHKmis
Ykpainu (IDEF0)

Mopens Ta MeTOR Mopens Ta MeTOR
MiArOTOBKH kaacHdixanii
BXITHHX laHIX HACEJeHHX ITYHKTIB

Mojeiib
OUMIEHHA JAHHX,
NepeTBOPEHH S JaHHX,
KaTeropivBaHHA JaHHX,
Feature Engineering,
Feature Selection

Mopens
PajlieHTHOro BYCTHHTY
XGhoost

CITHCOK HaceleHHX
NYHKTLB

MonepeaHs

Cos I o6pobka

BXiZIHUX AaHNX Mojess

KNN

1 BusHavenHs BiporigHocTi

Aenonynaull Hacenexoro

NYHKTY

2

Knacudikauin HaceneHoro
MYHKTY 3a BiporigHicTio
Aenonynauii

3

3BiT 3 OL[iHKOI0

‘WEB-3acTOCYHOK Excrepr, Aerormysusii

OINHKH PH3HKY E‘H[‘fliﬂ.’ﬂ('] a HaceJeHHX
Aerronyantii nemorpadiuHol [ o IYHKTIB YKpaiHu

3giTy

‘ GopMyBaHHA aHaNITUHHOTO

Pucynok 2. Jlexomnosuyis npoyecy « Oyinka pusuxy 0enonynayii HaceieHo2o nyHKmy»
(IDEFO0)

3a pmomomoror Metodosiorii  ¢yHkmioHansHoro MoxemoBanHa IDEFO  Oymo
NpeJCTaBIeHO TrpadiyHUi OMUC TMPOLECiB, M0 AaBTOMATH3YIOThCS 1H(GOPMAILIHHOIO
TEXHOJIOTIEI0 JUTSL OLIHKU PU3MKY JAEMOMYIIALi HaceleHuX NMyHKTIB Ykpainu. Ha pucynky 1
rpa¢iuHO MPEJCTaBIEHO OCHOBHMH Ipoliec, SKUH BHpillyBaTuMe iH(popMaliiiHa cucrema -
OLIIHKA PU3MKY JAENOMYJIALii HacereHoro myHkTy. Ha pucyHky 2 BinoOpa)keHO JeKOMITO3HIIi0
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I[LOTO TIPOIIECY, SIKUK Po3AUIeHO Ha 4 porecu: 1) momepenHo 0OpoOKYy BUXIIHUX NaHUX; 2)
BHU3HAYCHHS HMOBIPHOCTI ACTOMYJIAIii HACENIEHOTO MYHKTY; 3) Kiacuikailisi HaceIeHOro
MYHKTY 32 BIPOTIAHICTIO Aenonyssiii; 4) popMyBaHHS aHAIITHYHOTO 3BITY.

OCOONUBICTIO 3aNPOIIOHOBAHOTO MPOTOTUNY i1H(OPMALITHOI TEXHOJOTII moJyisrae B
HEOOX1THOCTI pOo3poOKH HE TUIBKM CaMOi TEXHOJIOTIl, a 1 HOBHUX ITIIXOJIB JO Balijarii Ta
00poOkH BXimHUX jgeMorpadiyHux Ta reorpadiyHuxX AaHUX. TakoK, BaKIMBHM aCIIEKTOM
Mozen € po3poOka HOBOTO Merony Kiacu(ikamii HaceIeHHWX IYHKTIB 3a WMOBIPHICTIO
nenomyisii.  JI7s BUpINIGHHS I[,OTO 3aBJIAHHS B MOJAIBIIOMY Oyae JOCTiIKeHE
BUKOPUCTAHHS CYyYaCHHX METOJIB Balimailii, MiJroOTOBKH, OYHIIEHHSI Ta OOPOOKH BXITHUX
naHuxX. Takoxx mna  1HGOpMAIitHOT TEXHOJIOT1, Ha OCHOBI PO3pOOJEHOTO METOIY
kinacudikarii, Oyae MPOBEACHO BaiAAIll0 3aCTOCYBAHHS CYYaCHHUX METOJIIB MAIIUHHOTO
HaBYaHHsI, 30Kpema Takux mozenei, sk XGBOOST, Random Forest Ta norictuuny perpecito.
Jlia Bamiganii Moaeneil Oyne BUKOPHCTAHO OLIHKY iX €(EeKTHBHOCTI 3a JOTIOMOTOIO0 METPUK
ROC AUC, F1-Score, Precision Ta Recall. 3aramom, s posrmsgaro many iHdopmamiiiHa
TEXHOJIOTIs, SIK OCHOBY HOBOI METOJOJIOTIi Ta MIAXOAY Uil OLIHKY PU3HMKY JEHOIYJISLil
HaCEJICHUX MMYHKTIB YKpaiHu Ha HalOIMK4l pOKH, aJpKe aHe MUTaHHS, K 1, MaiKe, CTOITTA
TOMY, CHOTOJIHI € BKpail aKTyaIbHHM.

BUCHOBKU TA NTEPCIHEKTUBU INOJAJBIIUX JOCJIT)KEHb

VY nmaniit po6oTi Oyn0 mpeacTaBiaeHo rpadiYHUN OMKC MPOIIECIB, IO ABTOMATHU3YIOThCS
1H(GOPMAITIITHOIO TEXHOJIOTIEIO AT OIIHKK PU3UKY JIEMOMYJIAII] HACEICHNX MyHKTIB YKpaiHu,
MPEACTABIICHO 3a JOTMOMOTOK MeToaoJjorii (pyHkiioHansHOoro MoxaemtoBanHs IDEF0. [lana
poboTa € BCTYIOM Ta OJHIEIO 3 TEPIIMX CXOJWHOK JI0 BEJIMKOTO MJOCTIIKCHHS Ili€l
MpoOJIEMaTHUKH, KA ITiJ1 9Yac MHUPOKOMACIITAOHOTO BTOPrHEHHS B YKpaiHy cTaja 1me OuTbIie
aKTyalbHOIO. $I HaBMHCHE IOYaB 3 ONKCY TPOIECIB, SKi Mae BUKOHYBAaTH MPOTOTHUII
iHboOpMaIlIiHOT CHCTEeMH, aJKe 1€ JacTh OCHOBY [UIS TIOJAJBIIOTO JIOCHIIKEHHS
npobseMatuku: 1) Bamiganii ¢pakTopis, siKi HOTPIOHO BKIOYUTH B MOJICIb; 2) TOCIIKEHHIO
Ta BIPOBA/PKCHHSI Cy4aCHHUX METOJIB OOpOOKHM BXIIHHMX JeMorpadiqHuX Ta reorpapiaHux
naHuX; 3) JOCHIDKEHHs HaWOUTbIl e(eKTUBHOI KiacudikaiifHoi Mojaeni MaIllMHHOTO
HaBYaHHs JUIs BUPIIMICHHS IMOCTaBJICHOTO 3aBAaHHS; 4) po3poOka Ta Bepudikailisi HOBOTO
migxony kiaacudikaiii HaceJIeHUX IMYHKTIB 3a BIPOTIAHICTIO JAEMOMNYJALIl; S5) IOJanblile
MPOEKTYBaHHS Ta po3poOka iHdopMaIliiiHOT TexHoJsorli; 6) Bamigamis iHpopMaiiiHOT
CHCTEMHU Ta OTPUMAHHMX pE3yJbTATiB, 7) BIPOBALKCHHS Ta MPAKTHYHE 3aCTOCYBaHHS
po3pobiieHoi iH(pOpMaIIHHOT CHCTEMH Ta METOJOJIOTii Kiacudikalii HaceIeHUX MYHKTIB
Ykpainu Ha ii OCHOBI.
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AHAJII3 PUHKY BUIIOI OCBITU 13 BACTOCYBAHHSAM POWER Bl TA API €JEBO

AHoranin. JlocmiDKeHHST TIPUCBSYEHE aHaNi3y pPHHKY BHUIIOI OCBITH YKpaiHu 3
BUKOPUCTAHHSIM aHATITHYHUX iHCTpyMeHTiB Power BIl. OcHOBHy yBary mpuaiieHO 3MiHi
nonuty Ta mnporno3uuii y cdepi ocBith B mepiog 2016-2024 pokiB, 30KpemMa BIUIUBY
noBHoMacmtabHoro BTopraHeHHs 2022 poky Ha IUHaMiKy OCBiTHIX aaHux. IIpencramieHo
3acrocyBaHHs Bifkputoro peectpy €JIEBO Tta moximBoctedi APl mns cucteM ympaBiiHHS
OCBITOIO.

KnrwuoBi cioBa: Punok Bumoi oceitd, Power BI, anamiTuka, MONKT, MPOMO3HUIII,
OCBITHI TIpOrpaMu, BIUTUB BiiHu, muHaMika, APl €/IEBO.

1. BCTYII

Cdepa Butoi ocBiTH YKpaiHH OCTaHHIMH POKaMU 3a3HaJIa CYTTEBUX 3MiH 1]l BIUTMBOM
COITIAJIbHO-C€KOHOMIYHUX BHKJIHMKIB, 30kpema manaemii COVID-19, nudposizarii, a Takox
MMOBHOMACITAOHOTO BTOPTHEHHs pocii B 2022 poiri. 3MiHK y MOMKUTI HA OCBITHI POTpamH,
BUMYIIIEHA Mirparisi HaceJeHHs, pyWHYBaHHS 1H(PACTPYKTYpH Ta 3MIIICHHS AaKICHTY Ha
JHUCTaHILIHHE HaBYaHHS BIUIMHYJIM Ha CTPYKTYpYy OCBITHHOTO pPHUHKY. Bukopucranus
iHCcTpyMeHTIB Power BI no3Bonsie cuctematnsyBaTu BEIMKHM OOCAT NTaHWX 1 BHUSBUTH
KJIFOYOB1 TeHIEHITIT /ISl IPUAHATTS CTPATETTYHUX PIIICHb.

IlocTanoBka mnpodJjeMu. AKTYyalbHICTh JOCITI/DKCHHS 3YMOBJIEHA HEOOXITHICTIO
ajanTarlii puHKY OCBITH O BUKJIUKIB BIfHH. 30KpeMa, BIUIMB MOOUIBHOCTI CTY/ICHTIB, 3MIHH
KUTBKOCT1 3aKJIaJiiB OCBITH B perioHax, TpaHcopMmallis MOMUTY Ha CHEMiaIbHOCTI
MoTpeOyIOTh HAYKOBO OOIpyHTOBaHUX piiieHb. OCHOBHA Ipo0ieMa MoJisirae y HeZJoCTaTHOCT1
KOMIUIEKCHOTO aHali3y AMHAMIKK 3MiH Yy PHUHKY OCBITH Ta BIPOBADKEHHI €(EKTUBHUX
IHCTPYMEHTIB MOHITOPUHTY.

AHaJi3 octa”Hix aocaimxedb i myOaikaniii. CydacHi nocnmipkeHHs HUQpoBizaiii
OCBITM aKIIEHTYIOTh YBary Ha BHKOPHUCTAaHHI HOBITHIX TEXHOJOTIH i onTuMizaii
OCBITHBOTO Tpoiiecy Ta ynpasiintsa 3BO. 3okpema, ['yxsa B.M. miakpeciioe pojb low-code-
TEXHOJIOTIM y CTBOpPEHHI €IUHOTO iH(OpMAIfHOrO MpOCTOpYy Ui IHTErpamii JaHuX Mpo
JisUTbHICTB 3aKiaaiB ocBitu [1], a Knumenko €. ta ['masynoBa O. BKa3yroTh Ha €()eKTUBHICTD
Educational Data Mining i BUSBICHHS 3aKOHOMIPHOCTEHl y MOBEAIHII CTYIEHTIB 1
amanTanii HaBuanbHHX mporpam [2]. Kpim Toro, bimuk O.0O. pocmimkye uudpoBy
TpaHc(hopMaIlilo perioHalbHUX cHcTeM OcBiTH, a 3y0 X.B. mpomonye moneni miaTpumku
NPUAHATTS pilieHb BeTynHuKamu 3BO.

Bukopucranus ungpoBux miardopM A aHATITUKU y cdepi OCBITH, TakuxX K €IuHa
JepaBHa eNleKTpoHHa 0a3za 3 mutanb ocBitTH (€/IEBO) Ta iHcTpyMeHTH Oi3Hec-aHaITHUKH,
30kpema Power BI, BinkpuBae HOBI MOXIJMBOCTI JUIi MOHITOPHHTY Ta aHali3y JWHAMIKH
OCBITHBOTO puHKY. [IpoTe HaykoBHUX Tpailb, IO JETAIBHO BUCBITIIOKTH MPAKTUYHE
3aCTOCYBAaHHS LIMX IHCTPYMEHTIB ISl aHANI3y BIUIMBY BiffHM Ha CHCTEMY OCBITH, oOMaib [5].
Ile cBimYUTH MPO HASBHICTH HAYKOBOI MPOTAJIMHU Ta 0OYMOBIIOE HOBU3HY i aKTyallbHICTh
MPOBEJICHOTO JOCITIKEHHsI, SKE CIpPSMOBAaHE Ha 3alMOBHEHHS i€l MPOTAIMHU [UISIXOM
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KOMIUIEKCHOTO aHaNli3y pPUHKY BHUIIOI OCBITH 13 3aCTOCYBaHHSIM CYYaCHHX IH(PPOBUX
TEXHOJIOTIH.

Mera ny6Jikanii. Meroro crarti € popmyBaHHs iHPOpMALIITHOT MaHeni THHAMIKH 3MiH
MOTIATY Ta MpOMNo3uMii 3a puHKY BHUIIOI ocBiTH 2016-2024 poxu Ta JOCIIHKEHHS BILTUBY
MOBHOMACIITaOHOTO BTOPrHEHHS Ha PUHOK BHIIOi OCBITHM YKpaiHM i3 3acTocyBaHH;IM Power
BI.

2. TEOPETUYHI OCHOBHA

AHani3 puHKY BHILOT OCBITH 0a3yeTbCs Ha BUKOPUCTAaHHI KOHLENTYaJIbHUX MIAXOJIB,
0 BKJIFOYAIOTh OCHOBHI KaTeropii, Taki sIK MOIMWT, MPOTO3UIIisA, JAHAMIKA 3MIH, & TaKOX
NPUHIUIN CHCTEMHOTO aHalizy Ta LuppoBoi TpaHchopMmalii. Y paMKax IOCHIKEHHS
BpPaxOBaHO KJIFOYOB1 MOHSTTS: MOMHT, 1[0 BU3HAYAETHCS K KUTHKICTh 3/100yBadiB OCBITH, IO
BCTYMNAIOTh JI0 3aKJIaJIIB BUIIIOT OCBITH HA Pi3H1 OCBITHI MPOTPAaMH, MPOTIO3UIIIS, SIKA OXOTLIIOE
JOCTYIIH1 OCBITHI IPOTrPaMH, KUIbKICTh 3aKJIaAiB OCBITH Ta IXHIO PET1I0HAJIbHY JOCTYIHICTb, a
TaKOX JUHaMIKa 3MiH, 110 BiAOOpakae 3MiHU B KUIBKOCTI 3700yBadiB 1 mMporpaM MpoTIromM
2016-2024 poxkiB i3 BpaxXyBaHHSM COIIaIbHO-EKOHOMIUHUX (hakTopiB. Bukopucranus Power
Bl no3Bonsie aBromaTtu3yBatu mpouec 300py Ta 0o0poOku naHuX. OCHOBHI NPUHIUIHU
JOCIIJDKEHHST  BKJIIOYAIOTh:  TMPUHIMII  JIOCTOBIPHOCTi, M0 3a0e3medyeThcs  uepes
Bukopuctands ganux €J[EBO, mpuHIMT aganTHBHOCTI, IO BPaXxOBYE 3MIHY YMOB, 30KpeMa
BIUIUB BIiMHM, a TaK0X MPUHLIMI IHTErpauii HUPpPOBUX IHCTPYMEHTIB Uil €(PEKTUBHOIO
aHai3zy.

3. METOJIM TOCJIIJKEHHS

Jocmimxenns ©OasyBasiocs Ha aHanizi manux €JIEBO 3a 2016-2024 poxkw,
CHUCTEMAaTHU30BaHUX 3a KaTETOPILIMHU: KUIBKICTh 3700yBadviB, 3akiaaiB, (popMa BIIACHOCTI Ta
OCBITHI mporpamu. [[is aHamizy quHaMIKK BUKOpUCTOBYBanucs iHCTpyMeHTH Power BI, API
€JIEBO, ommcoBa cratucTrKa, KOpEJSLUIHHAN 1 perpeciiiauil aHami3. ExcriepuMenTansHa 6a3a
BKJTFOYAJIa 3aKJIaJId BUILOI OCBITH PI3HUX ()OPM BIIACHOCTI, a OI[IHIOBAaHHS MPOBOJUIOCS 3a
KPUTEPIIMH JOCTOBIPHOCTI JaHUX 1 3HAUYIIOCTI pe3ynbTaTiB. J[oCHiKeHHsS peari30BaHO B
MeXKax nporpamu 1udpoBoi Tpanchopmallii OCBITH, IO JT03BOJUIIO OI[IHUTH BIUIMB BIHU Ta
chopMysTrOBaTH PEKOMEHAAIIIT 3 ONTUMI3allil pUHKY OCBITHIX MTOCITYT.

4. PE3YJIBTATH TA OBI'OBOPEHH

Juis pocnmimkeHHs Oyja0 BHKOPHUCTAHO JaHI IIOA0 o06cary 3/100yBadiB B po3pisi
OKpPEMUX 3aKJaJiB  OCBITM Ta iX MIANOPSAIAKYBaHHS, OCBITHBOTO piBHA, 0a3u
BCTYIY,CcrienianbHOCTI, opmu (iHaHCYyBaHHS cTaHOM Ha | xkoBTHS 3 2016 mo 2024 poxw,
BUOIpKa BKJIOYaia nmoHaa 299 tuc. 3anucis. Takok B3STO JaHI MPO 3apeecTpOBaHI 3aKiIau
OCBITH Ta X XapakTepUCTUKU. BUKOpUCTaHO AaHI 3 BIAKPUTUX peecTpiB. €1uHa JeprkaBHa
enekTpoHHa 0aza 3 mutanb ocBiTH (€JJEBO) € o1HUM 13 TaKMX BaKIMBUX PEECTPIB, 1110 HATAE
iH(OpMalliro Mpo 3aKiIaJu OCBITH, YUHIB Ta CTYJEHTIB, a TAKOXK I1HII MOKa3HUKH, MOB'S3aHI 3
(GYHKIIOHYBAaHHSAM CUCTeMM OCBITU. Llel peecTp € OCHOBOIO JUIsl MPUUHATTS YIPaBIIHCBKUX
pillieHb, pO3pOOKH OCBITHBOI TMOJIITUKM, TPOBEAEHHS AaHAJTITUKU Ta 3a0e3NedyeHHs
e(deKTUBHOCTI POOOTH HABYAIBHUX 3aKJIaiB. ABTOMATH3AIlis MPOIECiB OOpPOOKU JaHUX €
KJIIOYOBOIO YMOBOIO /7151 €(PEKTUBHOTO YIPaBIIIHHS OCBITOIO.

Jns  aBromaru3auii mporecy 300py Ta OHOBIEHHS iH(opMalii BHUKOPUCTAHO
napamerpusoBanuii 3anut Ta APl (puc.l). Iluranns 3acrocyBanHs APl ans anamituku
OCBITHBOI CHCTEMH € HOBMM, 1 MOTpeOye NOCHIIPKEHb 1 MPAaKTUYHUX PEKOMEHMAllid, mpoTe
icuytoua gokymenTaiiss €/IEBO poOuth naHuii mpoiec JOCTYIHUM. JaHi MPO KOHTHHI'CHT
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CTYZICHTIB € KPUTHYHO BAKJIMBUMU JIs1 €PEKTUBHOTO YIPABIIHHA K Ha CTPATETIYHOMY, TaK 1
Ha onepamiiiHoMy piBHAX KkepiBHunTBa 3BO. 3a pesympraTamu 300py iH(opmamii
HQJIAIITOBAHO TMaHENlb MOHITOPHHTY OCBITHIX JaHUX 3 MOXJIMBICTIO aBTOMAaTHYHOTO

Fayny:

Ny, #rg xom periamya” as any, #°id

ryny (o6iou'sakanu )& (neobon sakono)

£p KOA CreuiansmOCTIB (nebos AIKOED)

g ko, periony’ (neoon A3os0)

el xoa saknapy sesiuB (HeoBos sono)

function (dt maTa (oBGoB'azkoswuit) & astext, gf ocBiTHiM cTyniHe (oBom'askoBul) & as text,
eb ocHopa BcTyny (o60B'askoOBMMI) & as any, sp KoJI cClHelialkHOCT1& as any, rg kKom perioHy& asany,

id kon =akiyamy OCBLiTHME& as any) as any

Pucynox 1. [lapamempu API €/JEFO

Cravom Ha Obcar 3nobyeadie cTaHom Ha
01012018 B 01012024 & 1 3 9 [I 01.07.2024
O O Kinbkicte Ana Hasea 3aknaay oceiti 2 ’ 9 7 Mn I I
Cyma anga Beboro i KinekicTs ana Hazea 3aknagy oceitv 3a CepefniHe 3HayeHHs Ana Beboro 3a kateropieto OCBITHIA cTyNiHb
kateropieto Pik, Keaptan, Micaub i JeHb : .
o
®Cyma win Brsoro @Kinsxicrs Ans Hassa saknagy ocsita ® o0 52
I a8
. I
4 3.0 IR .
=R < S0we & a0 3 .
g 2w LSmae dman ldman 14w = Fi-
g 29 e . 0me & ©
Om —_— 20 Tuc =
ciuers cluens civess ciueHs ciuess ciueHs © 9
Ks. 1 K. 1 K. 1 Ka. 1 Ke. 1 Ke. 1 Cneuianict Baxanasp Maricrp Daxosuit Monogumi Monoawnii
2018 2020 2021 2022 2023 2024 wonopwwi  cnewiamic  Gakanasp
Baxkanaep
R OCBITHIA CTYMiHbL
CepegnHe 3Ha4eHHs Ana Beooro 3a kateropieto OcHoBa BCTYMy CepepgHe 3Ha4verHsA Ans Beeoro 3a kateropieio PerioH
Ocroea ecyny 620332525811 Perion

67,7955294... (29,35%) 30,8877266.

®KWIB

@ XapKieceka 06nacTs

® Moera zaransha cepen... 62
(5.

50,3048... (5,06%]

®6as08a cepenna oceira

@ Garanasp @ lgiscuka o6nacte

®0geceka 0bnacTe
48.8649... (4.91%)

® Monoawwuii cneuianict

28,647... (12.4%) ® Keanidikoeanuii pobiT... @ Xepcoricska 06nacTs

® Maricrp ®BiHHnLbKa OBacTs

® Cneuianict ® YepHiseuska onacts

32,6920630... (14,15%)
326920630... (14.15%) 56,855202230... (24,61%) - -

Pucynox 2. @pacmenm naneni MOHIMoOpuHey puHKy 8uwjoi ma nepeosunyoi oceimu

VY 2016 poui KiTbKicTh 3100yBaviB y Jep:KaBHUX 3aKJiafaX BUIOI OCBITH CTaHOBHIIA
942,837 ocib, omHak g0 2022 poky el moka3sHuk 3MeHmuBcs 10 909,436 ocio (-3,5%).
OcHOBHUMM (AaKTOpaMHU 3HIDKEHHsS CTalyd MIrpaiis HaceleHHs, BUKJIMKaHa BIiffHOIO, Ta
CKOPOYEHHsSI KOHTHMHIEHTY 3700yBauiB y CXIIHHUX perioHax Kpainu. BoaHouac mpuBaTHI
3aKJaJd JIEMOHCTPYBAJIM MOCTYNOBE BIIHOBJIEHHS Micis 3HayHoro cmany y 2020 pori
(101,239 oci6). Cranom Ha 2023 pik KUIBKICT 3100yBauiB Y IpUBAaTHUX 3aKJIaax 3pocia J10
119,313 ocib, mo BimoOpaxae mpupict Ha 17,8%. lle mMoxke BKazyBaTH MpO aJaNTUBHICTH
MPUBATHOTO CEKTOPY 0 BUKIMKIB Yacy Ta 3MIHM B CTPYKTYpi MOIUTY Ha OCBITHI MOCIYTH.
KinbKicTh nepkaBHUX 3akiIaaiB ocBiTH 3pocia 3 204 y 2016 poui no 214 y 2022 poui, 1110
00OyMOBJIEHO TMEPEHECEHHSM YW IHTErpali€ro 3akiajiiB i3 30H aKTUBHHUX OOHOBHX il 110
OutbI Oe3meyHux perioHiB. Taka quHaMika BinoOpakae MparHeHHs Jep’KaBU 3a0e3MeunuTH
CTaOUTBHICTh OCBITHBOI 1H(PACTPYKTYpH HaBiTh y CKJIQJHMX YMOBax BiiHU. HaTomicTb
MIPUBATHI 3aKJIaJI BUSBHIN HECTAOUTbHY TMHAMIKY: KUIBKICTh 3aKIaJiB 3pocia 10 166 y 2021
porii, ane 3rojom 3HU3MWIAcA 10 159 y 2024 poui. [le Mmoxxe Oyt MOB’I3aHO 13 EKOHOMIYHOIO
HECTAaOUIBHICTIO Ta BUKJIMKAMHU y MIATPUMII JISUIBHOCTI TaKUX YCTaHOB Yy KPU30BUH MepioJ

(puc.3).
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Pucynox 3. JJunamira obcsizy 3000y8auie ma 3axiaoie 0isi pUHKY U0l oceimu

[ToBHOMacmiTabHa BiffHA 3HAYHO 3MIHWJIA CTPYKTYPY TOTHUTY Ha OCBITHI TOCTYTH.
Crioctepiraetbcst 3pOCTaHHS IHTEpECY A0 AWCTAHIIIMHUX (OpM HaBYaHHS, OCOOJIMBO Yy
ramy3six IT Ta exoHOMIKH, TOHI SIK TOMUT Ha TeEAaroriuHi cmemiaabHocTi y 2022 pori
3HM3uBCA Ha 8%. BogHouac BinOysnocs nepeopieHTyBaHHS CTYIEHTIB 13 CXITHUX PEriOHIB 10
IEHTpaTbHUX 1 3aximHmx obmacteit. [HctpymenTn Power Bl 3a0esneunnm iHTEpakTUBHY
BI3yalTizaIfito X 3MiH, 30KpeMa JWHAMIKA KOHTHHTEHTY 3/J00yBadiB 3a POKaMHU, KOPETSAIil
MDK KUTBKICTIO 3aKiafiB 1 3100yBadiB (R?=0.87), a Takox mporHo3yBaHHs 00cCsTiB 3700yBaviB
Ha 2025 pik 13 BUKOPUCTAaHHSAM perpeciitHoi moaeni. Ile mo3Bosisie mpuiiMati 0OrpyHTOBaH1
YIPaBIIHCHKI PIICHHS YISl TIOIAJIBIIIOT0 PO3BUTKY PUHKY OCBITH.

BUCHOBKU TA IEPCIIEKTUBMU IIOJAJBIIUX JOCJTIA’KEHb

AmHani3 puUHKY OCBITM IOKa3aB CYTTE€BI 3MIHM y TOMHTI Ta MPONO3UIII BHACIIIOK
BILTUBY BiliHU. Bukopucranus Power Bl crpoiiye MOHITOpUHI 1 IPOTHO3YBaHHS 3MIH Yy
PUHKY OCBITH, 110 € BaXJIMBUM JJIsl a[anTallii OCBITHbOT CUCTEMH A0 HOBUX yMOB. [logambrri
JocTiKeHHs OyAyTh 30Cepe/KeHl Ha IHTerpaiii perioHaJIbHUX JaHUX Ta OI[HIIl BIUIUBY
OCBITHIX pedopm.
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EKOHOMIYHI ACITEKTH 3ACTOCYBAHHS IHTEPHET-TEXHOJIOI'TH J1J151
AT'PAPHOI'O CEKTOPY EKOHOMIKHM

Anotaunis. [locniJpKeHHs NPHCBAYCHE eKOHOMIYHIH OIIHII BINIUBY 1HTEPHET-TEXHONOT1H
Ha arpapHuii cekrop ekoHomiku. OCHOBHa yBara mpHAUIeHAa aHamizy e(eKTHBHOCTI
3aCTOCYBAaHHS TAKUX 1HCTPYMEHTIB, SIK €JIEKTPOHHA KOMEpILisl, IHTEPHET-MapKETHHT, aHATiTHKA
BEJIMKHMX JaHUX TOW[O. Y PoOOTI PO3MIISTHYTO MPUKIAH BUKOPUCTAHHS IHTEPHET- TEXHOJIOTIH B
arpoOi3Heci, CHCTEMaTH30BaHO E€KOHOMIYHI MOKa3HWKH, IO MOXYTh OYTH BHKOPHCTaHi ISt
PO3paxyHKy, IpPOAaHATI30BaHO MEPCIEKTUBH BIPOBA/PKEHHS LWX IHCTPYMEHTIB B yMOBax
CY4YaCHUX BUKJIHKIB.

KarwuoBi ciioBa: arpapHuil CeKTop, iHTEpHET-TEXHOJOTIi, eKOHOMIYHAa e(EeKTHBHICTD,
IHTEpPHET-MapKETUHT, €JIEKTPOHHA KOMEPIIisi, aBTOMATH3ALLisL.

1. BCTYII

ArpapHUii CEKTOp €KOHOMIKM B ymoBax IudpoBizaiii Ta rio0albHUX E€KOHOMIYHHX
3MiH 3a3Hae TpaHchopmarlii, ska 3yMOBIIIOE€ HEOOXITHICTh amanTailii 0 Cy4YacHHX YMOB.
BukopucTtanHsi iHTEpHET-TEXHOJIOTIH, TaKKX SK €JeKTpoHHA KoMepilisi, Big Data, anamituka
[oT, no3BosiiE CYTTEBO  ONTHUMI3yBaTH BHUTPAaTH Ta IMJIBUIIATA  €(EKTHBHICTH
CUIbCHKOTOCIIOJAPCHKOTO  BUPOOHMIITBA.  3pOCTaHHS  3HAYEHHS  IHTEPHET-MapKETUHTY
3a0e3mevye BHXiJI arpOKOMIIaHId Ha HOBI PHUHKH, IOJIMIIYE B3aEMOJII0 3 KII€EHTAMU Ta
CIpHUSE CTAIOMY PO3BHUTKY Tally3i. AKTYalbHICTh JOCHIIPKEHHS 3YMOBJIEHA HEOOXiIHICTIO
pO3pOOKHM IHHOBALIMHUX IMIJIXOJMIB JO ONTHUMI3AIlli JISJILHOCTI arpapHUX MIAIPHEMCTB 3a
pPaxyHOK IHTEpPHET- TEXHOJOTIH.

IlocranoBka npodaemu. BnpoBamkeHHs U(POBUX TEXHOJOTIH y arpapHUil CEKTOP
BUMAara€e JEeTalbHOTO aHajii3y iX e(eKTHMBHOCTI Ta BIUIUBY HAa EKOHOMIYHI MOKa3HHUKHU
nignpuemMcTB. OCHOBHA MpobiemMa Mojisrae y BiICYTHOCTI CUCTEMAaTU30BaHUX JAHUX II0JI0
3aCTOCYBAHHSl IHTEPHET-TEXHOJIOTIM JUIsi OoNTHMi3alii BUPOOHMYMX 1 MAapKETHHTOBUX
MIPOLIECIB Y CUIBCBKOMY T'OCIIOJIAPCTBI.

AHani3 ocTaHHixX aocaikeHb i myOaikauniii. CydacHi JOCHIIKEHHS TE€MOHCTPYIOTh
3pocTarouuii  iHTepec 10 nMdpoBizalii arpapHOro CeKTopy, 30Kpema, /0 IHTepHeT-
MapKEeTUHTy Ta BHUKOPHUCTaHHS LU(GPOBUX IUIATGOPM Ui MiJIBUIIEHHSA €(QEeKTUBHOCTI
nianpuemctB. M. Herpeit ta cniBaBropu [1,2] mocaiiunm cTaH arpapHoro ceKTopy YKpaiHu
70 BIfHM, MIAKPECIMBINM, [0 3HAYHI MPOOJEeMH, Taki SK HEIOCTaTHS CTaHIapTU3AIlisd
NPOAYKIl Ta ciaa0ka JoricTuuHa iHPPaCTPYKTypa, YCKIAaIHIOIOTh PO3BUTOK ramysi. ABTOpU
TAaKO BI3HAYAIOTh TMO3UTHBHHUI BIUIMB YpsAOBHX IHIIATUB Yy Tepioa BidHHU, 30Kpema
CIPOILIEHHS peryiaslii Ta MOJAaTKOBUX NUIBI, IO CHPHSIM BIXKUBAHHIO CEKTOPY.
[lepcnexTuBu 1HUQpoOBI3alii po3rIAAAOTECA SAK KIIOYOBHM HAMpsM IOJOJIAHHS BHUKIMKIB
Yyepe3 aBTOMAaTH3alIliio MPOIECIB 1 HOKpAIIEHHs! KOMYHIKallii MDK yYacCHUKaMH PHHKY.
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3HayHy yBary HpUAUICHO IHCTPYMEHTaM IHTEpHET-MapKeTHHTY, fKi, 3a pe3y/lbTaTaMH
nocmimpkenus H. Pesnik ta O. Jlynis [5], cnpusitoTh MigBUIIEHHIO KOHKYPEHTOCTIPOMOKHOCTI
arpapHUX MiANPUEMCTB. BukopucTraHHsS BeOCAWTIB, COMATbHUX Meia Ta EIeKTPOHHOT
KOMEpIii J03BOJSE KOMIIAHIsIM 30UTbIIYBAaTH MPOJaXi, 3alydaTH HOBHX KIIEHTIB 1
3MirHIOBaTH OpeH7. OKpeMO aKIEHTYEThCs Ha HEOOXITHOCTI pO3pOOKH IEepCOHANTI30BAaHUX
MapKETUHTOBUX CTpaTeriid, M0 BpaxOBYIOTh CHEIU}iKy arpapHoro pHHKY. Y CTarTi
HaroJIOIyeThcs Ha MOTPedi B JOAATKOBUX JOCTIHKEHHSX, CHPSIMOBAHMX HA IMOPIBHSHHS
e(EeKTHUBHOCTI Pi3HUX IHCTPYMEHTIB IHTEPHET-MapKETUHTY Ta iX BIUIMBY Ha PI3HUX CETMEHTaxX
PHUHKY.

Hudposa Tpanchopmailisi arpapHoro CeKTopy, Ak 3azHadae DiHrep, Mae BETUUYE3HUM
MOTEHIIaN JJI BUPINIEHHS TakKuX NpoOsieM, SK HU3bKa NPOAYKTHUBHICTH 1 HEMpPO30PICTh
punky. [IpoTe HaykoBelb 3ayBaxkye, IO BIPOBAIKEHHS HU(PPOBUX PIMICHDb 3aJI€KUTH BiJ
pIBHS JOCTYIy 10 1H(QpacTpyKTypH, LudpoBoi rpaMOTHOCTI (hepMepiB Ta IHTErparii MK
3alliKaBJI€HUMHU CTOpOHAMHU. JlOCHIIPKEHHS IPOTIOHYE MOCKIINTH MIATPUMKY IHHOBALIM 3 OOKY
ypsALy Ta CTUMYJIIOBATH CHIBIPALIO MK (hepMepaMu Ta TEXHOJOTTYHUMHU KOMITaHISIMU.

[lopsin 3 THM MOAANBIIOrO JOCHIIKEHHS NOTPeOYIOTh: MOPIBHSIHHS €(PEKTUBHOCTI
IHCTPYMEHTIB 1HTepHeT-MapkeTuHry, Takux sk SEO, SMM, BeOananiThka, B arpapHoMy
CEKTOpi, BUBYEHHS BIUIMBY JEp’KaBHMX IHILIATUB Ha Mpoliec IMUdpoBizalii Ta MIATPUMKY
arpapHoro Oi3Hecy, po3poOKa IHTErpoBaHMX IUIATGOPM i YIpaBJIiHHSA BCiMa eTamamu
JAHIIOra IMOCTAauyaHHs, aHajli3 BIUIMBY Uu@poBi3alii Ha CTaIMi PO3BUTOK 1 €KOJOTIUHY
e(EeKTUBHICTh arpapHOro BUPOOHUIITBA.

Mera nyoOaikanii. Meroto poOOTH € JOCTDKEHHS EKOHOMIUYHHUX AacTeKTiB
3aCTOCYBaHHS IHTEPHET-TEXHOJIOTIM B arpapHOMY CEKTOPl EKOHOMIKM YKpaiHu s
MIIBUIIEHHS HOTO €(pEeKTUBHOCTI, MPUOYTKOBOCTI Ta KOHKYPEHTOCIPOMOKHOCTI. 30Kpema,
MPEACTABUTH AaKTyaJbHICTh TaKUX IHCTPYMEHTIB, SK €JCKTPOHHA KOMEpIlis, IHTEpHET-
MapKETUHT, aHAJIITHKA BeIUKUX AaHuX Ta CRM-cucremu, Ha 3HUKEHHS BUTPAT, M1BUIICHHS
IPOAYKTUBHOCTI Ta PO3LUIMPEHHS] PUHKOBUX MOKJIMBOCTEH arpapHux nianpueMcts. OcobanBa
yBara NpUIUISEThCS CHUCTEMAaTH3allli eKOHOMIYHUX IMOKA3HHUKIB MPHU 3aCTOCYBaHHI IHTEPHET-
TEXHOJIOT1H [yl arpapHOro CEKTOpY EKOHOMIKH.

2. TEOPETUYHI OCHOBHA

BripoBapkeHHs IHTEPHET-TEXHOJIOTIH B arpapHOMY CEKTOPi CIIPSIMOBaHE Ha JIOCSITHEHHS
ONTHMI3allii BUTpAT Yepe3 aBTOMATH3AIIO JIOTICTHKH, 3HWIKEHHS POJIi IOCEPEIHHKIB 1
BUKOPUCTAHHS CJICKTPOHHHUX MAai/IaHYMKIB; IMIBUICHHS MPUOYTKOBOCTI 3aBISKH IHTEPHET-
Mapketury, SEO, SMM Ta po3mMpeHHI0 EKCHOPTHUX MOXKJIUBOCTEH; MOKpaIIeHHS
yIpaBJIiHHS Yepe3 IHTePaKTUBHI JAlIOOpau Ta aHAIITHYHI IHCTPYMEHTH; EKOHOMIIO Yacy 3a
JOTIOMOTOI0 aBTOMATH3allli 3aMOBJICHb, 3BITHOCTI Ta IIJIaHYBaHHS; EKOHOMII pecypciB
3aBJIIKU €JIEKTPOHHOMY JIOKYMEHTOOOIr'Y Ta 3MEHIIEHHIO BUTpAT Ha pekiiamy i mepcoHal;
aBTOMaTH3allil0 TpoleciB i3 BUKopucTaHHAM CRM-cuctem; po3liMpeHHs KaHaliB 30yTy
yepe3 IUIaTGOpMHU €NEeKTPOHHOT KOMEpIIii; MiJBUIIEHHS TOYHOCTI MPOTHO3IB Ha OCHOBI
BEJIMKHX JAaHUX; ONTUMI3allil0 JIOTICTUKHM JUIsI 3MEHIIEHHS 4Yacy JIOCTaBKM Ta KOHTPOJIO
JAHITIOTIB TOCTa4yaHHsA. Yce e CHOpusie MiABUIICHHIO EKOHOMIUHOT e(eKTHBHOCTI Ta
KOHKYPEHTOCIIPOMOXKHOCTI arpapHOro cekTopy. JlocHiDKeHHS aKLIEHTYeTbCs Ha aHamisi
BUKOPHUCTaHHS €JEKTPOHHUX MalaH4YHMKIB Ta IHTEPHET-peCcCypCciB KOMIMaHIN SIK IHCTPYMEHTIB
IHTepHET-MapKEeTHHTY.
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3. METOAU JOCJIJUKEHHS

VY nocnikeHHI BUKOPUCTAHO OIMMCOBY CTAaTUCTUKY, aHaJli3 KEHCIB ISl OI[IHKH BILIHBY
IHTEPHET-TEXHOJIOT1/ Ha (iHAHCOBI MOKA3HUKH arpapHUX minnpuemcts. [nctpymentu Google
Analytics, Biakputi cepsicu SimilarWeb, MOZ, a Takox Power Bl Ta nanOymoBu mis
HamamtyBanHs APl st 30opy, 0OpoOKM JaHHWX JO3BOJISIOTH MOHITOPUTH TIOBEIIHKY
CTOXHMBAYIB B IHTEPHETI 1 ONTUMI3yBaTH MapKETUHTOBI KaMIIaHii.

4. PE3YJIBTATU TA OBI'OBOPEHHSA

JUig nociiKeHHsT €KOHOMIUHUX AacHeKTIB BUKOPHUCTAHHS IHTEPHET-TEXHOJIOTIN JUIs
arpapHoOro CeKTopy €eKOHOMIKH Oyio BUKOpucTaHO naHl Onenaarabory, sikuil 30epirae aaHi 3
BiIKpUTHX peecTpiB. BuxkopuctoByroun KBEJ[ Ta API Power Bl, 6yno 3i6pano iHdopmariio
PO KOMTIaHIi, 110 3A1IMCHIOIOTH JISUTBHICTH B C(hepi arpapHOTrO CEKTOPY. 3arajibHa CTaTUCTHKA
BKa3ye, 1mo craHoM Ha jucronan 2024 poxy B Cekuii A CiibChbKe roCHoJIapcTBO, JICOBE
rOCIOIAPCTBO Ta pUOHE TOCIOAAPCTBO MpecTaBieHo 9996 kxommaHii 3a pi3HUMEU dopMamMu
BracHocTi. 3174 xommanii 3aiiicHIOTH MisTbHICTh 32 KBEJ] Knac 46.21 OnroBa TOpriBis
3epHOM, HEOOpOOJEHUM TIOTIOHOM, HaciHHsAM 1 kKopmamu Juisi TBapuH. Cekuis A (01)
BKJIIOYA€ BUKOPHUCTAHHS POCIMHHUX 1 TBAPUHHUX MPHUPOIAHUX PECYPCIB, Y T. Y. AUIBHICTD 3
BHPOIIYBAaHHS  CUTbCHKOTOCIIOJAAPCHKAX  KYJIbTYp, BHPOIIYBaHHS Ta  PO3BEICHHS
CUIbCHKOTOCTIOJAPCHKUX TBAPUH, OJEP)KYBaHHS JlicOMaTepialiB, JIICOBUX Ta IHIIUX POCIHH,
TBapHH 1 MPOAYKIIi TBAPUHHOTO TMOXO/DKEHHs Ha (pepMax abo B MPUPOTHOMY CEPEIOBHIIIL.
Kmac KBE]J[ 46.21 «OmnroBa TOpriBias 3epHOM, HEOOpOOJEHUM TIOTIOHOM, HACIHHIM 1
KOpMaMH JUIsi TBapUH» € 17CAIbHUM I KOMIIaHId, IO 3AIHCHIOIOTH JAUCTPUOYIIiIO
CUThCHKOTOCTIOIAPCHKOT  MPOAYKINT Y BEIMKUX o00csIrax Ta MpamiioTh Yy  cdepi
arporpomucioBocti [3]. IMamgemis COVID-19 Ta BO€HHHi#I CTaH CYTTEBO BIUIMHYJIH Ha
(hYHKIIIOHYBAaHHS arpoMPOMHCIOBOTO KOMIUIEKCY YKpaiHH, 30KpeMa Ha €KCIOPT MPOIYKITii,
Akl 70 BiiiHM 3a0e3nedyBaB Omu3bko 40-50% 3araabHOro eKCHOpTy Kpainu Ta OyB
KJIFOUOBHMM JDKEPEJIOM BaTIOTHHUX HaAX0/pKeHb. Y 2021 pori A0Xin BiJ €KCHMOPTY arpapHoi
MPOJIYKIIT Ta Xap4yOBUX MPOAYKTIB Iomicsis cranoBuB $2,3-2,84 mupa, 3 skux $1,3-1,62
MJIPJI PUTTIAJIAI0 HA IPOIYKTH POCIMHHOTO ToXopkeHHs. OaHak micis 24 mrotoro 2022 poky
€KCIOPTHI HAJXO/KEHHS CYTTEBO CKOPOTHJIMCS: €KCIIOPT arpapHoi MPOIYyKIii Ta XapuoBUX
NPOAYKTIB 3MeHIHBCs y 3,84 paza (3 $2,84 mupa no $0,74 mupn Ha micsip), a TPOAYKTIB
POCIIMHHOTO MOXO/pKeHHS — y 4,63 pasa (3 $1,62 miapa a0 $0,35 mapa) [1-4]. OcHoBHUMHE
npoOieMaMH 3alUIIAOThCs CKIAAHOUII 31 30yTOM NPOAYKIlii, HEZOCTaTHIM pPO3BUTOK
JIOTICTUKH, @ TaKOX BIJCYTHICTh T'YPTOBUX 3aKYMIBEJIBHUKIB IS APIOHUX (PepMepChbKUuxX
rocrnoaapctB. BupilieHHs 1uxX mnpobieM MnoTpedye KOMIUIEKCHOTO MiAXOy, BKIIOYAIOUH
PO3pOOKYy CydacHUX IHTEPHET-pECypCiB Ul arpapHUX KOMIIaHii, ONTUMI3AIlil0 JIOTICTUYHUX
JIQHITIOTIB Ta BIPOBA/XKEHHS CTAHIAPTIB SIKOCT1 MPOIYKIIi.

B yMoBax BHCOKOI KOHKYpEHIIil HAa arpOPHUHKY IMepexXiJ 1O BUKOPUCTAHHS IHTEPHET-
TEXHOJIOTIM CTae KPUTUYHO BAXKIWMBUM. 3aCTOCYBaHHS BIIACHOTO BeOCailTy H03BoJIsA€
KOMMaHIAM pO3UIMprOBATH reorpagito KII€HTIB, IHTErpyBaTUCs B TIJ0OANbHI PUHKH Ta
MiABUIIYBATH BIi3HaBaHICTh OpeHy. OCHOBHUMU (YHKIIISIMU TaKUX CANTIB € MpeICTaBICHHS
TOBaplB MO>KJIUBICTb OQ)opMneHHﬂ 3aMOBJIEHb, IHTETpallisg 3 PEeKIaMHUMH KaMIIaHIIMU Ta
aHalliTUKa B3aemojii 3 kimieHTamMu. KpiM TOro, TmpeacTaBiIeHHS Ha eIEeKTPOHHUX
TOpProBeNbHUX TuaThopmax, Takux sk Prom.ua gu SPILCA, 3a0e3neuye OOCTYN 0 HOBUX
KaHamiB 30yTy, 3HWXKYE BUTPATH Ha peKiiaMy Ta JI03BOJISi€ ONEPATUBHO pearyBaTH Ha 3MIHY
MOTINTY.

CriekTp IHTEpHET-TEXHOJOTIH, sKi HeOOXiAH1 JUIsl PO3BUTKY arpoOi3Hecy, BKIIOYAE
SEO-ontumizaiiito, KOHTEKCTHY pekinamy, CRM-cuctemu, aHaIITU4HI IHCTPYMEHTH Ta
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IHTepaKTHBHI IHTEpPHET-Mara3uHu. 3aCTOCYBAaHHs €JIEKTPOHHUX IUIaTdopM 30UTbIIye 00CITH

MpoJIaXiB Ta 3a0e3nedye 00’ €KTUBHY aHANITHKY PUHKY. Y Ta0muii 1 mpencTaBieHo KIFOYOBi

IHTEPHET-TEXHOJIOTIi Ta iX BILUTUB HA €PEKTUBHICTh arpapHOTO Oi3HECY.
Tabauus 1. KiouoBi inTepHeT-TeXHOI0TII AJ151 arpapHoro 0i3Hecy

InTepnet- . .
P! IIpuznavenns OuikyBanmii edexr
TEeXHOJIOTist
Brnachuit IIpencraBneHHs  MPOAYKMIIi,  OHJAMH- 301TbIIICHHAS TIPOIaXKIB,
BebOcaiiT 3aMOBJICHHSI, IHTErpallisi 3 MapKETHHIOM (hopmyBaHHs OpeHTy
. L Posmmpenns PHHKIB
Enexrponsi 3anmydeHHsT ~ HOBHX  KIIEHTIB  uepe3
. . L 30yTy, B3HW)KEHHsS BHUTpPaT Ha
aThopmMu IHTEpaKTHBHI TOPrOBENbHI MaiJaHYNKH .
MOCepeTHHKIB
SEO- [okpamieHHs] BUOMMOCTI y TTOIIYKOBHX [TinBuIIeHHST OpraHiYHOrO
OIITHMIi3alis cucremMax Tpadiky
KonTekctHa TapreroBana pekiiaMa Ha pEJIEBAHTHY 3anyueHHs KJTIEHTIB,
pekama ayJTUTOPIIO i IBUIICHHS KOHBEPCil
CRM- YrpaBiiHHS KITIEHTCHKOIO 0a300, 00poOKa [MokpamieHsss B3aeMomii 3
CHCTEMHU 3aMOBJIEHb KJIIEHTaMHU
AmnaniTnyHi 30ip JnmaHuMX T[po  KIEHTIB, aHawi3 Onrumizaris crparerii
iatgopmu TIOBEIIHKH Ta e()eKTUBHOCTI PEKJIaMHU MPOJIAXKIB

BnpoBamkeHHsT THTEPHET-TEXHOJIOTI B arpapHOMYy CEKTOpi 3abe3leuye 3HaudHe
MIABUIIEHHS e(eKTUBHOCTI Oi3HECY, CKOPOUYEHHSI BUTPAT Ta BIAKPUTTSI HOBUX MOXJIMBOCTEM
JUTsl BUXOAY Ha MDKHApOJHI PUHKH. 3aCTOCYBaHHS IHTEPHET-TEXHOJIOTIN JEMOHCTPYE Taki
pe3ynbTaTd. BapTo 3a3HaunTH, M0 OCOOIMBO TOCTPUM CTOITh HMUTAHHS 300py IJaHUX 3a
JAHOIO TEMAaTHUKOI0, TOPSAJ 3 THUM YacTKOBI JIaH1 JEMOCTPYIOTh aKTYaJIbHICTh THTaHHS.
Kowmmanis "Hibynon" 30umbmuna onnaiiH-pofaxi Ha 30% micna BrpoBamkeHHs SEO Ta
KOHTeHT-MapkeTuHry. John Deere mosimomisie mpo 3pocTaHHs mpojaaxiB Ha 25% 3aBIsSKH
KaMIaHisiM 3 BimeomapkeTuHry [4]. B mporieci TOCTimKEHHS CHCTEMaTH30BaHO €KOHOMIUHI
MMOKAa3HUKH, M0 BigoOpaxkaroTh e(EKTUBHICTb 3aCTOCYBaHHS IHTEPHET-TEXHOJIOTIN IS
arpapHoOTo CEKTOPY EKOHOMIKH (Ta0:1.2).

Tabauust 2. OCHOBHi mNOKa3HUKH e(EeKTHUBHOCTI 3acTOCYBaHHsI iHTepHeT-
TEXHOJIOT'ili B ATPAPHOMY CEKTOPi
IMoka3Huk dDopmya | 3micT
3araJibHONPUIHSATI €eKOHOMIYHI IIOKa3HUKU
Perradenn i OmiHloe Bijmady Big BHUTpaT Ha
ctb iHBectuuiii ROI ROI=(Yucmuii npubymor/Bump | . ! JUay  BIL BHTD
IHTEepHET-MapKEeTHHTOBI KaMIlaHii, HAIIPUKIIAJ,
(Return on | amu)*100 .
eJIeKTPOHHI IU1aT(opmu.
Investment)
CAC . BuzHauae BapTicTh 3aIydeHHS OJHOTO
CAC=3azanvui sumpamu Ha ma . P Jamyy A
(Customer KITi€HTa 4Yepe3 eNEeKTPOHHI MalIaHYMKH YH

premune/ Kimv nogux knienmis

Acquisition Cost) IHTEpHET-PECYPCH.

PenrabenbHi . . . .
oIh DONaKIE ROS=(Hucmuii npubymox//[oxio ITokazye mpUOYTKOBICTE TPOMAXKIB,
(ROS) POzt 810 npodasicie) <100 3iCHEHNX Yepe3 iHTepHeT-MaiTaHInKH.

dacmxa inmeprem- Buznauae JacTK TIPOZIaXKiB

Yacrka npooaoicie=(0bcsz npodaoicie uepes it Y POxL >

3MiMICHEHNX depe3 eNeKTPOHHI KaHallk, BiJ

IHTEpHET-TIPOIaXIB )
3arajJbHOTO 00CSTY MPOJaKiB.

mepnem/3azanbhuli 06cae npooaicig) x

100
Ilokazye, HACKiNBKM  3MEHIIMINCS
ExoHOMis S=Pecypc.'u oe3 mexngﬂoeiﬁ— BUTpaTH pECypCiB, Hanpukiaz, eKOHOM@}o
pecypcis (S) Pecypcu i3 mexnonozisimu yacy 3aBAJKH aBTOMaTH3alli  MpOLECIB,
HalpWKial, I[UIAHyBaHHSI IIOCTaBOK  abo

00pOOKH 3aMOBJICHB.
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3pocTaHHA
nponaxiB(GS)

GS=(IIpooavici nicris mexnonozi

Tpooasici 0o mexnonozity)/

TIpooasici 0o mexuonozii
%100

BinoOpaskae mpupicT MpomaxiB Iicis
BIOPOBADKCHHS.  IHTEPHET-MApKETHHTY  YH
CIEKTPOHHUX TUIATPOpM 30yTYy.

Bysbkocreniani3oBaHi TOKa3HUKH JIIS iIHTEPHET-TEXHOJIO

Tiil

CR
(Conversion Rate)

CR=(Kinvxicmv 0iu (noxynok)/
Kinvxicmo 6i06idysauis caimy)*100

BigoOpakae e]eKkTHBHICTh I1HTEpHET-
pecypcy B IIEpeTBOpEHHI BiiBigyBauiB Ha
TIOKYTIIIiB.

CTR (Click-
Through Rate)

CTR=(Kinvxicms xnikie/Kinvkic
mo noxaszig) x 100

OmiHioe e(eKTHBHICTh pEKIaMu Ha
CJIEKTPOHHMX MalJaH4YMKax 1 B IHTEpHET-
pecypcax.

Bounce Rate=(Kinvxicmo 6i06i0

TToxa3uuk . . M BusHayae  sKiCTh ~ KOHTCHTY  Ta
. V6auis, SIKI NOKUHYIU CAllm NiCsL nepeai . L . )

BigMOB (Bounce .. . . BiJTIOBIAHICTE caity OYiKyBaHHSIM
Rate) 50y 00Hiel cmopinku)/3acanvha KinbKic BiABiTyBAMiE
mb 8i0sioysauie x 100 YBAHIB.

Yacmxa inmepnem- .
. . . Busnauae YacTKy POJIAKIB,
Yacrtka npooadicie=(0bcsie npodavicie uepes in

IHTEpHET-TIPOAAKIB

meprem/3azanvHuil 00csi2 NPooaxicie) x
100

3MIHCHEHUX Yepe3 CNCKTPOHHI KaHadH, BiJ
3arajbHOro 00CSATy MPOJIaXKiB.

BinsinyBani
CThb caury
(3aranpHu#E Tpadik,
V)

V=3
Kinvkicmo yHixanvuux 6i0gioysa
ui6 Ha 000y

KinbKicTh yHIKaNbHUX KOPUCTYBAuiB,
SKi BIJBIAYIOTH CalT KOMIIAHIi MPOTAroM
BU3HAUCHOI'O TIEPiofy.

Cepenniii
yac  rnepeOyBaHHs
Ha caiiri (AvgT)

AvVQT = 3aeanvruil yac ycix ceciti
(cyma mpusanocmi 6cix 6i08i0y6aHb
catimy)/  3aeanvha  KilbKicmb  cecill
(8i0gidysans catimy).

O11iHIOE 3aJTy4EHICTh KOPUCTYBAYIB JI0
KOHTEHTY IHTEpHET-pecypcy KOMIaHii.

Kinbkicts Tosepnenna=(Kinokicms noemo . . Lo
S . OILiHIOE JIOSNIBHICT ~ KIIEHTIB  JIO
MIOBEPHEHb PHUX 8i08i0y6auie/
. o . . €JIEKTPOHHOT' 0 PECYpCy KOMIIaHii.
KOPHUCTYBayiB 3aeanvua xinekicms 6i0gidysauis) <100

CucremMaTn30BaHl MOKAa3HUKKA €(PEKTUBHOCTI BIPOBA/KEHHS IHTEPHET-TEXHOJIOTIH B

arpapHoMy CEKTOpl JAEMOHCTPYIOTh IOTEHIIaJ Il ONTHMI3allii BHUTpAT, MiIBUIICHHS
MPUOYTKOBOCTI Ta TIOKPAIICHHS yIPaBIiHCHKUX MporieciB. B Tabnuii 3 HaBeneHO ycepeaHeH1
Mmoka3Huku 3a >koBTeHb 2024 poky mns TOII arpoxommuuriB YkpaiHu, Je KUIBKICTh
BIIBiIyBauiB Ta OOCST MEPErJITHYTUX CTOPIHOK BKAa3ylOTh Ha 3POCTAIOYY pPOJIb IHTEPHET-
TEeXHOJIOT. PiBeHb opraniuHoro tpadiky BKazye Ha IHTEpeC 3 OOKY 3BUYaHUX KOPUCTYBayiB
IaTepner (puc.1).

Tagmuus 3. Iloka3HUKHM BHKOPHCTAHHSI iHTePHET-TEXHOJIOTiii HAa NPUKJIAdi
xopnopatuBHux caittis 1 TOII 3 Arpoxosgunris 3a ganumu SimilarWeb

Engagement

® mhp.com.ua nibulon. com ® kel
101,949 50,910
N/A

N/A

00:08:27 00:04:37

20.29 5.10

Pages per visit

32.45% 41.17% 34.7%

Bounce rate

Page Views 2.068M 259,648 243,647

Deduplicated audience €Ty ain & i UPGRADE
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Channels overview
Oct 2024 Worldwide All traffic

Domain Total Traffic
mhp.com.ua 101,949
nibulon.com 50910
kernel.ua 62,517

Pucynox 1. [licepena mpaghixy ons kopnopamusnux caumis ons TOII 3 Aepoxonouneie
3a oanumu SimilarWeb

BuxopucrtanHs iHcTpyMeHTIB, Takux ik CRM-cuctemu, SEO, KOHTEKCTHA pekiaMa Ta
aHAJIITUKA BEIMKUX JIaHUX, CIIPUsIE 3HWKEHHIO BUTPAT Ha JIOTICTUKY, MApKETHHT 1 IIepCcOHal,
BOJHOYAC JIO3BOJISIIOYM — arpomiApueMCTBaM e€(QEeKTUBHILIE IUIAHYBaTH JALUIBHICTH 1
ONEpaTUBHO pearyBaTd Ha 3MIHM PUHKY. EnekTpoHHI miaTdopMu poO3LIMPIOIOTH KaHAIH
30yTy, 3a0e3medyroud JOCTYN 0 TJIOOAJTbHHX PHHKIB 1 CKOPOYYIOUH 3aJIeKHICTh Bij
MOCepeHNUKIB. 3aBASKM aBTOMATH3allli MpoleciB Ta IHTEPAKTUBHUM IHCTPYMEHTaM
yrOpaBiiHHSA O13HEC MOKE€ €KOHOMHMTH 4ac 1 pecypcH, OJHOYACHO MiJBUIIYIOYH TOYHICTb
MMPOTHO31B Ta MPO30PICTh JOTICTUYHHUX Omeparlid. TakuM 4uHOM, KOMIUIEKCHE BITPOBAKCHHS
IHTEPHET-TEXHOJIOTI (POopMye OCHOBY I KOHKYPEHTOCTIPOMOYKHOCTI Ta CTaJIOTO PO3BUTKY
arpapHoro CeKTopy.

BUCHOBKMU TA IIEPCIIEKTUBH ITOJAJIBIIHNUX JOCJJITKEHD

[HTEpHET-TEeXHOJIOT1] € BaXJIWBUM IHCTPYMEHTOM Il TIABUIIEHHS EKOHOMIYHOT
e(EeKTUBHOCTI arpapHoro CeKTopy. BmpoBamkeHHs nU(PPOBHUX DIMICHb CHPUSIE ONTUMIZAIT
BUTPAT, MiIBUIICHHIO MPOIYKTUBHOCTI Ta PO3IMIUPEHHIO PUHKOBUX MOXKIMBOCTEH arpapHUX
mignpueMmcTB. [lomanmemii mociimpkeHHs OyAayTh 30CEepe/DKEHI Ha IHTerpallii aHATITHYHHX
CHUCTEM 1 pO3pOOIli peKOMEHAAIIH 11 MaTuX PepMEPCHKUX TOCIIOAAPCTB.
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EKOHOMETPUYHUI AHAJII3 LIUAPOBOIO MAPKETUHI'Y TA PEKJIAMU

AHorania. CyyacHM MapKeTMHI Ta pekjiamMa HeMOXJuBl 0e3
BUKOPUCTAHHSI EKOHOMETPHUYHUX MeToniB. IlIBUAKMII pPO3BUTOK TEXHOJOTIH,
ocoOinmBo B obOmacti iHpopMaliiHUX Ta KOMyHIKaiiiHux TexHosorii (IKT),
MPU3BIB 70 MOSBH HOBUX IHCTPYMEHTIB Ta METOJIB 300py Ta aHATI3y JaHHUX IPO
MOBEAIHKY crnokuBauiB. Lle, B cBOIO yepry, BIAKPUBAE HOBI MOKJIMBOCTI JJIsi
onTuMizarl MAapKETUHT OBUX KaMIIaHIi Ta MIIBUIIEHHS X
e(eKTUBHOCTI. MapKeTHHTOB1 TEXHOJIOTIi, Taki SIK IHTEPHET-MApPKETUHT, aHali3
JAaHUX, COIIAJIbHI MeJia, CTaJM HEBII €MHOK YacCTHHOIO YCIIIITHOTO Oi3Hecy.
Bonu 103B0NSAI0TE HE TUTBKK 30MpaTH Ta aHANI3yBaTH JIaHi, ajieé i 3aCTOCOBYBaTH
€KOHOMETPUYHI MOJeN JJIsi MOKpAIlleHHs CTpaTerii MapKeTUHTY, MPUBEPTAaHHS
HOBHX KITIEHTIB Ta 30epeKeHHs ICHYIOUMX. B CTaTTi 3/11iiICHEHO €KOHOMETPUYHUN
aHaji3 pUHKY pekiiaMu B YKpaiHi, mocmimkeHo vactky BBII Bim pekmamu B
VYkpaiHi, 311CHEHO MPOTHO3 MalOyTHIX TEHIIEHIIIM PO3BUTKY PUHKY PEKJIaMH B
VYkpaiHi, BU3HA4Y€HO KIIOYOBI (haKTOpHW, 10 BIUIMBaIOTh Ha udacTky BBII Bix
pekiiaMu B YKpaiHi.

KiarouoBi caoBa: 1udpoBuid MapKeTHUHT, peKJiamMa, EKOHOMETPUUYHE
MOJIETTIOBAHHS.

CyuacHuil MapKeTHHI Ta pekjamMa HEMOXXJIMBI 0e3 BUKOPHUCTAHHS EKOHOMETPUYHHUX
MetoniB. IlIBuakuii pO3BUTOK TEXHOJIOTIH, 0COO0IMBO B oOjacTi iH(QopMamidHUX Ta
komyHikariiHuX TexHosorii (IKT), mpu3BiB 10 MOSIBU HOBUX IHCTPYMEHTIB Ta METOJIIB 300Dy
Ta aHaji3y JaHUX TpPO IMOBEIIHKY croxuBadiB. lle, B CBOI0 uepry, BIJKpHUBaE HOBI
MOXJTMBOCTI JUIsl ONTHMI3allii MApKETHHTOBUX KaMIIaHIi Ta MiIBUIICHHS X e(EKTUBHOCTI.

MapKkeTHHIOB1 TEXHOJIOTil, TaKi K IHTEPHET-MapKETHUHI, aHaIi3 JaHUX, COLIalIbHI
MeJlia, CTaJld HEeBiJ €MHOI0 YAaCTUHOIO YCHIIHOTO Oi3Hecy. BOHM [103BOJSIIOTH HE TUIBKH
30uparu Ta aHaJi3yBaTH JaHi, aje i 3aCTOCOBYBATH €KOHOMETPUYHI MOJIEINI ISl TOKpAICHHS
CTpaTeriii MapKeTUHTY, IPUBEPTAHHS HOBUX KIIIEHTIB Ta 30€PEKEHHS ICHYIOUHX.

IlocranoBka mnpobaemu. Ilocrae HEOOXiAHICTH 3aCTOCYBaHHA EKOHOMETPHUHUX
METO/IB JUIs BUMIPIOBaHHs €()eKTUBHOCTI peKIaMHMX KaMIlaHii, onTUMi3allii MapKeTHHIOBUX
ButpaTr Ta miaBumieHHs ROI. Takox Oyne AochiKeHO BIUIMB HU(MPOBUX MapKETHHTOBUX
TEXHOJIOT1H Ha CIIOKHUBYY MOBEIHKY Ta MPUUHATTS PIlICHb.

JlocmikeHHsT Ma€e BayKJIMBE NMPAKTUYHE 3HAYCHHS, OCKUTBKH JI03BOJIUTH MIAIPUEMCTBAM
BUKOPUCTOBYBaTH €KOHOMETPUYHI IHCTPYMEHTH MM JOCSATHEHHS MapKEeTHHTOBUX LUIeH 1
MIIBUIIIEHHS] KOHKYPEHTOCIIPOMOXKHOCTI B yMOBaX IIU(PPOBOi EKOHOMIKH.

AHaJi3 ocTaHHIX qociailkeHb i myOuikaniii. BUB4eHHSIM pekiiaMu SK €KOHOMIYHOT
KaTeropii 3aiiManucst Taki BiZioMi CBiTOBI BUeH1 Ta pekiamictu: b. bepubax [1], b. I'apoing
[3], A. Oringi [2], Ta iH. [IpoTe nocmikeHHs 3anexxHocTell y chepi tuppoBOro MapkeTHHTY 3
BUKOPUCTAHHSIM €KOHOMETPUYHOTO MOJISTIOBAHHS TPOBOIMIOCH HA HEJIOCTATHLOMY PiBHI.

Meta nyoJikanii. MeToro cTaTTi € IpOBEIeHHS KOMIUIEKCHOTO IOCIHIIPKEHHS PUHKY
pekiamu B YKpaiHi, HOTO CTPYKTYpH, AMHAMIKH PO3BUTKY Ta BIUIMBY HAa €KOHOMIKY KpaiHU.

32


mailto:ek22-b.dvornyk@nubip.edu.ua

XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\lonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Ky|v

3aBISKM EKOHOMETPUYHOMY aHalli3y Ta TNPOTHO3YBAHHIO TEHJCHIIA PO3BUTKY PHUHKY,
IUTAHYETHCSI BU3HAYUTH KIIFOYOBI (PaKTOpH, IO BIUIMBAaIOTH Ha yacTky BBII Big pexnamu, ta
PO3pOOUTH peKOMEH aIlii 100 ii 301IbIIeHHs. B 0CHOBI MAPKETHHTOBHUX TEXHOJIOTIH JICKUTh
iIess TOBHOI KEPOBAHOCTI MApPKETHHTOBHM IPOIECOM, HOTO TMPOEKTYBaHHS 1 MOXIJIHBICTD
aHanisy [UIIXOM TIOETAITHOTO BiIlTBOpeHHH [HTEepHET-MapKETHHT  SK TapreTHBHOIO i
IHTEPaKTHBHOTO MApKETUHIY TOBApiB 1 MOCIYT, M0 BUKOPHCTOBYE HU(POBI TEXHOJIOTII IS
3aJy4eHHs] MOTCHLIMHMX KIIIEHTIB 1 yTpUMaHHS iX SK CHOKMBaviB. BH3HAueHO OCHOBHI
MapKETUHTOBI MIPOIECH, SIKI pEaTi3yIOThCs 3a JTOTIOMOTOI0 TEXHOJIOTiH [HTepHeT-MapKeTHHTY,
70 SIKAX HAJIEXKaTb MApKETWHTOBI JOCIIPKEHHS B I|HTEpHETI, MapKETUHTOBI KOMYHIKAIlii B
InTepueti Ta mpocyBaHHs 1 30yT mpoaykiii yepe3 IHrepHer. BucrtaBku Ta sipMapku Oynu
MEPIIMM €TalloM B PO3BUTKY MapKEeTHHTY, TPUBAaB BiH 0 cepeanHu 20-ro CTOMITTS, BOHU B
CBOIO yepry OyJnu OCHOBHMMH MaiJJaHUMKaMH JUIS POy TOBApiB Ta MOCIYT Ha TOM Hac.
VY4acHUKM BHUCTaBKOBOTO Oi13HECY 3allydalMcCsl 10 y4acTl HUIIXOM IyOJIYHOTO OroJIOIIEHHS,
1HOJII yepe3 pelirifHi Ta KyJbTYpHI 3aX0Jd. 3 4acoM pekiiaMa 3’sIBUIach y TPOMaJICbKOMY
TPAHCHOPTI Ta peKJIaMHUX muTax. [lapangensHo 3 pO3BUTKOM PEKJIaMHU BHHUKIIN i PEKJIaMHHUX
muTax. [lapamenbHO 3 PO3BUTKOM pPEKJIAMH BHHUKIM 1 TEpIIi TPUKIATH MacOBOTO
BUpPOOHUIITBA Ta MapKeTUHTy. Y 1930-x pokax 3'sBuimcs nepiui KoH(EepeHilii 3 MapKeTHHTY
Ta mpodeciitai acomiarii, Taki sk American Marketing Association (BakJIUBHI pecypc, 10
HaJa€ BIAMOBIIHY MapKETUHTOBY iH(GOpMAIlifO, 0 SKOI1 IIOTHS 3BEPTAIOTHCS JIOCBIMYEHI
MapKeTOJIOTH), PO3MOoYalyd CBOIO ALIbHICTh. lle crnpusiio ¢opMyBaHHIO MapKETHUHTY SK
Hayku [1]. V 50-x ta 60-x pokax cranu BaxxauBuMH Konmemnii "4P mapkerunry" (Product —
toBap: Price — BaprticTh: Place — micme: Promotion - peknama), siki 3poOMJIM aKIIEHT Ha
cnokuBaviB 1 ixHi moTpebm. Lls opieHTamiss Ha CrOKKMBada CTajla OCHOBOIO CY4acHOTO
mapketunry. [lig dwac 70-90-x poOKIB TICHXOJIOTISI aKTUBHO BHUKOPHCTOBYBAJIACh
MapKeTOJIOTaMH JIJIsi OUTBIIIOTO BIUIMBY HA KIHIIEBUX CIIO’KMBAYiB, CTBOPHBIIN TaKl METOIM 5K
(hoKyc-TpynH Ta IHTEPB 10 3a JIOMTOMOTOIO SIKUX CTaJo JIETIIE Ta Kpallle pO3yMITH OakaHHS Ta
MoTpeOU KIEHTIB. 3 IBUBCS TaKOX MPSMHUA MapKETUHT, BiH 0a3yBaBcs Ha MepCcoHami3alii 10
KOXKHOTO CHOXHBada okpeMo. II’atuii, ocTaHHiIi eTam Yy pO3BUTKY MAapKETHHTOBUX
TEXHOJIOTIH kUi posmouaBcs mie y 2000-x pokax 1 TpHBA€E 10 CHOTOJCHHS, BUKOPUCTOBYE
nuQpoBi TEXHOJOTIT Ui MapKETHHrOBUX IUled Taki sk: SEOQ — onruMizamis caity y
MOITYKOBUX cucTteMax; SMM — comianeHuil Memia mMapkeTuHr; SMO — ontumizanis uist
comianibHuX Mepexx; RTB — topru B peanmpHoMy 4Yaci; SEM — MapKeTHHT B MOITYKOBUX
cucremax; E-mail-mapkerunr: Pexiama depes enekrpoHHy nomity. Big Data: AHami3 BETHKHX
TaHUX JUIS TPHAHATTSA pimieHb B Oi3Heci. [OJIOBHMM NIPOPHMBOM OCTAaHHIX POKIB CTaB
IITYYHUN 1HTENEKT, 3a JOMOMOIOI0 SKOTO BEJIMKI KOPIOpallii aBTOMAaTU3YIOTh MPOEKTH, 10
pobuth Oi3Hec e(eKTHUBHINIE HUISIXOM €KOHOMii yacy. TakoX IOMyCTUMICTh TOMHUIIOK B
MapKeTHHTOBUX IMpollecaXx 3HUXKYETbCS 10 Hyns, ockiibku IIII mMae Habarato Oimbury
ToyHicTh HDK mroauHa [3]. CyyacHi METHOJIOTii pPO3TISAA0Th JEKUIbKAa KIIOYOBHUX
METOJIOJIOTTYHUX AacIeKTiB (OpMYyBaHHS MAapKETHMHIOBOI TEXHOJOTril. 30KpeMa, po3risHYTI
noka3HUKH peHTabenpHOCTI iHBecTulii (ROI), noBiuna ninHicTs kiienta (LTV), nina 3a kiik
(CPC) Ta Bapricts 3a kiik (CPL). ROI BuzHauae edextuBHicTh iHBecTuiliii, LTV mo3Bosse
IIPOrHO3yBaTH YMCTUI NpuOyTOK Bij KiieHTa, CPC BUMIiproe BapTiCTh KJliKa Ha pekiamy, a
CPL Bka3ye Ha BUTpaTH 3a KOXEH MNOTEHUIMHMHA KiieHT. L[i moka3HUKM JOTIOMararoTh
KOMIIaHISIM OI[IHIOBAaTH Ta ONTHMI3YBaTH €(EKTHUBHICTb CBOiX MAapKETHHTOBHX CTpaTeriH,
3abe3neuyioun OUIbII TOYHE YHpaBIiHHA pecypcamu Ta OromketoM. JliHiiiHa perpecis €
OJIHUM 3 HalMOMyISpHIIIUX METOMAIB €KOHOMETPUYHOIO aHaji3y, KU BUKOPHCTOBYETHCS
JUIS BU3HAUEHHS 3B 513Ky MK 3aJI€KHOIO0 3MIHHOIO Ta OJIHIEI0 a00 JEKITbKOMa HE3aJIeKHUMHU
3MmiHHUMH. Ochb JeKiIbKa MPUKIAAIB, SK JIiHIIHA perpecis Moxe OyTH 3acTocoBaHa y cdepi
nuppoBoro MapkeTuHry: IIporHo3yBaHHS MNpoOJaXiB € KIIOYOBUM  E€JIEMEHTOM Yy
CTpaTeriuHOMY IJIaHYBaHHI IU(PPOBOro MapKeTHHTy. lle He TiTbKM /J03BOJISIE KOMIIAHISIM
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BU3HAYUTH TOTEHLINHI J0XOAM Ta OIIHUTH e(EeKTUBHICTh PEKIAMHHUX KaMIaHii, ane i
JI0TIOMarae yrpaBJIiHHIO pecypcaMu Ta onTuMizanii 6romkeTiB. Och AOKIaIHIIIE PO MPOLec
MIPOTHO3YBAaHHS MPOJaXiB: 30ip JaHUX Ta aHANi3 MUHYIUX TpeHAiB: [lepmm KpokoM € 30ip
ICTOpUYHHX JAaHHUX Mpo mpoxaxi. Lle MoxyTs OyTH AaHi Mpo MIOACHHI, HIOTH)KHEB1, MICIYH1
abo piuHi mpojaxi. AHAIBYIOYM IIi JaHi, MOXHAa BHUSBHUTH MATepHU Ta TPEHOM, SKI
BILTUBAIOTH HA TPOJIaXIi, TaKi K CE30HHICTh, EKOHOMIYHI ITUKIIH, a00 3MIHH B CIIOKHBAIbKUX
nepeBarax. BUKOpUCTaHHSI CTaTUCTHYHUX METOMIB: [ MpOrHO3yBaHHS MPOJaKiB MOKHA
3aCTOCYBATH PI3HOMAHITHI CTATUCTHYHI METO/IM, BKIIFOYAIOUH JIIHIHHY PErpecito, 4acoBi psiy,
a Takox Oumbm ckiaaHi Moxeni, sSk-oT ARIMA (aBroperpeciiiHi iHTErpoBaHi MOJeNi
KOB3HOrO cepefHboro). Lli Meroau n03BOJSIOTH BpaxyBaTH HE TUIBKM NPSIMHUHA BIUIMB
MapKeTUHTOBUX 3yCUJIb Ha MpOJaxi, ajie ¥ 1HIIl (AaKTOPH, sIKI MOKYTh BIUIMBATH HA MOIUT
[4]. Po3poOka mporHo3uux mojenei: Ha ocHOBI 310paHMX MaHWX Ta BHOpaHUX METOJIB
pOo3polbIIAIOTHCS MPOTHO3H1 Mojeni. i Mozeni MoxyTh Oytu npoctTuMu (0AHO(AKTOPHUMH)
abo 06araTo(pakTOPHUMH, JI€ BPaxXOBYIOTHCS PI3HI HE3aJIekKHI 3MIHHI, Takl SK BUTpaTH Ha
pekiamy, KUIbKICTh KJI1KiB, BEO-Tpadik, TOIIO.

[TepeBipka Ta Bamimamis mogneni: Ilepen TuMm, SK BUKOPUCTOBYBATH MOJENb IS
MIPOrHO3YBaHHS MalOYTHIX MPOJaXiB, BaXKJIMBO MEPEBIPUTH i TOYHICTh Ta BaligHICTh. Lle
MOXHa 3pOOWTH, TMOPIBHIOYM MPOTHO3M MOJEl 3 pEaThbHUMHU JaHWUMH 3a TOTEpeIHi
TePIOJIN.

Ananranig Ta KopuryBaHHsl crpaterii: [IporHo3yBaHHS IpOJaXKiB HE € OJHOPA30BUM
3aBAaHHsAM. BOHO BWMarae mocTiiiHOI afgamTallii Ta KOPHUTYBaHHS BIAMOBIAHO 1O 3MiH Yy
PUHKOBUX YMOBaX, CIIOXKHBAILKUX IepeBarax Ta e(peKTUBHOCTI MapKETUHIOBUX KaMITaHIH.

BukopuctanHs NporHO3iB  ANA  OPUAHATTS  pimieHb: (OCTaTOYHOK  METOIO
MIPOTHO3YBAHHS MPOJIAXKIB € JOTIOMOTa y MPUHHATTI 00TpYyHTOBaHUX Oi3HEecC-pimieHb. [{e Moxe
BKJIIOYATH IUIAHYBaHHS OIO/DKETIB, ONTHUMI3AIlll0 PEKJIAMHUX KaMIaHId, yIpaBIiHHS
3armacamu, Ta IHII acleKTH 0i3Hecy. AHaII3 YaCOBUX PSJIIB AOCTIDKYE MaHi, IO 3MIHIOIOTHCS
3 4acOM, BUSBIJISIIOYM TPEHAM Ta CE30HHICTb, TOJI SK JIIHIHHA perpecis BCTAHOBIIOE JIHINHI
3B’SI3KM MDK 3MIHHUMHU JUIsl TIPOTHO3YBaHHS 3HA4€Hb. BHOIp MDK HUMHU 3aJICKUTHh Bij
KOHTEKCTY: aHali3 4acoBUX PSAIB Kpalluil I JaHUX, [0 MalTh YacoOBY CTPYKTYpY, a
JIHIAHA perpecis — Ui BU3HAYCHHS BIUIMBY OJHUX 3MIHHMX Ha iHIII. PerpeciiiHmii aHai3
— 1€ pO3JLT MaTEMaTUYHOT CTATUCTHKH, KM JOCIIDKYE 3aJeKHICTh OJIHIET BEJIMUUHU Bif
iHmoi. Ha BigMIHY Bia KOPENSIIMHOTO aHali3y, PEerpeciiHUil aHalli3 HE JIMIIE BHUSBIISE
3B’SI30K MDK 3MIHHHMH, aje ¥ 3aiiMaeThCcsl MOUIYKOM MOJEN LbOTO 3B’SI3KY, BUPAXKEHOI Y
¢byHKIiT perpecii. AHaii3 Mokas3as, 10 WMOBIpHICTh KoedimieHTa npu 3MiHHINA "JlpykoBaHi
3MI" nopiBaroBatu 0 cranoButh >1%, 1m0 He mepeBulye NpUHATHUN piBeHb 10%, ame
BCEOJHO MOro noBeneThCs mNpuOpaTu, B KUTTI JpykoBani 3MI Bxke He € TakuMu
MOMYJISPHUMH. Otpumani pe3yapTaTH BIANOBIIAIOTH BCIM 3a3/ajerip BHU3HAYECHUM
KpUTEPIAM MOPUUHATTS, TOMY MOJENb BBAXAETbCA NPUWHATHOIO JJS BUKOPHUCTAHHS.
ExoHnomeTpu4Ha Mo/ieib Ma€ BUTIISI:

v = —25734855623,55 + 59,53x; — 113,44x, + 155,18x,+ 1645,80x; Q)

He x1 - OnnaitH-pexnama, xo- TenebaueHus, x4 — Pagio, Xs - 30BHIIIHS peKiama.

Omxe, poOMMO BHUCHOBKH MpO Te, MO0 Ipu 30imbmieHHI X1 Ha 100 oguHMIb, 11 cyma
3pocte Ha 5953. Tomy mnpu 30inbiueHi onynaiiH peknamu Ha 100 oxuHub 3pocte BBII B
cepeHbOMY Ha 5953 mpH CTanux 3HAYeHHAX TeleOadeHHs, pajio Ta 30BHIMIHBOI peKIaMH.
Sxmmo X, 36imemuTHC Ha 100 To 1151 cyMa 3MeHmuThes Ha 11344 mupa. rpH., To0TO Ha 11344
MiIpA. TpH.. Tomy npu 30iblIeH] pekinaMu BuAUIeHoi Ha TenebauenHs Ha 100 oaunns BBIT
CKOPOTUTBHCSI B cepeaHboMy Ha 11344 mMapa. TpH. 1NpH CTaIMX 3HAYCHHAX pajaio Ta
30BHIITHBOT pexiaMu. SKIo X4 30iemuThesa Ha 100 To st cyma 3pocte Ha 15518, To6TO Ha
15518 mupa. rpH. Tomy mipu 30inblIeH] BUIUIEHHS KOWITIB Ha pagio Ha 100 oguHIb 3pocTe
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BBII B cepennbomy Ha 15518 npu cranmux 3HaYSHHSAX Pajio Ta 30BHIMIHBOT pekiaMu. SIKIo
x5 30umbmuThes Ha 100 To 1 cyma 3pocte Ha 164580 mupa. rpH. Tomy mpu 30uTbIIEHI
BHUJIUICHHS KOIITIB Ha 30BHIiIIHIO pekinamy Ha 100 omunHIb 3pocte BBII B cepennpomy Ha
164580 mapa. TpH.

[ToOymnoBana Moenh MPOJAEMOHCTPYBalIa BUHATKOBY sIKicTh. KoedirieHT nerepMinaiii
(R2) 0,98 cBiguuth mpo Te, mo 98% 3MiH I[iHM pPEKIaMH TIOSCHIOETHCS HE3AICKHUMHU
3MIHHUMH. MOJIENb € CTaTHCTUYHO 3HAYYIIOK 3 UMOBIPHICTIO 99%, 10 MiATBEPIKYETHCS
HAJ[3BUYaHO ManuM 3HadeHHsM F-tecty (1,26327E-23). P-3nadenHs BCix KoedillieHTIB
mozen mentre 0,01, mo 3 iiMoBipHicTIO 99% rapaHTye iX BigMiHHICTB Bix 0 Ta CBiTYHUTH MPO
CTATUCTUYHO 3HAUYMMHM BIUIMB BCiX He3anexxHuX 3MiHHUX Ha BBII Ykpainu. BinmosinHo no
Mozenl MoxeMo 3poOuTu mporHo3 Ha 2025 pik mono ckopoueHHs BBII B 2025 p. i1
cranoButume 103285175519,68 rpH.
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IITOTOBKA JAHMX I INTYYHUWIM IHTEJIEKT YV PO3POBLII IT-PILLIEHb JIJI
YITPABJIIHCBKHUX ITPOLIECIB

AHoTamnis. Po3rnsialoTbes KIFOYOBI acnekTd po3poOku IT-pimeHs Ha OCHOBI MITY4HOTO
IHTENEKTY ISl YIOCKOHAJEHHS YIPaBIiHCHKUX MpoleciB B Oi3Heci, ocBiTi Ta Hayui. [Ipu npomy
TOJIOBHE MICIIe ITOCIJar0Th MPOOJIEeMHU MiATOTOBKH JAaHUX, BHKOPHCTOBYIOUM Di3HI IX THUNH Ta
Jokeperna iHdopMarlrii. SIkicTh, HEyNEepeIKEHICTh Ta MOBHOTA JaHWX BH3HAYAIOTH JOIUIBHICTH 1
TOYHICTh MOJIEJIEH MAIIMHHOI'O Ta IIMOOKOTO HaBYaHHS, a TAaKOX €()EKTHBHICTh YNPaBIIiHCHKUX
piwensb. [Torentian ycminmHoi pearnizanii Moenel noisrae Takox B 00poO1li JaHUX, Jie 0COOIUBO
BiJI3HAYAETHCS POJIb JTFOIUHH.

KiriouoBi ciioBa: sikicth JaHuX; 0OpoOKa AaHMX, MAIlIMHHE HAaBYAaHHSI, INTYYHUH 1HTEJIEKT,
IT-pitenHs.

1.BCTYII

[TocranoBka nmpo6semMu. B ymMoBax cTpiMKOTo 3pocTaHHs OOCSTIB JaHUX 1 MiIBUIICHHS
CKJIQJIHOCT1 yMPaBJIIHCHKUX 3aBlIaHb y Oi3HECI, OCBITI Ta HaAYIll 3pOCTa€ MoTpeda y CTBOPEHHI
edexktuBHUX [T-pimens 3 BukopuctaHHsM mTydHoro iaTenekty (III). Baxmusum €
BUSIBJICHHS ICHYIOUMX B3a€MO3B’SI3KIB, 3aKOHOMIPHOCTEH, TEHACHITIH 1 M1a0JI0HIB OBEIIHKH,
mo 3abe3nedyeTbcss MamMHHUM HaBuaHHsIM (MH), BkItouaroud NMpPOTHO3HY aHANITHKY Ta
rimboke HaBuanHa (I'H) [1]. Jlms amexkBaTHOi peakiii Ha curHanu [T-pimeHHs Moxke
BKJIIOUATH: EKCIEPTHI CUCTEMHM, TEXHOJIOTI IJIaHyBaHHs Ta CKJIaJaHHA IpadikiB, alropuTMu
onTHMI3allii, MeToau OOpOOKM TPHUPOTHOI MOBH I PO3YMIHHS JIFOJICBKOI MOBH Ta
(dhopmMyBaHHS BiIMOBiIEH, TEXHOJIOTII MEPETBOPEHHS ay/i0 B TEKCT 1 HABITAKU, KOMIT FOTEpHUN
3ip (K3) mis ananizy 300paxenb. Tomy, po3poOka IT-pimens 3 Bukopuctanusm LI 3amis
YAOCKOHAJICHHS YIPABJIIHCHKUX IMPOIECIB 1 MOKPAIICHHS PE3YJbTATIB ISILHOCTI BUMAarae
OTPHUMAaHHS, HEPIJIKO B PEKUMI peaIbHOTO Yacy, AKICHUX JTaHUX B JOCTaTHHOMY 00CS3I.

AHani3z ocTaHHIX AOocCHimKeHb 1 myOmikamid. [luTaHHS MIATOTOBKH SAKICHUX JaHUX
MpUTaMaHHI 0aratbOoM po3jauIaM aHaiiTuku Ta MH: mepeBipseTbcs BIAMOBIIHICTh JaHUX
BHU3HAUYEHIN yIpaBIiHCHKIN Mpobiemi /ab0 MeTi AOCTIIKEHHS; OI[IHIOETbCS, HACKUIBKU BOHH
€ MOBHUMH, TOCTIIOBHUMH, BUIbBHUMHU BiJl AyOJtOBaHHS, TOYHHUMU Ta CBOEYACHUMU IS ITi€T
MeTu [2]. 3aneXHO BiA 3aBJaHHS W alIrOpUTMy HABYaHHS UL PO3POOKU MOJeNed MOoxe
3HaI0OUTHUCH Pi3HI 32 00csATOM AaHi. Bim sKocTi, HeynepemKEeHOCT1 Ta MOBHOTH IUX JTAHUX
3aJICKUTh JAOULUIBHICTD 1 TOUHICTh aHATITHYHUX MPOLETYp, nependadenux IT-pimennsm [3].

B3zarani, Il noxainstorbes Ha 1Ba Hanpsmu: reHepatuBHuid LI, skuil cTBOproe HOBHIA
KOHTeHT, 1 mnporHo3uuii III, skuit chopsMoBaHMII Ha BHABICHHS HPUXOBAHUX
3aKOHOMIPHOCTEH, OTpUMaHHS HOBUX 3HaHb Ta nepeadadeHHs MailOyTHix noniil [4]. Tomy,
BMIiHHS (axiBLiB oprasizyBaTu 30ip, MIArOTOBKY W 30epiraHHs SKICHUX JaHUX PI3HOTO
dbopmMary € TOJOBHOK MepenrymMoBOr 10 3actocyBanHs LI y BupimieHHI ympaBIiHCHKHX
3aBiaHb. [0 TOro X MIOJACHKUN OCBIA BIAIrpa€ BETUKY POJb y JOOTPAIIOBAaHHI KOHTEHTY,
iHTeprnpeTanii pe3yabTaTiB, MIATPUMII NPUHHATTA pilieHb, pO3MITHI 00’ €KTIB Ha
300pakeHHSX, 3a0€3MeYeHH] ETUYHOTO 3aCTOCYBaHHS TEXHOJIOTIH TOIIO.

Merta ny6mikanii. Ll ctaTTs mpucBsiueHa po3risiny KIOYOBHUX acleKkTiB po3poOku IT-
pillIeHHs JUIs BHpIMIEHHS YOPaBIiHCBKUX 3aBAaHb B Oi3Heci, OCBITI Ta Haylli Ha OCHOBI
TEXHOJIOT1H MTYYHOTO IHTENEKTY 3 aKIIEHTOM Ha MPOOJIEeMH MiIrTOTOBKU JaHUX.
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2. PE3YJIBTATHU TA OBI'OBOPEHHSI
[Tpu BupoBapkeni I T-pinieHHs B ypaBIiHCHKUI TPOIEC BAPTO BPAXOBYBATH KUTTEBHMA
IIUKIT PO3POOKH TAKOTO PIlICHHSI, SIKUH CKJIAJIAEThCS 3 HACTYITHUX CTAITIB:

1. OTpumaHHS JaHUX 3 PI3HUX pKepen, Takux sk 0asu manux (SQL, NoSQL),
¢aitnu, AP, naTunku # 10111, B peXUMi peatbHOTO Yacy abo MaKkeTHO.
2. [Tonepennss 0O0poOka MaHWX, MO BKIIOYAE OYMINCHHS IaHUX BiA IIymMy H

aHOMautii, (iTbTpaIlito, 3alIOBHEHHS MPOITYCKiB, 0OpOOKY BUKHIIB, MEPETBOPEHHS MACHUBIB
TaHuX 70 (hopMaTy, MPUAATHOTO JJIsl TT0AATBIIOTO MOJICITFOBAHHSI.

3. MopnentoBanHss Ta mporHo3syBaHHd. Ha mnpoMy erami BigOuparoThes Ta
CTBOPIOIOTHCSI HOBI MNPEAUKTOpU (O3HAKH), MPOBOAMTHCA MacIITa0yBaHHA iX 3Hau€Hb
(IUIAXOM 3aCTOCYBaHHS METOJIIB HOpMaJli3allii Ta CTaHAapTU3allil), 3/IIHCHIOETHCS HaBUYaHHS
MOJIeJll Ha OCHOBI 00paHux anroputmiB ML, oTpumyroTbcs MPOTHO3U 1 NEPEBIPSIETHCS
TOYHICTb.

4, POST-00po0ka, cripsiMoBaHa Ha BJIOCKOHAJICHHS pPE3yJIbTAaTiB MOJEIN 3aiJIs
MEepPEeTBOPEHHs iX Ha MpakTU4H1 edexkTuBHI1 pimeHHS. lle Moke BKIIOYaTH IMEPEeBIPKY Ha
aJICKBAaTHICTh, BI3yasli3ailifo, MOSICHEHHsA Ta TpaHChOpPMAIlI0 BHUXITHUX JaHUX MOJEN Yy
¢dbopmar, 3p03yMUIHN KIHIIEBOMY KOPUCTYBayy.

S5. [IpuitHaTTss 1 peamizaumii pilieHb B pealbHOMY 4aci abo 3 MIHIMaJbHOIO
3aTPUMKOIO.
6. OTpuMaHHS 3BOPOTHOTO 3B'I3Ky Bl KOPHUCTYBadiB Ta MOHITOPHHT

IPOAYKTUBHOCTI MOJENI B pealbHUX YyMoBaXx. lLle 103Bojsie BHOCUTH KOPEKTHBH,
MOKpalryBaTH MOJIeh Ta aAaNTyBaTH ii 0 3MiH y IaHUX.

Ileit muWKI € ITepaTUBHUM 1 MOBTOPIOETHCS HE TUIBKA JI0 MOMEHTY BIIPOBAKCHHS
pIIIEHHSI B TIPOMHMCIIOBY €KCIUTyaTallito, a i mMpoTIroM BChOTO Tepioay Horo icHyBaHHs. Lle
3YMOBJIEHO THM, IO BCI MOJENl 3 4acoM AerpaaytoTb. KokeH eram >KUTTEBOTO LUKIY
HIATPUMYETHCS IUPOKUM CIIEKTPOM IHCTPYMEHTIB Ta TEXHOJIOT1H, BKIIOYAKOYH:

* cxoBumia ganux: (aitnmu, SQL DB, NoSQL DB;

» MOBH nporpamyBaHHs: Python, R, Julia, Scala, Java;

* 6ibmioTekn 00poOku manux 1 ML: Pandas, NumPy, Matplotlib, Scikit-learn,
TensorFlow, Keras, H20, PyTorch, YOLO, LightGBM,;

« IDEs: Google Colab, Jupyter Notebook, VS Code, PyCharm, R-Studio;

* ML mnarpopmu: AWS SageMaker, Google Cloud Al, Azure ML Studio, IBM Watson.

Bulip KOHKpETHHX IHCTPYMEHTIB 3aJie)KHTh BiJ CKJIQJHOCTI 3ajadi, 00CiTy 1 SKOCTi
JAHUX, HasABHUX pECypciB Ta BUMOI [JO MPOAYKTHUBHOCTL. J[ns HaByaJbHUX Ta
eKCIEpUMEHTAIbHUX LUIeH 4YacTo JOCTaTHbO BUKOPUCTAHHSA OE3KOLITOBHHUX XMAapHHUX
cepenoBu, Takux sK Google Colaboratory, 3 Moo mnporpamyBaHHs Python Ta
BiIMOBiTHUMHM O6i0mioTeKkamMu 00poOku qaHux 1 MH.

Tak, po3rasHeMo mpukiaja 3actrocyBanHs MH ans BupilmieHHs 3aiadi IPOTHO3YBaHHS
Ha/101B KOpiB. B AKOCTI BXiAHUX JaHMX BUKOPUCTOBYBAJINCH TAOJIMYHI JJaH1 PO KOHTPOJIbHI
Ha/101 KOPIB Ta iX JaKTallilo, OTpUMaHi 3 pepMH, a TAKOXK JIaHi PO TeMIEPaTypPHO-BOJIOTICTHI
YMOBHU Bia MeTeocnyxOu. 3amaya Oyna cpopmynboBaHa SIK 3agada perpecii. B mpoueci
MIATOTOBKKM ~ JJaHUX Oyno TOOYyAOBaHO XPOHOJOITYHMHA JaTadpeilM, BHU3HAYEHO Ta
3r€HepOBAHO JIOJIATKOB1 NPEIUKTOPH, 3TPYNOBaHI 3a 4YoTUpMma cueHapisMu. Jlims
MOJICIOBaHHA OyiM BUKOPUCTAaHI alrOpUTMH JiHIMHOI perpecii Ta BHUIAaIKOBOTO JICY 3
6i0mioTexkn Scikit-learn, a Takoxx anroput™m rpagieHTHoro Oyctunry LightGBM. Haiikpami
pe3yabTatu 3a MeTpukamMu TouHocTi (R2, MAE ta MAPE) Oynu 1ocSrHyTi 3 BUKOPUCTaHHIM
came LightGBM. J[lns inTepmperaiii pe3yiabTaTiB MoOJENI Ta BHU3HAYEHHS HaMOUIBII
BAXUIMBUX MpeauKTOpiB Oyna BukopucrtaHa Oibmioreka SHAP. IloTeHuian oTpumaHHs
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JOCTaTHbO BHCOKOi TOYHOCTI OyB 3akiafeHui came y oOpoOIi JaHuX 1 BHU3HAYCHHI
JOJJATKOBUX MPETUKTOPIB.

Bapro 3a3znaunth, mo IT-apxiTexTypa pillieHHS MOKe mependayaTtu nepeiady JaHuX 3
JIOKaJIbHUX CEPBEPIB y XMapHE CEPEIOBHIIE, HANPHUKIIAJ, 3 BUKOPUCTAHHIM Iu1athopmu MS
Azure. [laHHI OTPAIUIAIOTH 0 KOHTEHEPY 3 Moaemuto MH, miAroToBieHo0, HapuUKIaIL, 3a
noromoroto Azure ML Studio. Pesynmpratm Mozmeni MOXYTh BHBOJUTHCS Ha JAlIOOpaAd
(PowerBI), sixi nocTymHi 3a1iTHOMY B TIPOIIECi MPUHHSATTS PILICHHS MEPCOHATY.

Jlnst BUpiIeHHsT HU3KU 3aBjaHb cydacHi [T-pimenns marote Bojoxitu ¢yHkmiero K3,
110 JT03BOJISIE aHAJII3YBAaTH 300pakeHHS Ta Bifeo. [IpoTe KII0Y0BOIO YMOBOIO Ui CTBOPEHHS
TaKMUX pIIIEHb € Y4acTb JIIOJIMHU, sIKa 3a0e3leuye HaBYaHHsS CHUCTEMHM IIJIIXOM MapKyBaHHS
nanux. [Ipomec mapkyBaHHs TiepenOadae pydHe a00 HaANMiBaBTOMATHYHE BU3HAYCHHS Ta
MO3HAYEeHHs 00’€KTIB Ha 300pa)KEHHsX, 10 BUKOPUCTOBYEThCA NIl HaBYaHHsS Mmojenei ['H.
MapkyBaHHS € KPUTUYHO Ba)KJIMBUM eTanoM He juie i K3, ane ¥ s iHIIUX HanpsMiB
I, Takux gK: poO3Mi3HABaHHS MOBH, aHAJI3y €MOIliH, pOOOTOTEXHIKH, aHANI3y MOBEIIHKU
KJIIEHTIB, KaTeropisalii MpoAyKTiB, BUSBJICHHS IIaxpaiicTBa. MapKyBaHHs 3aiiMae OJIN3bKO
80% wyacy poOoTH po3poOHUKIB. TOMy MOMUT Ha MOCIYrd MAapKyBaHHS IaHUX CTPIMKO
3pocTae, 1 € TOCTIHHOI TOTpebor s OaraTbox KOMIaHId 1 opraHizamii. OxpiMm
MapKyBaHHsI, BAKJIMBUM aCMEeKTOM ITiJIBUILEHHS TOUHOCTI MOJI€JIei po3Mi3HaBaHHS 00’ €KTIB €
ayrMeHTairiss 300paxkenn. Ll TexHika 703BOJsE€ 30UTBIIATA OOCIT JaHUX JJII HaBUYAHHS
IUIIXOM BHECEHHsSI 3MIH JI0 ICHYIOUMX 300pa)kKeHb, HAIpHUKIAJ, 4epe3 oOepTaHHs, 3MIHY
SICKpaBOCTI, MacmITa0yBaHHsS 4M 1HIII TpaHcopmarllii. AyrMeHTalis CIpUsi€ IiIBUIIEHHIO
CTIMKOCT1 MOJIENIeH 10 BapiaTUBHOCTI BXITHUX JaHUX, IO OCOOIHMBO aKTyalbHO ISl CUCTEM
K3.

3. BUCHOBKMU TA NEPCIHEKTUBU NOJAJBUINX JOCJIIKEHb

Otxe, po3poOka Ta BrnpoBamkeHHs IT-pimeHs B ympaBiiHCHKI mporiecd B Oi3Heci, a
TaKOXX B HaBYaJlbHI Ta HAayKOB1 MPOLIECH BIIKPHUBAE HOBI MOXJIMBOCTI IOJO IMOKpAIEHHS
pe3ynbTaTIB AiSIBHOCTI, aJie MOTpedye peTeabHoi poOOTH 3 TaHUMHU 3 TOUKH 30pY iX AKOCTI Ta
HEYIEPEHKEHOCT], CTBOPEHHs IH(GOPMATUBHUX O3HAK, MapKyBaHHS JaHMX 1 ayrMeHTaIlii
300pakeHb, a TaKOX BHOOPY BIAMOBIIHMX IHCTPYMEHTIB 1 TEXHOJIOTIH, 1, BPEIITi-PEIT,
BpaxyBaHHS €THYHHX aCIICKTIB.
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HNIAXOAN 10 MOAEJIFOBAHHSA TA ITPOI'HO3YBAHHA BUPOEHUILITBA MOJIOKA
B YKPAIHI B YMOBAX BUKJIUKIB

AHoTaniss. MoenoBaHHs Ta IPOrHO3yBaHH BUPOOHHUIITBA MOJIOKA B YKpaiHi B Cy4acCHUX YyMOBaX, KOJIU
JI0 30BHINIHIX Ta BHYTPIIIHIX, BXE 3BHYHHX, BUKIHKIB J0maBcsi (DakTop BiMCHKOBHX JiH, IO JOAATKOBO
MiJIBUIIYE PU3UKU arpapHOTrO CEKTOPY, 30KpeMa TBAPUHHHIITBA 1, Y 3B’S3KY 3 I[MM, BUPOOHUIITBA MOJIOKA, CTa€
HAJ3BUYANHO aKTyaJIbHUM. BWBUCHHS PHHKOBHUX TPEHIIB 3a JOMOMOIOI0 CKOHOMETPHYHHUX MOJENeH €
B)KJIMBOK) YACTHHOIO HAYKOBHX JIOCIIKCHb, OCKUIBKM JOIOMarae mnepeadadunTH MaiOyTHI KOJWUBAHHS Ha
MOJIOYHOMY PUHKY, a BiAMOBIIHO, PepMEPCHKUM TOCHIOAAPCTBAM Ta MEPEPOOHUM MiANPUEMCTBAM I KOMITAHIsIM
NPUCTOCOBYBATHCS JI0 HOBUX PHHKOBHX YMOB, BIOCKOHAJIIOBATH CBOi CTparerii, MpuiiMaTH BUBaKEHI Ta
e(eKTUBHI YITPaBIIHCBHKI PillICHHS.

Ki11040Bi cJj10Ba: MOJICITIOBAHHST; TIPOTHO3YBaHHSI, MOJIOKO; (haKTOPH; €KOHOMETPHYHA MOJIEITb.

1.BCTVYII

IocTanoBka npo6JieMu. BupoOHUIITBO MOJIOKA, MOJIOYHHX MPOIYKTIB Ta MOJOYHHUX
BHPOOIB € BAKIUBOIO CKIIAJOBOIO arpapHOro CEKTOpa €KOHOMIKM YKpaiHH i, B TOH ke 4ac, €
KJIFOUOBHM €JIEMEHTOM Y 3a0€3MeUeHH1 IPOI0BOIBYOT OE3MEKH KPaiHH, MIATPUMIIl COIIaTbHO
BpPa3JIMBUX TPYIl HACEJECHHS Ta JDKEPEJIOM CTaOUILHOCTI I CUTbCBKUX Tpomaj. Y 0araTbox
KpaiHax CBITY MOJIOYHHH PHUHOK € TPEIMETOM OCOOJMBOTO KOHTPOJIO JCPKABHUX OpPraHiB
yepe3 Horo BaXKIIUBICTh JJI COLIATBHOT CTAaOUTBHOCTI.

CyuacHuil pUHOK MOJIOKa BU3HAYaIOTh TaKi KIFOUOB1 TEHAEHIIIT:

e ['1o0amizarnis E€KOHOMIKH, 10 MIPU3BOIUTH Jio) 30UIBIIIEHHSI BILUIUBY
TpaHCHALIIOHAIBHUX KOpIOpalii Ha MOJOYHY Taly3b Ta 3HWKEHHS 3HAYYIIOCTI
TEPUTOPIATILHUX MEXK.

¢ 3pOCTaHHS I1iH, IO CTHUMYJIIO€ MDKHAPOAHI IHBECTHIIII B MOJIOYHY Tally3b KpaiH, 1110
po3BUBaOTHCS, 0c00aMBO B [liBaenHo-Cxinnii A3ii, Jlatuachkili AMmepuiri Ta kpainax CHJI.

¢ AKTUBHHUIA PO3BUTOK HA MDKHAPOJHOMY PUHKY KUTAMCHKHX arpapHUX KOMIIaHIM.

¢ CyTTeB1 KOJMBAHHS I[IH HA MOJIOYHY MPOAYKIII0 HAa CBITOBHX pHUHKax (iHOAI BOHH
HUXKY1 32 YKpaiHChKi).

¢ 3MEHIIICHHS KUTbKOCTI KpaiH-eKCIIOPTEPiB MPH 3pOCTaHHI KpaiH-IMIOPTEPIB.

¢ 30UIBIIIEHHS KUTBKOCTI YrOJl PO 3MUTTSI Ta MOTJIMHAHHS HA CBITOBOMY PHUHKY MOJIOKA.

VY nux ymoBax, 3aBJaHHS MPOrHO3YBaHHS OOCATIB BUPOOHMIITBA MOJIOKA B 3aJIEXKHOCTI
BiZl psAAy QaKTOpiB, sIKI MAIOTh PI3HUHN BILTUB, IO JI03BOJUTH 3HU3UTH PU3HKH Ta MiJBUIIUTH
KOHKYPEHTOCIIPOMOXKHICTh (€PMEPCHKUX TOCMOJIAPCTB Ta MEPepOOHUX MIIMPUEMCTB, €
Ha3BUYaiiHO akTyanbpHoto [ 1].

AHani3 ocTaHHIX JocjailxeHb i myOJikaniid. Jlocmimkyouu rany3sb MOJOYHOTO
CKOTapcTBa B KpaiHi, HEOOXIJHO OpIEHTyBaTHCA Ha KIIOYOBI TEHAEHIIi Ha CBITOBOMY
MOJIOYHOMY PHHKY, OCKUIBKHM MOJIOKO Ta MOJIOYHI MPOAYKTHU 3aBXKIU OYAYTh Ba)IJIUBOIO
YaCTUHOIO CBITOBOTO MPOJOBOJIBYOr0 puUHKY. CydacHi CBITOBI T€HJEHIIi y BUPOOHMIITBI Ta
nepepoO1li MOJIOKa BKa3yIOTh Ha MOCUJICHHSI IHTErPalliiHUX MPOIIECiB, 10 BEAE O CTBOPEHHS
BETTUKUX MOJIOYHHMX Kopriopailiii. MoJIouHMii pPUHOK € OJHUM 3 HAlOUIbII PEeryabOBaHUX Yy
CBITI, 1 IIITECHIPSIMOBAHI JiepKaBH1 3aX0/I1 3 Oro MATPUMKHU COPUATUMYTH HOTO CTaOUTbHOMY
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PO3BHUTKY, OCKUTBKM MOJIOYHA Taly3b € OJHIE€I0 3 HAWCKIATHIIIUX JJIS PEeTyJIIOBaHHS 4epes
Oe3nepepBHUI XapaKkTep BUPOOHULITBA Ta CIIOKUBAHHS MPOTYKIIii.

CBiTOBE BUPOOHHIITBO MOJIOKA IPOJOBXKYE 3pPOCTaTH, AOJAI0YH B cepenHbomy 2%
mopoky. [Hist € imepoM y BUPOOHHIITBI MOJIOKA 3 TIOKa3HUKOM Oyin3bko 137 muH. ToHH. Ha
apyromy micui CHIA — 94 muH ToHH, a Ha TpeTtboMy Kuraii — monan 40 mutH ToHH. Bpasumis
TaKOX € KIIFOYOBUM T'PaBLIEM HAa PHHKY — BHUPOOJIsie Oinblie 33 MJIH. TOHH MOJIOKa Ha pik. [ 2

].

3rifHo 3 AOCIHIKEHHSIMH, Y CBITI B CEpEAHbOMY Ha YNy HACEJICHHS BUPOOISIETHCS
6mu3pko 110 11 Mosoka Ha pik, mo Ha 10% Oinbire, HDK y 1990 poui. YV po3BuHEHHX KpaiHax
el MOKa3HUK CTaHOBUTh y cepeaHboMy Onu3bko 240 51 Ha piK, TOAl SIK y KpaiHax, IO
pPO3BUBAIOTHCS — Juie 7 1 Ha pik. B YkpaiHi neit mokasHuk ckiamae 6mm3bko 220 Kr, 1 BiH
3aJIeXKHTh, Y BEJIMKIN Mipi, BiJl KyMiBeIbHOT CIIPOMOKHOCTI HaceneHHs [ 3 ].

[Ilomo nopiBHAIBHOT JUHAMIKY, BUPOOHUIITBO MOJIOKA B YKpaiHi Ta aesikux kpainax EC
BH3HAYAEThCA HACTymHUM: 3a mepiox Big 2011 mo 2023 poky, BHPOOHHIITBO MOJIOKAa Ha
dbepmax B Ykpaini 3minroBaniocsi B mexax Big 0,31 1o 0,36. Cepenne 3HaueHHs 3a Lel Mepio
cranoBuio 0,34, 13 cTraHgapTHUM BiAXuieHHsSM BimHOCHO cepennboro 0,07. KoedimienT
KOpeJsIii 10 poky AopiBHIOe -0,76, 110 Bka3zye Ha HeratuBHUI TpeHa. Ha doHi 1iboro, kpainu
€C moka3yroTh pi3Hi TeHaeHii. Hanpuxman, Ipmannis nokasye cepeane 3nadenHs 3,11 3
MO3UTUBHUM TpeHJoM (koedimieHT kopenauii 0,97). HaBiTe kpaiHu 3 HEraTUBHUM TPEHIOM,
taki sk bonrapis (cepenne 0,34, koediuieHT kopensuii -0,95), MatoTh CTaOUIBHINTY CUTYAIIIO
MOPIBHSHO 3 YKpaiHoto. Lle cBiguuTh mpo Te, 110, Xo4a YKpaiHa MoJuUIs€e NesKi BUKIUKHU 3
kpainamu €C, € U psl BHYTPIMIHIX TPoOJIeM, SKi MOTPeOYyIOTh HArajJbHOTO BHPIIIICHHS.

Merta ny0aikanii. BpaxoByrounm 1€, METOIO CTaTTi € BHUCBITJCHHS ITIIXOJIB [0
MOJICNIIOBAHHS. Ta MPOTHO3YBaHHS BHUPOOHUIITBA MOJIOKA, IO JO03BOJUTH PO3POOIISITH
e(heKTHBHI CTpaTerii pO3BUTKY MOJIOYHOI TaTy31 Ta aJlanTyBaTH ii O Cy4aCHUX BHKJIHMKIB.

2.PE3YJIbTATU TA OBTOBOPEHHS

Jist IpOTHO3YBaHHS TEHJICHIIIM HA PUHKY MOJIOKA, BOKJIMBO BH3HAYATH B3a€MO3B'SI3KU
MDK OCHOBHUMH (D)aKTOpaMmH, IO JaCTh MOXKIJIUBICTh BH3HAYUTH BIUIMB KOXKHOTO 3 HHX Ha
pe3yibTyrounid MmokazHuK. KopessmidHui aHaii3 BUKOHAHO 3a JOMOMOTOI NpOTpaMu
Microsoft Excel, 3a qanumu mpo moka3HUKH MOJIOYHOT rany3i Ykpainu 3a mepion 3 1996 no

2023 pik (tabm.1) [4].

Tabnuys 1
KopeasiniiiHa MaTpuusi NIOKa3HUKIB PUHKY MOJIOKA Y KPaiHH
3 é g _m = %@5 =p E
= @ I o = X EE9% | 59

[Moka3HuKH ] 2= |ge 28 e 8 JQegeT o 57
S o of o~ S a4 © = al o A
EE 5ox Eo39 S0 TS| o EE gEES
g2 E8E MESE 2B SE AEERETEAE

IiHa 3a TOHY 1,00

[Haexke  CoXKMBYMX

IIH -0,17 |1,00

Bupo6uuiTBO

MOJIOKa, THC. TOH -0,93 10,29 1,00

Koposwu, Tuc rois -0,78 10,40 0,89 1,00

PenrabenpHicTh, % 0,66 -0,39 | -0,74 -0,90 1,00

Bupo6Hu1TBO

MOJIOKa Ha 0co0y

(Bik 16-64 pokiB) -0,85 |0,35 0,98 0,85 -0,71 | 1,00

Hacenenns (Bik 16-

64 poKiB, THC. YOJI.) -0,98 |0,13 0,91 0,80 -0,65 | 0,81 1,00
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Amnamiz B3aeMO3B’s3KiB  ¢akTopiB OararodakTopHOi MOJENi 3aleKHOCTI 00CsTiB
BUPOOHUIITBA MOJIOKA HA OJIHY Tpare3aaTHy ocoly Bix HOro miHU, IHIEKCY CIIOKUBYHX ITiH,
MOTOJIIB Sl KOPIB MOKAa3aB HACTYIHI Pe3yNIbTaTH: IliHA 32 TOHY MOJIOKA Ta IMOTOJIB’S KOPIiB
MAalOTh IHBEPCHUH 3B'A30K Ha piBHi -0,78.

Le o3Hauae, 1m0 31 3MEHIIEHHSIM TIOTOJIB Sl KOPIB 3MEHIIYIOTHCSI 00CSATH BUPOOHUIITBA,
[0 MOK€ MPHU3BOJAUTH 10 JNePIUTY MPOIO3HUIIIi 1, BIAMOBIIHO, IIIHK HA MOJIOKO 3POCTAIOTh.
3MEHIICHHS MOTOJIIB’S KOPIB MOB'A3aHE 3 PAJOM YMHHUKIB, 30KpeMa: BIHCHKOBHUMH JISIMH B
KpaiHi, EKOHOMIYHIMH YMOBaMH, 3MiHAMH B arpapHii MOJITHI, €KOJOTIYHUMH TpoOIeMaMu
TOILIO.

PenTabenpHICTh BUPOOHUIITBA MOJIOKA TICHO TMOB'A3aHA 3 IIHOIO 3a TOHY MOJIOKA, 1€
Kopensiis ctaHoBUTh 0,66. Lle cBiquuTh Mpo Te, MO MIABUIIEHHS IIH Ha MOJIOKO CIPHSIE
30UTBILIEHHIO TPUOYTKOBOCTI.

Hacenenns BikoBoi kareropii 16-64 poku Mae cyTTeBHil 3B'SI30K 3 KUIBKICTIO ITOTOJIB S
KopiB 3 nmokasHUkoM 0,80 1mo Moke OyTH 3yMOBJIEHO TPaAMLIHHUM yTPUMaHHSAM KOpiB. 31
3MEHIICHHSIM YHCEIBHOCTI HACEeIEHHS MOJKE 3MEHINYBATUCS M KUIBKICTh JOMOTOCIIONAPCTB,
10 YTPUMYIOTh KOPIB TOIIIO, BHACIIIOK YOTO TAJa€ 1 3arajibHe MOTOJIIB'S KOPIB.

BupoOHUILITBO MOJIOKA TICHO IMOB'I3aHE 3 MOTOJIB’SIM KOpIB, /1€ KOpEeJslisl CTAHOBUTH
0,89. Ile oueBMHMIA 3B'I30K, a/Ke OOCITH BHPOOICHOTO MOJIOKa Oe3mocepeIHbO 3ajIekKaTh
BiJ MOTOJIIB S, a HOTO CKOPOYEHHSI MPHU3BOIMTH JI0 3MCHIICHHS BUPOOHHUIITBA MOJIOKA, IO
BILIMBAE HA BCIO MOJIOYHY TalTy3b KpaiHu.

[HIEKC CMOXHUBYMX IIiH Ma€ HEraTMBHMH 3B'sI30K 3 peHTabepHicTio (-0,39). Lle mMoxe
BKa3yBaTH Ha Te, MO 31 3pOCTaHHAM 1HQIAIIT peHTa0eIbHICTh BHPOOHUIITBA MOJIOKA
3MEHIIYEThCS. [HIAIIA MOXKE BIUTMBATH Ha 30UTBIIIEHHS BUTpAT (epMepiB Ta MiANPUEMCTB,
10, B CBOIO YEPTry, 3HIKYE 1X TPHUOYTKOBICTb.

[lina 3a TOHY Ma€ BHCOKY HETaTHBHY KOPEJAIiI0 3 KUIbKicTIO HaceneHHs (-0,98), mo
MOX€ CBIAYUTH TIPO TE, 110 31 3MEHIIICHHSIM YHUCEIBLHOCTI HACEJICHHS, a, BIAMOBIAHO, MTOTTUTY
Ha MOJIOKO, IIIHK Ha HBOTO 3POCTAOTh. 3HMKEHHS TMOIMUTY, B CBOIO Yepry, BIUIMBAE Ha
PUHKOBY PIBHOBArY, MPU3BOISYH IO 3pOCTAHHS LIiH.

BUCHOBKU TA IEPCIIHEKTUBU NIOJAJBIINUX JOCJIIXKEHb

Haii0inpmmii BIiiB Ha BUPOOHMIITBO MOJIOKA Ha OJIHY IMpalle3aTHy 0co0y MarOTh IliHA
3a TOHHY MOJIOKA Ta MoroJiiB’s kopiB. OmHak, MacmTad 3Ha4eHb MOKA3HHUKIB MOJIEI HE Ja€
MOXKJIUBICTh TPHUMMATH OOTPYHTOBaHI pilIEeHHS Ta MOTpedye 3acTOCYBaHHS JIOJATKOBO M
IHITMX METOJIB, HAMPHUKIIAJ, MOKA3HUKIB €JaCTUYHOCTI. 30KpeMa, MOKa3HUKH €IaCTHYHOCTI
MOKYTh OYTH KOPUCHHMH JUIsi BU3HAYCHHS BiTHOCHOI YYTJIMBOCTI BUPOOHUIITBA MOJIOKA JIO
3MiH B I[iH1, TOTOJIB’1 KOpiB Ta iHIIUX ¢akTopiB. Lle 1acTh MOKIMBICTH Kpallle pO3YyMITH, AKi
¢dakTopu OUIBII CYTTEBO BIUIMBAIOTH HAa BHUPOOHUIITBO MOJIOKA 1 BHU3HAYUTH HAMPSIMHU
ontuMizaiii IHOro TMPOIECy, L0 CIPUATHME 30CPSIKECHHIO Ta EPEKTHBHOMY pPO3BHTKY
BITYM3HSHOT MOJIOYHOT Tally3i B yMOBax BUKJIHMKIB, 30KpeMa 3yMOBJIEHUX BIHHOIO.

CIIMCOK BUKOPUCTAHUX T’KEPEJI

[1] Nataliia Shyian, Valentyna Moskalenko, Olexandr Shabinskyi, Volodymyr Pechko
(2021). “Milk price modeling and forecasting”. Agricultural and Resource Economics:
International Scientific E-Journal. URL.: https://doi.org/10.51599/are.2021.07.01.05

[2] FAOSTAT. URL: http://www.fao.org.production/

[3] Eurostat. Statistics Explained. Milk and milk product statistics/ URL:
https://ec.europa.eu/eurostat/statistics-
explained/index.php?title=Milk_and_milk_product_statistics

[4] Aepxkomcrat Ykpainu. URL: http://www.ukrstat.gov.ua/.

41


http://www.fао.оrg.рrоduсtіоn/
http://www.ukrstat.gov.ua/

XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

SECTION 2. COMPUTER SYSTEMS AND NETWORKS, CYBERSECURITY /
KOMII'IOTEPHI CUCTEMM 1 MEPEXI, KIGEPBE3IIEKA

sIpocaas JIOPOI M

JIOKTOp TEXHIYHUX HayK, JOIEHT, podecop Kadeapy MpHUKIaTHOI MaTEMaTHKH Ta 1HHOPMATHKH
JloHenpKuii HalliOHAJILHUN TeXHIYHUHA yHiBepcuTeT, kKadenpa [IMI, [Iporodud, Ykpaina

ORCID: 0000-0003-3848-9852

cisco.rna@gmail.com

Bacuns IYPKAH

Kanmunmat TeXHIYHUX HayK, JOICHT, JOICHT crienianbHol kadenpu NoS5

[HcTHTYT cnienianbHOrO 3B’s13Ky Ta 3axucty iHdopmanii KI1I im. Iropst Cixopcbkoro, Kuis, Ykpaina
ORCID: 0000-0003-1352-042X

v.v.tsurkan@gmail.com

KIBEPEE3ITEKA KPUTUYHOI IHOPACTPYKTYPU II1J] YAC BIICbKOBOI 3ATPO3U

Anoranis. Kputnyna iHQpacTpyKTypa € OCHOBOIO CTaliIbHOCTI OyIb-sIKOI JiepiKaBHy,
OCKIJIbKM BOHa 3a0e3neuye >KUTTEBO BaXKIMBI (DyHKIIT CyCIHiNbCTBA, 30KpeMa EHEpPreTHuHi,
BOJIONIOCTAYaJIbHI, TPAHCIOPTHI Ta iH(OpMalliiiHi cuctemMu. B ymoBax cyuacHux kibep3arpos ta
BIHCBKOBHX KOH(JIIKTIB, Takux sIK arpecis pocii mpotd Ykpainu, kiGepOe3neka KpPHUTHYHOI
iHppacTpykTypn HaOyBae ocobGnuBoi BaxkiauBocTi. KibepaTaku MOXYTh HE TIJIbKH TOPYIIHTH
poboty iHdpacTpyKkTypH, ane W TPU3BECTH N0 CEpHO3HMX EKOHOMIYHHUX, COILIaJbHUX Ta
ryMaHITapHUX HACHIJAKIB. Y CTaTTi PO3IJISIAIOTHCS OCHOBHI BUIM Kibep3arpos, 3okpema DDoS-
aTakd, WIKJIMBI NPOrpaMM Ta BIPYCH, aTakd Ha EHEPreTH4Hy iHPPacTpyKTypy, (iHaHCOBI
Kibeparaky, a TaKoX IJIECIPSIMOBaHI aTaKu Ha BIMChbKOBI 00'ekTH Ta iH(opMmamito. 3okpema, B
VYkpaini nijJ yac BiCHKOBOTO KOH(QJIIKTY 3HAYHO 3pOcia KUIbKICTh aTak, 10 BIUTUBAIOTh Ha
JiepKaBHI opraHu, (iHAHCOBI YCTaHOBM Ta €HepreTWdHi cuctemu. [IpuKiazoM Takux arak €
Bigomuii Bipyc "NotPetya", sikuii mpu3BiB 10 3HAYHUX MMOUIKODKEHb 1HPOPMAIIHUX CHCTEM Ta
¢iznuHux  00'ekTiB  IHQpaAcTPyKTypH. 3axUCT KPUTUYHOI 1H(QPACTPYKTYpH BHUMArae
KOMIUIEKCHOTO X0y, BKJIIOYAIOUM pPO3poOKY HaIiOHANBHOI crpaterii KibepOesmnekw,
iHTerpamnito Kibep3axucTy B 3arajibHy CTPAaTerilo HalliOHAIBHOI Oe3IeKH, CTBOPEHHS CHUCTEM
MOHITOPUHTY Ta OIIEPaTUBHOI'O pearyBaHHsS Ha KiGep3arpo3u, a TaKoXX BIPOBADKEHHS
pe3epBHUX CHCTEM Ta IUIAHIB BiJHOBIECHHSA ICIAS aTak. BakJIMBUM eNEeMEHTOM € TaKoX
miaroroBka (axiBuiB y chepi KibepOe3rnekun, 30KkpemMa depe3 CreliaiizoBaHi MporpaMu HaBuYaHHs
ta ceprudikanii. B ymoBax mnocriliHux kiOep3arpo3 YkpaiHa po3poOisie Ta BIPOBAIKYE
pI3HOMaHITHI ~ HOPMATHBHO-TIPABOBI ~ aKTH  JJIsl  TMOKPAlICHHS  3aXUCTy  KPUTUYHOI
iHppacTpykrypu. CTBOpeHHsI e(pEeKTUBHOI CHCTEMH KiOepOe3lmeKkd € OJHMM 3 OCHOBHHX
MPiOpUTETIB I 3a0e3MEeUeHHsT HalliOHAJIBHOI Oe3MeKH Ta CTaOiIBHOCTI epKaBHU B YMOBaX
Cy4acHOi BilfHH.

KarouoBi cioBa: kibepOesmeka, KpuTHYHA 1HPpPACTPyKTypa, Kibep3arposu, BifiCEKOBa
arpecis, 3aXucT iHpOPMAI[IHHUX CUCTEM.

1. BCTYII

Kputnuna iHQpacTpykTypa € OCHOBOIO CTaOUIBHOCTI JIepXaBH, OXOILIIOIOYU
€HEepPreTUKy, TPAaHCIOPT, BOJONOCTaYaHHA, (iHAHCOBI YCTaHOBU Ta 3B’s30K. Bin ii pobotu
3aJIeKUTh HallloHaJIbHA Oe3MeKa Ta KUTTEAIBHICTh TPOMaASH. 31 3pOCTaHHAM LU poBi3allii
i 00'€KTH CTalOTh BPa3JIMBUMHU J0 KiOep3arpo3, IO MOXYTh HPU3BECTH A0 CEpHO3HUX
€KOHOMIYHMX 1 COIlIaJIbHUX HACHiIKiB, OCOONMBO TiJg dYac BIMCHKOBUX 3arpos, KOIHU
KibepaTaky MOXYTh OyTH YaCTMHOIO TIOPUIHUX CTpaTeriit arpecopa.

3abe3neueHHs Ki0epOe3neKu KpUTHUHOT IHPPACTPYKTYPU € HAA3BUYAHHO aKTyalbHUM,
0COOJMBO B YMOBAax BIiffHM, KOJHM 30pOWHHUII KOH(IIKT CYNpPOBOKYETbCS KibepaTakamu.
Jlep>kaBU MOBMHHI MaTH CTPATErii 3aXUCTy KPUTUYHUX OO'€KTIB, 110 BKIIIOYAIOTh TEXHIYHI Ta
oprauizaiiiiai 3axoau Juid 3abe3neyeHHs Qpi3uuHoi Ta iHPopManiiiHoi Oe3neku. BpaxoByoun

42



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

YHCJIeHH] KibepaTaku Ha yKpaiHChKiI €HepreTHuHi, (PiIHAaHCOBI Ta KOMYHIKAI[iiiHI CHCTEMH, 110
CIPUYMHWIA CEPHO3HI HACHiNKH, mpobiiemMa KiOep3aXucTy CTae OCOONMBO BaXKIHUBOIO.
OctanHi TOCTKEHHS MIATBEPKYIOTh BPA3JIUBICTh LUX 00'€KTIB y BIHCHKOBOMY KOHQIIIKT1
Ta MIIKPECTIOITh HEOOXITHICTh BJIOCKOHAICHHS CTPATErild 3aXHCTY.

Mertoro myOumikanii € aHani3 cydacHUX KiOep3arpo3 st KpUTHYHOI iH(PPACTPYKTYpH
Yxpainu Ta po3poOka peKoOMEeHaIlii 010 BIOCKOHAIICHHS 3aX0/IiB KiIOEP3aXuUCTYy.

2. PE3YJIBTATHU TA OBI'OBOPEHHSA

Buou kibepzaepos nio uac eiilicokosoi aepecii. B ymoBax BIICHKOBOi arpecii mpoTu
Vkpainu, kibep3arpo3n HaOyBalOThb OCOOJMBOTO 3HAYEHHS, OCKUIBKH BOHU MOXYTh OYyTH
BUKOPHUCTAaHI IS apajizaiii Jep>KaBHUX 1 KOMEPIIHUX CTPYKTYp, @ TAKOXK JJIsl BTpyYaHHs B
0COOMCTY ALSUIBHICTH IpoMajisiH. Baxknuo 3a3HaunTH, 1110 3 2014 poxy YkpaiHa CTUKa€ThCS 3
cepiio3HuMuU Kidep3arpo3aMu 3 00Ky JIepKaBHHUX Ta HEACPKABHUX aKTOPIB, 1 OUIBIIICTH IIUX
aTak 3/J1MCHIOIOTHCS i yac a0o Ha QoH1 BIICBKOBOTO KOH(UIIKTY.

Knacuuni kibepamaxu. DD0S-araku Ta MIKIAJTUBI IPOTPaMU € CEPHO3HUMH 3arpo3aMu
Ui KpUTHYHOT 1HQpacTpykTypu Ykpainu. Y 2017 poui notyxui DDoS-araku BinuHynu Ha
poOOTY ypsiIOBUX YCTaHOB, (PIHAHCOBHUX CTPYKTYpP Ta €HEPreTUYHUX KOMMaHIH, HOPYLIIUBLIN
(GYHKIIOHYBAaHHS MOPTAIBHUX CHUCTEM Ta EJIEKTPOHHUX TOCHyr. i 3aXucTy KpUTHIHHX
00'eKTIB BiJ] TAKMX aTaK BaXKJIMBO PO3BUBATH MEXaHI3MHU O€3MEKH, BKJIIOUAIOYH IHTErpariio 3
MDKHapOJHUMH MepekaMu 3axucTy. OKpiM LbOro, MIKUIMBI NMpOTpamMu, Takl K BIpyc
"NotPetya", cranu omHi€lo 3 HaWOUIBII PYWHIBHUX aTaKk HAa YKPaAiHCBbKY IH(PPACTPYKTYpY,
3yIMUHUBINM TIANPUEMCTBA, 3HHUIIMUBINM JaHI Ta TOPYMMBIIN poOOTy (QiHAaHCOBUX 1
JIOTICTUYHUX CUCTeM. Taki aTaku JOBOMSTH, IO KiOep3arpo3u MOKYTh HE JIMIIE TOPYIIUTH
iHbopMaIliiiHI CHUCTEMH, a W MaTH PYyWHIBHUM BIUIMB HAa (i3WdHI 00'€KTH KPUTHUHOL
1HGpaCTPYKTYpH.

Amaxu Ha enepeemuyHy iHpacmpykmypy. BpaxoByiouHm 3anexHICTb YKpaiHH Bij
E€HEePreTUYHO1 IHPPACTPYKTYPH, came 1151 chepa € OHIEI0 3 HAMOUTBI ypa3IuBUX. YKpaiHChKa
EHepreTHYHa CUCTEMa BXKE HEOJIHOPA30BO CTaBasla MILIEHHIO /Ui KibepaTak, Kl COpUYUHSIIH
BIIKJIIOYCHHS EJIGKTPUKA B PEriOHax, IO MIJBUINYE PHU3UK BUHUKHEHHS TyMaHITapHUX
karactpod. OKpiM IHOTO, aTaKy Ha EHEPreTUYHI 00’€KTH MOXKe OyTH BHKOPHCTAHO [IJIS
MOPYIIEHHS XUTTEAUIBHOCTI JIEp)KaBU Ha CTPATETiYHOMY pPiBHI — 30KpeMa ISl 3YIMUHKH
pOOOTH MIAIPHEMCTB 0OOPOHHOT TPOMKCIIOBOCTI UM TPAHCIIOPTY.

Dinancosi kibepamaxu. OIHAHCOBUN CEKTOP € BAKIUBUM €JIEMEHTOM ISl CTAOUTLHOCT1
JepaBHu, 1 aTaku Ha (iHAHCOBI CUCTEeMH YKpaiHU MOXYTh MPU3BECTH 1O AecTadimizarii
eKOHOMIYHOT cuTyanii. BpaxoByroun BilicbKOBI [ii Ta MPHUCYTHICTH arpecopa B
KibeprmpocTopi, yKpaiHChbKI OaHKM Ta IUIATDKHI CHUCTEMM CTald YacTUMU 00’ €KTaMu IS
kibepaTak. ATakd Ha IUIATDKHI CHUCTeMH a00 OaHKIBCBKI IUIAaTGOPMH, a TaKOXK CHpOoOH
MAaHIMyJIIOBATH TPAaH3aKLIIMH € CEpHO3HOI0 3arp0o3010 /U1l EKOHOMIYHOT Oe3MeKn KpaiHH.

Linecnpsimosani amaku na 8ilicbkogi 06'ekmu ma inghopmayiro. BilicbkoB1 00'€KTH €
CTpaTeriuHOI0 MilIeHHI0 I Kibeparak mif vac BiliHM. Ha npuknani YkpaiHu MokHa
no0aunTH, SK aTakd Ha KOMITIOTEPHI MepeKi 30pOMHUX CHUJ BHUKOPHUCTOBYIOTHCS IS
OTpUMaHHs KOoH(iAeHIiHOT iHopMaltii, a Takoxk Ui caboTaxy abo ae3opraHizauii po6oTu
BilicbkoBUX. B yMoBax BiliHM arpecop BHUKOpPHCTOBYe KibepaTaku i jaecTaOutizarii
YIIpaBJIiHHSA Ta KOMaHAHUX MYHKTIB, 10 pOOUTh OOPOTHOY 3 TaKMMHU HAIaJdaMU BaXKIMBHM
MPIOPUTETOM JIJIsl HALlIOHATBHOT Oe3MeKH.

3axucm xpumuunoi inppacmpykmypu Yrpainu 6i0 xibepsacpo3. 3aXUCT KPUTHUUHOT
iHpacTpykTypu YKpaiHu Bij Kibep3arpo3 € KIOYOBUM AacleKTOM HaI[lOHAIBbHOI Oe3MeKH.
BpaxoBytoun BilicbkkoBy arpecito 3 Ooky pd, VYkpaiHa 3MmylieHa aJanTyBaTH CBOIO
KibepcTpaTerito 0 HOBMX YMOB 1 BHUKJIHKIB. P0o3poOka KOMIUIEKCHMX 3aXOJiB 3aXHCTY
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KPUTHUYHHUX O0'€KTIB iH(PPACTPYKTypH BUMArae He TUIbKM TEXHIYHHMX, a W OpraHizamifHuX i
MIPABOBUX 3MiH.

Pospobra  nayionanvnoi cmpameeii  xibepOesnexu. YKpaiHa po3poOwia  psia
HOPMAaTHBHO-TIPABOBUX aKTiB JJISi CTBOPEHHS €(QEKTHBHOI CHCTEMH KibepOesmeku, ska
BKJIIOYA€ TIPaBWJIa B3a€MOJii JEp)KaBHUX OpraHiB, NMPHUBATHOTO CEKTOPY Ta TPOMAICHKHX
oprauizaifiii. 3o0kpema, gokyMeHT [1] Bu3HauYa€e OCHOBHI TNPHUHIMIN 3a0€3MECYCHHS
KibepOe3nekn, a Takox nepeadadae B3aeMOIII0 Aep)KaBH Ta Oi3HECY y MUTAHHIX 3aXUCTY BiJ
kibep3arpo3. Kpim toro, y 2021 pomi 6ymno po3podieno Crparterito kibepOesnieku YKpaiHu
[2], sixa HamineHa Ha MOOYIOBY KOMILICKCHOT CHCTEMH 3aXUCTY KPUTHYHOI IH)PACTPYKTYpH.

Inmeepayin xibepbeznexu 6 nayionanvHi cmpameeii besnexku. lHTETpals kioepOe3nexku
B HalllOHAJBHI cTpaTerii Oe3meku mnependavyae CTBOPEHHS KOOPIWHAIIMHUX OpPTaHiB, IO
3/1IHCHIOIOTh MOCTIHUI MOHITOPUHT 3arpo3 1 3a0e31euyoTh pearyBaHHs Ha KiOep IHIUJEHTH.
B Vkpaini ctBopeno HanionanbHu KoopAuHaLIiHUN LIEHTp KiObepOe3neku, 110 BIANOBIAAE 3a
MOHITOPHHI CHUTYyallli B KIOEpIpocTopl Ta HaJa€e ONEPaTUBHI PEKOMEHJAIll II0J0 3aXUCTy
KPUTHUYHUX OO0'€KTIB IHPPACTPYKTYPH.

Monimopune kibepsazcpo3 ma onepamusne peacyeanHs. MOHITOPUHT Kibep3arpos €
OCHOBOIO cucTeMu 3axucTy. B Vkpaini ans uporo Oynu po3poOseHi crieniaibHi IporpaMHi
npoayktd Ta miatdopmu, 3okpema, cucrema CERT-UA (komanaa pearyBaHHs Ha
KOMIT'IOTEPH1 1HIIMJIEHTH), sIKa BIANOBIIA€ 3a BUSBICHHS, MOIMEPEKEHHS 1 pearyBaHHS Ha
KiOepiHIMIeHTH. MOHITOPHUHT 3/11HCHIOETHCS 3 BUKOPUCTAHHIM CyYaCHMX TEXHOJIOTIH, TaKUX
sk Zabbix, Nagios, Ta iHIIi, 10 A03BOJISE 3/IMCHIOBATH MPOAKTUBHUN KOHTPOJb 32 CTAHOM
1H(MOPMAIITHUX CUCTEM KPUTHIHUX 00'€KTIB.

BUCHOBKMU TA IIEPCIIEKTUBH ITOJAJIBIIHNUX JOCJITKEHD

KibepbOesneka KpUTHYHOI I1HPPACTPYKTYPH € KIFOYOBUM AaCIEKTOM HaIlOHAJIBHOT
Oe3rekr, OCOONMBO B yMOBaX BIMCBKOBOI 3arpo3u. YKpaiHa CTHKA€ThCS 3 TMOCTIMHUMHU
kibep3arpo3amu, BrIroYaroun DDoS-aTaku, MKiIMBI IpOorpamMu Ta IUIECIIPSIMOBaH1 HaIaIu
Ha CEHepreTUYHi, (IHAHCOBI Ta IHINI BaXKIWBI 00'€KTH. AKTYaJIBHICTh YJAOCKOHAJICHHS
MEXaHI3MIB 3aXHUCTy KPUTUYHHUX IHOPACTPYKTYPHUX CHUCTEM 3pPOCTAE 3 KOXXHHUM POKOM,
30KpemMa uepe3 pO3poOKy HOBUX HOPMATHBHO-TIPAaBOBHX aKTiB Ta IHTEerpaimiio 3
MDKHApPOTHUMH CUCTEMaMH 3aXHCTY.

HeoOXxiqHO mpoaoBKYyBaTH pO3pOOKY HOBHX TEXHOJOTIH IS 3aXHCTy KPUTHYHOL
iHpacTPYKTYpH, 30KpeMa B 0OO0JAcTi BUSBICHHS Ta MPOTHIl HOBHUM THIIAM Kibep3arpos.
Takox BaXJIMBO AOCTIKYBAaTH €(EKTUBHICTh HAIlOHAJIBHUX CTpaTerii kidepOesneku Ta
PO3BUBATH HABYaHHS 1 MIATOTOBKY KaJpiB y cepi Kibep3axucTy, M0 CIPUATUME MOCUICHHIO
CTiiKOCT1 iH(paACTPYKTypH A0 Kideparaxk.
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BUKOPUCTAHS ITIMBOKOI'O HABYAHHS Y CUCTEMAX KJIACU®IKAILII
[TOBYTOBHUX BIAXOAIB

AHoTanif. 3 TOCTIHHUM NOKPALIEHHSIM COI[aJIbHOrO Ta EKOHOMIYHOIO pIiBHS Ta
NPUCKOPEHHsIM ypOaHizalii npodieMu 3a0pyaHEHHs HaBKOJIMIIHBOTO CEPEIOBUINA CTAIOTh BCE
OLIBII TOMITHUMH, OCOOJIMBO pi3Ke 301IbIICHHS! KUTBKOCTI MOOYTOBHX BiJXOIB Ta BiJCYyTHICTh
CBOEYACHOI Ta e(peKTUBHOI OYMCTKH, 3 KOO CTUKAIOTHCS 0AraTto MICT 1 Cijl BaKKe 3a0pyIHEHHS
Bigxonamu. JIJist JOCATHEHHS CTAJIOr0 PO3BUTKY YIPABIIiHHS HAaBKOJIHUIIHIM CEPEIOBHUIIEM CTaJIO
KJIFOYOBUM ITUTAHHSIM, sike IOTpeOye BUpIlLIeHHs 3apa3 1 B MaiiloyrHpoMy. CUCTEMOreHe3 CUCTEM
MEHEPKMEHTY CepelIOBHUIIEM BpaxoBYye CKIAIHICTh CTPYKTYPH, CHTYaTHBHHH XapakTep 3B's3KiB
MK KOMIIOHEHTaMH, CUTYalliHHUH XapakTep CIEHApiiB MOBEIIHKH 32 PI3HUX YMOB, KiJIbKICTh
rnapamerpiB i 3MIHHHX, HEIMOBHOTY 1 HEBHM3HAYEHICTh JpKepen iHpopMarlii, pi3HOMaHITHICTh
iHpoOpMaIHHUX 1 UMOBIPHICHUX TIapaMeTpiB cepeoBuina. Pi3HOMaHITTS MOOYTOBHX BIIXOMIB i
cmabka oOI3HAHICTh HACEJCeHHs IOJ0 ix Kiacudikamii, OOYMOBIIOIOTh HE3aJOBLILHHUN
notouHuit edekt knacudikamii BigxomiB. B octaHHI pokH 3acTOCyBaHHS INTUOOKOrO HABYAHHS Y
cdepi knacudikaiii CMITTS CTallo0 aKTyaIbHUM HANpsIMOM AociikeHb. CKIaIHOCTI, OB’ s3aHi 3
Bi3yaJIbHHM aHAJi30M CTaHy CepeIOBHINA MOXKHA MOJOJIATH HUIIXOM 3aCTOCYBAHHS TEXHOJOTIH
00poOKH 300paXkeHb Ta KOMII'IOTEPHOro 30py. 3 OMNISAYy Ha 1€, y CTaTTi 3alpolOHOBaHa
crcTeMa pO3Ii3HaBaHHSA 300pakeHb s Kiacu(ikamii moOyTOBHMX BiIXOZiB, 3aCHOBaHAa Ha
rMOOKOMY HaBYaHHI, SiKa MOXe e(peKTUBHO KIACHU(IKYBATH Pi3HI THIK MOOYTOBHX BIiIXOJIB:
BIIXO/H, IO MiUIATAIOTh Iepepodili, KyXOHHI BiIXoau, HeOe3MmeuHi BigX0au Ta iHII BiAXOIH.
Cucrema peaiizoBaHa 3 BUKOpHCTaHHsIM (peiimBopky TensorFlow Ha ocHOBI MoJesi 3rOpTKOBOT
ueriporroi Mepexxi (CNN), mo BkIroyae 3ropTKOBI Imapw, mapu 00’ €IHAHHS Ta ITOBHICTHO
3B’s3aHi mapu. llicms mpoBeneHHS HaBYAHHS, CHCTEMa JOCATIIa TOYHOCTI PO3Mi3HABAHHA
KaTeropiii cMiTTs Ha piBHI 67%.

KuarouoBi cyioBa: posmizHaBaHHS 00pa3iB, TNIMOOKE HAaBYAHHS; HEHpOHHA MeEpexa,
KIacu]ikaIiss CMiTTS;, COPTYBaHHS CMITTS.

BCTYII

CrangapTi )KUTTEBOTO CEPEOBHUIIA JTIOACH MPOJAOBXKYIOTh MiIBUIIIYBATUCA, a TOOYTOBI
BIJIXO/IM, €NEKTPOHHI BIIXOJM TOINO CTAalOTh Tio0anbHOK mpobiemoro. [ToOyToBi Bigxoau
HEBIMHHO HAKOIMMYYIOTHCS 1 YMHATH THCK HAa €KOJIOTIUHUN CTaH cepenoBUINa. Y Oararbox
KpaiHaxX MPHUIUTIETbCS BETMKA yBara YTHIII3allii CMITTS Ta 3alpOBaguB MOJITUKY Ta MpaBuiIa
kinacudikanii cMittsa. Opranu BiaaJy MOCUIIOIOTH iHPOpMaliitHy poOoTy 010 Kiacugikarii
Ta yruwinizanii cmirta. Knacugikamis cMITTS 3MeHIIye 3a0pyJHEHHS HaBKOJHIIHBOTO
CepelloBMINA, a TepepoOKa IMMiIBUIIYE EKOHOMIYHI BUTOAU. BUKOpUCTaHHS TIHOOKOTO
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HAaBYaHHS Yy COPTYBAaHHI BIIXOJIB JJO3BOJISIE€ JIOCATTH BHUCOKOI TOYHOCTI imeHTH IKaIii
KaTeropiil i BUIiB CMITTSI.

IMocranoBka mpoOJjemMu. BuxopucrtaHHs HOBHX iAed Ta TEXHIYHHX 3ac00iB
iHpOpPMAaLIHHIX TEXHOJIOTIH JA03BOJISIE BUPIIIUTH MPOOIeMH yTUIIi3amii TBEpAUX MOOYTOBHX
BimxoaiB. CKJIAIHOCTI, IMOB’S3aHI 3 BI3yaJbHUM aHATI30M CTaHY CEPEIOBHUINA MOXHA
MO/I0JIATH TIISXOM 3aCTOCYBaHHS TEXHOJIOTIH 00OpOOKH 300pakeHb Ta KOMIT IOTEPHOTO 30pYy.
Po3po0ka Ta BUKOpHCTaHHS 3aC00iB po3Mi3HABAaHHS 300paXKeHb ISl Kiacudikalii noOyToBuxX
BiJIXO/IiB, 3aCHOBaHa Ha TTMOOKOMY HaBYaHHI, T03BOJIUTh €(DEKTUBHO KiIacHU(IKyBaTH pi3Hi
TANMKA TOOYTOBHX BIAXOJMIB: BIOXOAW, IO IUISATAIOTh TMEpepoOIli, KyXOHHI BiIXOJH,
HeOe3IeYH1 BIIX0 1 Ta IHIII BIAXOIH.

AHaJi3 ocTaHHiX AochaigkeHb i myOJuikaumiii. 3aranbHi MIIXOOU 3aCTOCYBaHHS
IHTeJeKTyaIbHOT 00pOOKH 300paxkeHb omucani y cratti [1]. Jocmimkenus [2] mpomonye
HaJIHY MOJENTh 13 BHUKOPUCTAHHSIM TJIHMOOKUX HEUPOHHHX MEpPEX I aBTOMATHYHOT
kjacudikamii CMITTS, Ky MOXHA 3aCTOCYBAaTH B IHTEJEKTyaJIbHUX CHCTEMaXx JJIsi COPTYBaHHS
CMITTS. Ha OCHOBI 5904 300paxkeHb, 110 HAJIEXKATh O TPHOX PI3HUX KIACIB, BKIIOYAIOUYU
OpraHivyHi, HeOpraHiuHi Ta Meau4Hi Bigxoau. Y mociimkenHi [3] apxirekrypu Densenet121,
DenseNet169, InceptionResnetV2, MobileNet, Xception BHKOPHUCTOBYBAIHCS Ui HAOOpPy
nanux Trashnet, a Adam i1 Adadelta BukOpUCTOBYBalMCS SK ONTHMI3aTOP y MOJEISAX
HelpoHHUX Mepexx. Ha mincrtaBi pesynbTariB, OTpUMaHUX y LIOMY JOCHiKeHHI, Adam
3a0e3mevnB Kpally TOYHICTh TecTy mopiBHsAHO 3 Adadelta. Kpim Toro, mporiec momoBHEHHS
TaHuX OyJI0 3aCTOCOBAHO IS MIABUIIIEHHS TOYHOCTI Kiacudikailii yepe3 oOMekeHi BUOIpKH
Habopy manux Trashnet. [locmimkenus [4] mpomonye GaraTomapoBy TiOPHIHY CHCTEMY
rirbokoro HaBuanHs (MHS) mist aBTOMaTHYHOTO COPTYBaHHS BiIXOJIB, SIKI YTHJII3YIOTHCS
OKpPEMUMHU 0c00aMH B MICBKHX TPOMAJICKKHX Miciisix. L{s cuctema po3roprae kamepy BUCOKOT
PO3IUTBHOT 3AaTHOCTI ISl 3aXOIUICHHS 300pa)K€HHS Ta JATYMKH IS BHSBJICHHS IHIIOT
KopucHOi iHpopmarii npo ¢yakuii. MHS BukopuctoBye anroputv Ha ocHOBI CNN mis
BHUJIUVICHHS XapaKTEPUCTHK 300paKeHHs Ta MeToJ] OaratomapoBux nepcentporis (MLP) mis
KOHCOJITaIlil XapakTEPUCTHUK 300paKeHHsI Ta 1HINOI iH(OpMAIIil PO XapaKTEPUCTUKH, 1100
kiaacu(ikyBaTH BIAXOMU SK MPHIATHI Ui mepepoOku um iHmm. Y mociimkenHi [5] Habip
JaHUX, SKUA BUKOPUCTOBYETHhCS s Kiacuikaiii BiIxomaiB, PEKOHCTPYIOEThCSA 3a
nonomororo mepexi AutoEncoder. Tlotim HaGopu QyHKITIH BUTATYIOTBCS 32 TOITOMOTOIO JIBOX
Ha0OPIB JIaHUX 3a JIOTTIOMOTOI0 apXITEKTyp 3ropTKoBOi HelipoHHOT Mepexi (CNN), 1 111 Habopu
¢byHk1iil 00’ennytoThesi. Meton perpecii Pimka (RR), Bukonanuii Ha komOiHOBaHOMY Ha0O0pi
O3HaK, 3MEHIINB KUIbKICTh O3HAK, a TAKOX BUSABUB e(eKTUBHI (QyHKIl. MallluHU OMOPHUX
BeKTOpiB (SVM) BUKOPHCTOBYBAIUCS SIK KJIacU(IKaTOPH B YCiX EKCIIEPUMEHTAX.

Mera mny6uaikamii. MeTow AOCHIKEHHS € po3poOKa MiAXOAIB 10 CTBOPEHHS
apXIiTEeKTypHUX MoJienei 1 3aco6iB kinacudikailii moOyToBUX BiIXOJIB HA OCHOBI TNTMOOKOTO
HABYaHHS, Ki JO3BOJIAIOTH MIABUIIUTU €(EKTUBHICTH CHCTEM EKOJIOTTYHOTO MEHEKMEHTY
[UIIXOM aBTOMAaTH3allil, MiABUIIEHHS TOYHOCTI Ta 3MEHIIIEHHS Yacy Ha peaji3allilo MpoIeciB
COPTYBaHHSI CMITTSL.

1. MOJEJII TA 3ACOBU CUCTEMMU COPTYBAHHA CMITTA

CopryBaHHS CMITTA B pI3HHX KpaiHax Oa3yeThCsi Ha HALIOHAJBHUX CTaHJapTax, 10
BHU3HAYaIOTh KaTeropii CMITTA Ta crocobu ix mepepoOku. 3okpeMa, cTaHAapTH Kiacudikaiii
cmitTs y Kurtai BU3HAUal0Th YOTHPH OCHOBHI KaTeropii CMITTS: KyXOHHE CMITTS, CMITT, sIKe
MOXKHA MepepoOuTH, HeOe3neuyHe CMITTS Ta IHIIE CMITTA. Y LUX YOTHPhOX KaTeropisfix
PO3PBHSAIOTH 245 PI3HUX TUITIB CMITTS.

Jns mpoBeneHHs kiacugikamii BiAxXoaiB Oyno po3poOiieHO NporpaMHi 3acobu 3
BUKOpUCTaHHAM ¢peliMmBopky TensorFlow Ha ocHOBI Mozesi 3ropTKOBOi HEHPOHHOT Mepexi,
10 BKJIFOYAE 3TOPTKOBI 1Iapu, mapu o0’€HaHHS Ta MOBHICTIO 3B’s3aHi mapu. Habip manux
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po3/uIeHui Ha HaBYaIbHUI HaO0ip 1 TecToBUI Habip BiANOBiAHO A0 8:2. Mozenb 3ropTKOBOL
Heiiponnoi wmepexi (CNN) BHKOPHCTOBYETBCS JJIsl BHJIYYEHHS Ta TIEPETBOPEHHSA
XapaKTEPUCTUK BX1JIHOTO 300pakKeHHS 32 JIOTIOMOTOIO PIBHSI 3TOPTKHU Ta PiBHA 00’ €JHAHHS.

[Tpu Bukopucranni moaeni CNN y 3amaui kinacudikamii cMITTS i BpaxoByBaTH Taki
aCIIeKTH:

1. OOmexeHiCTb BHUOIpKM JaHWX: Y MPOBEACHOMY JOCHDKEHHI Halip JaHuX
cxinanaerscs 3 80 000 300paxkeHb, IPHU CePeIHLOMY PO3MOUTI Ha 245 KaTteropiii Ha KOXKHY
Kareropito npunaznae jume Oam3pko 300 3paskiB. L[poro moxke OyTH HEZOCTaTHBO, 10O
MO/IeJTb TIOBHICTIO HABUMIIACS PO3MI3HABATH OCOOJIMBOCTI KOXKHOI KaTeropii.

2. He3z0anancoBaHicTh BUOIPOK 3a KaTeropisiMu: sKIio 245 kaTeropii cMITTs B HaOOpi
JAaHUX PO3MOAUIEHI HEPIBHOMIPHO, MOJienb OyJae CXWwibHa IependadaTtd Ti KaTeropii, ski
YacTIllle 3yCTPIYarOThCA, IO MPU3BOIUTH 10 3HKCHHS TOYHOCTI PO3MiI3HABaHHS PIIKICHUX
kareropiii. HepiBHOMIpHICTH KaTeropii 0coOJMBO BIUIMBa€ Ha TOYHICTh Yy 3aJaydax
6araTokyacoBoi Kiacupikarii.

3. I'mnbuna mopeni: skmo KuibkicTh mapiB y CNN HemocraTHs abo il CTpyKTypa
3aHAQATO TPOCTA, 1€ OOMEXYy€E 3MaTHICTh MOJEJI BUTATYBAaTH OCOOTWBOCTI, HEOOXIAHI st
TOYHOTO PO3Mi3HABAHHS.

BUCHOBKU TA NTEPCIHEKTUBU INOJAJBIIUX JOCJIT)KEHb

B crarTi 3anponoHoBaH1 apxiTekTypa Ta 3aco0u peaizailii IpoleciB IHTEIEKTYaIbHOIO
COpPTYBAaHHS CMITTS 3 BUKOPHCTAHHSM 3rOPTKOBHX HEHPOHHHX Mepex. [IpoBenmeHo aHai3
JITEpaTypu 3 MpoOJIeMH IHTeJIeKTyari3alii nmepepoOKH BiIXOMIB 1 BU3HAYEHO TMEPCIEKTUBHI
MIIX0IM 0 peajtizallii KOMIUIEKCHUX CHCTEM COPTYBAaHHs CMITTS. 3a3Hau€HO BIIMIHHOCTI y
migxomax A0 Kiaacudikamii BIAXOMIB y pI3HUX KpaiHax, MO0 MOTpedye H0JaTKOBHUX
HaJalTyBaHb CUCTEM IS IUIBOBOTO 3acTOCyBaHHs. [Ipw HamamTyBaHHI 1 HaBYaHHI TaKUX
CHUCTEM OCOOJIMBY yBary Cjijl 3BepHYTH Ha 00’eM Ta 30aJaHCOBAHICTh HABYAJILHUX BHOIPOK, a
TaKOXX JOJIaBaHHS KpOKIB TMOMepeaHhoi 00poOKM maHux abo 3acTOCYyBaHHS METONY
MepeHeCceHH sl HaBYaHHs (BUKOPUCTAHHS MOJEI, MOMepeAHbO HABUEHOI Ha BETUKOMY Habopi
JaHUX) JUIsl TABUIICHHS TOYHOCTI pO3Mi3HABAHHS.

@Dokyc MoAanbIIMX JOCIIIKEHb MOBHHEH 30CEpe/KYBAaTUCh Ha MinOOpi Mojeneill Ta
po3po0I1i mporpaMHUX 3aco0iB, SKI HaWKpalle BiANOBIIATUMYTh CHEIU(PIYHUM BUMOTaM
kiacudikarii BigxoaiB Ta 3abe3neunTr 30aancoBane GopMyBaHHS HaBYAJIbHUX BUOIPOK.
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IHOOPMAIIMHO-KOMYHIKALIIMHA CUCTEMA JIJI51 OIITUMI3ALIIL POBOTU
CIYXBU HIATPUMKUN HA HIATITPUEMCTBAX ABTOTPAHCIIOPTY

AHoranisn. B po6ori po3pobneHo iHpopMaIiifHO-KOMYHIKaIIiHY CHCTEMY Uit pPOOOTH CITyKOu
HiATPUMKH aBTOMApPKY, sIKa TIOBHHHA 3a0e3MevyBaTH HACTYIHHUHM (QYHKLiOHAN: 30ip 3amuTiB
KOPHUCTYBa4iB 3 PI3HUX JDKEPENT, aBTOMATHYHHWIA pO3MOALT 3alMTiB MK OIeparopamuy,
3a0e3MeueHHs] TEeKCTOBOI KOMYHIKallii MK OIepaTopoM Ta KOPHCTyBadeM; Ieperisn icTopil
3BEpHEHb; OIlIHKa SKOCTI POOOTH oOreparopiB; (QOpMyBaHHS CTAaTUCTHYHHX 3BITIB. 3aluTd
KOPUCTYBa4iB HaJIXOISTh O CHCTEMU 3 PI3HHX JDKEpeNll B €AMHY 4epry, Jie MOBHHHI OyTH
po3moaiseHi MiXk HasiBHUMH OTIepaTopaMH, MpU IbOMY PECYPCH CIYXOU MiATPUMKH BBAKAFOTHCS
oboMexxeHMMHU. OKpiM ILOr0  HEOOXIJHO ONTHUMI3YBAaTH iX BUKOPHUCTAaHHS, 3MEHILHBIIH CEpeHii
Yac 00CITyroByBaHHs! a0OHEHTa Ta 301IBIIMBIIN BiICOTOK YCIIIIHO 0OPOOJIEHUX 3aIUTIB.

KiouoBi cioBa:  iHdopmariiiHo-kOMyHIKalliifHa ~ cuUCTeMa, TeOopis  MAacoBOTO
00CITyrOBYBaHHS, MOJCITIOBAHHSI.
BCTYII

Buxopucranis kopucTyBadamMu OyJb-SKOTO NPOAYKTY 3aBXKIU CYIPOBOJDKYETHCS
YUCJICHHUMHU TUTAaHHSIMH 3 MPUBOAY POOOTH cHucTeMu ab0 HAsSBHUX B HIM HeAOJiKiB. Jls
BHIIIEHHST TTPOOJIeM KOPHUCTYBauiB 3a3BHYail iICHYE OKPEMHH MIiIPO37UT B CKJIAJl KOMaHIHU
MPOAYKTY — cCiayx0a MiATpUMKA, sKa BIAMOBiAa€ HA BCl MUTaHHS, 110 BHUHHUKAIOTH ¥
KopuctyBauiB. [IpoTe pecypcu ciyx0u miATPUMKHA 0OMEXKEHI], a KUTBKICTh 3BEpHEHB 3a3BHYal
HaJ3BUYatHO BHCOKa. ToMy mpu ii opranizamii moTpiOHO HE JUIIE BAAJIO MiAIOpaTH KaHa
KOMYHIKaIlli, a i ONTUMAaNbHO OpraHi3yBaTU Ii CTPYKTYpYy Ta pexuM poOOTH, 30Kpema i
MIPOLIEC PO3MOALTY Ta 0OCITYrOBYBAaHHS 3asBOK.

IlocranoBka mpodaemu. Jljis po3poOKK CepBEpHOI YACTUHU MOTPIOHO CTBOPUTH
MOJIeJIb CIIY’KOW MIATPUMKH, BUPINIUTH 3a7ady ONTHMI3allii, a TaKoXX MiAiOpaTH TEXHOJOTII,
Ha 0a3i skux Oyzme peanizoBaHo cucTemMy. DYHKI[IOHAIBLHO CHUCTeMa Mae 3abe3mnedyBaru 30ip,
pO3MoLI, mepersa, oOpoOKy, OIIHKY Ta 30epeKeHHS 3asIBOK KOpUCTyBadiB. CHcTeMa TaKoxX
MOBMHHA MAaTH MOXIIMBICTh aHalizyBatu 30epexkeHi naHi, GOpMyBaTH CTAaTUCTUYHI 3BITH.
Joctyn g0 naHux, mo 30epiraloTbCs CHCTEMOIO, MOBHHHI MaTd JUINIE JesSKi KOPHUCTYyBadi,
TOMY HOTPIOHO CIIPOEKTYBATH CTpaTerito iX 3axucty. KiieHTchka yactuHa Oye mpeacTaBieHa
y BUIJISIII BEO-I0/IATKY.

AHani3 ocTa”HHIX JochizKeHb 1 myOuaikamii. J[ng MogentoBaHHA —mpolecy
00CIyroByBaHHSI 3asiBOK KOPHUCTYBauiB CIYXO00I0 MIIATPUMKH AOLUIBHO BUKOPHUCTOBYBATH
3aco0u Teopii MacoBOrO OOCIYroBYBaHHs. 3a JOMOMOTOI0 MEPEX MacOBOTO OOCIyrOByBaHHS
MOYKHa OOy1yBaTu MOJAEb J0CTIDKYBAHOTO MPOLECY Ta TEOPETHYHO AOCTIAUTU MOKA3HUKU
poOoTH 11i€1 Mozieni, 30KkpemMa cepeHiii yac 00CIyroByBaHHs 3asBOK, CEPEIHIO TOBKHHY Yepr
Ta BIPOTIJAHICTH BiIMOBHU y oOciyroByBaHHI [1]. PI3HOMaHITHICTh TE€XHOJIOTIH, 110 ICHYIOTh
s pobotH 3 iH(popMarli€o, CKIagHICT NpoleciB B iHPOPMaLiiHO-KOMYHIKaTUBHINA cdepi
CTaJli OCHOBHOIO NMPUYMHOIO JJIs1 00’ €THAHHSA OKPEMHUX MPUCTPOIB Ta amapaTHO-IPOTrpaMHUX
KOMIUIEKCIB B iH(opMariiiHO-KOMyHIKalliiiHi CUCTeMH, 10, B CBOIO Yepry, MOPOIMIO HOBI
MiAX0AW 10 iX cTBOpeHHs Ta ympasiiHHS [2]. [Iporpamue 3abe3neyeHHs A MIATPUMKH
KOpPHUCTYBauiB 3a0e3Meuye KOMYHIKaI[il0 MK KOPUCTyBauaMH IEBHOTO MPOJIYKTY abo cepBicy
Ta Horo ciyx00t0 miaATpuMKH. Oniepatopu KOHCYIBTYIOTh KOPUCTYBauiB 3 MPUBOY MUTAaHb Ta
TEXHIYHUX CKJIQJHOIIIB, sIKI BAHUKIIM Y HUX B X0/l BUKOPHCTaHHS MPOJYKTYy abo cepaicy. B
SAKOCT1 KaHaJy KOMYHIKallli BUKOPUCTOBYETbCS Mepexa [HTepHeT, Jie KOMYHIKallis MOKe
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MIPOBOJUTHUCS B TEKCTOBOMY (hOpMaTi y BUIIIAI YaTy MK OIIEpaTopoM Ta KOPUCTyBaueM abo y
rojocoBoMy Qopmari 3a qomomorotro [P-tenedownii [3].

Mera ny6aikanii. MeToro TOCHIDKEHHS € ONTHMIi3amis poOOTH CIyKOH MiITPUMKH
aBTOTPAHCHOPTHOTO IMIANPHEMCTBA HAa OCHOBI pPO3poOKM iH(OpMAIiiTHO-KOMYHIKAIIITHOT
CHCTEMHU YIPABIIHHS 3aBIAHHAMH Il pOOOTH CITY>KOH MIATPHUMKH aBTOMAPKY.

1. MOAEJIOBAHHA CUCTEMH PO3IIOALTY 3ASABOK

Cryx0y miaTpuMKA MOXHA 300pa3uTH y BUIVISII CHCTEMH MacOBOTO OOCIYrOBYBaHHS.
Toni BXigHUI MOTIK 3aBOK MOXKHA 3MOJICITIOBATH 32 JOTIOMOTOO IMOTOKY OJHOPITHUX TO/IIH,
10 BIAMOBI/IAa€ MyacCCOHIBCHKOMY ITPOIIECY.

[ToTik OgHOPITHUX TOAIA — 1€ BUIAJIKOBA IMOCIIIOBHICTh MOJIA, BIOPSAKOBAHHUX 3a
3pOCTaHHSAM iX MOMEHTIB Yacy. B TakoMy moToli BCi 3asBKM PIBHOIPABHI 1 PO3MIAIAIOTHCS
TUIBKM MOMEHTH 4acy HaJXO/KEHHS 3asfBOK O€3 YTOUHEHHS JeTajeil KOKHOI KOHKPETHO1
3asBKH. UucIno moii B OToIi B Oy/Ib-sIKOMY iHTepBaii yacy (t, t + x) He 3aJeKHUTh Bijl Yncia

noJiii B Oylb-KOMY IHIIIOMY IHTEpBaJll Yacy, LI0 HE MEPETHHAEThCSA 3 JaHUM, a 3aJeKUTh
JUIIE BiJl JOBXHUHU X IIOTO IHTEpBaly. |[HTEHCHBHICTh TAKOTO MOTOKY MOKE 3alieXkaTH Bif
qacy, 10 MOJEJo€e 1000B1 pUTMH y 3BEpHEHHSIX KOPUCTYBadiB /10 CAYKOU MIATPUMKH, [IPOTE
TaKu# MOTIK TOJ(1 HE Oy/ie BBAXKATHUCS CTAI[IOHAPHHUM.

Omneparopu ciyxOu MiATPUMKU OynyTh OOpOOHMKaMH B JaHId CHCTEM1 MacoBOTO
ob6cmyroByBanHs. KoxkeH 3 0OpOOHUKIB XapaKTEPHU3YETHCS BIACHOKO (DYHKIIIEIO PO3TOIUTY
BUIIaIKOBOI BEJIMYMHH — 4acy, 10 NOTPeOyeThCs oneparopy Ha 0OCIyroByBaHHS 3asiBKU — Ta
BIPOT1IHICTIO YCITIIIHOTO OOCITYyTOBYBaHHS 3asBKH.

[IpunyctuiMo, mo B Cayk01 MIATPUMKH Mpaioe 3 omeparopu mepiioi JiHil Ta 2
omneparopa npyroi jiHii. Toxi cucremMa MacoBOro 0OCIYyroByBaHHS, IO BIAMOBIIA€E 1K CITYKO01
3a OMMCaHUMHU BUILE IPaBUIIaMU, 300pakeHa Ha PUCYHKY 1.

B miii Momeni BXiZHOMY MOTOKY 3asBOK BIAMOBIIA€ MOTIK OAHOPIMHMX MO A(t), 110
BIJINTOBiJIa€ TyacCOHIBCBKOMY TIPOIIECY 3 IHTEHCHBHICTIO A(t), omepatopam mepmoi JIiHii
MIATPUMKH — 00poOHuKH Oy 4, 0y 5, 0y 5, SKI MaIOTh Yepru @y 4. @ 2. ¢y 3 BiAMOBIIHO. 3asBKU

13 BXIZJHOTO MOTOKY MOTPAIUISAIOTH A0 Yepr 0OpOOHMKIB MepIoi JIiHil piBHOWMOBIpHO. KoxkeH
13 0OpOOHMKIB XapaKTePU3YEThCS BIIACHOK (YHKIIEI0 PO3MOALTY dYacy oOpoOKu Ta
BIPOT1IHICTIO ©¢; YCITIIHOT 0OpOOKHM 3asBKH.

3 BIPOTITHICTIO ©¢; 3assBKa OOPOOJISIETHCS YCIIIMIHO Ta MOCTYIAE O BUXITHOTO MOTOKY
ycminHo 00po6ieHux 3asBOK 5y, a 3 WMOBIpHICTIO 1—0¢; OOpOOHHK HE 3MOXE YCHIIIHO
00poOuTH 3asBKY, 1 BOHA HaJlall 00OpOOIITUMEThCS CHCTEMOI0 OOPOOHUKIB APYroi JiHii.

|
—> Q]n O 1

A > QEQ O12 F—>»

—> Qi 3~ O13

S, S

| |

Pucynox 1 — Mooenv mepesici Macosozo 00ciy208y8anHs CyHcOU RIOMPUMKU i3 BUNAOKOBUM
PO3NOOINIOM 3AA60K MIdHC CUCEMAMU
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Omneparopu apyroi JiHil TiATPUMKH TpeAcTaBieHi B Moaesi o0poounkamu 05y ta 05 5.

KoxeH 13 0OpOOHUKIB XapaKTEpHU3YETHCS BIIACHOIO (DYHKIIIEIO PO3MOALTY Yacy oOpoOKu Ta
BIPOTIMHICTIO ©; ycmimHOi 00poOku 3asBku. [lpn mpoMy MaTeMaTH4HE OYIKyBaHHS 4Yacy

00poOku 00poOHMKaMU JIpyroi JiHii OLTbIIe 32 aHAJOTIYHUHN MOKa3HUK (PYHKIII po3mominy
gacy oOpoOKu omeparopaMu Iepmoi JiHii. 3asBKU 10 0OpOOHUKIB qpyroi JiHii HAAXOIATh B
pa3i HEMOXJIMBOCTI iX 0OpoOkM omeparopaMu Tepmioi JiHII Ta pPIBHOBIPOTITHO
PO3MOAUIAIOTECS Y Ueprd @54 Ta @5 5. 3 BipOTimHICTIO ©¢; omeparop Ipyroi JiHii yCHilIHO
00po0iisie 3asBKy, fKa MICIs IOTO MOCTYNAE J0 BUXIIHOTO MOTOKY YCIHIIIHO OOpoOieHux
3as1BOK 55, a 3 HMOBIpHICTIO 1—0; 00pOOHUK pYroi JiHIT HE 3MOKe 00poOUTH 3asBKY, BOHA

BBQ)XAETHCSI HEOOPOOICHOI CHCTEMOIO 1 MOCTYMae 10 MOTOKY 3asBOK F, ski He Bhayocs
obciyryBat. Yac oOpoOKM 3asiBKM KOXKHUM 13 OOpOOHHMKIB mepuioi Ta Jpyroi JiHii
PO3MOAUIEHNN €KCTIOHEHIIIMHO 13 IHTEHCUBHICTIO [i;.

BUCHOBKU TA NTEPCIHEKTUBU INOJAJBIIUX JOCJITKEHb

B xoni BukoHaHHs po6oTH Oynia 3MOJIeNbOBaHa, CIIPOEKTOBAaHA 1 peaji30oBaHa CHCTEMa
MIATPUMKA KOPHUCTYBadiB Juid CIyXOM MIATpUMKH Takcomapky. Jig 1poro Oy
MIpOaHaJIi30BaHi peanizallii ICHyIOUMX CHCTEM MIATPUMKH KOpPUCTyBayiB. BcTaHOBIEHO, 110
KOJIHA 13 HUX HE MIITPUMYE aBTOMAaTHYHOTIO pO3MOJALTY 3aiBOK MDK OIlepaTopamu,
ITPYHTYIOUHCh Ha TOKa3HUKax ix pobOotu. IIpormec oOCITyroByBaHHs 3asBOK CIIYX00I0
MATPUMKA OyJIO JIeTanbHO AOCIimkeHo. Ha ocHOBI oTpumaHOro (POpMaIBHOTO OMUCY OYJI0
CTBOPEHO MOJIeJh CHUCTeMH 3aco0amMu Teopii MacoBoro oOciayroByBaHHs. CTBOpEHY MOJIETh
Oy70 aHAIITUYHO Ta MPAKTHYHO JOCIIDKEHO 1 BCTAHOBJIEHO, IO TOTOYHA CTpaTeris
PO3MOAUTY 3as8BOK HE 3aJI0BOJIBHSIE MOTPeOaM MiAMPUEMCTBA. 3alPOIIOHOBAHO ONTHUMI3AIIIIO
CTBOPEHOI MOJEI, MPAKTUYHO BCTAHOBIICHO ii I[IHHICTH. J[JI1 MOAEmtOBaHHS CHUCTEMH BOHA
Oyna BiATBOpEHa MPOTpamMHO, LIO0 JO3BOJWIO IEPEBIPUTH 3aMPONOHOBAHY ONTUMI3AILIIO.
CrBopeHa MoOJellb Mepeki MacoBOro OOCIYyrOBYBaHHS MOK€ BHUKOPUCTOBYBATHCS IS
MO/ISTFOBAHHSI IHIIIKX MPOIIECIB Ta CTpATETi po3moaALTy 3asBoK. Ha 0cHOBI cTBOpeHOi Moei
CTBOPEHO IMporpaMHe 3abe3neueHHs Uil NIATPUMKU KopucTyBayiB. CUCTeMY peali3oBaHO Ha
MOBI mporpamyBanHs Python, BukopucroByroun ¢peiimBopk Flask sik mporpamuuii kapkac
[4]. B skocTi cucremu KepyBaHHS 0a3aMu JaHHUX BHKOpUCTOBYeThesi MySQL [5]. B xoni
peaiizaiiii CUCTEMH CTBOPEHO MOJYII, IO BIAMOBINAIOTH 3a peanizamiio (yHKIIH cUCTEMHU.
Busnaueno minathopMoHe3anexkHui cnocid po3ropTaHHs CUCTEMHU.

Po3pobnena cuctema BiIKpuTa 10 yIOCKOHANICHHS Ta MaclITaOyBaHHS.
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MODERN VIDEO GAMES ANTI-CHEATING SECURITY ISSUES ESSE

Abstract. Video game cheating seriously threatens fair play and erodes player confidence, underscoring
the need for sophisticated detection and prevention techniques. Recent investigations focus on multi-layered
anti-cheat systems that include server-side validation, behavioral monitoring, predictive analytics, and memory
integrity checks. Data-driven analysis of player activity is used to address new issues in Web3 games. Cloud-
based and massively multiplayer online games benefit from improved resource provisioning and anti-cheat
detection thanks to predictive modeling. While specific works support scalable monitoring methods inspired by
network security paradigms, existing studies in video game server security show the value of real-time
forecasting in maximizing server performance. As essential problems, there is currently a focus on limiting false
positives, balancing detection accuracy, and resolving privacy concerns. In order to develop anti-cheat solid
solutions and guarantee sustainability and fairness in online gaming, this paper emphasizes the significance of
combining machine learning, cybersecurity, and ethical issues.

Keywords: unreal engine 5, computer networks, video games, anti-cheating, server prediction, server
telemetry, data protection

1. INTRODUCTION

Memory injection is the primary method of cheating in video games, compromising fair
play and ruining the gameplay experience. Memory injection is the process of changing a
game's memory while running to obtain unfair advantages like unbounded resources or
invincibility. In order to identify and counteract such vulnerabilities, developers utilize a
variety of data protection strategies. For online multiplayer games to be played relatively,
server-side prediction and validation systems are essential. These programs examine player
inputs and movements to spot questionable activity, such as teleportation or speed hacking. In
order to identify anomalous behavior, telemetry and surveillance technologies on video game
servers gather and examine player activity data. By tracking patterns and spotting
irregularities, this method improves overall game integrity and aids anti-cheat efforts.

Lehtonen (2020) conducted a comparative study of anti-cheat mechanisms in video
games, highlighting key strategies such as memory integrity checks, server-side validation,
and player behavior analysis. These studies underscore the persistent arms race between
cheaters and developers, necessitating continuous innovation in anti-cheating methodologies
[1, 2]. Grant and Muhammad (2022) and Bethea et al. (2008) emphasized the role of server-
side verification in ensuring fair play [3]. Bethea et al. (2008) developed a server-side
approach for verifying client behavior, effectively detecting discrepancies between reported
and actual in-game actions [4]. Predictive analytics has emerged as a powerful tool for
detecting and mitigating irregularities in gaming environments. Pinto et al. (2021) introduced
a deep learning framework for cheat detection using multivariate time series, showcasing the
effectiveness of predictive models in identifying deviations from normal player behavior [5].
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This research essay emphasizes the importance of employing multi-disciplinary
approaches - cybersecurity, data analytics, and game design- to prevent or reduce video game
layer cheating and maintain fairness in online gaming.

2. MATERIALS AND METHODS

Anti-cheat systems use memory scanning tools, encryption of sensitive game data, and
kernel-level monitoring to identify and block unauthorized memory modifications. Some
systems deploy integrity checks, which verify whether critical memory regions match
expected values, and utilize obfuscation techniques to make it harder for cheaters to identify
and manipulate memory structures.

Developers implement predictive algorithms that estimate expected player actions based
on in-game physics and previous inputs. Any deviations from these predictions are flagged for
validation against the game rules. Suspicious activities, such as movement outside predefined
boundaries, trigger further scrutiny or immediate corrective measures, such as disconnection
or action rollback.

Telemetry systems continuously track player actions, such as movement speed, firing
rates, and interaction patterns. Data is processed in real-time using anomaly detection
algorithms to spot deviations from expected gameplay metrics. Heatmaps and analytics tools
provide additional insights for manual review by developers or automated enforcement
measures. The list of most commonly used methodologies and approaches in video game
security is provided in Table 1.

Table 1
Brief classification of modern video game security methodologies
Security Focus Area Techniques Used Challenges
Methodology

Memory Runtime Data Memory encryption, High resource

Protection Integrity kernel-level monitoring, integrity | consumption, potential for
checks false positives

Server-Side Gameplay Action Predictive algorithms, action Latency issues,

Validation Verification rollbacks, discrepancy analysis balancing  responsiveness
and accuracy

Behavioral Player  Activity Machine learning, anomaly Evolving cheat
Analysis Monitoring detection, pattern recognition strategies, privacy concerns

Predictive Server Time-series forecasting, load Resource over-
Resource Optimization & | balancing, resource pre-allocation provisioning, adapting to
Provisioning Scalability dynamic workloads

* based on authors research work and publicly available materials
There are many modern software tools, frameworks and algorithms that is used in the
field of video games security, among them the most prominent are the following:

e Frameworks: BattleEye - anti-cheat engine widely used in multiplayer games; Easy Anti-
Cheat - protects against cheating and unauthorized game modifications; Valve Anti-Cheat
- built for Steam games to detect and ban cheaters.

e Programming Languages: C++ - core game engine development and memory
management; JavaScript - Web3 and blockchain-based game behavior monitoring; C# -
game development with frameworks like Unity, including anti-cheat integration.

e Mathematical Algorithms: linear regression - used in predictive modeling for player
behavior and resource provisioning; support vector machines - anomaly detection in
telemetry data. Neural Networks: Deep learning for classifying cheaters and legitimate
players; Kalman filter - predictive tracking for player movements to identify irregularities;
game theory - analyze and predict cheating behaviors as strategic actions.

In all current cryptanalysis methods, the core idea of cryptanalysis is to design an
effective cipher distinguisher and use the classification results of the distinguisher to reduce
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the candidate key space, so as to reduce the difficulty of further cryptanalysis. It is often used
to distinguish between plaintext and ciphertext to assist cryptanalysis. In the traditional
differential analysis, the first thing is to find a high probability differential feature, and then
construct the differential distinguisher through the high probability differential feature. The
construction of the differential distinguisher depends more on the possible defects of the
algorithm itself, and the construction process relies heavily on manual derivation, which
greatly slows down the cryptanalysis process. In recent years, relying on automated search
technology to find differential distinguishers has gradually become the mainstream method
[4] of differential distinguisher construction.

3. STATE OF VIDEO GAMES SECURITY

Although cheating has decreased thanks to modern techniques, there are still system
performance and privacy issues. More reliable encryption methods and Al-powered detecting
systems might be future developments. Security researchers and game makers must work
together. To prevent false positives, server-side validation needs to be carefully calibrated.
Transparency and compliance with privacy laws are necessary to balance user confidence and
extensive surveillance.

Table 2
Overview of tools and techniques used to prevent video games cheating server-side
Category Focus Tools & Purpose Challenges
Techniques

Protectin Runtime Memory Prevent High
g Against Data | Data encryption, obfuscation, | unauthorized data | computational
and Memory Security integrity checks, kernel- | modifications or memory | costs, risk  of
Injections level hacks system instability

monitoring

Observin Real-Time Predictive Detect and flag False
g Suspicious | Behavior algorithms, action | unusual actions (e.g., speed | positives impacting
Player Activity Monitoring rollbacks, anomaly | hacks, teleportation) legitimate players

detection models

Building Continuou Machine learning Identify patterns of Managing
Real-Time s Player Profiling models, behavioral | cheating or bot-like | large-scale player
Player Profiles clustering, in-game | behavior data while ensuring

action tracking privacy

Telemetr Logging Event  logging, Detect and analyze Balancing
y for Irregular | and Analysis of | heatmaps, statistical | deviations from normal | surveillance  and
Gameplay Player Activity outlier detection, data | gameplay metrics player trust, data
Detection mining tools storage costs

* based on authors research work and publicly available materials

In recent years, based on the goal of improving the accuracy of neural distinguisher,
scholars have proposed a series of improvements. These improvements include using more
ciphertext pairs as input and using more complex and powerful neural networks. Gohr
proposed a neural discriminator based on residual neural network for Speck32/64 [6].
Combined with Bayesian optimization, Gohr further proposed a deep learning-based key
recovery attack, which was successfully applied to 11-round and 12-round Speck32/64.
Compared with the traditional cryptanalysis method, this new attack includes two additional
operations in addition to decryption. The first operation is to send the decrypted ciphertext
pair to the neural distinguisher and obtain the output of the neural distinguisher. The second
operation relies on Bayesian optimization to recommend a batch of key guesses that are most
likely to be correct for verification at each iteration. In addition, Gohr adopts a reinforcement
learning mechanism to dynamically allocate computing resources. During the attack, a batch
of ciphertext structures is generated for multiple iterations.
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4. MODERN METHODOLOGIES TO PREVENT PLAYER CHEATING IN
MULTIPLAYER VIDEO GAMES

Exiting methods and modern approaches have significantly reduced cheating, they
present challenges such as system performance impacts and potential privacy concerns.
Future advancements may include Al-powered detection algorithms and stronger encryption
techniques to enhance protection while maintaining system efficiency. Collaboration between
game developers and security researchers is crucial to stay ahead of evolving cheating
strategies.

Server-side validation has proven effective in reducing instances of cheating, but it
requires careful calibration to avoid false positives, which can frustrate legitimate players. As
player strategies evolve, prediction models must adapt to discern legitimate skillful behavior
from potential exploits, highlighting the importance of machine learning integration in future
systems.

Telemetry has been instrumental in identifying irregular activity, concerns over player
privacy and data security remain significant challenges. Balancing robust surveillance with
user trust requires transparency and adherence to privacy regulations. Future systems may
rely on decentralized data processing and anonymized metrics to minimize privacy risks while
maintaining effective monitoring.

* main gameplay loop
I ’ l * game assets and materials
aye r * game/match status reports

¢ authorisation and logging

+ game logic execution

G a m e + server communication and data

+ anti-cheat system - memory protection
and behavior monitoring

insta nce :data analytics

(de)encrytpion

G * synchronize game state
a m e ¢ validate player actions
« server-side data and actions validation

rv r + game rules enforcement
S e e ¢ predictive modeling and comms security

Figure 1. Main components of modern multiplayer video game security (based on
authors research work)

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The integration of advanced technologies in video game security, such as memory
injection prevention, server-side validation, and telemetry-based surveillance, has
significantly improved the detection and mitigation of cheating and irregular player behavior.
These methods collectively enhance the fairness and integrity of online gaming environments.

Memory injection countermeasures, like encryption and kernel-level monitoring,
effectively reduce exploits, though they face ongoing challenges in balancing system
performance and privacy concerns. Similarly, server prediction and validation techniques
reliably identify suspicious actions but require continuous updates to prevent false positives
and adapt to evolving gameplay tactics.
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Telemetry-based player activity surveillance has emerged as a vital tool for real-time
detection of irregularities, leveraging sophisticated analytics and anomaly detection
algorithms. However, privacy concerns and the potential misuse of player data underscore the
need for transparent practices and robust data protection mechanisms. Moving forward, the
incorporation of artificial intelligence and machine learning into these systems offers
promising avenues to further refine detection accuracy and adaptability. Collaboration
between developers, researchers, and regulatory bodies will be crucial to ensure these
technologies maintain player trust while effectively combating unfair practices.
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OCOBJIMBOCTI KPUIITOAHAJII3Y CYYACHUX I'EII-®YHKIIIN, 1[0 MICSITh
KPUIITOI'PA®IUYHY CUIb

AHoTamnis. [cHyroul METOAMKM KpPHUITOaHANI3y rem-(QyHKIii 3a0e3neuyroTh Pi3Hi MOXIIUBOCTI
No X KOMIIpOMEHTalii. Y BHNAgKy 3acTOCYBaHHS KpunrorpadidHoi comi TpamumiiHui
KpHUINTOaHANI3 Moxe OyTH BKpall HeeeKTMBHMM. Ha mpukiagl ajaroputMmy eneKTpOHHOTO
nianucy Falcon, 1o 6a3yeThcst Ha CKIIQIHOCTI PO3B’A3aHHS 3a/1a4i HallkopoTioro Bekropy GPV
JOCITIDKYETHCS TIXOU A0 MOOYIOBH CTIMKMX KpUNTOrpaidHUX CXEM 3 BUKOPHUCTAHHSM Telll-
¢ynkuiin. [Toxazano, mo GPV e migxomoM minxij 10 moOynoBU KpunrorpadiqHuX CXeM, KU
JI03BOJISIE TAPAHTYBATH 3aXHUIICHICTh IAHUX BiJl KBAHTOBUX TEXHOJIOTIH 3/1amy.

KurouoBi ciioBa: kBaHTOBa Kpunrorpadis, rem-QyHKIis, KpUNTOAHANI3, aTAKH Ha Tell-(yHKIIIT,
anreOpa rpaTok.

1. BCTYII

Icaye Oarato TeXHIYHMX 1 KpUOTOrpaQiuHUX TEXHIK aHANI3y Xell-QYHKILIH, CyTh SKHUX
mojsrae B crnpobax mimiOpaTd KiTbKa MapoJjiB, BUKOPHUCTOBYIOUM OJHY W Ty camy
OJIHOCTOPOHHIO (PYHKIIIO, a TTOTIM TIEPEBIPUTH PE3yIbTaT I BIIHOBJICHHS MPaoOpasy.

butbmr mBHAKMM PI3HOBUIOM aTakd METOAOM Tpy0oi CWIM € BHKOPUCTAHHS
«BECEJIKOBUX» TAONHIlb, ajie uepe3 psa (HakTopiB TaHui MeTo (DYHKIIIOHYE MOBUIBHIIIE, HIK
oOuncneHHs B peasibHOMY 4Yaci. [ ycknamuenHs nmigbopy remiB maposiiB B cuctemax UNIX
nomaetbes kpuntorpadidHa "cimp". Cimb € eDEeKTUBHHM METOJIOM 3aXUCTy MH(PPOBAHUX
JaHUX BiJl 371aMy — OCOOJIMBO BiJl aTaK 3 BUKOPUCTAHHSIM «BECEIKOBUX» TaOiuIb [ 1], ane Bif
IHIITMX THUITIB aTaK «CUIb» € Hee(hEeKTUBHOIO.

Posrnsaemo xem-dynkmiro B cucreMi enekrponHoro mianucy (EIT) Falcon (Falcon
Digital Signature). Bin 6a3yeTbcs Ha CKIQAHOCTI pO3B’sI3aHHS 33/1a4l HAWKOPOTIIIOTO BEKTOPA
(Shortest Vector Problem, SVP) y rparkax NTRU (N-th degree Truncated Polynomial Ring).

[TopiBHSAHO 3 TpamuiiiHUMHK 1J1s1 BUKOpHCTaHHS B cucteMax EIl ¢yakmiax tumy SHA
JAaHWM aJITOPUTM Mae TMEBHI IepeBarv, a came: |) BUKOPHUCTOBYE IUCKPETHE IIBHJKE
neperBopeHHss Dyp'e st poOOTH 3 mMoOJiHOMamMu, MO0 3abe3neyye BUCOKY IIBHAKICTD
reHeparii Ta nepepipku EIT; 2) Mae BiqTHOCHO MaJIMii po3Mip BUXITHOTO 3HAYEHHS, 110 POOUTH
HOro 3pydyHUM [ BHUKOPUCTAHHS B CHUCTEMaX 3 OOMEXKEHUMHU OOYHMCIIOBAILHUMHU
pecypcamu; 3) Ma€ 3aXUCT BiJ KBAHTOBUX aTak, 10 POOUTH HOTO MEpPCHeKTUBHUM BHOOPOM
U1 MaOyTHIX CUCTEM.

IleperBopenns GPV [2], mo BukopuctoByetbes B cucteMi EIl Falcon, Bumarae, 1mo6
rem-gyHkiis H Oyna 3axuiieHa Bix komi3iil. Yepe3 Taki BUMOTM po3Mip coii B Oitax mae
OyTH He MEHIIUM 3a 2*A, nme A — piBeHb O€3MeKH, II0 BUMAaraeThcs 3riiHO [5]. Ane, 3a
ymoBamu koHKypey NIST [3,4] kuibkicTs 3anuTiB Ha reHepyBaHHs EII (signature queries) He
Moxe Oyt Oinbmoro 3a qs=2%, mo BuMmarae BiAMOBiAHOro po3Mipy coJi, KMl MOXHa
chopmyntoBatu Tak: At+logz(qs). B Tabm. 1 HaBeneHO BUMOTH MIOJO PO3MIpIB CoOJi 3
BpaxyBaHHsAM BuMor NIST s 5 — 7 piBuiB 6e3nexu EIT Falcon.

Sk onucaHo B po6oTi [5], ocHoBHuMHU atakamu st EIT Falcon € ataku Ha BiTHOBJICHHS
0coOMCTOrO KIItoya 3 BifiomMoro Binkpuroro kimtoda EIl Ta araku, crnpsiMoBaHi Ha HiApoOKYy
EIL
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2. ATAKHM HA BITHOBJIEHHS OCOBUCTOI'O KJIIOYA

Mosxytb OyTH HaHOLIBIT HEOC3MEUHUMU.

VY psal KpUNTOCHCTEM, CTIMKICTh SIKUX TPYHTYyeTbcs Ha mpobmemi NTRUJ[1], mis
BUIAJIKY, Konu momiHomu f Ta g MmaioTh koedimientn B pmiamazoni {0, 1, —1}, BuHUKae
npobiema 3a0e3ledeHHs] CTIMKOCTI Bi KOMOiHOBaHHMX arak. JlaHwii (hakT yMOMKIIMBITIOE
KoMOiHaTOpHi araku. Tomy, HalleeKTUBHIIIOI aTakolo € Ti0puaHa ataka. BHaciimok ataku
BHU3HAYAETHCS YACTHHY BEKTOpPY KOMOIHATOPHMMH NUIsSXaMH (32 YMOBH HE 30UIbIIEHHS
po3mipy moayas N). B [6] nmokasano, mo uis 3aXuMcTy Bim Takoi aTtakd Tpeba 30UTBIIUTH
piBens Gesmeku g0 2°'2 . Ilpotu anmropurmy Falcon Taki aTaku HEMOKIMBi, OCKiIBKH
noniHomu f, g oOMparoThes 3riHO 3 HOPMAJIBHUM PO3MOJAUIOM M0 3a/laHUM IapameTpam.
3aNuIIaeTbes TUIBKU MPSIMUHN MUISIX BIZHOBJICHHS 0COOMCTOTO KJTF0Ya 3 HASIBHOTO BIKPUTOTO
KJIFOYa IUIIXOM PEIYKIliT 6a3ucy peuriTky, mo onucaxo B [2,7-9].

Tabnuys 1
Bumoru mopo po3mipis 10 a5 S — 7 piBuiB 0e3nexku EII Falcon
Po3mip rema ta po3mip coJi (1) Po3mip coai 3 BpaxyBanus Bumor NIST
256+512 320
384+768 448
512+1024 576

3. ATAKHM HA BE3IIOCEPEJIHbO MIIJAPOBKY EIl

[Ipu pearnizartii qaHoi ataku Tpeda BU3HAYUTH JIOCTATHRO KOPOTKHM BEKTOP S. CTIHKICTh
HAMKpaIoro aaropuTMy MONIyKy HAHMEHIIOTO BEKTOpPY OLiHIoeThes uncioB 2°228) ne B —
po3Mip OJIOKY ITeparlisix penykiii. Ko mais KpUNTOaHai3y 3aCTOCOBYBATH aJTOPUTM
I'poBepa, MiHiManpHa OIIHKA CTiHKOCTI mpu po3mipi 256 6it ckmamae 2°2%°B xpanToBOi
CTIMKOCTI (KJIacHYHa CTIMKICTB MopiBHIOE 256 6iT). Tomy, nnst anroputmiB EIl, o 3acHoBaHi
Ha peIIiTKaX KBaHTOBA CTIMKICTh B pa3i KIIACHYHOI CTIHKOCTI 256 OIT € CyTTEBO OLIBIIOIO 32
128 oir.

O1iHKK KpUNTOCTIMKOCTI B poOoTi [10] oTpumyBaiicst 3 po3Mmipy OJOKY JTOBKHHOIO
0,265B Ta 0,292B [2, 3]. Ane Taki OLIHKY € TOCUTh TPYOUMH.

3HadeHHs MmapameTpiB, HaBeneH1 B [11], mpu 3acrocyBanHi B MexaHi3mi Dilithium ne
3a0e3neuyroTh cTiiikicTh EIl Bij KimacMYHKMX aTak 3a JOBXKHHOO Xenry 256 6itiB. B pa3i, skio
po3mip N=512, yac ¢opMyBaHHS MIANHUCY € 3aHAATO BEJIMKUM — B TakoMy pa3i Tpeba
30UTBIITUTH 3HAYCHHS (| TPUOJIM3HO B JIBA Pa3H.

[Ipu BHOOPI PO3MIpiB 3arajgbHUX IMMapaMeTPiB Ta KJIIOUIB BUHUKAE 3HAYHUN KOHIIKT
MK xapaktepuctukamu ctanaaptiB EIT Falcon Ta Dilithium, 30kpema momo iX cTiKoCTi Ta
CKJIQJIHOCTI 0OuYucieHb. 30UIbIIEHHS pPO3MIPIB MapaMeTpiB 1 KIIOYIB MPU3BOIUTH [0
MIJIBUICHHS CKJIAJHOCTI OOYHMCIIOBAILHUX TepeTBOpPeHb, 1 HaBmaku. Illo crocyerhes
TEOPEeTUYHMX MIAXOMIB A0 MOOYNOBH 3aranbHuX mapamerpiB Ta kimtouiB juig EIl Falcon Tta
Dilithium, To BoHM 3aranom € 3po3yMUIMMH, a 32 YMOBU BUKOpHcTaHHs [2, 12, 10, 11], Toxi
ICHY€ MOJIMBICTh OOYyBaTH iX Tak caMmo 1 Juis OUTbII BUCOKUX piBHIB Oe3mneku (6-ro ta 7-
ro). Came Ha uX pIBHAX MOxke OyTH 3a0e3nedeHo HeoOXiqH1 po3psaaHocTi coi B 384 1 512
01T 3aXUCTy BiJ KJacUYHUX aTak, 192 ta 256 OIT 3aXUCTy Bil KBAHTOBHX aTak.

BUCHOBKUA

MoHa ctBepaKyBaTH, o GPV e miaxoaoM minxig 10 moOyaoBU KpUOTOTpadiuHUX
cxeM. [laumii miAXia 103BOJIE€ TapaHTYBAaTH 3aXUIICHICTh JAHUX BiJ] KBAHTOBUX TEXHOJIOTIH
3namy. B Toii camuii yac marematnuHi metoau Falcon Ta Dilithium € TeopeTHuHOI0 OCHOBOIO
JUIsl CTBOPEHHS IOCTKBAHTOBHUX MPOoeKTiB 1o cranaapram EII Falcon ta Dilithium.
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KOMIT'FOTEPHO-IHTETPOBAHA CUCTEMA VIIPABJIIHHA TEIJIMLEIO

Anorania. Tennuni € omgHMM 3 HaHOLIBII €()EKTUBHUX 3aco0iB ISl BHPOLILYBaHHS
POCJIHH, OCKiIbKH BOHH CTBOPIOIOTH CIIPUATIMBI YMOBH JJIsl IXHBOT'O POCTY Ta PO3BUTKY. OHAK
Juisi  3a0e3MedeHHs MAaKCUMajbHOI  NPOAYKTHBHOCTI  TEIUIMIL  HEOOXIJHO  TOCTIHHO
KOHTPOJIIOBATH Pi3HI MapaMeTpu CepPeIOBHINA, TaKi K TEMIIepaTypa, BOJIOTICTh, OCBITICHICTE, a
TAKOX 1HII (PaKTOPH, sKi OE3MOCEPETHBO BIUTMBAIOTh HA 3/IOPOB'S Ta MPOIYKTHBHICTH POCIIHH.
VY 3B’A3Ky 3 IIUM CTBOPEHHsI KOMIT'FOTEPHO-IHTETPOBAHOI CHCTEMH YIPABIIHHS TEIUTHICIO CTA€E
BOXJIMBUM 3aBIAaHHSM, OCKIJTBKH II€ JO3BOJISIE ABTOMATH3yBaTH Ta ONTHMI3yBaTH MPOIIECH
BUPOLIYBaHHS poCIuH. MeTow JOCIHiIKeHHsT € po3poOka eeKTUBHOI 1 HamiiHOI CHCTEMH
YIIPaBJIiHHS TEIUIUIIEIO, IKa O MOrJla aBTOMAaTUYHO 30MpaTH Ta aHAI3yBaTH AaHi PO napamerpu
MikpokiiMaty. OCHOBHI mapameTpH, siki HeOOXiIHO KOHTPOJIIOBATH, BKIIOYAIOTh TEMIEPAaTypy
TIOBITPSI, BOJIOTICTh Ta OCBITJIEHICTh. Ha OCHOBI OTpHMaHMX AaHUX CHUCTEMa Ma€ MOXIIHUBICTh
ABTOMATUYHO KOPpHUT'YyBaTH MiKpOKHiMaT y TCHJ'[I/IHi, BHUKOHYIOYM HaJIAIUTYBAHHS JUIsI TaKUX
KOMITOHEHTIB, SIK BEHTWJISITOPH, CUCTEMH IOJIUBY Ta OCBiTIeHHs. Lle nae 3mory miaTtpumyBatu
ONTHMAJIbHI YMOBHU JUIsl POCTY Ta PO3BHUTKY POCIIMH, MiJBHINYIOUM IXHIH 00CAT Mpomykuii ta
SKICTh. 3alpolOHOBaHA CHUCTEMa MO)KE€ OYTHM 3aCTOCOBaHA B PI3HHUX Tajy3siX CLIBCHKOIO
rocro/iapcTBa Ta TEIUIMYHOIO TOCIMOAAPCTBA, 30KpeMa B IHIMBIAYyaJdbHUX (QEepMEpChKUX
TOCIIOAAPCTBAX Ta KOMEPLIMHHMX TeIUIMIIX, LIO JO3BOJISIE ABTOMATHU3yBaTH KOHTPOJb 1
peryioBaHHS MIKPOKIIMATy y TEIUIMISX Ta IHIIMX 3aKpUTHX mpuMiiieHHsx. Lle He mwmme
CIIPOCTUTH POOOTY arpOHOMIB, ajie i JI03BOJIUTh 30eperTH PeCcypcH Ta MiABUIIUTH e)eKTUBHICTh
BUpOOHUITBA. [[JIs1 yCHimIHOT pO3pOOKHM CHCTEMHM YNPABIiHHS TEIUIMLECI 3 BHUKOPHUCTaHHSAM
KOMIT'FOTEpHHUX TEXHOJIOTiH HeOO0XiJJHO BUKOHATH KiJIbKa KJIFOUOBHX €TaIliB JA0CHipKeHHs. [lepin
3a Bce, HEOOXIJHO NPOBECTH BHOIp Ta aHai3 JAaTYMKIB, IO BUKOPUCTOBYIOTHCS JUIS
BUMIpIOBaHHS MapaMerpiB Mikpokiimary. [lami ciii cTBopuTH TporpamHe 3a0e3nedeHHs s
300py MaHMX Ta YHOPAaBIiHHS YCTAaTKyBaHHSM, SIKE JO3BOJMTH 3py4Hille Ta e(peKTHUBHIIIE
KOHTPOJIIOBATH yMOBH B TEIUIMLI. BaXXIMBHM e€TalmoM € BCTaHOBJIEHHS HEOOXiIHOro
obnajHaHHS, sKe 3a0e3nednTh (YHKIIOHYBAaHHS CHCTEMH, a TaKOX IPOBEICHHS
eKCIIEPUMEHTAJIbHUX JIOCTI/KeHb 3 METOI0 TepEeBIpKH e(EeKTUBHOCTI PO3POOJICHOI CHUCTEMH.
Takum unmHOM, JaHa po0OOTa Mae 3a MeTy 3a0e3NeYMTH IHHOBAIMHUN MiJXiJ A0 YIPaBIiHHS
TEIUTAISIMH, aKTUBHO BIIPOBADKYIOYM KOMIT IOTEPHI TEXHOJOTI] Yy CUTBChKE TOCHOAAPCTBO IS
JOCSATHEHHSI MaKCHMAJIBHOI TPOAYKTHBHOCTI Ta ONTHMIi3amii pecypciB.

Kiio4oBi ciioBa: Terumils; ynpaBIiHHA MIKPOKIIMATOM; aBTOMAaTH3AIlisl, KOMITIOTEPHI
TEXHOJNIOTil; KOMII'IOTEPHI CHUCTEMH; CIIBCBKE TOCIIONAPCTBO; HATUYMKH; MPOTpPaMHE
3a0e3Me4eHHs.

1. BCTYII

Tennuui € 3HaAYHUM JIOCSATHEHHAM Yy cdepl CUIbCHKOTOCIOAAPCHKUX TEXHOJOTIH,
OCKUIbKH BOHH JI03BOJISIIOTH BUPOIIYBAaTH POCIMHU B KOHTPOJIBOBAHOMY CEpPEOBHILI, 110 HE
3aJIeKUTh BiA 3MIHM Mip POKY UM KIIMaTuyHUX yMmoB. lle 3a0e3nedye MOXXIUBICTH
HNIATPUMYBATH ONTUMAaJIbHI YMOBH ISl POCTY POCIMH, IO € OCOOJIMBO BaXIIMBUM Yy perioHax
31 CKJIaJHUMH KJIIMaTUYHUMH yMOBaMHM ab0 OOMEXEHHUM JIOCTYIIOM JIO0 SIKICHHX
CUTBCHKOTOCIIOAAPCHKUX 3eMelb. [IpOMUCIIOBI TEIUIMII CTajld HEBI'€MHOI0 YacTUHOIO
CUTBCBKOTOCTIOAAPCHKOI  IH(PPACTPYKTypH, OCKUIBKM BOHM 3a0e3leuyioTh CcTabuIbHE
MOCTAa4YaHHs CBUKHMX OBOYIB 1 (PPYKTIB MPOTATOM yChOro poky. Lle, B CBOIO uepry, mo3uTHBHO
BIUIMBA€ Ha XapyyBaHHs HACEJIEHHS, HaJaloud HEOOXiJHI BITAaMiHM Ta MIKPOEIEMEHTH B
parrioHi 6e3 3aJeKHOCTI Bi/l TOPH POKY.

59



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

IHoctanoBka mnpodjemMu. OCHOBHOIO METOIO JAHOTO JOCHDKEHHS € CTBOPEHHS
e(EKTUBHOI CUCTEMH YIpPaBIiHHSA TerumisiMu. J{ns peanizamii 1iei Metu Oyae HEOOXiTHO
pPO3pOOUTH KOMI'IOTEPHY CHCTEMY, sIKa aBTOMAaTHYHO 30upae 1 aHaji3ye JdaHi Mpo
MIKpPOKJIIMAaTUYHI YMOBH, TaKi K TeMIIepaTypa, BOJOTICTh MOBITPsSI Ta PiBEHb OCBITIEHOCTI.
BuxopucToByrour 1i JaHi, CHCTeMa 3MOXE aBTOMATHYHO VYIPABISATH MIKPOKIIMATOM
TETUIHII, KOHTPOJIOIOYH pOOOTY BEHTHIIATOPIB, CUCTEM TIOJUBY Ta OCBITIICHHSI.

AHani3 octaHHix pociaigkeHb i myOaikamiii. Hapasi crocrepiraerbcss akTUBHUI
PO3BUTOK KOMITIOTEPHO-IHTETPOBAHUX CHCTEM JUIS YIPABIIHHS TEIUIULSMU, IO TEMOHCTPYE
BaXUIMBICTh aBTOMATH3allii B arpapHoMy cekropi. barato nocmimkeHb MiIKPECIIOTh, IO
BIIPOBA/PKEHHSI TaKMX CHCTEM MOXE CYTTEBO MONIMIIUTH MIKPOKIIMATUYHI YMOBHU B
TEeIUTMLAX, 110, B CBOK 4Yepry, CHOpUs€ TMIABUIICHHIO BPOXKAWHOCTI Ta SKOCTI
CUIbCHKOTOCIOApChKUX KyibTyp. Hampuxman, y poOoti [1] aBTOpM Big3Ha4aroTh, IO
aBTOMAaTU30BaHI CHUCTEMHM KOHTPOJIIO MapaMmeTpiB  KJIIMaTy JO3BOJIAIOTH  JIOCATaTH
ONTUMAJIBHUX YMOB Ul POCTY pPOCIHH, LI0 BE€JE A0 3HAYHOIO 30UIbIICHHS BpOXKaro.
JlocmipKeHHST IOKa3yIOTh, 110 BUKOPHCTAHHS MPOTPaMHOT0 3a0e3NeueHHs ITsl aBTOMaTH3aIlii
VIIPaBIIIHHS CUCTEMaMHU TaKOXX BeJe N0 3MEHIICHHS BUTPAT Ha PECYpCH, EKOHOMIl Jacy Ta
3pocTaHHs €(PEeKTUBHOCTI CILILCHKOTOCHONAPCHKUX TIporeciB. Y cTarti [2] JOCHiTHUKHA
JIEeMOHCTPYIOTh, SIK BIIPOBA/DKEHHS JITOPUTMIB YIPABIIHHSA B PEATbHOMY Yaci MO3UTHBHO
BIUIMBAE Ha MOTPEOU POCIUH, 3HWKYIOUX NIPU [IbOMY €HEPTeTUYHI Ta BOJHI BUTPATH.

Kpim Toro, iHTEpeC 10 iHTerparii HOBITHIX TEXHOJIOT1H, Takux sk [HTepHET peueit (IoT)
Ta wtyuyHuil iHTenekT (Al), 3pocrae. ¥V wiit cdepi, 3rigHo 3 gociimkeHHsM [3], iHTepdeiic
MDK CEHCOpaMH Ta YIPABIIHCHKUM MPOTpaMHUM 3a0€3MEYCHHSAM J03BOJISE 3/M1HCHIOBATH HE
JIUIIE MOHITOPUHT, a i MPOTHO3yBAaHHS 3MIHU YMOB CEPEI0OBHUIIIA, 1110 € KPUTUYHO BAKIMBUM
JUTSI TATPUMKH ONITHMAIBHOTO MIKPOKIIIMATY Ta afanTarlii 10 3MiH.

[lepciekTHBM TOJANBIIUX JOCHIIKEHb BKIIOYAIOTH HE JIMIIE BJOCKOHAJCHHS
QITOPUTMIB aBTOMATHU30BAHOTO YIPaBJiHHSA, a W BHUBYCHHSI EKOHOMIYHUX acCIeKTiB
BIPOBADKEHHS KOMITIOTEPHUX CHCTEM. 3T1IHO 3 JAOCTIIKCHHAM [4], CHCTEMHUH TIAPaxXyHOK
BUTpaT Ta BUIOJ MpU aBTOMATH3AIll TEIJIUI[b MOKE JOIMOMOITH OLIHUTH EKOHOMIYHY
e(EeKTHBHICTh IIUX TEXHOJIOTIH 1 PEKOMEHIYBAaTH iX BIPOBAKEHHS VISl CUTBIOCITBUPOOHHMKIB.

Meta nyoaikanii. OnepkaHi pe3yiabTaTH MOXYTh OyTH IIMPOKO 3aCTOCOBaHI B
PI3HOMAHITHUX THIAX TEIUIMIb 3aBISKH THYYKOCTI Ta MacmTaboBaHOCTI pPo3poOieHOi
KOMIT IOTEPHOT CUCTEMU YIIPaBIIHHSL.

2. TEOPETUYHI OCHOBHA

Komm'toTepHO-iHTerpoBaHi CHCTEMH Uil YIPABIiHHS TEIUIMLSMH BHUKOPUCTOBYIOTH
MIKPOTIPOIIECOPHI KOHTpoOJiepH, Taki Sk Arduino, pa3oMm 13 AaTYMKaMU Ui MOHITOPUHTY
3poctaHHs pociuH. lli KOHTponepu aBTOMAaTMYHO 30MPAIOTh JaHi PO TEMIEPATypy,
BOJIOTICTh Ta PIBEHb OCBITIEHOCTI. 3aB/siKU TexHoyorisiM [HTepHety peueit (IoT), MmoxxnuBuii
JMCTaHIIMHUN KOHTPOJIb 1 YIPaBIiHHSA CUCTEMaMHU B peajibHOMY yaci. [IporpaMHi anroputmu
aHAJI3yI0Th JaHi A ONTHMi3alii yMOB pOCTY POCIHMH, MIJIBUIIYIOYM TXHIO BPOXKaMHICTH 1
3MEHUIYIOUM BUTpaTH pecypciB. OTke, BUKOPUCTaHHS MIKpoKoHTposepiB Ta [oT y Termmumsx
CIpUsie aBTOMATHU3ALII] Ta MIBUIIEHHIO €PEeKTUBHOCTI arpOBUPOOHUIITBA.

3. METOAU JOCJIJUKEHHS

ExcnepumenTtanpHa 0a3za JIOCHKEHb BKJIIOYAa€ BHKOPHCTAHHS MIKPOMPOIIECOPHUX
KOHTPOJIEPIB, TakuX sK Arduino, sKi CIy)KaTh OCHOBOIO JJIs 300py Ta aHali3y JAaHUX MPO
YMOBHU B TEIUIMIAX. Y PaMKaX €KCIEPUMEHTY BCTAHOBJIIOIOTHCS PI3HOMAHITHI JaTUUKU JUIS
BUMIPIOBAHHSl KIIOYOBHMX IIapaMETpiB CEpelOBHINA, 30KpeMa TeMIepaTypd, BOJIOTOCTI,
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ocBitneHocti 1 piBH CO2. J[oJaTKOBO BHUKOPUCTOBYIOTHCS aKCeCyapH, Taki SIK peye s
YIIPaBIIiHHSA CUCTEMaMH MOJIMBY Ta BEHTWIALII, 110 J03BOJISIE aBTOMATHU3YBAaTH INPOILIECH Ha
OCHOBI OTpuMaHMX JaHuX. IHTerpamis 3 miardopmamu loT mae 3mory 3aiiicHIOBaTH
MOHITOPHHT 'y peaJlbHOMY daci Ta 30epiraTm JaHi s TOJANBIIOTO  aHaTi3y.
ExcnepumenrtanpHa 0aza TakoX BKIIOYae pO3poOKYy TPOTPAMHHUX —QITOPUTMIB, SKi
00poOmsI0TH 310paHi JaHi, OIIHIOITH X 3 TOYKH 30pYy €(PEKTHBHOCTI BHPOILIYBAaHHS POCIUH
Ta 3JIIHCHIOIOTH AJalTaIlif0 YMOB Ha OCHOBI OTPHMAaHUX pe3yibTatiB. Lle m03Bossie craBuTH Ta
TECTYBaTH  pPI3HOMAHITHI TiMOTe3W MIOAO  ONTHMI3alii  yNpaBIiHHS  TEIUIUISIMH,
0OIpyHTOBAHOTO MiIXO/1Y 10 PECYPCOCIIOKUBAHHS Ta MiIBUIICHHS BPOKaHOCTI.

4. PE3YJIBTATHU TA OBT'OBOPEHHA

Po3poOka koMI'IOTEpHO-IHTErPOBAHOT CUCTEMU YIPABJIIHHS TEIUIMLSMHU € BaXXJIMBUM Ta
MEePCIEKTUBHUM HamnpsMKoM. Lls cuctema 3a0e3neunTh ONTUMAaNIbHI MIKPOKJIIMATHYH1 YMOBH,
110 MIJBUIIUTH BPOKAMHICTh, SKICTh KYJIBTYp 1 3MEHIIUTh BUTPATU pecypciB. JlocnimpkeHns
3IACHIOIOTBCA Yepe3 EeKCIIEpUMEHTH Ta MporpamMHe 3a0e3leueHHs, SIKe€ aBTOMaTHYHO
PErylioe €JIEeMEHTH CHCTeMH BIANOBIIHO 10 moTped pocnuH. OdikyBaH1 pe3yJlbTaTH
BKJIIOUYAIOTh CTIMKUN ONTUMAJIbHUN MIKPOKIIMAT, 30UIbIIEHHS BPOXKAMHOCTI Ta MiJBUIICHHS
edexkTuBHOCTI (PyHKITIOHYBaHHS cucTeMHu. CTBOPEHHS TaKOi KOMIT'FOTEPU30BaHOI CUCTEMU €
KPUTHYHO BAaXJIMBUM JJIS TOJINIICHHS BUPOIIYBaHHS pPOCIUH Ta €(QEeKTUBHOCTI
BUKOPHUCTAHHS PECYPCIB.

BUCHOBKMU TA IIEPCIIEKTUBH ITOJAJIBIIHNUX JOCJITKEHD

Po3poOka KOMIT'IOTEpHO-IHTETPOBAHOI CHCTEMHU I YIPABIIHHA TEIUIUIIMH €
BOXJIMBUM KPOKOM Yy BJIOCKOHAJIEHHI arpapHUx TexXHoJjoriid. Cucrtema Mae TOTEHIlaN
CTBOPEHHS ONTHUMAJIBHHX MIKPOKIIMATHYHUX YMOB, IO CHPHUATAME 30UTHIICHHIO
BpPOKaHOCTI, MOKPAIICHHIO KOCTI MPOIYKITii 1 3HKEHHIO BUTPAT pecypciB. BrpoBamkeHHs
TaKUX TEXHOJIOTI MO’K€ CYTTE€BO MHIABUIIUTU €(EKTUBHICTH CUIbCHKOTO TOCIOAApCTBA Ta
CIPUSTH CTAJIOMY BHKOPHCTAaHHIO MPUPOAHUX pecypciB. [lomambmni mocimimKeHHs TTOBHHHI
30CEpeMTUCS Ha TECTYBaHHI Ta BIOCKOHAJICHHI MNPOTPAMHOTO 3a0€3MEUYCHHS JUIs
aBTOMATH3allil yIpaBlIiHHSA TeIUMIMU. Lle BKIOYae BIPOBAPKEHHS HOBHX aITOPHUTMIB
MOHITOPHUHTY 1 ajmanTamii MIKpOKJIIMaTHYHMX YMOB Ha OCHOBI MOTPEO POCIHMH Yy PEXUMI
peabHOro Yacy.

IHOCHUJIAHHA
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AJITOPUTM BUKOHAHHS OIEPALIIL JJUIEHHS IIUIMX YMCEJT Y BUTJIAI
BIJIOBPAXEHb

AHoTanis. ApudmMernuHa ornepais JiICHHS HIJIMX YUCes MPEACTaBlIeHa 3a JIOTIOMOT 00
HepeTBOpPEeHHs MojiHOMIB gonoBHsuibHUX koxiB (/IK). IlepeBara martemaTtuuHoi Mopmeni
XapaKkTepu3yeTbcsi (pOPMYBaHHSM IOJTIHOMIB JONATHUX Ta BII'EMHHX LUIMX YHCET OJHHM
BUpa3oM. Bu3HaueHa 3aiexHICTh 00JiacTi BHM3HAueHHs BifoOpaxenHs omnepannie B JIK Ta
PO3PSITHOCTI MOJIIHOMA, a TAaKOXK COPMOBaHHI aIrOPUTM BU3HAUCHHS CIELIaIbHOTO MOJIiIHOMA
YaCTKH MPU BCIX MOXJIMBUX KOMOIHAII 3HA4YEHHs 3HAKOBMX po3psuiB. [Ipu oMy mokaszaHo,
II0 TOJIIHOM YacTKH BU3HAYAETHCA 32 JIOMOMOTOI0 3HAYEHb 3HAKOBUX PO3DPAAIB YACTKOBHX
3aJIMIIKIB JIJIGHOTO, SIKi, B CBOK 4Yepry, BH3HAUYAIOTBCS 3a JIONOMOIOI0 JIOJaBaHHS
nepeTBopeHoro abo HerneperBopeHoro K minpHHUKA O 3CYHYTOrO Ha OIUH PO3Psii BIIBO KOIY
nonepenuboro JIK gactkoBoro 3anuiiky. JloBeneHo, 1o 30inbiieHHs 3HaueHHs JJK gactkoBoro
3aJIMIIKY JIJIGHOTO 3BOJIUTHCS 0 MonaudikoBaHoro 3cyBy BhiBo JIK 3amumiky nineHoro 3
BTpaTOI0 3HaKOBOro po3psay. ChopmoBaHi JoOridHi BUpa3u s (ikcallii 03HaKu MeperioBHEHHS
yacTky. [IpuBeneHHU anropuT™M MEepeTBOPEHHS IMOJIIHOMA 4YacTku B migcymkoBuid JIK uacrtku.
Hns marematnaHoro ommcy JK mijgmx gucen BHKOPHCTOBYETHCS 3MIMICHUI MO MOIYIIO KOZ.
3amava MUIEHHS MUIMX 9HCEN 3BeAeHa o omeparii aitenHs nmomiaomiB JIK. 3anpomoHoBanwmit
QITOPUTM ISl BHU3HAYCHHS IIONIHOMY YaCTKH, IO HE 3aJIOKHUTh BiJ 3HAKIB OIMEpaHIIB.
CdopmoBannii anropur™m obuncieHHs kopekTtHoro [IK 3aimmKky AiieHoro A BCix KOMOiHamii
3HAKOBUX PO3PSIiB OMEPaH/IiB.

Ki104o0Bi cj10Ba: KoMIT 10TepHE TIOAAHHS JaHUX;, KOMIT IOTepHE MiJICHHS, 3MIIIEeHUN KO,
JIOTIOBHSTbHUH KOJI; 3aJIMIIOK BiJ| IJICHHS; O3HAKA MEPETTIOBHEHHSI.

1. BCTYII

B cyuacHMX KOMI'IOTEPHHX CHCTEMax HpHM BHMKOHAHHI oOmepamii LiI0YnCIOBOTO
JICHHS. BAKOPUCTOBYIOTHCSL ONIEpaH/IU, IPEJCTABICHUX Y BUTIIA1 300pakeHb, sIK IPaBuio, 3
BukopuctanHsaM JIK. Omepauis 1iI€HHS BHUKOHYEThCS HaJ OINEpaHJaMM CYMICHO 3 iX
3HaKaMH, a pe3yJIbTaT Bilpa3y MpeACTaBISIEThCS Y BUTIISAAL 300pakeHb MOYaTKOBUX JIaHUX.

IMocTanoBka nmpo6Jjemu. [IpoexTyBaHHS amapaTHUX 3acO0IB KOMIT IOTEPHUX CHUCTEM,
30KpemMa apu(METHYHUX MPHUCTPOiB, Iependavae 3aCTOCYBaHHA HOBHMX MIAXOMIB 0
oprasizailii 0OUMCIIIOBaJILHUX MPOILIECIB, sIKi 3a0€31eUyI0Th BUKOHAHHS 33/IaHUX OIEepaLlii.
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ApudmernyHa omeparis AUIGHHS [UIMX YHUCEN, MPEICTABICHUX Yy BHIJIII
BiJOOpaKeHb, BIAPI3HAETbCA JIOCTAaTHHOIO AITOPUTMIYHOIO CKJIAIHICTIO, TOMY ISt
3a0e3neueHHss peanizamii OUIbII ONTHUMAJIbHUX CTPYKTYp apU(PMETUYHUX HPUCTPOIB
HEOOX1THO PO3TJITHYTH TEOPETUYHI 3acaay MoOyI0BH, MaTEMATHYHI MOJEII, IO JIO3BOJISTH
BUKOHYBATH PO3POOKY 1 ONTUMI3aIlif0 METO/1iB BUKOHAHHS apu()METHIHUX OTIepalliil, a TAaKOXK
MPAaKTUYHY peani3alifo apugMEeTHYHUX MPUCTPOIB, MPU3HAYCHUX JJIsI BUKOHAHHS OTIepaiii
JieHHS oOmepaHaiB 3 ()IKCOBAHOI KOMOIO, TMPEICTaBICHUX Yy BUTISNAI CyYacCHHX
KOMIT IOTEPHUX B1100paxeHb.

AHagi3 ocraHHix aociaimkens i myoOaikamiii. Omnepamis TUIEHHS IIITUX YHCET,
npenacrasieHux B JIK, € 6e33anepeuHoro CKia0BOI0 NEPETBOPEHD B CyYaCHUX KOMITFOTEPHUX
cucremax [1], [2]. ¥V 3B’A3Ky 3 JOCTaTHBOIO AJITOPUTMIYHOIO CKIIAJHICTIO Ili€l omeparrii
BEJIMKa yBara MNpPUIUISIETbCS HEOOXIIHOCTI ONTHUMI3alil pecypciB omepauiiiHuX HPUCTPOIB
minenHs [2]. B 3HauHii Mipi 3MICT JOCIHIIPKEHb CTOCYETHCSI BUKOPHUCTAHHS JIOJATHHX
omepaH/iB, B pe3ybTaTl 4Oro OTpUMaHi e(eKTUBHI METOJUKU CTBOPEHHS NMPUCTPOIB AUTIEHHS
6e33HakoBUX ymces. KpiM 1pboro, 3anmponoHOBaHi METOJUKH CTBOPEHHSI IPUCTPOIB JIJICHHS
3HAKOBHX YHCEJ, SIK1 TepeadavyaroTh alfOPUTMIUHY Ta anapaTHy Moaudikaiito 0J10Ka JUIeHHS
nonataux wucen [3], [4]. HocToBipHicTh Takux pillleHb B 3HAuYHIA Mipi OOrpyHTOBaHA
pe3ysibTaTaMH YMCeIbHUX eKkcrepuMeHTiB [5], [6]. AnbTepHaTHBHUM BapiaHTOM CTBOPEHHSI
npucTpoiB AuieHHs uitux yucen B JIK € 3BeeHHS 1 po3B 430K BKa3aHOi 3aadi O omepaii
nineHHss nomiHoMmiB  JIK 3HAKOBUX 4YHCeNl 3 y3arajlbHEHUM ajrOpUTMOM BU3HAYEHHS
CHEeIiaJIbHOTO MOJIHOMA YacTKH MPH YCiX KOMOIHAIISX 3HAKIB OTIEPaH/IIB.

Meta ny0Jaikamii. MeToro IOCTIDKEHHS € PO3B’SI30K 3a/adl BUKOHAHHS NUICHHS B
cuctemMi JIK, 1m0 TpyHTYyeTbCS Ha BHUKOPUCTAHHI Teopii 3MIMIEHUX KOJIB, TIOHATTI
MOJYJIBHOCTI TIPH KOJYBaHHI, KOHTPOJII O3HAaKH TIEPETIOBHEHHS 3a pe3yJIbTaTaMH aHATI3y
3HAaKIB OINEpaHIiB Ta YAaCTKOBOTO 3alMIIKYy JUICHOTO, IO JO3BOJISIIOTH IMIABUIIUTH
e(eKTHUBHICTh BUKOHAHHS OTIEPAIlii TUICHHS IUTUX YACEN y BUTIISII BiTOOpaKeHb.

2. TEOPETUYHI OCHOBHA

OO0uncieHHsT YacTKH Big IOUIEHHS LOUIKX YHWCEI BHU3HAYEHO CIIBBIAHOIIEHHIM
A=B-D+C, ge A==lAl, B==IBI, C==ICl, D =+ID| — xoau aiieHoro, AUILHUKA, YACTKH Ta
3ayMIIKy BianosigHo, mpudomy |Cl < [Bl. BinoOpakeHHs AiUTbHHMKA, 9acTKH 1 3anumky B JIK
BKa3aHo N-po3pamauM mominomom OpX(n,1) = [Nop] OpX(n-1,1) = (V + Op)mv = V- Nop + Op,
7€ N — PO3PSIAHICTH omepaniiB, (N,1) — mose po3psaiB onepanmy Bix N mo 1, V = 2" — mapamerp
BimoOpaxenus: N- pospsimHoro JIK, (X)mv — mo3Ha4eHHS TPOIEaypd OOYHMCICHHS 3aIHIIKy
Koqy X 3a moaynem V, OpK(n-l,l) — n-po3psani JJK onepanziB, Nop —3HaU4eHHSI 3HAKOBOTO
pospsiny omepanay. O6macth Bu3HauyeHHs N-pospsanoi ¢yuxuii OpK(n,1) mns pineHuKa,
YaCTKH Ta 3aJIMIIKY BU3HAYa€Thes 3a Bupazom Op € [0;V/2 - 1], sxmo Op >01 Op € [-V/2; -1],
aximo Op < 0. O6nacTs Bu3HaueHHs 2N-po3psaaHoi GpyHkii ginenoro AX(2n,1) BusHauyaeThes
axk AE[0;V2-1], axmo A>0 i AE[-V?42;-1], sxmo A <0O0. Jani B po6OTi aHATITHUHO
BHU3HAYAIOTHCS PE3YIbTaTH OOYMCICHHS YaCTKU Ta 3JIMLIKY IPU PI3HUX KOMOIHAIAX 3HAKIB
JIICHOTO 1 JUIbHUKA, B pE3ylbTaTli YOTO OTPHMaHI aHAJNITH4YHI BUpPa3U JUIs BU3HAUCHHS
3aJIMILIKY UTIOCTPYIOTh OJIHAKOB1 Pe3y/IbTaTH HE3aIeXKHO BiJ] 3HAKIB ONEpaH/IiB.

3. PE3YJIBTATHU TA OBI'OBOPEHHS

B poOoti 3ampornoHoBaHa MareMaTHyHa MOJENb JUIS BUKOHAHHS omepamii AiIeHHS
LUTAX YKCeN Y BUTJISAI BiJOOpakeHb 3 BUKOPUCTAHHSAM MepeTBOpeHHs noniHomis JIK:

1. MatemaTtuyHa MOJIENIb XapaKTepU3yeThCs (OPMYBAaHHSAM IOJIHOMIB JOJATHUX Ta
BIJI'€eMHUX LUIMX YKCEN 32 JIOTIOMOT00 OJIHOTO BHpPa3y.
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2. BuzHayeHa 3aJexHICTh 00JacTi BH3HAueHHsS BimoOpaxkenHs omepannis B JK Ta
PO3PSTHOCTI MOJTIHOMA.

3. ChopmoBaHMii aJTOPUTM BHU3HAUEHHS CIICIIAIBHOTO TIOTIHOMA YacTKU TPU BCIX
MOJIMBHX KOMOIHAIii 3HAYeHHsS 3HAKOBHX po3psaiB. [loka3aHo, MmO MOJIIHOM YacTKH
BHU3HAYAETHCS 32 IOTIOMOTO0 3HAYCHb 3HAKOBUX PO3PS/IIB YACTKOBHX 3AJIUIIKIB IUICHOTO, SIKi
BHU3HAYAIOTHCSA 3a JIONIOMOTOI0 JOJaBaHHA TMepeTBOpeHoro abo HemeperBopenoro JIK
TITPHUKA JI0 3CYHYTOTO Ha OJWH PO3Psi BIIBO KOAY MOTMEPEIHHOTO YaCTKOBOTO 3AIIUIIKY.
[IpuBenennii anropuT™M MEPETBOPEHHS MOJIHOMA YaCTKH B IIJCYMKOBHH KOJ YacTKH HE
3aJIC)KUTh BiJl 3HAKIB OIICPAH/IIB.

g matematuuHoro onucy avieHHs JIK nuinx uncen BUKOPUCTOBYEThCS 3MILICHUN 3a
MOJyJIEM KOJ. 3ajada JUICHHS IUIMX YHCENl 3BeJeHa J0 omeparii aiieHHs nosinoMiB JIK.
CdopmoBanmii aliropuT™M OOYHMCIICHHS KOPEKTHOTO 3JIMIIKY JAUICHOTO JJIA BCIX KOMOIHAI[IN
3HAKOBHX PO3PAIIB ONEPaH/IIB.

BUCHOBKMU TA NTEPCIHEKTUBU ITOJAJBIIUX JOCJIITKEHb

3anpomoHoBaHUM MiAXiM I8 (opMamizoBaHOTO OMUCY Omeparlii JUICHHS [UTHX
omepaHfiB, 10 0a3yeTbCs Ha BUKOPHUCTAHHI 3MILIIEHOTO KOJYBaHHSA 1 BHUKOHAHHI i 3a
JIOTIOMOTO¥0 TPIOPUTETHOTO BHKOPUCTAHHS MOJYJSIPHOCTI JAHUX, IMOKa3aB METOJIOJIOTTIHY
MOBHOTY, YITKY MAaTeéMaTU4yHy TMOCJIJIOBHICTh BHUCHOBKIB Ta KOPEKTHICTb OTPUMaHHUX
pe3yNbTaTiB.

HaykoBa HOBHM3HA pe3ynbTaTiB Mojsrae y (GopMyatoBaHHI TEOPETHUYHHUX IOJIOKEHb 3
METOI0 CHHTE3y 0a30BUX apu(PMETHUYHMX NTPHUCTPOIB Ta PO3B'I3aHHS 3a7adyi BU3HAYCHHS
XapaKTEepHUX O3HAaK B OMEpaliaxX [IUIeHHSA MuUIMx omnepaHaiB. [Ipaktuuna peamizaiis
HABEJICHOTO MIIXO0y M03BOJISIE OTPUMATH CXEMHU i1 €(PEeKTMBHOTO BUKOHAHHS OJHIET 3
OCHOBHUX KOMM'IOTEPHUX apU(PMETHUYHUX OTepallid. 3amporoHOBAaHUNA METOJ Tependadae
KOJIyBaHHS JOJATHHUX Ta BIT €MHHUX IUIUX YKCEN BIAMOBITHO O OJHAKOBOI MAaTeMaTHYHO i
3anexxHOCTl. [lepCHeKTUBHICTh pe3yibTaTiB JOCHIIKEHHS, IPYHTYEThCS Ha JOBEACHUX
MaTeMaTUYHUX BITHOLIEHHSX, HECKJIAJHOCTI 3alIPOIIOHOBAHOTO aJrOPUTMY Ofepallii JUIeHHS
Ta MOXJIMBOCTI CTBOPEHHS BIIMOBIIHUX KOHKYPEHTOCIPOMOKHHUX MPUCTPOIB IUICHHS ILTUX
yucen B JIK.
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RESEARCH ON DIFFERENTIAL CRYPTANALYSIS BASED ON DEEP LEARNING

Abstract. Cryptography is vital for information security in the age of pervasive connectivity. Deep
learning has advanced in image classification and natural language processing. Modern block ciphers are
complex, making it hard for neural networks to extract plaintext features from ciphertexts. However, combining
deep learning with traditional differential cryptanalysis can enhance crypto-attack performance. This integration
is a key technological trend. Cryptanalysis is becoming more intelligent and automated, with researchers using
deep learning to aid in these tasks. This review explores trends in deep learning-supported differential
cryptanalysis, including differential analysis, deep learning models, and classifier design. Despite challenges,
deep learning offers significant potential for improving traditional cryptanalysis and future cryptographic
solutions.

Keywords: deep learning; differential cryptanalysis; differential cryptanalysis; convolutional neural
network

1. INTRODUCTION

With the development of computer technology and communication technology,
information security has become an important factor affecting the development of a country
and society. Cryptography plays a pivotal role in ensuring information security, which is
widely used in personal privacy protection, business trade, national defense security and other
fields [1]. Cryptanalysis is an important branch of cryptography and an important part of
intelligence analysis for military activities. The most representative of these statistical
analysis methods is differential analysis.

2. BASIC PRINCIPLES OF DIFFERENTIAL CRYPTANALYSIS

Differential cryptanalysis is an effective cryptanalysis method for block ciphers, and
whether a block cipher can successfully resist differential cryptanalysis has become an
important index to measure the security of this cipher algorithm. The main idea of differential
cryptanalysis is to obtain some guess information of the key by analyzing the probability non-
uniformity of the ciphertext generated by the fixed input differential in the differential
propagation, and then reduce the candidate key selection space.

In 1990, Israeli cryptographers Biham and Shamir [2] first proposed differential
cryptanalysis, which belongs to the plaintext attack method and is often used to distinguish
encrypted ciphertext from random data. Its basic idea is to find a differential path with high
probability by analyzing the possible defects in the cryptographic algorithm, and use the
differential path to build a differential distinguizer. Because of its characteristics, differential
cryptanalysis is very effective in breaking iterative cryptosystems. Therefore, differential
cryptanalysis is usually used as the breaking algorithm of iterative block ciphers, and it is also
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one of the important indicators to measure the security of ciphers, which plays an important
role [3] in cryptanalysis and related fields of cryptographic security.

In all current cryptanalysis methods, the core idea of cryptanalysis is to design an
effective cipher distinguisher, and use the classification results of the distinguisher to reduce
the candidate key space, so as to reduce the difficulty of further cryptanalysis. It is often used
to distinguish between plaintext and ciphertext to assist cryptanalysis. In the traditional
differential analysis, the first thing is to find a high probability differential feature, and then
construct the differential distinguisher through the high probability differential feature. The
construction of the differential distinguisher depends more on the possible defects of the
algorithm itself, and the construction process relies heavily on manual derivation, which
greatly slows down the cryptanalysis process. In recent years, relying on automated search
technology to find differential distinguishers has gradually become the mainstream method
[4] of differential distinguisher construction.

3. DESIGN OF DIFFERENTIAL CLASSIFIER BASED ON DEEP LEARNING

There are a variety of machine learning algorithms, such as support vector machine
algorithm, naive Bayes algorithm, decision tree algorithm, expectation maximization
algorithm, artificial neural network algorithm, and so on. Now deep learning has become a
research hotspot in machine learning. The common models include multilayer perceptron,
deep neural network, convolutional neural network, recurrent neural network, long short-term
memory network, etc [5]. Convolutional neural network is suitable for many fields such as
natural language processing, speech processing and computer vision. Recurrent neural
networks have great advantages in processing sequential information and speech.

In recent years, based on the goal of improving the accuracy of neural distinguisher,
scholars have proposed a series of improvements. These improvements include using more
ciphertext pairs as input and using more complex and powerful neural networks. Gohr
proposed a neural discriminator based on residual neural network for Speck32/64 [6].
Combined with Bayesian optimization, Gohr further proposed a deep learning-based key
recovery attack, which was successfully applied to 11-round and 12-round Speck32/64.
Compared with the traditional cryptanalysis method, this new attack includes two additional
operations in addition to decryption. The first operation is to send the decrypted ciphertext
pair to the neural distinguisher and obtain the output of the neural distinguisher. The second
operation relies on Bayesian optimization to recommend a batch of key guesses that are most
likely to be correct for verification at each iteration. In addition, Gohr adopts a reinforcement
learning mechanism to dynamically allocate computing resources. During the attack, a batch
of ciphertext structures is generated for multiple iterations.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Although deep learning has a certain application in the field of cryptography, its
application in the field of cryptanalysis is still in its infancy, and there are many problems to
be solved. Summing up all the above, authors believe that the following problems need to be
further studied:

1. The combination of ciphertext pair and ciphertext difference is used as the input of
the neural network model, although the accuracy and the number of rounds of the
distinguisher are improved to a certain extent, it can be further optimized for the data set. In
the future work, the idea of multiple differential cryptanalysis can be introduced into the
differential neural distinguisher model, and the ciphertext groups and ciphertext difference
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groups can be generated through several input differences with high probability as the input of
the model, and the key recovery attack can be construc.ted on the basis of this work.

2. Current researches on deep learning-based block cipher cryptanalysis focus on neural
differential cryptanalysis, and no results have been found on the combination of deep learning
and other traditional cryptanalysis methods. Differential cryptanalysis is inevitably and more
calculated difficult for new ciphers. In summary, the combination of deep learning with other
cryptanalysis methods is a worthy research direction.

3. At this stage the data used to train the differentiator is generated by random methods
then differential computation, and then encrypted to obtain the training dataset. There are
many advanced dataset processing methods in the field of artificial intelligence, and whether
these methods can be introduced into the construction of cryptographic differentiator datasets
IS a question that this paper plans to investigate in the future.
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AHoTauif. Y CTaTTi NpeacTaBiIeHO PO3POOKY amapaTHO-MPOTPAMHOTO KOMIUIEKCY ISt
MOHITOPUHIY CTaHy KOMIUIEKTHOI TpaHchopmaropnoi miactanuii (KTII) 10/0,4 «B.
Po3rnsiHyTO Ccy4yacHi MiIXoau 10 €eHEProMeHEeIKMEHTY, CUCTEM MOHITOPUHTY Ta YIPABIJIIHHS
€HEeprocrnoXMUBaHHAM, IO CHPHUSIIOTh ONTUMI3Alil BUTPAT 1 MHiABUILNEHHIO €(QEKTUBHOCTI
BUKOPHUCTAHHS €HEPropecypciB. 3amporoHOBaHa cuUcTeMa 3abe3rnedye KOHTPOJIh OCHOBHUX
napaMeTpiB MiACTaHIIi, Takux sK ¢a3Hl W JIHIAHI HaOpyru, CTPYMH, TemIepaTypa
TpaHcopMaTopa, a TAKOX YIPaBIIHHS BYJIMYHUM OCBITJICHHSM 1 MepeAady JaHUX uepe3
6e3apoToBy Mepexy. Cucrema crpuse peamizailii KOHIEMNIIi 1HTEeIeKTyaTbHUX MEpPeX Ta
MIJIBUIIYE HANIWHICTh €KCILTyaTaIlii micTaHIli.

KuarouoBi cioBa: eHepreTMUHHNH MEHEPKMEHT, MOHITOPHHI €HEProcroXUBaHHS,
anapaTHO-TIPOTPaMHMM KOMIUIEKC, TpaHCQOpMaTOpHa MiJCTaHIIIs, IHTEIEKTYyalbH1 MEpEexI.

1. BCTYII

B cywacHoOMy BUPOOHWIITBI €HEProOMmIAAHICT, 1 EHEProom@aaHi TEeXHOJIOTI]
PO3IIISIAOTECS K MPIOPUTETHI IHBECTHUITINHI TpoeKTH. [lepexin miAmpueMCTB 10 HOBUX IIiH
Ha IMaJIiBO, BOJY, €JIEKTPOEHEPTII0 BUMArarTh MOTPeOye MEperysay iCHYIOUHX MTAXOMIB J0
MPOEKTYBaHHS Ta BHKOPHCTAHHS CHEPreTHYHHX YyCTAaHOBOK. OmnTuMizaiisi cucTteM
BUPOOHUIITBA Ta PO3IMOIUTY €HEPrii, KOPUT'YBaHHS €HEPreTUYHUX 1 BOJHUX OallaHCIB JArOTh
3MOTY MiJIBUIIUTH TEPCIEKTUBHICTh PO3BUTKY, a BIATaK 1 MIABUIIUTH TEXHIKO-EKOHOMIYHI
MOKAa3HUKH (PYHKITIOHYBAHHS MIATPUEMCTB.

OCHOBHHUM IHCTPYMEHTOM CKOPOYEHHS BHTpAT €HEPrii 1 MmiiBUIICHHS e(PEeKTUBHOCTI ii
BUKOPDUCTaHHS Ha TWIINPUEMCTBAX € pPO3poOKa CHUCTEM MOHITOPUHTY Ta YIpaBIiHHS
€HEProcIOXUBaHHAM. J[aHi CUCTEMH € CKIIQJIOBUMH CUCTEMHU CHEPreTHYHOTO MEHEDKMEHTY
— CHCTEMHU YIPaBJIiHHS, 10 TPYHTYEThCS Ha MPOBEJCHHI THUIIOBUX BUMIPIOBaHb 1 MEPEBIPOK,
s 3a0e3ledyeHHsT  eEeKTHBHOTO  BHKOPHCTaHHs — eHepropecypciB.  EHeprernunmii
MEHEPKMEHT 3a0e3reuye IOCTiiHEe OHOBJICHHSA IHQOpMaIii Mpo pO3MOALT Ta YMOBHU
CIIO’KMBAHHS €HEPTii Ha MMPUEMCTBI, a TAKOXK PO €(hEeKTHUBHICTh IIOTO CITOXKUBaHHS [ 1].

KoHTpoib i ynpaBiiHHS €HEPrOCIOXHBAHHIM MOJXKE 3aI[IKaBUTH 3 YOTUPHOX OCHOBHUX
MIPUYMH, CIpUsAioYM [2]: OUIbII eeKTUBHINA pOOOTI 0OCIYTOBYIOYOTO MEPCOHANY; 3HIKEHHIO
BUTPAaT Ha EHEProHocii; onTumizamii W 30UIBIIEHHIO TEPMIHIB EKCIUlyaTalii OCHOBHOI'O
yCTaTKyBaHHsS, MPHETHAHOTO JI0 MEpeXi €HEeprornocTadyaHHs; 3POCTaHHIO MPOJAYKTHBHOCTI
mporecy (BUPOOHHUYOTO TMPOIECy, aJMIHICTPATUBHOTO KepyBaHHS abo aucreTdepu3sailii
IH)KEHEpHUX CHUCTeM OYJMHKY, 3a paxyHOK 3amnoOiraHHs abo 3HIWKEHHsS IpocToiB, abo
3a0e3MeYeHHsl CIIOKUBAYiB OLTBII SKICHOIO €HEPTIET0).

OckinbKH Mepeka €HEepromnocTadyaHHs Oe3YMHMHHO PO3IIMPIOETHCS, HEMUHYYE TOCTa€e
MUTAHHS: YM 3/1aTHA ICHYIOYa Mepeska 3a0e3neuuTH 1e HoBe po3mupeHHs? Came TyT cucrtemMa
KOHTPOJIFO 1  yNpaBJIiHHS  €HEPrOCIOKMBaHHSIM  MOXE  JIOMOMOITH  CIyXOi
€HeproMEeHeDKMEHTY TPUUHATH TMpaBWIbHE pilieHHS. Peectpyrounm moxii ¥ mpoliecu B
MepeKi, BOHa MOXe apXiByBaTH JaHi Mpo (HaKTUIHE BUKOPUCTAHHS OCHOBHOTO OOJIaTHAHHS i
MOTIM JIOCUTh TOYHO OIIHUTH PE3EpPBHY MOTYKHICTh MepexXi, PO3MOJUILHOIO ILIUTa abo
TpaHchopmaTopa.
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binbm eexTuBHE BUKOPUCTAHHS OONAJHAHHA MOXKE 30UIBIIMTH TEepMiH Horo
excrutyaraiii. CHCTeMH KOHTPOJIIO €HEProCIOKUBAHHS MOKYTh JaTH TOYHY 1H(OpMAaLito Ipo
(akTHUHE BUKOPUCTAHHS TOrO a00 IHIIOrO OOJIaJHAHHA W MICIS LBOTO Tpyna TEXHIYHOTO
0OCITYyroBYBaHHS MOJXK€ YXBAIMTH PIMIEHHS 100 BHUKOHAHHS BIAMOBITHOI omepalrii
00CITyroBYBaHHS B ONITUMAJILHUI TEPMIH.

TpaguuiiiHo, CHUCTEMH KOHTPOJIO 1 VYIPABIIHHS EHEPrOCIOKMBAHHIM  OyiH
HEHTPAII30BaHUMH W TPYHTYBAJIUCS Ha CHCTEMax aBTOMAaTH3allili JHCIETYEPCHKOTO
KepyBaHHs 1 30upanHs naHux (SCADA).

UYepe3 BHCOKY BapTiCTh, 3aCTOCYBaHHs MOMIOHMX cucTeM (mo3umis 3 Ha puc. 1) Oymo
oOMeXeHe KPUTUYHO Ba)JIMBUMM YCTaHOBKAMH, OCKUIBKM BOHM ab0 Oynu OulblIuMU
CIIO’KMBayaMH eHeprii abo X TeXHOJOTIYHHM mpoiec OyB TyKe UYyTJIMBUM 10 3HUKECHHS
SIKOCT1 €HeprOTOCTa4YaHHsI.

Taki cucremu TIpyHTyBalMcs Ha TEXHOJOTIAIX aBTOMaTH3alli W JyXe dYacTo
MIPOEKTYBAINCh CHUCTEMHUM IHTETPAaTOPOM BIANOBIAHO JO BUMOI 3aMOBHUKAa W MOTIM
TOTOBUMHM TOCTaBJsUIACS HAa 00'exT. OHaK, OUThIIA TOYATKOBA BAPTICTh, BUCOKI BUMOTH JIO
KBaJTi(hiKaIlii onepaTUBHOTO MEPCOHATY 1 BapTicTh poOIT 3 MOAEpHi3allli, MpyU PO3IMIHUPEHH]
MepesKi EHepronocTayaHHs, 4acTo OyIu NepenIko0k0 Uil MOTEHIIHHUX KOPUCTYBAYiB.
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PMC'yHOK 1. HO3ML;iOHy6aHH}l cucmem KOHmpoJiro iynpa@.fliHH}l E€HEPCOCNONCUBAHRHAM

[Hmumit migxin (mo3umist 2 puc. 1), mo peani3yeTbcsl CHEIiadi30BaHUMU TEXHIYUHUMU
pimeHHsAMH, Habarato OUIBIIO MIpOI BigmoBimae crenudiuHuM moTpedaM CHCTEM
CHEProXKMBJICHHS ¢ MIHCHO MiABHIIYE pPEHTAOCNBHICTh TaKUX CHCTEM. Aue, uepe3
BUKOPUCTAHHSI I[IEHTPANi30BaHOI apXiTEeKTypu, IIOYAaTKOBI BUTpaTH, SK 1 paHille,
3aJIMIIAIOTHCS BETMKHMH.

Ha pesxux o6'ekrax cuctemu tumy (2) i (3) MOXyTb BUKOPUCTOBYBATHUCS CHIUIBHO,
3a0e3neuyrouu Mpu HEOOX1THOCTI CITy’K0Y €eHeproMeHEPKMEHTY JIOCTOBIPHOIO iH(Oo pMmalli€ro.

VY nanwuii yac 3'sBUIacs HOBA KOHLEMIIS IHTENEKTYalIbHOIO €HePreTHYHOro 001 JHaHHS
(mo3umia 1 puc. 1). 3acHoBaHa Ha MOKITUBOCTSIX Web-TeXHOJOTIH, BOHA MPOMOHYE JiHCHO
IpUHHATHE 10 3aco0ax pilleHHs Ui OUIbIIOCTI KopucTyBadiB. Kpim Toro, BiacHUK 06'ekta
MOJK€ TIOETAIHO 1HBECTYBATH B OUTBII CKJIa/IHI CHCTEMHU KOHTPOIIIO.

PiBens 1 Mosxe TOJI pO3TIIsAAATUCS K TOYATKOBUH eTarn JuIsi epexo. 1y 10 piBHs 2 abo 3
3aBJIIKA TOMY, IIO Ii TE€XHIYHI PIIEHHS MOXYTh BHUKOPHCTOBYBATHCS CHUIBHO B paMKax
OJTHOTO 00'eKTa.

daxiBIsIMH KadeIpu KOMIT I0TEpHUX CUCTeM, Mepex Ta Kibepoesneku HYBill Ykpainu
po3po0beHa crucTeMa MOHITOPUHTY CTaHy KOMIUIEKTHOI TpaHchopmaTopHoi minctanuii (KTII)
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10/0,4 kB (puc 2). JlaHuii amapaTHO-NIPOrPAMHHMI KOMIUIEKC 3a0e3leuye peaizailiio
HACTYMHUX (DYHKITIH:

1) koHTpOJb (pa3HUX Ta JIHIHHUX HANPYT (6 JATYUKIB HATIPYTH);

2) KOHTPOJb cTpyMiB y dazax (3 matuuku ctpymy minkiaoueHi uepe3 TC);

3) KOHTPOJIb TEMIIEPATYpH CHIIOBOTO TpaHchopmaTopa (HaTUMK TeMIEpaTypu);

4) ympaBiiHHS BYJIMYHUM OCBITJIEHHSIM (JATYUK OCBITICHOCTI 3 IBOMAa KOMYTYIOUHMHU
pene o 10A);

5) apxiBartisi JaHUX Ha KapTy MaMm'aTi;

6) nepenaBanus iHdopMmarii uepes 6e3nposinHy Mepexy (GPRS monem).

CrpyKTypHa cxeMa CUCTEMHU MOHITOPUHTY HaBeIeHa Ha puc. 5.

A B C N

MCU B

B

Bl

Pucynox 2. Cmpykmypua cxema cucmemu monimopuney napamempie KTI1 10/0,4 kB:
MCU — mikpokonTposaep; BU — narunku vanpyru; Bl — natunku ctpymy; GPRS —
npucTpii mepenaBanns nanux; BT — natunk temneparypu; BE — natunk ocBitienocri; SD —
npucTpiit 36epiranns nanux; KM — KOHTakTOp KepyBaHHS BYJUYHUM OCBITJICHHSIM.

BUCHOBKHA

BukopucTaHHs CHCTEMH MOHITOPHHTY CTaHY TpaHC(OPMATOPHOI MiJACTAHIIT JO3BOJISE
OTPUMYBAaTH B PEXHUMI pealbHOTO Yacy IH(OpMaIlil0 MPO 3aBAaHTAXKEHICTh MiACTAHIIII,
aHAJII3yBaTH CTaH HABAaHTAXXCHHS 1O (ha3axX, KOHTPOJIOBATH TEMIICPATYPHHUI PEKUM CHIIOBOTO
TpaHchopMaTopa, IPOBOIUTH aHAJI3 TPOIIECY MEPEAaBaHHs SIEKTPOSHEPTii.

Cucremy MOXKHa BBaXaTH KOHKPETHMM KPOKOM Ha IUIAXY peami3amii KOHIemiii
IHTEJEKTYaJIbHUX MEpeX, 110 nependadaroTb  BIPOBAPKEHHS PO3YMHMX NMPHIAAIB OOTIKY
€IIEKTPOCHEPril, CTBOPEHHS LIEHTPIB YIpaBIiHHA MeEpeKaMH, a TaK0X JJ03BOJSIOThH
MIABUIINTHA CIOCTEPEKYBAHICTh TPaHC(HOPMATOPHUX MiACTAHI(IN 1 THM CAaMHUM MiABUIIUTH X
eKCIUTyaTalliifHy HaJliHICTb.
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UNSUPERVISED ONLINE ADAPTATION FOR DEPTH ESTIMATION AND
SEMANTIC SEGMENTATION IN AUTONOMOUS VEHICLES

Abstract. The presented study explores continuous adaptation techniques for monocular depth estimation
and semantic segmentation to improve real-time scene understanding capabilities for autonomous vehicles and
driver assistance systems. The proposed methodologies enable models to dynamically adjust to new information
in video sequences, sustaining high performance amidst ongoing changes in scene appearance, lighting, and
other contextual factors. The first contribution is continuous online adaptation for monocular depth estimation,
eliminating the need for isolated fine-tuning techniques and retaining information across video frames. The
method addresses data drift by perpetually adapting to new frames, preventing overfitting due to limited data
diversity. Experience replay is integrated to stabilize the learning process and introduce minimal computational
overhead. Techniques like auto-masking and velocity supervision help differentiate between stationary and
moving objects, mitigating errors related to inconsistent depth cues. The study validates the effectiveness of the
proposed approach through intra-dataset and cross-dataset adaptation scenarios, showing substantial accuracy
gains while maintaining real-time runtime.

Keywords: online adaptation, unsupervised learning, monocular depth estimation, semantic
segmentation, autonomous cats

1. INTRODUCTION

Unsupervised online adaptation plays a crucial role in advancing the real-time scene
understanding capabilities required for autonomous vehicles and advanced driver assistance
systems [1]. This study explores continuous adaptation techniques for both monocular depth
estimation and semantic segmentation, aiming to enhance the robustness and adaptability of
models when confronted with varying environmental conditions in real-world driving
scenarios [2]. The proposed methodologies enable models to dynamically adjust to new
information as it appears in video sequences, a feature that is essential for sustaining high
performance in the face of ongoing changes in scene appearance, lighting, and other
contextual factors.

There are several key research methodologies classification for unsupervised online
adaptation for depth estimation and semantic segmentation in autonomous vehicles:

e mloU: Mean Intersection over Union (used for segmentation tasks).

Abs Rel: Absolute Relative Error (for depth estimation).

e RMSE: Root Mean Squared Error (for depth estimation).

e NLL: Negative Log-Likelihood (used in uncertainty metrics).

The first contribution of this work centers on continuous online adaptation for
monocular depth estimation. Traditional approaches to adapting depth models often rely on
isolated fine-tuning techniques, which adapt the model separately for each frame, frequently
resetting it to a pretrained state [3]. These techniques tend to be computationally intensive, as
they require multiple (20-50) backpropagation steps per frame, which limits their feasibility in
real-time applications [4, 5]. By contrast, the proposed approach performs continuous
adaptation by retaining information across video frames, eliminating the need to restart from a
pretrained state with each new frame. This results in a tremendous increase of runtime speed,
as only a single backpropagation per frame is needed (Table 1).
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Table 1
Summary of Unsupervised Online Adaptation Approaches for Depth Estimation
and Semantic Segmentation

Methodology Adaptation Key Techniques Datasets Metrics Results/Performance
Type Used Evaluated

Baseline Offline Training Pretrained on a KITTI, | mloU, Abs Rel, Baseline accuracy for
Network large annotated Cityscapes RMSE segmentation and
dataset; no online depth:
adaptation. mloU = X%, Abs Rel =
Y, RMSE = Z.
Unsupervised | Self-supervised Photometric KITTI, | mloU, Abs Rel, Improved mloU (+2-
Online consistency loss, Virtual RMSE | 3%), Reduced Abs Rel
Adaptation spatial KITTI (-0.1), Reduced RMSE
transformation (-5%).

consistency, and

temporal

smoothing.
Domain Cross-domain Style transfer SYNTHIA mloU, Depth Enhanced mloU:
Adaptation Adaptation (CycleGAN), — Accuracy SYNTHIA to
domain-specific Cityscapes Cityscapes, ~5-7%
augmentations, and improvement.

entropy

minimization.
Continual Online, Continual | Incremental updates KITTI | Lifelong mloU, Maintains ~95% of
Learning Learning using pseudo- (Online Avg. Depth original accuracy
labeling and setting) Error across new
confidence- environments; <1%
weighted losses. performance
degradation in prior
tasks.
Uncertainty- | Uncertainty- Bayesian networks, KITTI, NLL, mloU, | Improved robustness to
based aware Adaptation uncertainty- Cityscapes Abs Rel | edge cases: +4% mloU
Refinement weighted loss in challenging lighting;
functions to balance -8% Abs Rel error in
depth and occluded areas.

segmentation tasks
during training and

inference.
Augmented Data Synthetic data Carla loU, Absolute Near real-time
Data Streams | Augmentation in | augmentation with Simulator, Depth Error performance: loU >
Online physics-based KITTI 80%, Error reduction of
simulation and ~10-12% over
domain streaming frames.

randomization;
combines geometric
and semantic cues

during online

updates.
Teacher- Multi-task Teacher model KITTI, Task-specific Multi-task mloU: +3-
Student Adaptation generates pseudo- Cityscapes mloU, Depth 5%; Depth estimation
Framework labels, student Accuracy precision increases in
model refines them dynamic scenes.

online using

semantic

segmentation and
depth estimation
jointly.

* based on author research and publicly available data

For the references purpose we provide list of relevant mathematical equations based on
Table 1 and research data, that had been used to evaluate various models within the scope of
this research:

1. Photometric Consistency Loss.

2. Velocity Supervision.
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3. Confidence Regularization.

4. Semantic Segmentation Loss.

5. Optical Flow-based Motion Segmentation.

These equations reflect core methodologies and challenges addressed in this research
and proposed future directions for the practical model evaluation in future work.

2. DATA DRIFT PHENOMENON

Data Drift Phenomenon in Depth Estimation and Semantic Segmentation for
Autonomous Vehicles refers to the gradual change in data distribution between the training
dataset (source domain) and the real-world operational data (target domain), which can
significantly degrade model performance. It has strong impact on depth estimation, specially
— scale ambiguity, moving objects challenges and lighting and weather variations challenges.
Changes in scene structure (e.g., urban to rural environments) lead to discrepancies in depth
scale and geometry. Dynamic elements (e.g., vehicles, pedestrians) cause inconsistencies in
depth cues, particularly in monocular setups. Real-world conditions (e.g., fog, night lighting)
differ from training data, leading to unreliable depth predictions. Additionally data drift
phenomenon impacts semantic segmentation, resulting in class distribution changes, texture
variations and affects scene composition. Certain objects (e.g., road signs, rare obstacles) may
be underrepresented or appear in unexpected contexts. Differences in road textures, building
materials, or vegetation can mislead the segmentation model. Variability in object density,
occlusions, and background features impacts the segmentation’s accuracy.

One of the inherent challenges in online adaptation is the phenomenon of data drift,
where the data distribution shifts over time. besides there are numerous other issues arising
due this phenomenon, domain shift limited frame diversity: real-time constraints: bias toward
confident classes:

e Significant variance in features between training and operational environments

affects generalization.

e Insufficient variability in video frames hampers the model’s ability to adapt to new

contexts.

e Online adaptation mechanisms need to work within strict time limits without

sacrificing accuracy.

e High-confidence predictions for frequent classes may overshadow less frequent but

critical ones.

The proposed method addresses this by perpetually adapting to new frames as they
appear, enabling the model to stay aligned with the evolving data. However, a continuous
adaptation strategy can lead to overfitting due to the limited diversity of data within localized
segments of video sequences. To counteract this, experience replay is integrated as a
foundational element, which allows the model to periodically revisit past data and stabilize
the learning process. This not only improves the model’s accuracy but also introduces
minimal computational overhead, owing to the parallel processing capabilities of modern
GPUs. Experience replay proves essential in preventing the model from forgetting previously
acquired knowledge while simultaneously enabling it to learn from current data in real-time.
The presented approach advocates use of the following methods to overcome present
challenges - auto-masking and velocity supervision which helps isolate stationary and
dynamic elements to handle motion-induced errors; confidence regularization that restricts the
model from drifting too far from its confident predictions, preserving semantic integrity;
shared representations for depth and semantics which encourages joint learning to leverage
complementary cues for improved adaptation; auxiliary optical flow networks - provides
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context about movement in the scene, aiding both depth estimation and segmentation in
dynamic settings.

3. MONOCULAR DEPTH ESTIMATION METHOD

Monocular depth estimation presents additional challenges, notably scale ambiguity and
disruptions caused by moving objects within scenes. To address these, the adaptation strategy
incorporates techniques such as auto-masking and velocity supervision, which help the model
differentiate between stationary and moving objects, thereby mitigating errors related to
inconsistent depth cues. While these techniques are commonly used in offline depth
estimation tasks, this study is among the first to assess their impact within the context of
online adaptation. The effectiveness of the proposed approach is validated through two types
of adaptation scenarios: intra-dataset adaptation, where the model is trained and tested on
different splits of a single dataset with minimal domain shift, and cross-dataset adaptation,
where training and testing are conducted across significantly different datasets, introducing
substantial domain variation. In both cases, the model demonstrates substantial accuracy gains
compared to its not adapted variant, while maintaining real-time runtime.

Building on the advancements in depth estimation, this study extends the online
adaptation framework to semantic segmentation. For autonomous systems, semantic
segmentation is critical for understanding the meaning of each pixel in a scene, identifying
objects, road markings, and other essential elements in real-time. This adaptation approach
leverages a shared representation for depth and semantics, using self-supervised cues derived
from the structure of the environment to guide adaptation in the target domain. As the model
learns from these cues, it faces challenges similar to those in depth estimation, such as data
drift and limited frame diversity. Additionally, there must be a mechanism to prevent the
model adapted using scene structure cues from producing more geometrically but less
semantically plausible outputs. To this end, a confidence regularization technique is
introduced, which restricts the model from deviating too far from predictions it is highly
confident in. This helps to preserve the semantic integrity of the model while no explicit
semantic cues are available for adaptation.

Despite the strengths of the proposed methods, some limitations remain. The reliance on
self-supervised cues, particularly those derived from moving objects, introduces ambiguities
in depth estimation. While excluding moving objects from the adaptation process reduces
errors, it restricts the model’s ability to adapt to these dynamic elements fully. Another
limitation arises from the confidence regularization technique, which tends to favor well-
represented classes with high prediction confidence, potentially impairing adaptation
performance for smaller or less frequent classes. Addressing these limitations may require
more sophisticated class balancing strategies, particularly for online adaptation scenarios.
Approaches commonly used in offline training, such as those that leverage annotations from
the source domain, could prove helpful in enhancing performance for less represented classes.

In addition to exploring improved class balancing, future research may benefit from
integrating auxiliary optical flow networks to aid in detecting moving objects, which would
allow the model to distinguish between rigid and non-rigid regions in the scene. This,
however, introduces its own set of challenges, as even minor inaccuracies in flow estimation
could propagate errors in depth estimation. Alternatively, leveraging stereo camera setups,
where the spatial relationship between cameras is known, may reduce the adverse effects of
moving objects on adaptation performance. Future work could also explore other camera
configurations, such as surround view or fisheye lenses, to increase robustness in complex
environments.

74



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i

npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy,

HYVbill Ykpainu, Kuig

"Global and Rggi\llonal problems of Informatization in Societ
an

XII International scientific conference

ature Using '2024", 21-22 November 2024,

NULES of Ukraine, Kyiv

Finally, integrating multi-frame input networks, which use temporal context across
several frames, could further enhance adaptation. While recurrent neural networks (RNNSs) are
a potential solution, they require careful optimization to maintain real-time performance.
Similarly, networks that compute cost volumes or feature correlations might achieve higher
accuracy but are also more sensitive to moving objects, necessitating a balance between
complexity and real-time feasibility.

Table 2

Detailed overview of Online Adaptation in Depth Estimation and Semantic

Segmentation

Aspect Approach/Technique | Challenges Limitations Future Directions
Addressed
Monocular  Depth | Auto-masking, Differentiates Struggles to adapt to | Use auxiliary optical
Estimation velocity supervision between  stationary | dynamic elements | flow networks or
and moving objects, | due to exclusion of | stereo  setups to
mitigating scale | moving objects from | handle moving
ambiguity and motion | adaptation. objects more
disruptions. effectively.
Adaptation Intra-dataset (minimal | Demonstrates - -
Scenarios domain shift), Cross- | substantial accuracy
dataset  (significant | gains in both
domain variation) scenarios while
maintaining real-time
runtime.
Semantic Shared representation | Guides adaptation | Overemphasis on | Develop sophisticated
Segmentation for depth and | using scene structure; | well-represented class balancing
semantics, self- | prevents  deviation | classes; struggles | strategies; leverage
supervised cues, | from highly confident | with source domain
confidence predictions. underrepresented annotations to
regularization ones. improve adaptation.
Confidence Regularization Preserves  semantic | Impairs  adaptation | Implement advanced
Regularization restricts  deviations | integrity in absence | performance for less | balancing techniques

from highly confident
predictions

of explicit semantic
cues.

frequent or smaller
classes.

or alternative
mechanisms for
underrepresented
classes.

Dynamic Elements Exclusion of moving | Reduces depth | Limits adaptation to | Integrate multi-frame
objects from | estimation errors | dynamic scenes. networks or surround
adaptation caused by motion. view setups for better

handling of dynamic
environments.

Proposed Multi-frame  inputs, | Provide temporal | Real-time Optimize  RNNs for

Enhancements RNNs, networks | context and improve | performance real-time
using cost volumes or | accuracy. challenges with | applications; balance

feature correlations

RNNs and sensitivity
to moving objects in
cost volume
computation.

complexity with
feasibility in
computationally
constrained setups.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

In conclusion, the study's focus on online adaptation, unsupervised learning, monocular
depth estimation, and semantic segmentation highlights the intricate challenges and
innovative solutions in the realm of autonomous systems. By addressing data drift and
overfitting through experience replay and advanced techniques like auto-masking and velocity
supervision, the proposed approach demonstrates significant improvements in accuracy and
real-time runtime, paving the way for enhanced adaptation strategies. While limitations
regarding self-supervised cues and class balancing strategies persist, future research
directions, including the integration of auxiliary optical flow networks and multi-frame input
networks, offer promising avenues for further advancements in this dynamic field.

75




X1 Misicnapoona naykoso-npaxmuuna kongepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

This study lays the groundwork for ongoing advancements in online adaptation for
autonomous driving, setting a foundation for adaptive scene understanding models that can
maintain high performance in rapidly changing environments. The insights gained here open
pathways for future exploration into more adaptive and resilient vision systems, ultimately
contributing to safer and more reliable autonomous driving technologies.
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A BRIEF VIEW OF THE SPECTRUM MODEL OF THE COWS’ LACTATION

Summary. Here is a short representation of the "DalnSy, Dairy Information System" project
results received under the grant works by the SI "Baltic Sea neighbouring” program [1]. The
main goal of this work was to develop a spectrum model for describing the cows' lactation
process. The obtained results can be used as a part of the base model for cows and their features
in the herds' monitoring and control systems.

Some initial undertaking ideas for research and the source data about the milking process were
kindly provided by the SLU Uppsala. The used dataset contains information about more than a
thousand cows and a little less than 2 million records about milking events, which were collected
during some years with Gigacow data infrastructure [2].

As a result, information about the spectrum harmonics was obtained, analysed, and formalised,
which is related to the generalised time series data on the milking trend.

The formalised spectrum lactation model includes approximate descriptions of amplitudes' and
phases' components.

Keywords: spectrum; model; lactation.

1. INTRODUCTION

Within the framework of the global sustainable development program, one of the urgent
tasks is the systemic integration of the requirements of all spheres of human activity to
implement particular practical tasks. One of the urgent areas of development is agriculture
and animal husbandry, in particular.

From this point of view, animal husbandry's main feature is that it is characterised by
both a positive and a negative effect - positive and promising in terms of sustainable food
supply and negative in terms of the associated impact on the environment. The high provision
of calories and a balanced set of essential microelements obtained from animal products by
humans is unattainable in terms of efficiency, so far, from other sources.

However, the main issues arise in ensuring optimal conditions for the maximum effect
from the invested costs at the initial stages and minimising the indirect impact on the
environment and the social sphere later.

At the moment, such a global problem can't be solved effectively - society has no such
instrumental and logical tools. Therefore, the main directions trail to the theoretical basement
and computer systems development for such tasks provisioning. The new technologies,
models and new types of models, such as Precision Farming [3], Digital Twins and distributed
modelling systems are a high priority. At [4], other perspective tendencies and technologies
closely related to the digitalisation of farming and cattle are looked at and analysed.

As for the farm's monitoring and control systems, very often, a particular and reduced
set of parameters is used only - the microclimate's features in the barn, for example. These
models are simple and close to the cows' optimal environment formation but have another
control goal - energy consumption minimisation as a most costable resource.

In the sustainable development paradigm, the cow's and herd's control model will
include at least three components - such as optimal microclimate control, which provides a
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balanced milking productivity in relation to environmental pollution. So, the three
dynamically interoperable complex models are needed - cow's lactation, HWAC system
energy behaviour, and farm's organic product pollution (greenhouse gases, soil nitrogen, etc).

Therefore, the main goal will be the development of a system of tied models which
define the specific directions of the objects' reactions and impacts. The particular tasks will be
related to the specific models' development for this complex system.

This work and project aimed to develop a cow's lactation model as one of the
components of a dairy information system. This model, in perspective, will make it possible
to personally define the state of the cow's health and its reaction to different impacts and
optimise them concerning its stable evolution, productivity and well-being.

An accounting of the relative cyclicity nature of the lactation process allowed the
development of the spectrum model of the lactation process. Some additional factors were
considered for transforming into the spectrum with a Fast Fourier Transformation. They
cause, in particular, the data's re-arrangement into the regular time placement with values
approximation, and normalisation by time and magnitudes.

2. USED DATA FEATURES AND PROCESSING PIPELINE

Source data includes 56 different characteristics of the milking process. Our analysis
uses only the next of them - the date-time identifier, total yield for milking and cow's
identifier. The yield data can include "undefined” values. Some raw data from the milking
robots can be lost or damaged, which introduces uncertainties, and presented data are not
grouped and ordered. Therefore, the preliminary processing consists of the following tasks:
grouping by cow's identifier and data ordering by date-time identifier. An example of the
ordered data trend is shown in Fig.1-a.

a) b)
Figure 1. A per cow's representation of the milking time-series data:
a) the source data of total yield; b) normalised lactations’ rate data

In this figure, each lactation is marked by a specific colour. We can also see some of the
main difficulties for data processing - high levels of data value fluctuation, possible failure
series, non-complete data series, different durations of lactations (even for one's cow) and
explicit non-linear data behaviour in lactations. As a consequence of possible decision
evaluation, a path was chosen with the presenting data of lactation rate and normalisation of
data by amplitude and duration. The data corresponding to the 1st lactation from the Fig.1-a is
shown in Fig.1-b.

Prior to the aforementioned FFT preparation operations, the data were also cleared of
undefined values and failure series, and then filtered with the means values in the short series.

The graphs for the data of resulting components for the spectrum model of the
lactations' rates are shown in Fig.2.
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" Harmonnics' magnitudes

- Harmonics' phases

Figure 2. The obtained spectrum model components

If we take the central item as the start accounting position, the general descriptive
relations can be defined by the functions below. (1) - for the derivatives relation of spectrum
magnitudes and (2) - for the spectrum phases.

A, = k'%56%) « 5ign (255 + i) +

{255+i)’
(1)
where i = -255...255, k - the modulus of the median value from a set of derivative relations.
ph; = 1.3sin(0.007 - (j —256)) — 0.007 -vj — 256 v~ 0.55in(0.037 - (j — 256)),
)
where j=1 ... 511.
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CONCEPTS OF WEB 3.0 AND THEIR INFLUENCE ON EDUCATION

Abstract. Web 3.0, often referred to as the Semantic Web or the "next-generation internet," represents a
transformative leap in digital interaction, emphasizing decentralization, smart automation, enhanced user control,
and blockchain technology. This paper explores the fundamental principles of Web 3.0 and their transformative
potential in education, focusing on decentralized frameworks, semantic understanding, autonomous
organizations, and immersive technologies. It discusses the opportunities these innovations create, such as
enhanced accessibility, customized learning experiences, and improved data security, while also addressing
challenges like infrastructure limitations, digital proficiency gaps, and ethical concerns.

Keywords: Web 3.0, education, blockchain, decentralized frameworks, Semantic Web, artificial
intelligence, immersive technologies.

BASIC PRINCIPLES AND PROBLEMS

The adoption of Web 3.0 in education is based on several key principles that redefine
traditional approaches to teaching, learning, and administration. These principles leverage
advanced technologies such as blockchain, artificial intelligence, and immersive
environments to address persistent challenges while opening new opportunities for
innovation. In the following sections, we detail the core components of Web 3.0 and their
transformative potential for creating secure, adaptive, and engaging educational ecosystems:

1.1. Decentralized Frameworks. Web 3.0 introduces decentralized data storage through
blockchain, replacing traditional centralized servers. This transition enhances data security,
transparency, and ownership. In education, it enables students to store academic credentials,
such as certificates and diplomas, as immutable, globally verifiable records. Additionally,
decentralized platforms empower institutions to streamline operations, providing tamper-
proof audit trails for administrative processes, including admissions and grading systems.
This ensures [1] integrity and reduces reliance on intermediaries.

1.2. Semantic Understanding.The Semantic Web’s ability to interpret and analyze the
meaning behind data allows educational tools to dynamically adapt to learner needs.
Intelligent systems can create personalized educational journeys by analyzing individual
preferences, behaviors, and performance patterns. For example, Al-driven learning platforms
can recommend resources, suggest tailored courses, or adjust the complexity of content to
optimize engagement and comprehension.

1.3. Autonomous Learning Organizations. Decentralized Autonomous Organizations
(DAOs) are transforming governance models within education. These blockchain-based
entities operate through smart contracts, enabling transparent and democratic decision-making
processes. Tasks such as curriculum design, funding allocation, and institutional governance
can be managed collaboratively, reducing bureaucracy and enhancing accountability.

1.4. Immersive AR and VR Technologies. Augmented Reality (AR) and Virtual Reality
(VR) technologies provide new dimensions to learning experiences. By enabling students to
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engage with interactive simulations and virtual environments, these technologies enhance
comprehension and retention. Examples include conducting virtual chemistry experiments,
exploring 3D replicas of historical landmarks, and participating in real-world problem-solving
scenarios.

1.5. Detailed Data Ownership and Management. A crucial component of Web 3.0 is its
emphasis on data sovereignty. In education, this means students and educators retain control
over their data, deciding who can access it and how it is used. Blockchain technology ensures
data integrity and provides a transparent history of interactions. For instance, learners can
share only specific credentials with potential employers without revealing unnecessary
personal information. This selective disclosure enhances privacy while ensuring the
authenticity of records.

1.6. Incentive Structures through Tokenization. Web 3.0 introduces tokenized systems
that incentivize participation and achievement in education. Blockchain-based tokens can
reward learners for completing tasks, attending classes, or achieving milestones. For instance,
Non-Fungible Tokens (NFTs) can represent unique achievements, such as course completions
or competition victories, providing digital credentials that are both verifiable and collectible.

DEVELOPMENT OF AN AUTONOMOUS WORKFLOW AUTOMATION
SYSTEM BASED WEB 3.0 TECHNOLOGIES

Modern workflows require a high degree of automation to handle the growing volume
of data, increasing task complexity, and the need to adapt to changing conditions. Our work
focuses on the development of an autonomous system that combines the capabilities of
artificial intelligence (Al) and Web 3.0 technologies to create an innovative solution capable
of managing processes with minimal human involvement. The development of such a system
will significantly enhance productivity, optimize resource use, and improve the quality of
decisions made based on data. The core concept of the system is the application of artificial
intelligence for automatic data processing and analysis, which allows the system to
independently make decisions based on large volumes of information. At its core, neural
network analysis is used, ensuring not only rapid data processing but also the ability to adapt
to changing work conditions. Meanwhile, Web 3.0 [2] technologies provide the foundation
for creating decentralized and secure systems for managing processes and supporting
autonomous decision-making based on blockchain and smart contracts. The integration of
these technologies guarantees a high degree of transparency in operations, reduces human
involvement, and mitigates risks associated with centralized systems. The use of blockchain
technologies will allow us to create a system with reliable data protection and ensure security
at all stages of operation. Decentralized management systems, such as smart contracts and
decentralized autonomous organizations (DAOs), will automate decision-making processes,
ensuring fairness and transparency. Smart contracts can be used for automatically executing
transaction terms and managing resources, eliminating the need for human intervention and
minimizing [3] the risk of errors or fraud.

The practical application of the developed system can be diverse and highly beneficial
across various industries. For instance, in the manufacturing sector, the system could
automatically manage logistics and resource distribution, optimize supply chains, and monitor
product quality. In project management, the autonomous system could help in task allocation,
monitoring the completion of project phases, and propose solutions for optimizing workflows
based on data analysis [4]. In finance and accounting, the system will efficiently handle
transactions, generate reports, and automate the execution of contract terms with partners.

In the long term, the system could be applied in the creation of smart cities, where
autonomous systems will manage infrastructure, optimize energy distribution, control
transportation, and streamline [5] urban processes. It could also be used in the medical field,
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for managing medical records, diagnosing diseases, and optimizing the operation of
healthcare facilities.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Web 3.0 holds immense promise for revolutionizing education, offering solutions such
as enhanced accessibility, customized learning journeys, and secure data management.
However, realizing these benefits requires overcoming significant challenges, including
technological infrastructure gaps, the need for digital literacy, and the development of ethical
and regulatory frameworks. Future research should focus on strategies to bridge these gaps,
including collaborative investments, robust training programs, and the creation of user-
friendly technologies. By addressing these challenges, stakeholders can harness Web 3.0’s
potential to create an inclusive, innovative, and efficient educational landscape.
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JIOCJIJIDKEHHA E®EKTUBHOCTI KOMITFOTEPHOI CUCTEMM IP-TEJIE®OHIT HA
OCHOBI ASTERISK

AHOTaNisg. Y cTarTi AOCHIHKEHO eeKTHBHICTH KOMI'TOTEpHOI cuctemu IP-
tenedoHii Ha 6a31 Asterisk 3 akIEHTOM Ha MPOIYKTUBHICTh IPU PI3HIN KUIBKOCTI
OJIHOYACHUX JI3BIHKIB 1 BUKOPUCTAaHHI PI3HUX KOAEKIB. O0'€KTOM HOCIIIKEHHS
BHCTYINa€e cama cuctema tenedonii Asterisk, ToAl K TPEAMETOM € BIUTUB KOJCKIB
Ha 11 IPOJYKTUBHICTH y Ipolieci 00poOKku 13BIHKIB. PoboTa ckilagaeTbes 3 TphoX
PO3IUTIB: EPIIUA PO3KPHUBAE OCHOBHI (DYHKITIOHAJIbHI MOXKIUBOCTI Asterisk Ta ii
nepeBaru HaJl aHajoraMu; Apyruil — MUTAaHHS BCTAHOBJICHHS Ta HAJIAIITYBaHHS,
TpeTili — aHaji3 pe3ylbTaTiB TECTYBaHHS CUCTEMHU. Y MIACYMKY OYJ0 MPOBEIEHO
KOMILJIEKCHE MPOEKTYBaHHS Ta TECTYBAaHHS, ILIO MIATBEPIMWIO e(EeKTUBHICTh
3aMpPONOHOBAHOT CUCTEMHU.

Kawuosi ciioBa: Astersik, VoIP, IP-tenedomnis, Linux, Ubuntu, SIP.

1. BCTYII

CyuacHi TexHosorii IP-tenedonii 3HayHO BIUTMBAIOTH Ha CHociO opradizailii 3B'I3Ky B
KOPIIOPAaTUBHOMY CEKTOP1, J03BOJISIOUM MIABUIIUTH €GEKTUBHICTH POOOTH 3a paxyHOK
BUKOPHUCTAHHS IHTEPHET-IIPOTOKOJIIB JUIsl Mepeaadi rojJocoBux AaHuX. Cepes pi3HOMaHITHUX
miatdopmM, sKi peanizyorh [P-tenedoniro, Asterisk BHUIUISETBCS CBOE BIIKPUTOIO
apXITEKTypOl0, BHUCOKOI THYYKICTIO HAJAINTYBaHb 1 MIATPUMKOIO YHCIECHHUX (QYyHKIIIH
TPAIUIIHHUX TeIe(DOHHUX CUCTEM.

BceranoBnenns Asterisk Ha miAnmpueMcTBaxX J03BOJISIE CKOPOTUTH BUTPATH Ha 3B'A30K,
IHTerpyBaTl CHUCTEMY 3 IHIIMMU KOPIOPATUBHUMM IHCTPYMEHTaMH, a TaKOX T'HYYKO
HaJIAIITOBYBATH 1i IT1J1 KOHKPETHI MOTPEOH.

Mera maHoi poOOTH — JOCHIIKEHHS €QEKTUBHOCTI Komm'torepHoi cucremu IP-
TenedoHii Ha ocHOBI1 Asterisk, sika BAKOPUCTOBYETHCS IS 3a0€3MeUeHHs CTa0LIbHOT 1 AKICHOT
KOMYHIKaIlii B yMOBax pi3HOi IHTEHCHUBHOCTI HaBaHTaKeHHA. OCHOBHHMH 3aBJaHHSIMH €
aHalli3 MPOAYKTHUBHOCTI CHUCTEMH 3a YMOB PIi3HOI KUIBKOCTI OJHOYACHUX [3BIHKIB,
JOCTI/KEHHS BIUTMBY BUKOPUCTAHHS PI3HUX KOJEKIB Ha IIBUAKOJIIO Ta PECYPCH CHUCTEMHU, a
TaKoX po3poOka peKoMEeHIaIlli 3 onTuMizaiii HamamTyBaHb Asterisk /Ui KOpIOpaTHBHOTO
BUKOPHUCTAHHS.

IP-tenedonis € cydacHoro TexHoJIOTI€I0, IO 3abe3meuye mepenady TroJjiocy 4depes
IHTEPHET-IIPOTOKOJI, ONTUMI3YIOUM BUTPATH Ha 3B'SI30K 1 MIABHIIYIOYM THYYKICTh CHUCTEMHU.
Bona npariitoe Ha OCHOBI NaKeTHOI Nepeayi JaHWX, 3aBJISKA YOMY J3BIHKHM HE MOTPeOyIOTh
BUJIJICHUX KaHAJIB, K Y TpajuLiiiHii TenedoHii, 1 MOXKYTh JIETKO IHTETPYBAaTUCA 3 IHIIUMHU
6i3Hec-cuctemamu [1].

OcnoBuumu nporokosnamu IP-tenedonii € SIP ta IAX. SIP BukopucroByeThcs ais
BCTAQHOBJICHHS Ta YMHPAaBIiHHS BUKIMKAMHU, IO POOUTH HOTO 3py4yHUM ISl KOPIOPATUBHUX
Mepex 3aBSKH THYYKOCTi Ta MacmtaboBaHocTi [2]. IAX, y cBoro uepry, € crenialbHUM
npoTokosioM i Asterisk, sikuif 3HMKye Tpadik 3aBasku 00’ €JHAHHIO TOJOCOBHUX KaHATIB Y
OJIHOMY TOTOIll, 10 pOOUTH HOro ONTUMANBHUM I BHYTPIIIHIX I3BIHKIB MK cepBepaMu
Asterisk.

Asterisk, sk ocHoBa mans IP-tenedonii, € BIIKPUTHUM Ta THYYKHUM TNPOTPAMHUM
pillleHHsM, SIKe I03BOJISE aNaNTyBaTH CHCTEMY 10 Oyab-aKuX m0Tpeb 6i3Hecy. HMoro nepesarn
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BKJIIOYAIOTh MacIITab0BaHICTh, IO MIAXOIUTH JJIsI MEPEX PI3HOTO PO3MIpY Bi Manux odicis
710 BEJIMKHX KOPHOpalii, 3HMKEHHS! BUTPAT HA MDKMICHKI Ta MDKHApPOJHI J3BIHKH, a TaKOX
nerky inmterpamito 13 CRM-cuctemamu, cepBicaMHM 3amucy pO3MOB Ta  IHIIMMH
KOPIIOPAaTUBHUMH IHCTPYMEHTaMH.

Jlist 3a0e31meYeH s IKOCT1 3B’ s13Ky BUKOPUCTOBYIOTHCS KOJIekH, Taki ik G.711 ta G.729,
AKi 3a0e3MevyIoTh Pi3HHMHA pIBEHb KOMIIpECii JaHWX 3aJ€KHO BiJl BUMOT JO MHPOIYCKHOI
3natHOCTI. Lle n03Bosie KoMmaHisM OalaHCyBaTH MDK SIKICTIO 3B’SI3KY Ta HABaHTA)XCHHSM Ha
Mepexy, OOMparody ONTUMAIILHUHA BapiaHT.

Takum uuHOM, IP-Tenedonis na 6a3i Asterisk € eKOHOMIUHO BUTITHMM Ta THYYKUM
pILIEHHAM JUIsl OpraHizailii KOpPHOpPaTUBHOTO 3B’SI3KY, SKE€ J03BOJISE JIETKO IHTErpyBaTH
TeleOHHY MEpexy 3 IHIIMMHU Oi3Hec-cucTeMaMu Ta €(EeKTHBHO KepyBaTH KOMYHIKalllsIMU
BCEepeIMHI KOMITaHii.

2. PE3YJIbTATH

BcranoBnenns ta HamamTyBaHHS Asterisk € KIIOYOBMMU eTarmamu BrpoBakeHHs [P-
TeneQoHii, [0 BIUIMBAIOTh Ha CTAOUIbHICTh 1 NPOAYKTUBHICTH cucTeMU. J[ns 1poro
BUKOpHUCTOBYBasin cepBep Ha 6a3i Linux (Ubuntu a6o CentOS). Cucrema oHOBIIOBajacs,
BCTAHOBJIIOBAHCS 3aiexHocTi: libxml2, libncursesS, libsqlite3, DAHDI 1 LibPRI. Asterisk
3aBaHTAXYBaJM 3 OQILIIHOTO PEno3UTOPi0, BUKOHYBAIM KOMIIUIALIID Ta KOH(IrypyBaiu
(aiinu B /etc/asterisk.

VY pjsip.conf nHamamrtoByBann SIP-3'eqHanHs, y extensions.conf — mianmiaH, a
asterisk.conf micTuB 3aranpHi mapamerpu. KopucTtyBadiB gomaBany uepes cekilii B pjsip.conf,
a mpaBwmiIa 00poOKM I3BIHKIB MpomnucyBaiH B extensions.conf. J{mst Ge3nexku pekoMeHayBaIu
mudpyBanus TLS 1 SRTP, oOmexenns noctyny no daiisis 1 HamamTyBadHs firewall.

3amyck 1 TeCTyBaHHSI CHCTEMH BUKOHYBaiH depe3 sudo asterisk -rvvvvv. Komanmau pjsip
show endpoints, pjsip show aors i pjsip show auths mepeBipsum peectpailito KOpUCTyBadiB.
BcranoBnenns Asterisk 3abe3neuwmsio HaxmiiiHy IP-TenedoHio 3aBASKM  TPaBUIIBHIN
KoH(iryparii, 6e3meri Ta TeCTyBaHHIO.

VY cydacHOMY CBITi ICHY€ KUJIbKa IHCTPYMEHTIB ISl TeCTyBaHHs mpoTokoury SIP, mpote
BOHHM MAarOTh HEIIOJIKH, SK-OT BHCOKa BapTICTh YW HECYMICHOCTI pe3ynbTaTiB. Xoua IETF
BU3HAUMB METOJIOJIOTII0O Ta MOKa3HWMKHM Juisi TectyBaHHs SIP, mporpam abo amapaTHOTO
3a0e3neyeHHs AJ1s HOPIBHSUILHOTO aHai3y UX KOHLEMIN MOKH 110 HEMAE.

OanuM 13 miaxoXiB € Mojenb Kommadii Transnexus, sika BUKOPUCTOBYE BIAKPUTUHN
redepatop Tpadiky SIPp. TecryBanus monentoe obunsa kinui SIP-mianmory, mepeipsitoun
SIP-cepBep 13 peectpaTopom SIP, SIP-nipokci a6o B2BUA. BoHO IpoBOIUTECS HA OKPEMOMY
KOMIT'IOTEpPl, MIAKIIOUEHOMY JI0 KOMYTaTopa pa3oM i3 TECTOBAaHUMHU MPUCTPOsIMHU. TecT
TpuBae 16 XBUJIMH, reHepyroun 60-CeKyHIH1 A3BIHKH 13 331aHOI0 YacTOTOIO.

OCHOBHI MOKa3HUKHU TECTYBaHHS BKIIOYAIOTh:

HaBanTaxxenns na CPU

KiIbKICTh yCHIITHUX/HEYCHIIIHUX A3BIHKIB

3aTpuMKy peectpauiitHoro 3anuty (RRD)

3arpuMKy 3anury ceancy (SRD)

Hns mozpentoBanHst UAC 1 UAS BukopucroByerbest SIPp 13 3anmyckom XML-crienapiis.
ABTOMaTu3alisl TecTiB 3MiiicHIOeThCs uepe3 SSH-3'enHaHHA, a KUIBKICTh KOMIT'IOTEPIB
BHU3HAYAETHCS 3aJIEKHO BiJl MAKCHMaIbHOTO HaBaHTakeHHs SIP-cepBepa.
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Pucynox 2. Cepeone eukopucmanns L{Il ma 8i0no6ioni HOpmMoBami 3HayeH s

Hopmanisosare cepegHe axutrep (100% cTocyeTben
nepeknagy bes Kogekis)
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Pucynox 3. RRD ma 8i0no8ioHi HOpMO8aHi 3HAYeHHS
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Pucynox 4. SRD ma 6i0no6ioHi HOpM0OBaHi 3HAYEHHS

Pe3ynpratu TecTyBaHHS BUSIBIIIM 3aJIEKHICTh MK KUTBKICTIO OJHOYACHHX BHKJIHKIB

i

BukopuctanasiM CPU. Tpancnsamis xonekiB, Hampukian, 3 G711u wa G711A, 3HauHO
30UTbIIyBaJIa HABaHTaXKEeHHs, a Kojeku (G726-32bit BUSBUIHUCS IIe OUIHII BHUMOTJIMBHMHU.
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3pocTaHHs HaBaHTAKEHHS BIUIMBAJO HAa TMOKa3HUKH 3aTPUMOK: CEpelHid JOKUTTEp 1
MaKCHUMaJlbHa 3aTPUMKa MaKeTiB 30UIbIIYBAINCS, OCOOIUBO MPH TPAHCIIALIT KOJIEKIB.

Y pocnimkeHHI MpoaHaTi30BaHO CyvacHi meronau TectyBaHHsS SIP, Bu3HaueHo ix
nepeBarn W HEMONIKW. 3alpoliOHOBaHA METOJOJIOTISI TECTYBAaHHS JIO3BOJIIIA OIHUTH
KIIIOYOBI MmapaMeTpu npoaykTuBHOCTI SIP-cepBepa. PesymbraTi migrBepanian HEOOXiqHICTH
BpaxyBaHHS JUHAMIYHUX XapaKTEPUCTUK CUCTEMH Iis ontumizanii VolP-ingpactpykrypu.

BUCHOBKHA

Y po6oTi po3poOIIeHO, HAJAMITOBAHO Ta MPOTECTOBAHO CHCTeMy TeiedoHii Ha 0asi
Asterisk, mo 3abe3neunno posropHytuil ananiz IP-tenedonii Ta cyyacHux VolP-pimens.
[IpoBeneHo oruisl OCHOBHUX MOHSATH, PO3IISIHYTO MepeBaru i Heaosiku Asterisk mopiBHSIHO 3
anbTepHaTHUBaMH, OOIpyHTOBaHO BUOIp 1€l uiatopmu [yt peanizaiii cuctemu. Buznaueno
HeoOX1IHUH (YHKIIOHAJ, BUKOHAHO JETalbHY HACTPOMKY Ta agamlTalliio A MPaKTUYHOTO
BUKOPHUCTAHHS.

Oco6nuBy yBary npuauieHo KoH]irypaimiiiHum daitnam Asterisk, sxi 3a0e3nedyroTh
THYYKICTh Y HAJIAIITyBaHHI. TecTyBaHHS Mpale3/1aTHOCTI 13 BUKOPUCTaHHIM KoaekiB G711u-
law, G711A-law, G726-32 i GSM [03BOJIMJIO OIIHWTH IXHIM BIUIMB HA MPOJIYKTUBHICTD.
Bussneno, mo nepexoayBanss 3 G711u va G711A 30inbp11ye HAaBaHTaXEHHS HA MPOIECOP HA
23%, Toml SIK HaWBHWIII BUMOTH JO pecypciB mae komek (G726-32, a GSM crtBOpro€e
MiHIMaJIbHE HaBaHTAKEHHSI.

MonentoBanHs cueHapito 3 120 oqHOYaCHUMU A3BIHKaMU [MOKA3aJI0 CYTTEBY PI3HMIIIO B
HaBaHTaXeHHI MK KojgekamMu GSM 1 G726, minTBepKyOYM 3HAYHUI BIUTUB BUOOPY KOJCKA
Ha TMPOAYKTHBHICTh. Asterisk 3a0e3meunB cTaOUIBHY poOOTY HaBITh NPH BHCOKHX
HaBaHTAKCHHAX, IO JEMOHCTPYE HWOT0 €(PEKTHUBHICTh 1 MOXJIMBOCTI ajamnTailii 70 BUMOT
MPOTYKTUBHOCTI.

Pe3ynbpratu NOCHIIPKEHHS MOXKYTh CIYTYBaTH MNPAKTUUHUMU PEKOMEHIAIISIMU IS
ontumMizanii VolP-cucremu Asterisk, ii HamamTyBaHHS Ta MOJAJbIIOTO 3aCTOCYBaHHS B
PI3HHMX cepeaoBuIax TenedoHii.

MMOCHUJIAHHS

[1] Jlxum B. M. Acrepick. MaiiGytre Tenedonii [Tekct] / Jxkum Ban Merrenen,
Jlib Mancen, JIxapen Cmir - M.: CumBout-Ilmtoc, 2015. - 656 c.

[2] o Taxe SIP-tenedonis, 1 HaBimo BoHa noTpidHa?. bior Ringostat. URL:
https://blog.ringostat.com/uk/shcho-take-sip-telefoniia-i-navishcho-vona-potribna-biznesu.

[3] The ultimate guide to IP PBX and voip systems. the best free IP pbxs for
businesses. Cisco Networking, VPN Security, Routing, Catalyst-Nexus Switching,
Virtualization Hyper-V, Network Monitoring, Windows Server, CallManager, Free Cisco
Lab, Linux Tutorials, Protocol Analysis, CCNA, CCNP, CCIE. URL:
https://www.firewall.cx/tools-tips-reviews/ip-pbx-unified-communications/how-ip-pbx-work-
best-free-voip-systems-advanced-unified-communications.html?highlight=WzFd.
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KOMIT'FOTEPHA CUCTEMA MOJIEJTFOBAHHS ITOBEIHKU JIFOJIEM B
EKCTPEMAJIbBHUX CUTYALIAX

AHOTanigs. Y cy4acHOMY CBiTI MigBUINEHHS piBHA Oe3meku Ta
aBTOMAaTH3allli MPOLECIB €BaKyallli B €KCTPEMaJIbHUX CHUTYAI[lsIX € aKTyaJlbHUM
3aBaaHHsAM. CTaTTs TPUCBSYEHA JAOCIHDKEHHIO MIAXOMIB J0 MOJCIIOBAHHS
TOBEJIIHKH JIFOJIEH B yMOBaX €KCTpeMaIbHUX cUTyalliil. OCHOBHA yBara npujauieHa
pO3po0Ili KOMIT'IOTEPHOT CHUCTEMH, SIKa JO03BOJIAE ONTHUMI3yBaTH €BaKyallliiH1
MPOIIECH, HAa aHalli31 JIIOJCHKOT MOBEIHKU. 3ampOrOHOBaHI METOJM 00 €KTHO-
OpIEHTOBAHOTO aHAI3y Ta MOJEOBaHHA 3 BUKopHcTaHHAM UML 3abe3neuyrorh
TOYHICTh 1 3pYYHICTh MPOTHO3YBaHHS. Pe3ynbTaTu JOCHIKEHHS MOKa3ajiH, 110
BUKOPHUCTAHHS ITUX CUCTEM JI03BOJISIE CKOPOTUTHU Yac eBakyarlii 10 35%.

KurouoBi cioBa: Moje/nfoBaHHS MOBENIHKH, KOMI'TOTepHa cuctema, UML,
eKCTpeMaJIbH1 CUTYallll, eBaKyallis.

1. BCTYII

besnieka B eKCTpeMallbHUX CHUTYAIlISIX € MPIOPUTETOM JJIsi Cy4acHOTO CYCHUIHCTBA. 3a
JAHUMU JTOCTIIKEeHb, TEXHOTCHHI aBapii TPAIUIAIOTECA y 3 pa3u 4yacTille, HDK CTUXINHHI JInXa,
[0 BUMarae BIOCKOHAJICHHS 3aco0iB MPOTHO3YBaHHS 1 ympaBiiHHS eBakyarlieto. CydacHi
iH(bOpMaIliiiHI TEeXHOJIOTIl, Taki SK MOJEIIOBAaHHS Ta CHUMYJIAIIA, HANAalOTh €()EeKTUBHI
pimeHHs Ui miei npobaemu. BUKoprCcTaHHS KOMIT FOTEPHHUX CHCTEM JIO3BOJISIE CTBOPIOBATH
MOJIeN €BaKyallliHUX MpOIeciB, MPOTHO3YBATH MOXKJIWBI CIICHapii MOBEIIHKM HATOBITY Ta
PO3pOoOIIATH ONTUMATBHI MapIIPYTH €BaKyarlii.

[TocranoBka mpoOiiemu. Jlrojchbka MOBEAIHKA y €KCTPEMalbHHUX CHUTYaIliIX 4YacTo €
HEeJIHIAHOIO0 1 HemepeaOadyBaHow. Hampukiaa, nmaHika 4 (i3UYHI TMEPENIKOIN MOXKYTh
CTBOPIOBATH KPUTHUYHI 30HH Y MICIISIX MacOBOT0 CKyIMYeHHs Jitoei. CydacHi CHCTEMH 4acTo
HE BPaxOBYIOTh €MOIliiiHI (paKTOpPH 1 B3a€EMOJIi y HATOBII, IO 3HMXKYE iX €(PEKTUBHICTD.
OcHOBHOIO TIPOOJIEMOIO € HEOOXITHICTh CTBOPEHHS YHIBEPCAaIbHOT CUCTEMHU MOJICIIIOBaHHS,
sIKa JIO3BOJISIE TOYHO BiJIOOpaXKaTH CKIIA/IHI B3a€MOJIIT B €KCTPEMaIbHUX YMOBAX.

AHani3 OCTaHHIX JOCHDKEHb 1 MyOmikamiid. Y cTarTi pO3TJISHYTO MOJETIOBAHHS
MOBEAIHKH JIIOAH Yy eKCTpeMalnbHuX cHuryaliix. OCHOBHHMI akleHT 3poOjeHo Ha
BUKOPUCTaHHI METOJIB 00'€KTHO-OPIEHTOBAHOTO MojenoBaHHs Ta MoBu UML  mns
MPOEKTYBAHHS CHCTEMH, IO ONTHMI3Y€ €BaKyalliliHi mpouecu. ABTOPH HABOJAATH MPUKIIAIN
BukopuctanHs UML-giarpam, Takux SK JlarpaMu KJIaciB 1 BapiaHTIB BUKOPUCTAHHS, LIO
JI03BOJISIFOTH JIETAJIbHO MPOEKTYBATH CTPYKTYPY Ta (PyHKIIOHAIBbHI 0COOINBOCTI cuctemu [1],
[2]. Panimie HeBupilleH1 YaCTUHH NPOOIEMU:

* HeoOxifnicTh iHTErparii MOBEIIHKOBUX 1 (I3MUHUX MOJAENEH Ui IPOTHO3YBAaHHS
noBeinku Harosmy [3], [4].

* BincyTHicTh cTaHgapTiB A7 YHI(PIKOBAHOTO MiAXOAY A0 MOJEIIOBAHHS €BaKyalllitHUX
cucrtem [5].

Mera mnyOmikanii. BpaxoByroun 3poctatouy noTpeOy B e(eKTUBHUX Ta Oe3MeuyHHX
METO/IaX eBaKyallili B eKCTpeMaJbHUX CUTYAIlisIX, METOI0 CTATTI € BHCBITIEHHS MiIXOMIB J0
MO/ICJTIOBaHHS MOBEIIHKH JIIOJEH 3a JOMOMOTO0 KOMIT IOTEPHUX CHCTEM, 110 0a3yloThCs Ha
o0'ekTHO-OpieHTOBaHOMY aHanizsi Ta MoBi UML. Crarrs chnpsiMoBaHa Ha po3poOKy 1
JOCII/DKEHHS €PEeKTUBHOCTI TAKUX CHCTEM JIUIsl ONTUMI3allii eBaKyalifHIX MpoOIIeciB, 30KpeMa
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[UIAXOM TIPOTHO3YBAaHHsS TIOBEAIHKA HATOBIYy Ta BHU3HAUEHHS OE3MEYHHUX MapLIPYTiB
eBaKyarrii.

2. METOAU JOCJIAKEHHSA

Jnist peanizalii IpOEKTY BUKOPHUCTOBYBAIHMCH METOIM 00’ €KTHO-OPIEHTOBAHOTO aHAII3Y
i ™opemroBanHs. UML-miarpamu, Taki SK JiarpaMd  BapiaHTiB  BUKOPHCTaHHSA 1
MOCIIIOBHOCTEH, 3aCTOCOBYBAIHMCH Ui OMHUCY CIICHApiiB B3a€MOJil KOPUCTYBadiB i3
cucremoro. CuMyJsiis BUKOHYBaiach 3a jomnomororo Python, 3 BukopucranusM 6i0mioTex
TS Bi3yasi3alii Ta mapajieabHuX 00UnCIICHb.

3. PE3YJIbTATHU TA OBI'OBOPEHHS

3anponoHOBaHAa CHUCTEMa JIO3BOJISIE TMPOTHO3YBaTH IIOBEAIHKY HATOBIY Yy PI3HUX
eKCTpeMaJbHUX cuTyalisix. Hampuknan, y mpUMINIEHHSX 13 BHCOKOIO IIUIBHICTIO JIIOAEH,
cUCTeMa 1JeHTH(IKyBala KPUTHUYHI TOYKM Ta IMPOINOHYyBaja ajJbTEpPHATUBHI MapuIpyTH
eBakyarlii. [TopiBHSIHHS 13 TpaJUIITHUMH MIJX0JaMH [M0KA3aJo, 1110 3allpOIIOHOBAHA CHUCTEMA
3HIDKYE Yac eBakyarlii Ha 25—-35%.

Bisyanizauia

Pucynox 1. UML-0iaepama eapianmis suxopucmanus
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Pucynok 2. UML-0iaepama nocniooenocmeti

BUCHOBKHU TA NEPCIIEKTUBU NOJAJBIINX JOCJIIKEHb

Po3pobniena cuctema € MepCreKTUBHUM IHCTPYMEHTOM IS YIPABIIIHHS €BaKyaIli€lo y
eKcTpeMaabHuX cuTyamisx. [logampmni mociimkeHHs OyayTh CIPSMOBaHI Ha IHTErpaIiio 3
peaTbHIMH CUCTEMaMU MOHITOPUHTY, TakuMH K loT-ceHcopu, Ta aganTallio 10 BiIKPHUTHUX
MIPOCTOPIB.

MNOCHUJIAHHSA

[1] Bukopucranus yHidikoBaHoi MOBH BizyaiapHOro mosmemoBanus UML (UNIFIED
MODELING LANGUAGE) sk iHCTpyMEHTY MiATPUMKH IPOEKTYBaHHS 1H(GOPMAIIHHIX
CHUCTEM [EnexTpoHHU pecypc] - Pexum JIOCTYITY:
https://www.lute.lviv.ua/fileadmin/www. lac.lviv.ua/data/DOI/2522-1256-2019-24-16.pdf

[2] BactocyBanns UML nns MojentoBaHHS Ta MPOEKTYBaHHS 1HPOPMAIITHUX CUCTEM

[EnexTpoHHuUi pecypc] Pexum JOCTYIY:
https://ela.kpi. ua/server/ap|/core/b|tstreams/eb5f589c -6¢b5-4fe6-acff-d88b193777af/content
[3] EkcrpumanbHa mncuxonoris [Enekrponnmii pecypc] — Pexum gocrymy:

https://onu.edu.ua/pub/bank/userfiles/files/fpsr/navchalni_materialy/metodychne _zabezpeche
nya/053_bakalavr/mr_ekstremalna_psykhologiya.pdf

[4] Komm’roTepHe MOemOBaHHs: cucTeMu 1 mpouecu [Enexkrponnuii pecypc] — Pexxum
JOCTYITY: https://viduus.net/wp-content/uploads/2019/02/Razrabotka-trebovanij-k-
programmnomu-obespecheniyu.pdf

[5] Po3pobka inpopmaris pecypciB Ta cucreM [EnextponHuit pecypc] — Pexum
noctyny: http://www.its.kpi.ua/itm/tkot/Students/Lec2 2-State-Classes-D.pdf
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DOUBLE-RATCHET BASED SECURITY FOR PROVIDING INTERNET SERVICES TO
DISCONNECTED AREAS

Abstract. This paper introduces an architecture that leverages existing mobile devices
and applications to facilitate end-to-end encrypted internet access in areas without direct
connectivity. The system is a special case of a Delay-Tolerant Network (DTN) structured into
three core components: a client application, a transport application, and a cloud server. The
client application aggregates data from various applications on the device into a single data
bundle and encrypts it using the Double Ratchet algorithm (part of the Signal protocol). This
encrypted bundle is then transmitted over Wi-Fi Direct to the transport application, which acts as
an untrusted courier. Upon reaching an internet-connected area, the transport application uploads
the encrypted bundles to the cloud server. The server, in turn, decrypts these bundles and routes
the data to their intended application servers. Responses from these servers are sent back to the
client through the same routes. This architecture offers a seamless and secure solution for
internet connectivity in disconnected zones, eliminating the need for additional hardware. It can
handle various types of application data while ensuring the integrity and confidentiality of the
data in transit without relying on a trusted centralized certificate authority or trusted data
transports. We have implemented this architecture in the open-source Disconnected Data
Distribution (DDD) project.

Keywords: End-to-end encryption; DTN; double-ratchet; security.
1. INTRODUCTION

The internet has become an integral part of modern life, connecting people all over the
world and enabling access to a vast amount of information and resources. It has transformed
the way we communicate, do business, and access entertainment. In addition, the internet has
made it easier for people to access education, healthcare, and government services. Society
today is, therefore, heavily dependent on this digital connectivity, and people who lack
internet access are at a disadvantage. Internet accessibility is not a global standard, with many
regions still lacking reliable connectivity. This digital divide can have serious consequences,
particularly for those who are already marginalized or disadvantaged.

In situations like natural or man-made disasters or pandemics, internet access is
important because it might be the sole method for communication and distributing
information. However, during such events, internet outages and disruptions can occur, leaving
even those who normally have access without reliable connectivity.

Delay-tolerant networks (DTNSs) are a type of networking technology that can be used
to deliver internet connectivity to remote areas where traditional networking infrastructure is
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unavailable or unreliable. DTNs are designed to operate in these environments that cannot
rely on continuous connectivity [1].

Disconnected Area
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Figure 1. System Overview

This project introduces a system leveraging existing mobile phones to provide internet
access in areas affected by disasters or those remotely located, securing communications with
end-to-end encryption, as illustrated in Figure 1. Users sideload the Bundle Client app to
enable their phones to access internet services for specific applications in a disconnected
setting. This app, henceforth called the Bundle Client or simply the client, facilitates offline
internet access. A second application, the Bundle Transport, is used on another mobile phone
that travels between areas with and without internet connectivity. This phone will be referred
to as the transport. When a transport comes in contact with a client, the client combines data
from all supported applications into a single data bundle and encrypts it using an end-to-end
encryption technique before sending it to the transport. We use Wi-Fi Direct [2] for the
communication between the clients and the transports. Wi-Fi Direct allows two Android
phones to communicate directly without any other infrastructure, such as WiFi access points.
The transport physically transports all the received bundles to an area with internet access,
where it uploads the data to a cloud-based Bundle Server. The server processes these bundles,
decrypting them and forwarding the data to the intended application servers on the internet,
and vice versa for responses.

In this model, all data from clients will be transported to the Bundle Server. Transports
do not move data between clients. However, the Bundle Server can send data to a particular
client using a transport. This is similar to sending an email from your phone to the person
sitting next to you; the email goes up to the server on the internet, and your friend retrieves
the email from that server even though the phones are next to each other. The DTN solution
we developed around this model has mechanisms for handling retries and distributing data to
transports that are described in another paper [3]. In this paper, we focus on the security
aspect of this DTN solution.

Goals: Bundle Transports are the key to providing disconnected areas with internet
data. However, we do not trust them. Anyone can sign up to be a Bundle Transport; they just
have to download the transport application on their phone.

We use end-to-end encryption and authentication to prevent Bundle Transports from
examining or modifying the data they transport. Transports can collect data and not deliver it,
but the result would be the same as if the transport was not present at all.

Our end-to-end encryption and authentication has the following goals:

1. No online client key provisioning: when new clients come online, they need to be
able to self-provision their security credentials completely offline.
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2. No Public-Key Infrastructure: we don’t rely on trusted third parties like Certificate
Authorities or SMS validation.
3. Resilience to lost messages: because our transportation infrastructure includes
malicious actors who may drop messages, we need to tolerate messages getting lost.
We achieve these goals using self-certifying public key identities and double-ratchet
end-to-end encryption.

3. THE THEORETICAL BACKGROUND

Self-Certifying Keys: To solve the problem of key verification, we draw from the work
of the SFS (Secure File System) [4] where the identity of a device is mapped to its public key.
This avoids key management machinery by using a locator that includes the remote server’s
public key. By identifying a client using its public key, we can avoid the need for public key
infrastructures or SMS callbacks to associate a public key with an ID or phone number.

Encryption Key Generation: We use the double ratchet algorithm as employed in
Signal’s messaging protocol [5]. The algorithm uses a Diffie-Hellman ratchet for the given
public-private key pair to generate a shared secret. This, along with the result of a root key
generated using the X3DH as described in [6], results in a symmetric key used to encrypt or
decrypt the message. Exchanging the public keys and synchronizing the ratchets at the
recipient’s end results in the generation of an identical symmetric key. The double ratchet
algorithm does not require online communication between endpoints to synchronize keys,
which fits our requirements.

4. THE RESULTS AND DISCUSSION

Data is packaged into bundles to be transported by the Bundle Transports. A bundle is a
zip file consisting of the following: (KeylInfo, EncryptedBundleld, EncryptedPayload)

The EncryptedPayload is an encrypted zip file with application data. It is encrypted
with AES-GCM [7], which is a symmetric cipher that provides both confidentiality and
message integrity guarantees. The Bundleld is made up of the client’s ID (its Base64 encoded
identity public key) and the bundle counter. The Keylnfo has the public key information the
server or client will need to decrypt the payload. The content of the Keylnfo differs for the
client and server since clients only receive bundles from the server, so it knows to use the
server’s public key to decrypt a payload, but a server receives bundles from many different
clients.

Sending Bundles

For bundles sent by the client to the server, ServerKeylnfo will consist of:

(OneTimePublicKey, Encryptow,spk(ClientldentityKey, ClientBaseKey, EphemeralKey))

Every time a client sends a bundle to the server, it generates a one-time public key. It
uses this public key (otk) and the server’s public key (Spk) to encrypt the client’s identity and
base public keys used to encrypt the payload using double ratchet. When the client generates a
new bundle, it will increment its outgoing bundle counter and use it to generate a new
BundlelD and calculate EncryptedBundleld using

EncryptedBundleld = Encryptotk,spk(BundlelD)

Only the server can decrypt the client public keys and bundleld and thus decrypt the
payload. The transport cannot decrypt the payload or even know which client generated the
bundle it is transporting.

Receiving Bundles

For bundles sent by the server to clients, the ServerKeylnfo will only contain the
EphemeralKey used with double ratchet. The EncryptedBundleld is generated using
EncryptedBundleld = Encryptcpk,spk(Bundleld), where cpk is the client’s public key. The client
that the bundle is going to can calculate the EncryptedBundleld to expect, but transports will
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not be able to know the destination of the bundle. Because bundles sent by a server may be
lost, the client requests a window of 10 possible EncryptedBundlelds from a transport. While
this keeps the destination of a bundle hidden from a transport, it limits the server to 10
outstanding bundles to a given client.

4. CONCLUSION

We have shown how we can use the Double Ratchet algorithm from Signal to meet the
security requirements of our DTN solution. One of the most challenging aspects of our DTN
is that anyone can be a transport. This allows us to build a DTN network quickly, but it also
means that we cannot trust a transport to be non-malicious.

Self-certifying keys for clients avoid the problem of associating client identities with
their public keys, which allows us to send the client’s public key to the server using untrusted
transports. We then use the Double Ratchet to provide robust end-to-end authentication and
confidentiality of messages with all the guarantees that Double Ratchet provides. Finally,
rather than putting the receiver's identity in the bundles given to transports, we instead use
pseudo-random bundle IDs that cannot be associated with a given client by an observer.

We have implemented this system using Android phones and proof-of-concept client
applications. The code is available on GitHub at [8].
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A REVIEW OF INFORMATION TECHNOLOGY FOR "ON-THE-FLY" IMAGE
RECOGNITION IN TRAFFIC SCENARIOS

Abstract. With the continuous growth of the global population and the
acceleration of urbanization, problems such as road congestion, traffic accidents,
and environmental pollution are becoming increasingly serious. In order to meet
these challenges, the transportation system relies on advanced information and
communication technologies to build an efficient, safe, environmentally friendly,
and comfortable transportation environment, provide comprehensive traffic
information services, and provide a safe, fast, and economical travel experience
[1]. This paper mainly targets non-motor vehicles, motor vehicles, and
pedestrians, and studies the research status and application of target detection
algorithms in traffic scene target detection and recognition from the aspects of
target detection algorithms and target detection algorithm optimization [2]. This
paper conducts a framework study on the advantages, limitations, and applicable
scenarios of various methods of real-time vehicle detection algorithms based on
lightweight YOLOV5 and YOLOV8 methods [3].

Keywords: Traffic scene; real-time image processing; YOLOS8; deep
learning; lightweight

1. INTRODUCTION

1.1 Evolution of traffic scene information technology

The application of information technology in transportation scenarios has undergone
significant evolution over the past few decades. Early traffic monitoring systems mainly
relied on simple image processing technology and manual monitoring. With the introduction
of machine learning, especially the rapid development of deep learning technology, real-time
image recognition has become the core technology of modern traffic management[4].

1.2 Overview of real-time image recognition of traffic scenes

The emergence of real-time image recognition technology has profoundly changed the
way modern urban traffic is managed, by enabling systems to instantly analyze and interpret
visual data. Real-time image recognition plays a vital role in improving road safety,
optimizing traffic flow, and supporting the deployment of autonomous driving. The complex
relationship between information technology and real-time image recognition technology in
traffic scenes. With the advancement of urbanization and the increase in traffic density, the
demand for smarter and more efficient traffic management systems is growing. Real-time
image recognition technology can help provide dynamic monitoring, analysis and
management of traffic conditions[5].
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1.3 Information technology for real-time image recognition of traffic scenes

Image recognition is the process by which a system interprets and classifies objects in
an image. In traffic scenarios, this usually involves the detection of vehicles, pedestrians,
traffic signs, and other relevant elements [6]. In traditional computer vision methods, image
recognition usually relies on techniques such as edge detection, feature extraction, and pattern
recognition. With the introduction of machine learning, especially deep learning technology,
the ability of real-time image recognition has been revolutionized [7].

2. THE THEORETICAL BACKGROUNDS

2.1 Machine Learning

Machine learning (ML) is a subset of artificial intelligence (Al) that focuses on
developing algorithms and models that allow computers to learn from data and make
decisions. There are three types of machine learning: supervised learning, unsupervised
learning, and reinforcement learning, where the goal is to learn a policy that maximizes
rewards accumulated over time.

2.2 Deep Learning

Deep learning is a machine learning method based on artificial neural networks, which
simulates the working principle of the human brain to solve complex data pattern recognition
problems. This method has been widely used in image recognition, speech recognition,
natural language processing and other fields, and has made significant progress. The YOLO
target detection model was proposed, which greatly improved the efficiency of model training
and reasoning[8].

3. RESEARCH METHODS

3.1 Application of target detection algorithm in non-motor vehicle identification

In actual traffic scenes, it is difficult to extract features from non-motor vehicles due to
factors such as occlusion and small number of pixels occupied. Therefore, traditional methods
cannot meet the needs of practical applications. With the continuous deepening of deep
learning research, object detection algorithms based on convolutional neural networks have
also made breakthrough progress [9]. In 2016, the Faster R-CNN algorithm achieved end-to-
end recognition, and the YOLO algorithm and SSD algorithm achieved further acceleration.
Ahmad et al. [10] studied the application of object detection algorithms in non-motor vehicle
detection and recognition.

4. THE RESULTS AND DISCUSSION

4.1Research on lightweight "on-the-fly"* image recognition model based on
YOLOvV8

The main difficulty in detecting and identifying pedestrians and vehicle targets in traffic
scenes lies in the accuracy and real-time performance of the algorithm. By improving the
robustness of the target detection algorithm based on the YOLOV8 optimization method,
better application of the target detection algorithm can be achieved [11].

5 CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

In the future, we will continue to explore new technological developments on the road
ahead, as well as accelerate technological progress in areas such as automobiles, smart
transportation, and public safety.

5.1 The role of 5G and above in traffic management

As the demand for real-time image recognition continues to grow, the demand for more
powerful and efficient hardware has also increased. The deployment of 5G networks will
revolutionize traffic management, providing high-speed, low-latency connections to meet the
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needs of real-time image recognition and other data-intensive applications. With the powerful
network capabilities of 5G, future traffic management systems will enable innovative
applications such as real-time traffic optimization, connected autonomous vehicles, and smart
infrastructure.
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BUKOPUCTAHHA AHAJII3ATOPIB TPA®IKY JIA [TIOBYJOBU CUCTEM
BUSABJIEHHA BTOPI'HEHb

AHoTtanis. B nocnipkeHHI po3rsAaeTbes mpobiema HecTadi SKICHUX, pealbHHX
HaOOpiB JaHWX JJIsl HABYaHHS MOJEJed MAIIMHHOIO HaBYaHHS, 110 BHUKOPHUCTOBYIOTHCS JUIS
noOynoBu cucrteM BusBIeHHS BTOprHeHb (IDS). BinmbmiicTe icHyrounx HaOOpiB MaroTh
00MeXeHHS 1 He TIOBHICTIO BioOpaXkaroTh peasibHUN MepexeBuid Tpadik. J[ns po3s's3anHs miel
npoOJieMU TIPOTIOHYEThCS BHKOPUCTaHHS CHi(epiB (IHCTPYMEHTIB sl 300py MepekeBUX
nakeriB). [lonpu wnmdpyBaHHsS IaHMX, METaJaHi MaKEeTiB 3aJIMINAIOTHCS JOCTYIHHUMH Ta
MOXYTh OyTH BUKOPUCTaHI K O3HaKM JuIst Kiaacudikamii. Takoxk B JOCIIIKEHHI pO3TIIAaI0THCS
6i6miorekn Python, Taxi sik pcap, Scapy, Netfilterqueue, Tshark i Pandas, sxi Mmoxyrs OyTH
BUKOPHUCTaHI U1 300py Ta aHaNizy MepekeBoro Tpadiky. AHaII3ylOThCs IepEeBaru Ta HeJJOMIKH
ix 610mioTeK, OMUCYIOThCA 3a4adi, SIKi MOXKYTh PO3B’SI3yBaTH Taki 010i0TeKH.

KiriouoBi cjioBa: cucreMu BUSIBIICHHS] BTOPIHEHb, MalllMHHE HaBYaHHS, CHi(epu, aHami3
MepexeBoro Tpadiky, HaOOpH JaHUX.

1. BCTYII
VY cyuacHOMy 1u(poBOMY CBiTi, A€ Kibep3arpo3u CTalOTh BCE OUTBII CKIAJHUMH Ta
MOIIUPEHUMH, CHCTEMH BHsBIECHHS BTOprueHb (Intrusion detection systems - IDS)

HaOyBalOTh BEJIMKOTO 3HaueHHs. PoO0Ta TakuxX cHUCTEM BKIIOYAE ACKLIbKA €TaliB, TAKUX K
30ip JaHMX, aHANI3 JaHUX Ta ix KiIacu@ikailisg, 0 CBOEK YEPror J03BOJIIE 3pOOUTH
BHUCHOBKH IIPO O€3MEYHICTh MEPEIKEBUX JTAHHX.

AHali3 ocTaHHiX JxochaikeHb i myOJikamiii. 3HayHa KUTBKICTH JTOCIIIKEHB
30cepe/pkeHa Ha erami aHanmizy Ta kinacudikamii manmx. [1] Lle#t eranm € Ham3BuYaiitHO
BKJIMBHUM 151 T0OYyn0BHU IDS, ockiibkM came BiH BU3Ha4Yae O€3MEYHICTh JaHUX. Pazom 3 Tum
OUTBIIICTh JIOCHIDKEHb, IIOB’S3aHUX 3 MAIIMHHUM HaBuaHHsSM [DS BukopuCTOBYIOTH
3a3janerias 3i0pai Ta miAroTOBIEHI HAOOPH HaBYAIBHMX HaHuX, Taki sk UNSW-NB15 [2],
USB-IDS-1 [3], CIC-IDS 2017 ta 6araTo iHImmx.

Taki HaOopu J0O3BOJIAIOTH HABYATH MOJICNII MAIIMHHOTO HABYAaHHS Ta TECTYBaTH iX
e(heKTHBHICTh. TUM HE MEHII, NMepeBayKHA OUIBIIICTh TAKUX HAOOPIB IaHUX € 0OMEKEHOK Ta
HE LUIKOM BinoOpaxkae pealdbHUX MepexeBui Ttpadik [1], 1m0 CTaBUTH MiA CYMHIB
e(EeKTUBHICTh TaKUX JOCIIIKEHb.

IlocranoBka mnpoOaemu. TakuM YMHOM BHHHKAaE MOTpeda B Habopax peanbHHX
JIaHUX, 32 JIOTIOMOT'OI0 SIKHX MO>KHA OLIHUTH €(EeKTUBHICTh MOJENeld MAIIMHHOIO HaBYAHHS
s knacudikanii mepesxeBoro tpagdiky. ToMy BHHHMKae HEOOXiJHICTh BUKOPUCTAHHS 3ac00iB
s 300py Ta aHalizy MepexeBoro Tpadiky, Takoxk BigoMux sk cHipepu [4]. Taxi
IHCTpYMEHTHU JI03BOJISIIOTH 30MpaTH MepekeBl MakeTu Ta ix MeragaHi. OCKUTbKU B Cy4acHUX
Mepexax Tpadik NepeBaXHO € 3alu(poBaHUM, II€ HE J03BOJISIE MEperisaaTd BMICT
MEpeXeBUX NakeTiB Ha pi3HMX piBHAX Mojeni OSI, ame meragaHi IMX NakeTiB HE €
samu@poBanuMu. Came MeTaZaHi BUKOPHCTOBYIOThCS SIK O3HaKW Ui Kiacudikamii 3a
JIOTIOMOT010 MAIIIMHHOTO HABYaHHS, OTXKE CHIpEepH IUIKOM MiIXoAaTh Ul 300py AaHUX 13
BHUII[€3a3HAUEHOIO METOIO.
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2. PE3YJIbTATHU TA OBI'OBOPEHHSA

Posrnsinemo icHyroui aHanizatopu Tpadiky, iIHTErpoBaHi 3 eKOCUCTEMOI0 MOBH Python.
L1z moBa Oyne po3risgaTucs, OCKUIBKM BOHA JIa€ IHUPOKI MOKIIMBOCTI pOOOTH 3 BEIMKHMU
JaHUMHU Ta MAIIMHHUM HABYaHHSIM, TOMY JJIS 3pPYYHOCTI JaHi MOXKHa 30MpaTH Tex 3a ii
JI0TIOMOT010.

HusbkopiBHeBa 6ibmioTeka pcap, 3abe3rneuye mpsSMUN TOCTYN J0 JAaHUX MEPEKEBOTO
iHTep(delicy. BoHa 103B0JIE€ 3aXOTUIIOBATH TAKETH MEPEKEBOTO TpadiKy B peallbHOMY daci
abo 3 (painiB. Bona Mae BHCOKY NMPOyKTUBHICTh, THYUKICTh Y KOH(IrypyBaHHI QinbTpiB, 3a
il momomororo 3i0paHa 3HAaYHA KUIBKICTh MOMYJSAPHUX HAOOPIB HaBYAJIBHHX NOaHWX. Ha
MpOTHBAry 1bOMY BOHAa Ma€ JIOCHTh HU3BKOPIBHEBHI iHTep(eiic, mo BUMarae HamMCaHHS
JI0JTATKOBOTO KOJy JUIsl aHaJi3y MaKeTiB.

[loTyxHa iHTepakTMBHa 010y10TeKa Scapy BKIJIIOYA€E MOKIUBICTH JOCIIIKEHHS Ta
MaHIMyJSAIIl MepeKeBUMH MakeTaMu. BoHa 03BoJIsiE CTBOPIOBATH, BIINPABIIATH, aHATII3YBATH
Ta MOAM(IKYBaTH MAaKETH PIZHUX NPOTOKOJIB. Mae BHCOKHMI piBeHb aOCTpakiiii, 3py4Ha
poboTa 3 PI3BHUMHU MPOTOKOJAMHU, MOXKJIUBICTb CTBOPEHHSI BJIACHUX MPOTOKOJIB, ajle MOXKE
OyTH HaMIPHOIO JJI MPOCTUX 3aBJaHb Ha KIITAIT 300py JaHUX.

bibmioTexka Netfilterqueue no3Bomsie mepexorioBaTH Ta MOIM(DIKyBaTH MaKeTH Ha
piBHI aapa Linux. BoHa BUKOPUCTOBY€EThCS Uil CTBOPEHHS IHCHEKIIHHUX CHCTEM 1 MPOKCI-
cepBepiB. Mae BHCOKY NpPOIYKTHUBHICTh, MOMJIMBICTH Momu(ikarii makeTiB mepen ix
Bigmpaskoto. [Ipartoe TuibkH B cucteMax Linux, BuMarae riOOKHX 3HaHb MEPEXKEBOT MOJIEN1
TCP/IP.

Tshark - 1ie koHcopHa yTHITITa 1 6i0MioTeka Python, sika e inTepdeiicom 10 BimomMoro
nmakeTHoro anamizaropa Wireshark. Bona mno3Bonsie anamizyBatm MepexeBuil Tpadik 3
BUKOPHUCTAHHAM TMOTYXXHUX (UIBTPIB 1 MPOTOKOJIIB po30opy. BoHa mae mmpokuii HaOip
GyHKIIM, TATPUMKY OaraTbOoX MPOTOKOJIB, MOXJIHMBICTE BHKOPHUCTaHHS T'padiaHOTO
iHTepdeiicy Wireshark. Takox wmae oOroptky pyshark ska mosermye iHTerpaiio B
nporpaMHuii koA python.

Pandas - me 0ibmioTeka I aHATi3y OaHHMX, SKa HIMPOKO BUKOPUCTOBYETHCS JUIS
00poOKHM Ta Bi3yamizaiii JaHWUX, OTPUMaHUX 3 MepekeBoro Tpadiky. Xod BOHA 1 HE Mae
MOXJIMBOCTI 300py MepexkeBoro Tpadiky, Bce X Mae 3py4dHi cTpykrypH manux (DataFrame),
MOTY)KH1 IHCTPYMEHTH U1 aHali3y Ta Bidyanii3amii. BoHa He mpu3HaueHa creliaabHO IS
aHaizy MepexeBoro Tpadiky, ajge Moke OyTM BUKOpPHCTaHA IS CHCTEMaTH3allii JaHUuX,
OTPUMAaHUX 3 JOTIOMOTOI0 BUIII€3a3HAYCHUX 0101I0TEK.

3anuc JaHux y

3anyck aHanizaTopa ¥ .| 36ip mepexeBux Knacudikaris JKypHan abo
Tpagiky JaHUX MakeTiB Ha/[CHTaHHS

CMOBIlEHb

Y

Y

Pucynoxk 1. 3acanvnuii npunyun pobomu IDS 3 eukopucmannam ananizamopa
mpaghixy

Omnwucani 616;110TeKH MOXKYTh OyTH BUKOPHUCTaHI K 3ac00M Ui 300py CHpUX JaHUX,
TOMY pe3yJlbTaToM iXHbOi pPOOOTHM € 3HAuHI 3a o00cAramMH, HEBIOPSAIKOBaHI Ta
HECHCTEMaTH30BaH1 HA0OPH JaHUX. BUKOpUCTaHHS TaKUX JaHUX JJIS MAIIMHHOTO HABYaHHS €
CKJIAJIHOIO 3aJlauero, a/pKe Mepul 3a Bce, JaHi MOBHHHI OyTH IMpOMapKoBaHi, TOOTO KOXKEH
3amuc B HAOOpl MOBMHEH MICTHTH MITKY MpO T€, YU PENpe3eHTye BiH HOPMAaTHUBHHUN
MepexeBuil Tpadik, i Tpadik, MOB’SI3aHUX 3 TUM UM IHIIKM BHJIOM aTakH Touio. Tomy 30ip
JAHUX BUMarae, mo0 KOXeH HOro eram MpOXOJMB Y 3a3JaJierilb BU3HAUEHUX YMOBax (3
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aTakaMy Ha BY3JIM Mepei abo 0e3 HUX), a MICIIs KOXKHOTO eTary 300py OTpHUMaHi AaHi MaloTh
OyTH MpOMapKOBaHi.

[Ticnst oTpMaHHs TPOMAPKOBAHUX JAHUX BOHU MOXYTh OyTH ONTUMI30BaHi, OCKUIBKH
JacTUHA MepexeBoro Tpadiky Moke OyTH IEHTHYHOIO Ui CLEHapiiB i3 3arpo3amu Ta 0e3
HuX. OKpIM [BOTO BAKJIMBUM MOXE OYyTH BU3HAUEHHS HE3HAUYIIMX O3HAK B METAJaHHX
MEpPEeXKEeBHUX MAKETIB, SKi € HE3MIHHUMH /ISl MIKIIJIMBOTO Ta HOpMaTUBHOTO Tpadiky. Takummu
JAHUMHU MO’KHA 3HEXTYBATH, OCKUTbKM BOHU HE OyAyTh MaTH 3HAYHOI pOJIi Ipu Kiacudikamii
HOPMAaTHBHOTO Ta MOTEHHIHHO MKimmBoro Tpadiky. Takox momiOHa onTHMIi3amis MOKe
MIPUIIBHIIIATH IIBUIKICTh HABUAHHS Ta KJIAcU(IKaIlil JaHUX, OCKUTEKH MEHIIN 00CATH JTaHUX
NOTpeOyIOTh MEHIIOT KIIbKOCT1 0OUHCIIOBAIBHUX PECYPCIB Ta aM STl ISl 1X 30epiraHHs.

3. BUCHOBKHU TA NEPCITEKTUBHU MO JAJBIINX JOCJIIKXEHb

Takum 4YMHOM BHKOPHUCTOBYIOYH OTHCaH1 010J110TEKH, MOKJIMBO CTBOPUTU IHCTPYMEHT
JUTst 300py Ta MEPBUHHOT 0OPOOKH MEPEKEBUX JaHUX, 110 MPOXOSATh Yepe3 peaabHO ICHYI0U1
abo BIpTyaJbHI MEpeXeBl By3iH, 10 (akTudHO € enemeHToM host-based IDS. Ilicisa 360py
Takl JaHl MOKHa KiacuQIKyBaTH 3a JOIMOMOTOI MAIIMHHOTO HABYaHHS, BUKOPHUCTOBYIOUH
taki Oibmioteku python six sklearn. Takum uynmHOM MOXXHa po3podutu Monens IDS 3
BHUSBJICHHSIM aHOMAJTi, OCKUTLKH BOHA OyJie 3/1aTHA BUSIBJISATH BIAXWUJICHHS B HOPMATHBHOMY
Tpadiky 0e3 BTpyJaHHS MEPEKEBOTO aJAMIHICTpaTOpa MiC/Isi HaBYaHHSI.

3a JIONOMOTOI0 ONHCAHOTO IHCTPYMEHTY Ta 300py [aHHUX, Ma€ MepPCHeKTUBY
TECTYBAaHHS MOJIEJICH MAIIMHHOTO HABUYAaHHS B PEAIbHMX YMOBaX Ta Ha PEAIbHUX JaHUX IS
OIIHKHU iX €(PEeKTUBHOCTI Ta BUSBIICHHS HEIOMIKIB, ACTAJIbHUA aHaJi3 TOMUJIIOK MOJEEH s
MOKpaIIeHHs X poOOTH, a TAaKOK MOPIBHIHHS €(PEKTUBHOCTI MOJIeJieH MAIIMHHOTO HaBYaHHS
3 TpaJAULIIHHUMU METOJaMH BUSBJICHHS BTOPTHEHb.
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XMAPHU SIK MOBUIbHI CUCTEMU 3AXHCTY OCBITHBOI EKOCUCTEMMU Y YAC
BUKIJIUKIB TA 3AT'PO3 BOEHHOI'O CTAHY

AHoranisn. Boenna arpecis pociiicekoi ¢denepanii mnpotu YKpaiHu, TOCTiiHI
pyiiHyBaHHS 1H(PACTPYKTYpH 3aKiIajiB BHIIOI OCBITH CTAaBISATh NHUTAHHS €()EKTHBHOTO Ta
OesnepepBHOro  (PYHKI[IOHYBaHHSI OCBITHbOI cdepu. VY poOOTI pPO3MISIHYTO THTaHHS
yIpaBJiHHS Ta 1MoOymoBu Oe3rnepebiiiHOl poOOTH 3aKiajiB BHUIOI OCBITH Ha OCHOBI TOHSATH
KPUTHYHOI iHQPaCTPYKTYpH 00’€KTY 3aXHCTy Ta aHaiizy iHopmauiiiHux aktuBiB 3BO. Ha
OCHOBI TPOBEJIEHOr0 aHalily Ha OCHOBI HaiioHankHOrO YyHiBepcuTeTy OiopecypciB Ta
NPUPONOKOPUCTYBaHHS YKpaiHH BH3HAYCHO CKJIAaI0Ba KPUTHYHOI I1H(PPACTPYKTYpH Ta
3alpOIOHOBAHO BUKOPHCTAHHS XMapHUX TEXHOJIOTiH ajsi 3abe3rnedeHHs OesmnepebiiHoCTi,
cTabUIbHOCTI Ta ePEeKTUBHOCTI (YHKI[IOHYBAHHS 3aKiay BHIIOI OCBiTH. OCHOBOIO OCBITHBOI
exocucremu 3BO Mae cnyryBatu iHQOpMaliiHO-KOMYHIKAIliiHI CHUCTEMU OCBITHBOT'O
CIIPSMYBaHHS, 10 JO3BOJIAIOTH 3a0€3M1eUy0Th BUKOHAHHS BKa3aHUX BHMOT.

Karwuosi cioBa. Boennuii cran, kputnuna iHpopmaiiiiHa crpykrypa 3BO, xmaphi
TEXHOJIOT'11, EJIEKTPOHHI CUCTEMH HaBYAHHSI.

BCTYII

BiamoBinHo 1m0 HarmioHanmbHOTO 3aKoHOAaBcTBa (3Y [Ipo mpaBoOBHiT PEKUM BOEHHOTO
crany. 2015 i3 mpaBkamu Big 20.06.2024): BoenHuii cran — 11e 0COOIMBHIA TPABOBUI PEKHM,
10 BBOJUTHCS B YKpaiHi a00 B OKpeMUX ii MICIIEBOCTAX y pa3i 30pOMHOI arpecii 4u 3arpo3u
Haraay, HeOe3NeKH AepKaBHIA HE3aIeKHOCTI YKpaiHW, ii TepUTOpiadbHIA IUTICHOCTI Ta
nependayvae HaJlaHHS BIAMOBIIHUM OpraHaM JIEp>KaBHOI BJa/id, BINCbKOBOMY KOMaH/TyBaHHIO,
BIICRKOBUM aJgMIHICTpaI[iiM Ta OpraHaM MICIIEBOTO CaMOBpSAyBaHHS MOBHOBa)KEHb,
HEOOXITHUX JJIA BIIBEPHEHHS 3arpo3u, BiAcidi 30poitHOI arpecii Ta 3a0e3medeHHs
HaI[IOHAJLHOT O€3MeKH, YCYHEHHs 3arpo3u HeOe3NeKH JIep>KaBHId He3aJeKHOCTI YKpainu, il
TEPUTOpPIaNIbHIA LUTICHOCTI, a TaKoX THUMYacoBe, 3yMOBJICHE 3arpo30l0, OOMEKEHHs
KOHCTUTYIIHHUX MpaB 1 cBOOOJ NIOJUMHHM 1 IpOMajJsiHUHA Ta MpaB 1 3aKOHHUX IHTEPECiB
IOPUAMYHUX OCI0 13 3a3HAYEHHSAM CTPOKY JIii IUX OOMEKEHb.

[ToctanoBka mpobnemu. [IpaBoBi peXUMU BHUKOPHUCTOBYIOTHCS Ui BPETYIIOBAHHS
CYCHUIBHUX, MOTITUYHUX, EKOHOMIYHUX Ta IHIIMX BITHOCHH 3 METOIO MiJBHUILIEHHS CTIMKOCTI
JiepaBu J0 iICHYBaHHS B YMOBaX MOCHJIEHHS 3arpo3 il HallioHanbHii O6e3meri [1].

[TocunenHs 3arpo3 po3risAaeThCs BIAMOBITHO J10: TIOAWMHH, CYCIUTBCTBA, AEPIKABH.

l'onoBHa 1inboBa GyHKIIA NpH 1bOMY (OPMYEThCS - 3a0e3neueHHs] Oe3nepepBHOrO
(GYHKITIOHYBaHHS JepKaBH K CKJIAHOI COI1aJbHOI CHCTEMH.

AHani3 OCTaHHIX AOCHIPKEHb 1 MyOTiKaIii.

CyuacHi HaykoBi mixoau 110 3abe3nedyeHHs 6e3nepepBHOro PyHKIIIOHYBaHHS CUCTEMHU
B HEOE3MEYHUX YMOBaxX OyIyeTbcs Ha MOHATTI «KPUTHYHA 1HPPACTPYKTYpa», sika GaKkTUYHO
3abe3mneuye K ICHyBaHHS CHUCTeMH, Tak 1 ii Oe3nepepBHe (yHkIioHyBaHHA [2]. CTiHKicTh
CHCTEMHU SIK 00’€KTy O€3IMeKH Ta 3aXHCTy pO3IJIAA€ThCs y MOETHAHH] BHYTPILIHIX PECypCiB 1
MO>KIJIMBOCTEH Ta SIK MiJICUCTEMU OUTBIN 3arajibHOT CHCTEMH.
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[IpobnemaTuky 3aXUCTy 3aKiaay BUIIOI OCBITH y po0OOTi [7] po3risiiaioTh 3 MO3HIIIN
3axucty iHpopmMmarniiiHux pecypciB 3BO. AxileHTOBaHO yBary Ha MeceHpkepax Viber,
Telegram, sKki crajiM TOMYIAPHUMHU Ui PO3TOPTaHHSA pOCiChKOi  iH(popMaIiiHOT
npornarafau. BilickkoBi ¢axiBii [3] y CBOIX JAOCTIDKEHHSIX 30CEPEIDKYIOTh YBary Ha CyTO
BOEHHUX Ta BIHCHKOBHX CKJIAJOBHX IH(OpMaIiifHOT Ta KibepOe3nekn AepiKaBh, 3aIHIIAI0YN
103a yBaroro 0e3MeKoBi MUTaHHS CYCHUTLCTBA Ta JIFOIUHH.

3axinHi (axiBii po3risaaTs npodbaemMatuky iH(opmaniiinoi Ta kibepbesnexku 3BO 3
OUThII KJIACHYHHMX TIAXOMIB MOOYHOBH cucTeM 3axucty indopmamii [4; 5; 6; 8]. Manui
PO3pOOKH TPUCBSIUCH] BIPOBAHKCHHIO HOBUX MPUHOMIB, CIIOCOOIB Ta MiAXOJIB IO PO3BUTKY
CHUCTEM 3axHCcTy 1HQoOpMalii Ha OCHOBI CY4YaCHOrOo pO3yMiHHsS iH(popmaliifHOi Ta
Ki06epOe3nekoBoro JaHamadry.

Merta nocnipkeHHsS — MpoaHalli3yBaTH OCOOJIMBOCTI 3a0e3nedyeHHs iHdopmaliifHoi Ta
KibepOe3IeKkn B 3aKiajlax BUINOI OCBITH I Yac BOEHHOTO CTaHy 3 METOI0 3a0e3leueHHs
0e3repepBHOCTI PYHKI[IOHYBaHHS OCBITHBOI CHCTEMH.

Buknan ocHoBHOTO Martepiany.

CyuacHi migxomu 1o 3abe3nedeHHs KiOepOe3NmeKku TaKoXK SK OCHOBHUM KpUTEpid
3aKJIa/Ial0Th BUMOTY 710 Oe3nepediitHoTo (yHKI[IOHYBaHHS CHCTEMH, 0 3aXUIIAEThCS. (cepist
crangaptTiB 1SO 27xxx).

Tomy 50riyHO 30CepeuTH CBOIO yBary Ha KpUTHUHIN 1H(GPACTPYKTYpi 3aKiIaay BUIIOT
OCBITH B YacTHHI 1H(OpMAaIIfHUX pecypciB Ta X BUKOPUCTAHHS.

Tpaguiiiino, KpUTHYHY IHPPACTPYKTYPY 3aKIIaay BUILOT OCBITH CKJIAJal0Th: PO3BUHEHA
iHbopmarriitHa iHppacTpykTypa (iHGOpMaIlliiiHa ekocucTeMa), sika 3abe3nedye mepenady Ta
pyx iH(bOopMaIllii B KOMyHIKaiiitHoMy mipoctopi; [Hpopmariiiai poHIN, OCHOBY SIKUX CKJIaJae
HayKOBa, HaBYAIbHO-METOJUYHA, HaBUAJIbHO-OpPraHizaliiHa Ta 1Hma iHpopMaIris
(pe3ynapTaTd HAyKOBOi, HAYKOBO-JOCHIIHOI, OCBITHROI, HaBYaJIbHOI poOoTH; [HQopMalis Ta
TEXHOJIOT'11, 1[0 BUKOPUCTOBYIOTHh aIMIHICTPATHUBHI, TOMTOMDKHI Ta 3a0€3Mevyrodi MiIpOo3/IUTH
VYHiBepcuTeTy.

[Hdpopmariiine cycniIbcTBO HaZalo0 MOMJIHMBICTH CTYACHTY ONEpPYBaHHS BEIUKHUMH
oOcsiramu pi3HOPIAHOT 1H(OpMaIlii, 10 € OJHUM 13 HOBHUX CHPOMOXKHOCTEH (popmMyBaHHS
JIMCHO HOBHX IiepeBar 3700yTTS HOBHMX KOMIIETEHTHOCTEH, fKI CKJIa/Jal0Th CTaHIAPTH
oCBITHIX crenianbHocTeld. Omxe, iHpopMmamis 3BO y dacTuHi 3a0e3reueHHsT OCBITHBOI Ta
HAyKOBOi CKJIa/I0BOi, 3 YpaxyBaHHSM KpUTEpPis aBTOPCTBA Ta YHIKAJIBLHOCTI, CKJIAJa€ SAPO
iHbopMariitHo1 ekocuctemu 3BO

3axuct iHpopMmanii 3BO akryanizye npoOneMaTHKy IOOYJI0BU CHUCTEM 3aXHUCTY
iHbopMarii 3 ypaxyBaHHsaM crenudpiku gisuibHOcTi 3BO (enement Oe3mnexu iH(opmManiiHOT
exocuctemu 3BO), mo € ogHum 3 HampsaMmiB kibepOesneku. Kareropismu kiGepOesnexku
OTHCYEThCA LUTICHICTD (30epeKeHHsI aBTEHTHYHOCT1 iH(opMmallii), JOCTYMHICTh (MOXJIHUBICTD
BHKOPHCTATH) Ta KOH(EIeHIIIHHICTD (11 30€peKEHHS aBTOPCHKOTO TIpaBa).

CyuacHi BiliHI HaOynmu Qopmy ribpuaHoi BiliHM. ['iOpuana BifiHa — 1e BiffHa, LIO
PO3KJIaJa€ThCsl Ha PI3HI TapMOHIKM, CKJIAJOBi, SKI y CBOIO 4Yepry MaroThb BIJHOCHY
camocTiiHicTh. O/IHIEIO 3 TAKUX CKJIAJIOBUX € COLlialbHa CTA0UTBHICTb.

3BO sk comiaabHO-BHpOOHHMYA cucTeMa € OO0 €KT MiIBUINEHOT yBaru MO0 aTak,
OCKUIBKM BHOCHUTbH JecTaOili3aliio ColiaabHO-MOMITUYHOI cUTYyallii y KpaiHi. 3a0e3nedyeHHs
6e3nepepBHoro ¢yHkiionyBanHs 3BO e 3aBmannsm aepkaBHoi Baru. Y HVYBill Ykpainu
HaBYaeThcs 0sn3bko 16,5 THe. cTyaeHTiB Ta npaioe 6inbie 1104 HIIT (KuiBebkuii eHTp).

HaBuanpHi Marepianu 3a AMCHUIUIIHAMHM  HAaKONMUYYIOTbcd B iH(oOpMaIiiHO-
KOMYHIKalliifHiii cucremi e-Learn. Omxe, cucrema e€-Learn € eneMEeHTOM KpUTHYHOI
iHQpacTpyKTypu YHIBEPCHUTETY.

Peaunii BiifHi, i3 BpaxyBaHHAM (aKTOPIB HETaTUBHOTO BIUIUBY, TUKTYIOTh K HEOOXiIHY
YMOBY — HasIBHICTh BiJIaJIEHOTO Ta CTAOUIBHOTO PEeXUMY AOCTyHy 70 e-Learn ta HamiHux
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cucTeM 3axucTy iHpopmanii. TakoX AaHy CHCTEMY MOKJIHMBO PO3IJISIIATH SK CHUCTEMHE
HAKOTIMYEHHS JAHUX PO aKTHBHUX TA PEATbHUX CTY/ACHTIB YHIBEpCHUTETY.

Crnin 3a3HaunTH, 1O cucTeMy €-Learn MOXIMBO BHUKOPHUCTOBYBAaTH 1 SIK CHCTEMY
ynpasminas 3BO. Hampukian, uis ynpaBiiHHA Ha piBHI YHIBEPCHTETY CTBOPIOETHCS
«HABYAJbHA JUCUUIUTIHA — yNpaBIiHHSA YHiBepcuTeT». HOBUHU pO3MILIYIOTHCS TPAAUIIIIHO.
HeoOximHi MaTepianu (Hakas3w, MOJOXKEHHS TOIIO) JJIsi BUBUCHHS — aHAJOTIYHO JICKI[IHHIM
MaTepiasaM. 3aBHaHHS I BUKOHAHHS — aHAJIOTIUHO JabopaTopHMM poboTam. Dikcarris
TEPMiHIB BUKOHAHHS €(EKTHBHO (PYHKI[IOHYIOTb.

Ha wnamy nymky pnaHa oOcTaBMHA [103BOJISE TOBOPUTH NP0 IPHUHIMIIOBO HOBY
konuenuito (st HYBill) po30ynoBu iHpopmaiiliHOT €KOCHCTEeMH, sKa MOoJsAraTuMe y
3arajlHOOXOTUTIOIOYOMY TIEpeXOoil 10 XMapHOTO CEepeloBHINA Ta TIEpEeHECeHHS 10 Hei
iHpopMaLIiHUX HaA0aHb VYHIBEPCUTETY Ta BHUKOPHUCTAHHS MOXIIMBOCTEH MOOLILHOCTI
XMapHOTO cepeloBUINa. [3 000B’SI3K0BOIO HASBHICTIO JI3€pKaja XMapu y Oe3MeyHUX MICILSIX
(MOKJIMBO 32 KOP/IOHOM).

BpaxoByroun Bpa3nuBICTH TEPUTOPIi Ta MaTepialbHO-TEXHIYHOT 0a3u MPOMOHYETHCS
3MIHUTHU MIIXOIU O KOMIUIEKTYBAaHHSI T€XHIKOI HaBYAJIBHUX ayJIUTOpid Ta jabopaTtopii —
OCHAIL[EHHS IX «TOHKMMH KJIIEHTaMU» 13 CTBOPEHHSIM KJIacTepiB MEPCOHAIBHUX BIPTyalbHUX
MAaIlTMH/KOHTEHHEPIB ITi/1 KOKHOTO BHKJIa/1aua Ta CTy/JeHTA.

Ile m03BOJIUTH CKOHIIEHTPYBATH PECYpCH I TEPEeXoay Ha HOBI TEXHOJOTIi, IO
MIABUINATG  (PYHKIIOHYBaHHS 1H(GOPMAILIHHOT €KOCUCTEMH YHIBEpCUTETY, a caMe:
MOOUIBHICTB, HAAIWHICTH Ta 6e31epeOiiHICTb.

BucHOBKM Ta epCrEeKTHBH MOAATIBIINX JTOCTIIKEHb.

[IpoBenenunii aHami3 A03BOJMB 3aMpPONOHYBATH KOMIUICKCHUW MIAXiM 0 BUPIMICHHS
MATAaHHS 3aXUCTy Ta 3abe3medeHHs Oe3mepepBHOCTI PyHKIioHyBaHHS 3BO sk corianbHO-
€KOHOMIYHOT KOMIIOHEHTH JepkaBu. Po3rmsHyTo kputnuny iHppacTpykTypy 3BO 3 TOUKHM
30py 3a0e3Me4eHHS OCBITHBOI MiSTIBHOCTI B YMOBax BOEHHOTO CTaHy 13 BpaxyBaHHSIM
MOXJTMBOCT1 TEPUTOPIaAJIbHOT MOOUTLHOCTI KOHTHHI€HTY.

[TepcniekTMBaMU MOJANBIIUX PO3POOOK MOXKYTh OYTH: XMapHi TEXHOJIOTII Ta crienudiky
ix BIpoBa/KeHHs B iHQopmaliiHy ekocuctemy 3BO; TeopeTnuHi OCHOBM Ta MpaKTUYHI
3aX0M 13 PO3BUTKY MOHATTA 1HPopmarltiiiHi aktuBu 3BO, ix iHpopMmaliiiHa Ta KiOepHeTUYHA
Oe3nexa.
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TIOPIBHJIbHUI AHAJII3 VIIPABJIIHHS IITEHTU®IKALIIEIO TA JOCTYIIOM
OCHOBHUX XMAPHUX ITOCTAYAJIbHUKIB

Anoramis. 1{i Te3u 30cepemkeHi Ha aHai3i 1 MOPIBHAHHI OCOOJMBOCTEH CHCTEM
yrpaBiiHHSA iaeHTUdiKamiero Ta gqoctynoM (IAM) y mpoBigHHX XMapHHX cepBicax, TaKuX SIK
Amazon Web Services (AWS), Google Cloud Platform (GCP), Microsoft Azure, IBM Cloud
ta Alibaba Cloud. ¥ KOHTeKCTi 3pocTaHHs TI100aNbHUX Kibep3arpo3, eeKTUBHE YIpaBIIiHHS
IICHTU]IKAIIEIO Ta TOCTYIIOM CTa€ KIFOYOBHM CIIEMEHTOM 3aXHCTY ITUPPOBUX PECYpCiB OyIIb-
skoi opranizamii. Te3um HagatoTh ornsn crnenudikanii IAM, nNpomoHOBaHWMX piZHUMH
BEHJIOpaMH, BUOKPEMIIIOIOYM OCHOBHI (DYHKIIii, mepeBaru Ta MOTEHIIHHI cl1aOKi CTOPOHH B
iMmmiemenTtanii IAM B XMapHUX CepeloBHIIAX.

KiriouoBi ciioBa: ynpaininHs igeHTudikamiero Ta gocrynom; IAM; xmapa; Amazon
Web Services (AWS); Google Cloud Platform (CGP); Microsoft Azure; IBM Cloud; Alibaba
Cloud.

1. BCTYII

[TocranoBka mpobrmemu. Bce Oubie MmANPUEMCTB, JEp’KaBHUX YCTAaHOB Ta
IPOMAJICBKMX OpTaHi3allii BHKOPHCTOBYIOTb XMapHI CepBicH K 0a3y cBO€i mudppoBoi
iHppacTpykTypu. Lle cTBOproe moTpedy B edDEKTHBHOMY YIpaBIiHHI 1ICHTH(]IKAIIEIO Ta
JOCTYIOM, 1100 3a0e3meunTr 0e3neKy 1 KOH(IASHIIHICTh JaHUX.

Hanexxne ympaBmiHHS 1IeHTH(IKAIEID Ta JOCTYIIOM € BaXKIUBUM [UISI 3aXUCTY
iHbopMaIlii Big HECAHKIIOHOBAHOTO JOCTymy a0o 3J0BMHUCHUX artak. lle crae e
BKJIMBIIIUM Y KOHTEKCT1 IJI00aIbHUX Kibep3arpos.

Takum uymHOM, ympaBmiHHS ineHTU(dikamiero Ta gocrynom (Identity and Access
Management naini mo Tekcty IAM) € BaXJIMBOIO CKJIaJ0BOIO KibepOe3NeKu, ToMy 110 BOHO
JI03BOJISIE KEPYBATH JIOCTYIIOM JI0 peCypciB B H(DOPMAIIIHHO-TEIEKOMYHIKAIIMHIX CUCTEM.

3rimno 3 [1] Ha mouatky 2023 poKy Ha pHHKY JOMIHYIOTH HACTyIHI XMapHI
nocrauanbHukn AWS — 34%, Microsoft Azure — 21%, CGP — 11%, Alibab Cloud — 5%, IBM
Cloud — 3%, Salesforce — 3%, Oracle Cloud — 2% i pemra 18%. KoxeH i3 BeHI0piB Ma€ cBOi
ocobnuBocTi IAM, siKi MOXyTh BITUBATH Ha OpraHizauito kibep3zaxucty iHGpopMaliiHUX
cCUCTeM 1 iX 3HaHHS JONOMOXE CIelialicTaM 13 3aXWUCTy Mpu BUOOPI XMapHOTO
MOCTaYyaIbHUKA.

AHauni3 OCTaHHIX JIOCHIKeHb 1 myOmnikaiiid. 3a3Buuai, y JKepenax, mo AOCTIHKYIOTh
nuTaHHs nopiBHSHHS [AM [2], [3] posrisipaioTbes JIMie OCHOBHI TpH mpoBaiinepa (AWS,
Azure, CGP), xou BUBUYEHHS OUIbII MEHIIMX KOHKYPEHTIB € KOPHUCHHM 3 TOYKH 30Dy
pO3MIMpEeHHsT BUOOPY, a 1HIII JOCTIAHUKH, HAMPUKIad, B [4] KOHIEHTPYIOThCS HAa MOTOYHUX
acmekTax Oe3neKku, MOTeHIIMHUN 3arpo3ax Ta MOM'SIKIICHHSIM PU3HKIB, TIOB'SI3aH1 3 XMapHUMU
cepBicaMM, 3 AaKIIEHTOM Ha YIpaBliHHA 1JeHTU(IKAlLli€l0 Ta JOCTYIOM 3arajioM. Takox
JOCTITHUKH MPOTIOHYIOTH HOB1 Moaeni it [AM, nanpukinaf [5]

Merta ny6umikanii. BpaxoByrounm 11, METOI Te3 € BHCBITJIEHHS Tpolecy Ta
0COONMMBOCTEH  ympaBliHHS ileHTH(IKalli€l0 Ta JOCTYIOM Y OCHOBHHUX XMapHHX
MOCTAYaJbHUKIB, IO JO3BOJIUTH 3PO3YMITH CHEnudiKy Ta BIIMIHHOCTI MDK pIZHUMH
wiatpopMamMu, IOMOMOXKe KepiBHMKaM [T-BinainiB BuOpaTH HaWOUIBII MigXOAALlY XMapy,
sKa BIANOBia€ KOHKPETHUM BHUMoram Oi3Hecy. AHami3 Ta mopiBHAHHA QyHKUiH [AM moxe
BUSIBUTH TEPEIOBI METOIM 1 IHHOBAI[IMHI MIIXOIH, SKI MOXYTh OYTH BIPOBA/DKEHI B 1HITUX
cucTeMax /s MIBUILEHHS 3[aTHOCTI 10 3aXUCTY 1 €(peKTUBHOCTI yIIPaBIIiHHS.
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2. 3ATAJIBHI BIJOMOCTI

IAM - 1me mpakTHKa yHIpaBIIiHHS JOCTYIOM JIO PECypCiB, Takux K (ailiam, DOAATKH,
o0uMcIIOBaNIbHI CepBicH, 0a3u JaHMX, BIpTyaiabHI MamnHu Tomo. IAM 3abe3nedye KOHTPOIb
HaJI THM, XTO M€ JIOCTYII JI0 IIX PECypciB Ta SIK iX MO’KHA BUKOPHCTOBYBATH.

IAM € BaxnuBHM eleMEHTOM Oynb-SKOI CHCTEMH, IIO TPAIIOE B XMapHOMY
CepeIOBHII, OCKUTBKH BIH 3a0e3medye Oe3IMeKy Ta 3aXHCT PeCypciB BiJl HECAHKI[IOHOBAHOTO
noctyny. Cucremun IAM 103BOJSIOTH KepyBaTH iACHTUQIKAIIEI0 KOPUCTYBadiB, ix
aBTCHTU(IKAIIEI0 Ta aBTOPH3AI€I0 B CHCTEeMi. BOHM TakoX J03BOJIAIOTH YCTAaHOBIIOBATH
IpaBa JIOCTYIy Ha OCHOBI POJICH Ta JJO3BOJIIB, SKi HAAAIOTHCS KOPUCTYyBauaM B 3aJICKHOCTI BiJ
iXHIX OTped Ta poJiell y CUCTEMI.

[AM 3aGesneuye Oe3neky AaHMUX, 3MEHILIYE PU3MK BUTOKY YYTIUBOI 1H(opmarii Ta
3a0e3neuye KOH(IIEHIINHICTh AaHUX. BUIBLIICTH MpoBaiijiepiB XMapHUX CEPBICIB, TaKl K
Amazon Web Services, Google Cloud Platform ta Microsoft Azure, mMaroTh CBOI BiacHi
cepsicu IAM, 1110 103BOJIsIE KOpHUCTYBauaM KepyBaTH JIOCTYIIOM JI0 CBOIX PECYpCiB B XMapi.

OcHoBHMMM  XxapakTtepucTukamMu JAM B xmapax e€: crnoci0 aBTeHTU]IKAIisA
KOPHUCTYBauiB, poJji (Ipylnu) KOPUCTYBauiB, TPYMU PECYpPCiB, MOJITUKA KOHTPOIIO JOCTYILY,
KYPHATIOBaHHS ayAUTY, KOMIUIA€HC-MOHITOPUHT (BIAMOBIIHICTS HOPMATUBHUM CTaHIapTaM,
takum sk HIPAA a6o PCI-DSS), inrerpamis 3 IHIIMMH CcUCTeMaMH Oe€3IeKH,
MacIITabOBaHICTh.

3aBISKH IIUPOKOMY BUKOPUCTAHHIO XMAapHUX TE€XHOJOTIH, 3aBiaHHs 11eHTudiKamii Ta
KOHTPOJTIO JIOCTYITY CTa€ Bce OUThII CKiIagHuM Ta BaxummBUM. CydacHi [AM-cucremMu MarmTh
BMPOBA/KYBaTH BHCOKI CTaHIApPTH O€3MeKH, IM00 aganTyBaTHCh N0 3MIHHHX YMOB
Kibep3axucTy Ta 3a0e3MeuyBaTH 3aXUCT BiJl BCE 3pOCTAIOUUX 3arpo3.

Kpim Toro, edextuBHicTh cucteMu IAM 3Ha4HO 3OUTBIIYETHCS 3a PaxXyHOK
BUKOPHUCTAHHS IITYYHOTO IHTEJIEKTY 1 MAIIMHHOTO HAaBYaHHs /I aHAJI3y MOBEIIHKOBHUX
MaTepHIB KOPUCTYBAYiB 1 BUSBICHHS IMOMMJIKOBHX Iiii, III0 MOXYTh BKa3yBaTH Ha CIpoOu
HeCaHKI[IOHOBaHOTO joctymy. Ili TexHojorii MO03BOJISIIOTE HE TUIBKH BHSBISATH 1
BIJICT@XKYBATH Mi03pUTy aKTUBHICTh, aJieé 1 MPOTHO3YBATH MOTEHIIHHI PU3UKHU IO TOTO, 5K
BOHU CTaHYTbh 3arpo3010.

3. PE3YJIBTATHU TA OBT'OBOPEHHS

[Tounemo posrasg 13 IAM AWS BiH Hamae Taki QYHKIII: CHOUIBHUK JOCTYI 0
obmikoBoro 3amucy AWS; neranbHi 103B0JIM (MOKJIMBICTh Ha/JaBaTU Pi3HI J03BOJU PI3HUM
JIOJSM JJIsL PI3HUX pecypciB); iHTerpailito 3 cepBicamu AWS 1 6arato iHmux. KopucryBaui
MalTh MOXJIMBICTH BHKOpUCTOBYBaTH [AM 3 H0OMOMOror KOHCOJI, KOMAaHJHOTO psjKa,
BukiiukiB API ta SDK.

Hagenemo ctucnuit anroputm npami [AM AWS: 3 moyatky KOpUCTyBad BUKOPUCTOBYE
cBO1 00JIIKOBI AaHi /uig BXoay [Uisl aBTeHTU(]iKalii 3a nonomororo AWS, nani poOUTh 3anuT
Ha TPALII0 13 PECYPCOM, SIKIIIO LIS Jisl aBTOPU30BaHA, TO BOHA BUKOHYETHCSI.

I AWS, i GCP BUKOpPUCTOBYIOTH POJIi Ta MOJITUKH, ajleé BUKOPUCTAHHS BIIPI3HIETHCS.
[Tonituka GC nos's13ye poii 3 mpo¢uisaMu, Toal Sk nomitnka AWS — 11e HaOip 103BOJIIB, K1
MO’KHA MPUKPIIUTH 710 TPOQiTiB.

AWS Tta GCP niarpumytoTh ¢enaepaiito O0OJIKOBUX 3alUCIB  BiJ 30BHILIHIX
MOCTAaYaJbHUKIB a00 MOXYTh CaMOCTIHHO KepyBaTu oOdikoBUMHM 3amnucamu. OCHOBHa
BIIMIHHICTh TYT MOJSATa€ B TOMY, 0 B Toi yac sk AWS TAM BUKOPUCTOBYETbCS IS
yIpaBIiHHSI 00MIKOBUMH 3amucaMu Ta HagaHHs foctyny, GC [AM BHKOPHUCTOBYETHCS JTHUIIIE
JUIS HaJ]aHHSI IOCTYIY 710 0OJIIKOBUX 3aIHCIB, KEepOBAHUX HITUMH CcII0cOOaMHu.

Google Cloud po3paxye epeKTuBHY NOJITUKY SK 00'€JHAHHS TOJIITHKH, BCTAHOBJICHOT
Ha I[bOMY pPECypCi, 1 MOJITUKH, yCIaaKoBaHO1 Bia OaThKiBcbkoi 3 AWS norika iHma. | komm
MIOJIITUKU OIIHIOIOTHCS, SIBHA BIIMOBA MOK€E 3aMIHUTH LIUPIITY TOJITHKY T03BOY.
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o crocyerscs Microsoft Azure, To B HbOMY 4YacTuHy 3aBaaHb IAM BukoHye Azure
Active Directory sika € ciy’)k0010 KOpIOpaTUBHOI iAeHTH]IKAIi, sika 3a0e3redye €TuHUI
BXiz, OararogakTopHy aBTEHTH(]IKaIif0 Ta yMOBHHUH MOCTYyI A 3axucty Big 99,9% arax
KiOepOe3neKkn 13 OCHOBHHX BIAMIHHOCTEH BIAMITUMO IUIATHY (YHKIIOHAJIBHICTH MOYMHAIOUI
13 TIEBHOTO OOCATY TIOCIYT.

IBM Cloud mo6 HagaTé IOCTyI, KOPUCTYBad MOKE MPU3HAYUTH POJI, SKI HAJAIOTh
KOpHCTYBa4aM PiBHI IOCTYITY JJIsl BAKOHAHHS 3aBIaHb 3 KEPYBaHHS IIATGOPMOIO Ta TOCTYITY
JI0 pecypciB 0OIIKOBOTO 3aITHCY.

Cnoci6 ympasninas nocrynoMm B IBM Cloud 3anexuth Big THIy pecypcy, SKOMY
noTpiOHO mpu3HaYUTH NoCTyl. Pecypcu IAM kepyroThbesi 13 KOHCOJII 32 JOTIOMOTOK TaKHX
noHATh, sk KopucrtyBaui (Users), ['pynu noctymy (Access groups), oipeHi mpodaiinu
(Trusted profiles), Cepsicui ID (Service IDs). Knacuuna iHdpactpykrypa Ta pecypcu Cloud
Foundry ne kepytorbcs 3a monmomoroto Cloud IAM. 1li Tunu pecypciB MarOTh BJIaCHI CUCTEMHU
YIPaBIiHHS JOCTYIIOM.

VY¢i NONITUKY TOCTYNy CKJIaaloThes 3 Cy0 €KTY, IKOMY MOTPIOHO MPU3HAYUTH JIOCTYII,
LUT SIS TOJITHKY, 00 OXOMUTH Te, 0 YOro Cy0'eKT Mae IOCTyM, 1, HapewTi, poji [AM,
posi Cloud Foundry abo no3Bony Kiacu4Hoi 1HQPacTpyKTypu [Uis BHU3HAYEHHS PIBHS
JOCTYIY.

B Alibaba Cloud IAM wmae Ha3By Resource Access Management (RAM) Ta mae
MOXJIMBOCT] aHAJOTT4HI KOHKypeHTaM. Ase mpornonye okpemo Cloud Identity as a Service
(IDaaS) xmapny cinyxOy kepyBaHHS iaeHTu(ikaliero Ta goctynoM (IAM), mo oxoruioe
KOMIUIEKCH1 QYHKITIi, SIK1 3a0€31MeuyI0Th MOpTal KOPUCTYyBava, KaTajlor KOPUCTYBaUiB, THYUKY
aBTeHTHU(]IKAIIIIO0, €MUHUN BXiM, IICHTPATI30BaHy aBTOPU3AIIIIO T AyAUTOPCHKY 3BITHICTb.

BUCHOBKHU TA NEPCIIEKTUBU NOJAJBIINX JOCJIIKEHDb

B Te3ax mpoBeneno mopiBHsubHHMEA aHami3 [AM Ttakux BenmopiB, sk AWS, GCP,
Microsoft Azure, IBM Cloud, Alibaba Cloud, Bonu minxomare g0 IAM mo-pizHOMY,
MPOTIOHYIOYM YHIKaJIbHI (yHKIIT Ta momituku. Lle BimOuBae pizHi dimocodii Ta cTparerii y
MIX0I1 0 yIpaBliHHA ineHTHdikamiero Ta goctynoM. OcHOBHUMH TapameTrpamu [AM e:
MPOTOKOJIM ayTeHTH(dIKaIlli, poJii Ta TPYNH KOPUCTYBAYiB, TPYHNU PECYPCIB, TOJITHKH
BUKOPUCTAHHS PECYPCIB, CIIUCKH KOHTPOJIIO JIOCTYITY, IMTOJITHKA ApOJIiB, )KYPHAIN ayIuTy Ta
3BITHICTh, IHTErpaIiss 3 IHIIUMH CHCTEeMaMH O€3IeKH, BIAMOBITHICTE HOPMATUBHUM
CTaHJapTaM, MacIITabOBaHICTb.

MOKIMBUMH HampsMKaMd TOJAJbIIUX JIOCIIDKEHb €. Po3po0OKa yHIBepCaTbHUX
crangapTiB aisi [AM e mMosxe JONMOMOITH OpraHi3allisM JIETIe aJanTyBaTUCS IO Pi3HHX
XMapHUX CEPBICIB 3 MEHIITUMH 3yCUJUIIMU Ha HACTPOIKY 1 MIATPUMKY.

3abe3nedyeHHs] BUCOKOTO piBHA KOHQIEHIIHHOCTI Ta Oesneku B IAM € mocTiiHEM
3aBJaHHAM, SKE€ BHMara€ MOCTIMHOIO BJOCKOHAJIEHHS Ta IHHOBAIlid, O0COOJMBO B CBITII
3pocTardmx Kidep3arpos.

Bnockonanenns ¢eneparuBHoi ineHtudikanii: deneparuBHa ineHTH(iKalis gae
MOJKJIMBICTh KOPHCTYyBadaM MaTH OJMH OOJIKOBHM 3amuc A JOCTYIY JI0 PI3HUX CEpBICIB,
asie ToTpedye OUIBII TOHKOT KOHTPOJII Ta OE3MEKH.

Mixmuargopmue ynpasiinHg [AM: 3 ornsay Ha CKIaJHICTh Ta BapiaTUBHICTh XMapHUX
w1atopM, JOCHIPKEHHS e(PeKTUBHUX MIAXOAIB A ynpaBiiHHA [AM y MynbTUXMapHHUX
CEpEeIOBUINAX € BAKIMBUM HAMPSMKOM JOCIHIKECHb.
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PEI'PECIVIHUI AHAJII3 SIK IHCTPYMEHT JJ1S1 BUSIBJIEHHST 3AKOHOMIPHOCTEN
Y TAHUX MOHITOPUHI'Y ATMOC®EPHOI'O IIOBITPA

AHoTanis. Jlocmi/pkeHHsST MPUCBSYEHEe BHUKOPHCTAHHIO peErpecifiHoro aHamiszy s
BUSIBJICHHS 3aKOHOMIipPHOCTEH y MaHUX MOHITOPHHTY SKOCTI atmMocdepHoro moBiTps. OcHOBHA
yBara 3ocepelkeHa Ha 3actocyBanHi Mertony Ordinary Least Squares (OLS) mis aHamizy
BIUIMBY IOTOHUX (DaKTOPiB, TAKUX SIK TEMIIEPATypa, BOJIOTICTh Ta BiTEpP, @ TAKOXK KOHIICHTpALIil
3abpyantoBauiB (PM2.5, PM10, NO:, Os Tomo) Ha inaekcu sikocti moBitpst AQI (Air Quality
Index) Ta CAQI (Common Air Quality Index). ¥ pamkax mocmipkeHHS Oyino peani3oBaHO
MOAynb, IO 3a0e3ledye THYYKEe HaJAIITyBaHHSA IIEepiofiB, CTAaHLIH Ta BHUMIpPIOBaHb, IO
JIO3BOJIMJIO BHSABUTU BiJMIHHOCTI y ()OpMYyBaHHI I1HIEKCIB 3aJeXHO BiX uacy A00M Ta
perioHanbHUX ocobnuBocTed. OTpuMaHi pe3yabTaTH MOKa3yloTh, 10 pajianiiHui GakTop mae
3HAYHWHA BIUIMB HA OOWJBa IHIEKCH, TOJl SIK TOTOJWHHA arperaiis JaHUX € JOLIIbHO IS
CAQI, a nenna — mis AQI. BusBieHo, 10 BITPOBI YMOBU CYTTEBO BILUIMBAIOTh Ha SIKICTh
HOBITPS BJIEHb, ajieé BHOYI LIei BIUIMB 3MEHIIYEThCs. JlOCIiIKeHHs IEMOHCTPYE e(eKTUBHICTh
iHTerpauii perpeciiHoro aHajizy 3 Cy4aCHUMH TEXHOJIOTISIMH MOHITOPUHTY JaHUX JJIsi
NPOrHO3YBaHHS SIKOCTI MOBITPSL.

KawuoBi caoBa: armocepHe MOBITps, CHUCTEMa MOHITOPUHTY, SIKICTh IOBITPS,
3a0py/HIOBaYi, aHal3 JaHUX, CTATUCTUYHMWI aHami3, python, statsmodels, miniliHa perpecis,
Ordinary Least Squares (OLS), Common Air Quality Index (CAQI), Air Quality Index (AQI).

1. BCTYII

AKTyajbHicTb. CTaH SKOCTI aTMOC(EpHOro MOBITPS € BU3HAYAIBHUM (HAaKTOPOM
€KOJIOTTYHOT Oe3MeKu Ta 370poB’s HaceleHHs. B YkpaiHi MOHITOpHHT TOBITps Tepeadavae
cucTeMaTuyHuil 30ip, aHani3 1 0OpoOKy JaHMX MPO KOHILEHTpalii 3a0pyIHIOIOUNX PEYOBUH,
0 CIYT'YE OCHOBOIO il PO3pOOKH JEp>KaBHOI MOJITUKH Yy cdepli OXOPOHU JOBKULIS.
Pe3ynbpTatv MOHITOPUHTY J03BOJSIOTH BIPOBAKYBATH 3aXOAM 31 3HIKEHHS 3a0pyAHEHHS
MOBITPS Ta MOJIIIIEHHS HOTO SKOCTI.

SKicTh TOBITPSI 3aJIMIIAETHCS HECTAOLILHOIO Yepe3 MPOMHCIOBI BHKUIU, TPAHCIOPT,
CHAJIFOBaHHS MaJlMBa, a TAKOK MPHUPO/IHI YUHHUKH, TaKl sIK JIICOB1 MOXkex1 uu nuioBi Oypi. Lle
3YMOBIIIO€ 3a0py/AHEHHs MOBITPS TOKCUYHHMH PEYOBHHAMHM (BYIJIEBOJHI, OKCUAM a30Ty Ta
CIpKH, TBEp/l YacTKH), IO 3aBJa€ IIKOIHM 3J0POB’I0 JIFOJEH, eKOCHCTEMaM Ta €KOJIOTIuHiN
pIBHOBA31.

AHaJi3 ocTa”HiX JocailkeHb Ta myouaikanii. Y 3BiTi KuiBchkoi Mickkoi gepxkaBHOT
anMiHicTpanii 3a 2023 pik[1] npeacraBieHo pe3yabTaTd MOHITOPHUHTY SKOCTI aTMOC(HEpHOTo
MOBITPSI HA OCHOBI JaHUX, 310paHuX 46 IHIUKATUBHUMHU Ta 7 peepeHTHUMHU aBTOMAaTUYHUMU
cranuisMu. He3Bakaroun Ha BUCOKUH piBEHb KOMILJIEKCHOTO iHJEKCY sikocTi moBiTps (CAQI),
Oy1no 3a¢ikCOBaHO YHMCICHHI NEPEBUIICHHS I'paHUYHO JonycTumux KoHueHtpauii (I'/AK) mis
OKCHJIIB a30Ty, a TakKOoXX 3HayHe NEpPEeBUIIECHHS cepenHboo0oBux piBHIB [JAK s
MIPU3EMHOTO 030HY Maibke Ha BCIX pe()epeHTHUX CTAHILSX.

[TopiBHSAHHS LMX JaHUX 13 pe3ynbTataMu LlenTpanbHoi reodiznynoi oocepBaTopii iMeH1
bopuca Cpe3HeBCHKOro BUSBIIO TEXHIUHY 3aCTapuIiCTh JEpKaBHOI CUCTEMHU MOHITOPHHTY,
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gKka He 3abe3nedyye MOBHOI Ta akTyanbHOI iH(opmamii mpo cran mositpsa. g cutyamis
MIIKPECIIIOE  HEOOXIMHICTh  MOJEpHI3alii CHUCTEeMH MOHITOPHHTY Ta 3a0e3neueHHs
PEryIaspHOTO JOCTYNy A0 JAaHUX JUISI NPUUHATTS OOIPYHTOBAHUX YIPABIIHCHKHUX PIIIEHb 3
MOKpAIICHHS SKOCTI MOBiTps B Kueni.

Mera gociaigkenHs. MeToio JOCTIPKEHHS € BUKOPUCTaHHS PErPeciiHOTO aHai3y JUls
BUSIBJICHHS 3aKOHOMIPHOCTEH Yy MAaHWX MOHITOPHHTY SIKOCTI aTMOC(EpHOro MOBITPs, IO
J03BOJIUTH OIIHUTH BIUIMB pi3HUX (aKTOpiB Ha piBeHb 3a0pyaHeHHs. JlocmimkeHHs
CTIpsIMOBAaHE Ha PO3pOOKY METOJIOJIOTIT aHAai3Yy.

2. TEOPETUYHI OCHOBHA

Cucrema MOHITOPUHTY SIKOCTI aTMOC(EpHOro TMOBITpsI 0a3yeTbCs Ha CydacHUX
TEeXHONOTiAX 3060py, 30epiraHHs Ta o0OpoOKM jaHuX. Ii apxirekTypa mnepeabadae
BukopuctanHs loT-mpuctpoiB, siki 30uparOTh JdaHI HPO KIOYOBI MapaMeTpu MOBITPS,
BKJIIOUAIOYM KOHIIEHTpAlil 3a0pyJHIOIOYUX PEYOBHUH, TEMIIEpaTypy, BOJIOTICTh Ta 1HIII
eKoJIoriyH1 moka3sHuku. Lli mpuctpoi 3abe3neuyroTh MOCTIMHUM MOTIK JAHUX Y PeaTbHOMY
qaci, 110 € KpUTUYHO BAKJIMBUM 7151 €PEKTUBHOTO MOHITOPUHTY CTaHy MOBITPSL.

3i0paHi JaHl IHTErpyIOThCA 3 IHIIMMHU JDKEpelIaMHd, TakUMHU SK IUIaThOopMH
MYHIIMNAIBHOTO MOHITOpUHTY (Hanpukiaa, KMJIA), rpomazaceki iHiiatuBu (SaveEcoBot)
ta MQTT-cepepu. Taka OararokepelbHa cHUCTEMa J03BOJISIE OTPUMATH KOMIUIEKCHY
KapTUHY CTaHy TMOBITpS Ta 3a0e3Me4YuTH aKTyalbHICTh JAaHuxX. JlaHl mepenaroTbes 10
IIEHTpaTi30BaHoi 0a3m nmaHux, ska Oazyerbcst Ha PostgreSQL. Ile 3a0esmeuye ix HamiliHe
30epiradHs Ta AOCTYI IS TTOJAIBIII0T 0OPOOKH.

Ha ocHOBI HakomuM4eHWX JaHUX peadi30BaHO [Ba IMIXOAU IO OIIHKH SKOCTI
atmocdepHoro mositps: Air Quality Index (AQI, CIIIA) ta Common Air Quality Index
(CAQI, €Bpoma). O6uaBa HAEKCH CAYTYIOTh KIFOYOBUMH MOKa3HUKAMU PIBHS 3a0pyIHEHHS
MOBITPS Ta BiAOOpakarOTh MOTEHINIHHI PU3WUKH U1 3J0pOB’S HACEJICHHS, X04Ya MDK HUMH
ICHYIOTB TI€BH1 BIIMIHHOCTI. PerpeciiiHuii aHani3 moTpiOeH s BUSBICHHS 3aKOHOMIPHOCTEH
MDK KOHIICHTPALSIMH 3a0pyAHIOBaYiB, TOTOJJHIMH YMOBAMH Ta 1HIEKCAMH SKOCTI TOBITPSI.

B naniit crarti Oyne BukopucroByBatuch Ordinary Least Squares (OLS)[3], mo €
OIHUM i3 HAHNONIMPEHIIMX METOIB OLIHIOBAHHS MapaMeTpiB iHiitHo1 perpecii. Moro
OCHOBHAa METa MOJISITAaE Y BU3HAYEHHI TaKMX 3HAYCHb KOC(IIIEHTIB, SIKI MIHIMI3YIOTh CyMYy
KBaJpaTiB BIIXWICHh MDK (DaKTHYHMMH 3HAYCHHSIMH 3aJIC)KHOI 3MIHHOT (LIUThOBOT 3MIHHOT) Ta
3HAYEHHSMHU, NepeA0aYeHUMH PErPECiitHOI0 MOJEILIIO.

Meton OLS rpyHTyeTbCS Ha pPO3paxyHKy MpSIMHX, $Ki HalKpalie ONHCYIOTh
B33a€MO3B'I30K MDK HE3aJI€KHHMHU 3MIHHUMU X,,X,,...,X, 1 3a1exHor0 3MiHHOIO ¥. OLS

0a3yeTbcsi Ha MiHIM3alli cymu kBaapaTiB 3anmumkiB (SSE) mia moOGymoBu moxeni, sika
HalKpalle OMrCcye B3a€MO3B'SI30K MIXK 3aJIC)KHOI0 3MIHHOIO 1 HE3aJIC)KHUMU 3MIHHUMU.

4. PE3YJIBTATHU TA OBI'OBOPEHHA

VY pamkax CHCTEMH MOHITOPHUHIY SIKOCTI MOBITpsl OyJ0 peani30BaHO MOYJb, SKUH
3a0e3reuye THyYyKe HaJallTyBaHHS MapaMeTpiB JUIsl aHali3y JaHMX Ha OCHOBI perpeciiHiil
mozeni OSL Ha ocHoBi 6i6mioTexku Statsmodels[6], ska € NOTY)KHUM IHCTPYMEHTOM st
CTaTUCTMYHOTO MojemoBaHHd B Python. IHCTpyMeHT Hamgae MOKIHMBICTD BHUKOHYBAaTH
NEPCOHAI30BAHUHN 3aIUT 32 JO0NOMOToI0 (pinbTparii, 300paskeHoi Ha pUCYHKY 1.

108



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Re%\ilonal problems of Informatization in Societ
npupoooxopucmysanti '2024", 21-22 aucmonaoa 2024 poky, and Nature Using '2024", 21-22 November 2024,
HYFIll Yxpainu, Kuis NULES of Ukraine, Kyiv
Analysis Hide Filter Form &5y

Stations Period from

[016: Kyiv, Kharkivske shose, 7/1(KMDA) - Active X - (3 2024-08-10 X 3 Period to

Regression type Average type Time period

Ordinary Least Squares X - Hours v All Day(24 hours) A

Dependent measurement Independent measurements

Common Air Quality Index(Own) X - PM10, PM2.5, Nitrogen dioxide(NO2), Wind spead(Ws), Sulfur dioxide(SO2), Radiation X -

Pucynox 1. Hanawmyeanus ma 3a0anms napamempie onsa ananizy

Y pe3ynbTaTi TPOBENEHHS PETPECIHHOTO aHali3y OTPUMAHO KUThbKa KIFOUOBUX
KOMIIOHEHTIB, 1[0 XapaKTepU3yIOTh SIKICTh MOJEI1 Ta B3aEMO3B’ SI3KM MK 3MIHHUMH, 3 SKUMH
MO>KHA 03HaHOMHUTHCS Ha pUCYHKY 2. OCHOBHI METPUKHU MOJIEJI1 BKIIIOYAIOTh YacTKy Bapiaii
3aJIe)KHOI 3MIHHOT 110 MOSICHEHEHa HEe3aJeKHUMHU 3MIHHUMU. Takox Oyno po3paxoBaHo F-
CTaTUCTHUKY, 10 OLIHIOE 3arajbHy 3HAUyLIICTh MOJENI, Ta il ppp-3HaUEHHS, SIKE MIITBEPAKYE
CTaTUCTUYHY 3HAa4YyHIICTh. JloAaTKOBO, aHali3 3aJMIIKIB MOJeNl 3abe3neuye TiauoIIe
pO3yMiHHS 1l BIAMOBIAHOCTI JaHWUM. [ KOKHOi HE3aIeKHOI 3MIHHOT OTPUMAHO TaOJIHUIIIO
koe(ilieHTiB perpecii (), 110 BKJIIOYa€e CTaHIAPTHI TOXUOKH, ttt-3HaAUYEHHS Ta ppp-3HAUYCHHS.
BaxxnuBicTh 3MIHHHUX OIIHIOETHCSA Ha OCHOBI iX CTATHCTHYHOT 3HAYYIIOCTI.

OcHOBHI MeTpukun

= R-squared: 0.763 — e
o vedicisd
76.3% Bapiauil NOACHIDETLCA HE3ANSKHUMN 3MIHHAMIA 200
« Adj. R-squared: 0.762

BIokasHik BNMBY 4OAABAHHA 3IMIHHWX Ha MOKPALLEHHA Mogen |

« F-statistic: 1201.54

Fredicted

w01
3ara/ibHy SHAUYWICTE Mogeni. BiNblue SHAUSHHA - Kpawa

Mogens

« Prob (F-statistic): 0.000e+00
P-zHaueHHs meHwe 0.05 nigre

pRYE SHAMYLLICTE MOgEn:

; : - ) P e o
.
BOAATKOBI METPUKM
COEFFICIENTS  TABLE DESCRIPTION
+ Durbin-Watson: 0.92
3nadenHA 0.92 Brasye Ha HaRBHICTL ABTOKOpPENnAL| ~ o R
aminna Koewpiuient  Crangapna Moxnbxa T-Clammcruka  P-3navenna Intepean fosipn BawnnsicTs
« Omnibus: 954.44
3anmiukn He MaTh nbHOrO posnoginy. const 172619 5.0366 34273 0.0006 [-27.1387, -7.3850) AD
= Jarque-Bera (JB): 28889.43 pm2.5 03752 00204 184352 0.0000 [0.3353, 0.4152] AD
—ﬂFMiﬂbHiC_b po3 ANULLKIE HE NiATEEPIKEHA, MOXKHBI
aHomanil.
pmio 02895 00129 224192 0.0000 [0.2641, 0.3148] AOD
« Skew:-1.38
Po3nofyin Mae NoMITHY ackMeTpiio ws 22747 05247 43349 0.0000 [-3.3037, -1.2457] AD
- : 2 4
Kurtosis: 20.3 no2 00172 0.0092 18688  0.0618 [-0.0009, 0.0353]
(p‘:’_\ETb po3nofiny aHOMankHa, MOWNUBI BiAXUNEHHA
502 00191 0.0053 35708 0.0004 [0.0086, 0.0296] AD
radiation 2150332 457950 46955 0.0000 [125.2265, 304.8399] AO

Pucynok 2. Pezynomamu peepeciiinozo ananizy ons CAQI

Ilincymok Ta BJacHi crnocrepe:keHHsl. AHam3 pe3ynbTariB, OTPUMAaHUX 3a
JOTIOMOTOI0  pO3pPOOJICHOTO MOy, JIO3BOJHMB BHUSBUTH BAXKIUBI 3aKOHOMIPHOCTI Yy
dbopmyBanHi iHAekciB skocTi noBiTps (AQI ta CAQI) Ta 0coOGIMBOCTI iX BUKOPUCTAHHS.
Paniariitauii hakTop BUSBHUBCS BarOMMM YMHHHUKOM, SIKHI CYTTEBO BIUTMBA€E Ha POpPMYyBaHHSA
000X IHJEKCIB.

[Ipu mopiBHSAHHI MIIXOIB A0 PO3paxyHKy iHAEKciB BusBieHO, mo st CAQI Ouibmr
e(eKTUBHO BUKOPHCTOBYBATH MOTOAMHHI CepelHi 3HadeHHs, ToAl sk st AQI mouinpHO
3aCTOCOBYBATH JIeHH1 cepenHi. Taka pi3HUI MIATBEPIKYE PI3HI AITOPUTMH PO3PAXYHKY Ta
iXHI BIUIMB Ha KiHIEB1 pe3ynbTaTH. lle n03Bomsie OLTBII TOYHO aJanTyBaTH aHAi3 Mif
KOHKpPETHI 3aB/IaHHS Ta PETiOHaIbHI 0COOIMBOCTI.
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[ikaBe ciocTepeXeHHs CTOCYeThCs BILTUBY BiTpy Ha CAQI: y HiuHMIT yac BiTep He Mae
3HAYHOTO BIUIMBY Ha 1HJEKC SKOCTI1 MOBITPs, TOJI K Y ACHHUH 4ac abo 3a MOBHUI J€Hb HOTO
BIUIMB € MOMITHUM. Lle CBIIYMTH MPO 3MEHIICHHS IHTEHCHBHOCTI BITPY BHOYI, IO 3HUXKYE
HOT0 3aTHICTH 10 pO3CifOBaHHS 3a0py/AHIOBAaYiB, BIAMOBIAHO BHOCSYH KOPEKIIii B pe3yIbTaTH
MO/ICITIOBaHHS.

BUCHOBKU TA NTEPCIHHEKTUBU INOJAJIBIINX JOCJIKEHb

Pesynpratn moCHimKEHHS JEMOHCTPYIOTh €()eKTHUBHICTH 3aCTOCYBAaHHSI PErpeciiHOro
aHaJI3y JUIsl BMSIBICHHS 3aKOHOMIPDHOCTEM y JaHMX MOHITOPUHTY SKOCTI aTMochepHOro
noBiTps. PeanizoBaHuii MOIyib aHaiily 3 THYYKMMHU HaJalllTyBaHHSIMM HIATBEPAUB CBOIO
3MaTHICTh  3a0e3meuyBaTH  JleTaJbHE  JOCHIKEHHS  B3a€MO3B’SI3KIB  MDK  PI3HUMU
€KOJIOTIYHUMHU  [apaMeTpaMH, 30KpeMa  pajiali€lo, BITPOM Ta  KOHLEHTpaLLIMU
3a0pynHioBaviB. OTpuMaHi1 BUCHOBKH 100 0COOIMBOCTEN BIUIMBY IUX YMHHUKIB Ha 1HICKCH
AQI ta CAQI 103BOJISAIOTH BAOCKOHATIOBATH METOJO0JIOTI] MPOrHO3YBaHHS SIKOCTI MOBITPS,
OPIEHTYIOUHCH Ha clieu(iKy perioHIB Ta YaCOBHUX MEPIOJIiB.

Oco0nuBy yBary 3aciyroBylOTh pe3yJbTaTH, SKi BKa3yIOTh Ha BIAMIHHOCTI y MiAX0AaxX
1o po3paxyHky AQI ta CAQI. ITorogunna arperaris nanux st CAQI Ta neana — g AQI
3a0€31evyI0Th TOYHIIIE MOJICTIOBaHHS 1 BITOOpaXEHHSI peajbHOT CUTYAITIi.

VY mepcnekTuBi AOCTIKEHHS MOXKe OyTH PO3IIHMPEHe LUISIXOM IHTerparii J0JaTKOBUX
perpeciiHuX MojeNiel, TaKuX SK HENHIMHA perpecis 4Yd MoJeNl YacOBUX PAIIB, IS
BpaxyBaHHS CKJIAIHIMINX B3a€MO3B’s3KiB y naHux. Buxopucranas OLAP-anamituku Ta
MeroniB Data Mining Ha OCHOBI 310paHHMX JaHHUX JO3BOJUTH ABTOMATHU3YBaTH TOIIYK
MPUXOBAHUX 3aJICKHOCTEH 1 aHOMAJIIH, 10 CIPUATUME OUIBIII TOYHOMY IPOTHO3YBAaHHIO Ta
(dhopmyBaHHIO €(DEKTUBHUX €KOJIOTTYHUX CTPATETIH.
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CEPIAJIIBALIA OB’€EKTY JEPEBO TA®OMAHA I ITNTAT®OPMOIO .NET 7.0

AHoTaniss. B aBTOpchKiii mporpaMi CTHCHEHHsSI JAaHMX HA OCHOBI METOJa KOJyBaHHS
lad¢pmana, ska He TINBKM BUKOHYE TIpolec Kommpecii 1 jgexkommpecii, ajge 1 J103BOJSIE
criocTeperaTd 3a peajli3alli€lo BCiX IMpOIEeCciB BUKOPUCTaHMK MexaHi3M OiHapHOI cepiamizamii
00'eKTIB - Mpollec MepeTBOpeHHsI 00'€KTa B MOTIK O0alTiB. PO3MIIsSIHYTI ajqbTepHATUBHI aIrOpUTMH
GiHapHOI cepiaiizarii, ska He miaTpuMyeTbest miardopmoro .NET 7.0 1 Buie.

Keywords: Huffman algorithm, Binary trees, Adaptive Huffman coding, serialization,

deserialization.

1. BCTYII

Anroputm Napdmana (Huffman’s algorithm) BukopucToBy€eThCS 715l CTUCHEHHSI TAaHUX
1 JIeKUTh B OCHOBI pobOoTu Oarathox apxuBaropiB. Jlins kommpecii 1 JekoMmpecii
BUKOPHUCTOBYeThCs nepeBo ladpdmana, sxe mo cyri € wiroueM. lleit kimou HeoOXiaHO
30epertu. i 1poro B mporpami BUKOPUCTaHMI MexaHi3M OlHapHOI cepiaiizaiii 00'eKTiB,
anre mounHatoun 3 Bepcii .Net 7.0 meit MexaHn3M BBaXKa€ThCsl 3aCTAPUIHM 1 HE MATPUMYETHCS.

Uepes Te Tpeba mrykatu albTepHAUMBHI METOIH.

Meta pociaimkennsi: [IpoBectn TOpPIBHSAIBHUN aHaTI3 albTEPHATUBHUX METOJIIB
cepiarizarrii, iki peKOMeHAYIThCs po3pooHuKkamu iatdgopmu .Net 7.0 ta Bue.

2. TEOPETUYHI IIICTABHU

Ines, mo mokiazeHa B OCHOBY KoayBaHHs [addmana, 3acHOBaHAa Ha YacTOTI MOSIBU
CUMBOJIy B MOCHiI0BHOCTI. CHMBOJI, SKMH 3yCTpPIYa€ThCS B TOCHIJOBHOCTI HaWyacTilIe,
OTPUMY€E HOBUH Jy)KE€ MaJICHbKHI KOJ, & CHMBOJI, SIKHI 3yCTPi4aeThCsl HAUPiAIIe, OTPUMYE,
HaBmaku, OUThIN MOBruii koi. Lle moTpiOHO i TOro, MO0 CHUMBOJIM, SIKI 3YCTPIYarOTHCS
HalvacTiIe, 3aiHsIM HaWMEHIIIe MICIIS, a caMi PIAKICHI - OUTbIIIe.

JI1st pO3yMiHHS IILOTO AJTOPUTMY HEOXITHO 3HATH YCTpid OiHapHOTO AepeBa. Bysiom
TaKOTO JIepeBa € EJIEMEHT, IO MICTHTh KOJI CHMBOJIA, HOTO YacTOTY 1 MOCHJIAHHS Ha JIiBE 1
rpase MiAepeBo.

s npuknany BizeMeMo psaok «CnaBa Ykpaini». 106 oTpumaT Koz A KOXKHOTO
CHUMBOJIy Ha OCHOBI1 1OT0 4acTOTHOCTI, HaM Tpeba moOyayBatu O6iHapHe nepeBo. KoxkeH muct
BOTro JiepeBa Oyae MicTUTH cuUMBOJ. JlepeBo Oyae OyamyBaTucs BiA JIUCTS 10 KOpEHS.
CHMBOJIH 3 MEHILIOIO YaCTOTOIO OYAYyTh Jaji BiJf KOPEHs, HK CUMBOJIU 3 OUIBIION YaCTOTOIO.

Jl1s MoYaTKy MOpaxyeMO 4acTOTH BCiX CUMBOJIB. [1icist 0O4YMCIICHHS 4acTOT CTBOPUMO
BY3JM OIHApHOTO JiepeBa Al KOKHOTO CHMBOJIy 1 JOJaMO iX B uUepry, BUKOPHCTOBYIOUH
YacTOTy B SKOCTI IPIOPUTETY

Tenep nmictaemo JBa MEPIIMX €IEMEHTAa 3 YEprd 1 MOB'SI3YEMO iX, CTBOPIOIOYU HOBUU
BY30J1 JiepeBa, B SIKOMY BOHU 00u/Ba OyIyTh HalllaJKaMH, a MPIOPUTET HOBOTO BYy3ia Oyae
JOPIBHIOE CYMI iX MIPIOPUTETIB.

[Ticnst poTO JOAEMO HOBUUM BY30J1 Ha3aJ B 4Yepry BPaXOBYIOUM MOTO MPUOPHUTET 1
MTOBTOPUMO Ti 5K KPOKH.

[Ticnst TOTrO, SIK OYayTh MOB'A3aHI J]Ba OCTaHHIX €JIEMEHTa, BUIijie MiICYMKOBE JEPEBO.
Lle i € nepeBo I'appmana. (pucynox 1)
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5 Huffman algorithm

Cnasa YkpaiHi | Mraas
wainy

Craopum
Cepianisysam
Decepianiaysam

Ji—

SI-TDA< Doao
A A waa
RN L]

JIBIAKOBWIA KOL, CTUCHEHOIO TEKCTY
10001001011010011011110011011110011111000001

JIBIAKOBWIA KOL, NOYATKOBOIO TEKCTY

10000110000000001000101011100000100001111010000010001010110

00000100001000010000010000111011000007000011000000000100001100700000010000110000000000000010000000000700007000110000010000111010000001000100000000000 ~

Pucynoxk 1. Inmepgheiic kopucmysaua. /lepeso I'agpgpmana.

[Io6 posmudpyBaTh 3aKk0I0BaHUN PAAOK, Tpeba MPOCTO WTH TO JEPEBY, 3rOPTAIOYH B
BIJINOBIAHY KO’KHOMY 01Ty CTOPOHY /10 THX IIp, TOKH MU HE JOCATHEMO JIUCTA.

JInst KoyBaHHS BUKOPHUCTOBYEThCS Tadmuist ["addmana, a mas qekoayBaHHS - JIEPEBO
laddmana, sike mo cyri € ximoueM. Llei kmou Takok HeoOXimHO 30epertu. [ 1mporo B
porpamMi BUKOPUCTAHUKN MeXaH13M OiHapHOI cepiainizaiii o0'ektiB. Cepiaizallis npeacTaBise
MpoIIeC MEPETBOPEHHS Oy/Ib-IKOTO 00'ekTa B MOTIK 0aiiTiB. [licis mepeTBOpEeHHsS] MU MOXKEMO
el motik OaWTiB 30epirtm B OiHapHOMY (aitmi. A mpu HEOOXITHOCTI MOXHA BHKOHATH
3BOPOTHHUH TPOIIEC - JIecepianizalito, ToOTO OTpUMaTH 3 TIOTOKY OalTiB paHilie 30epeKeHU
00'eKT.

3. METOIM JOCJIIIKEHHSA

Jlnst po3poOku 0Opana MoBa mporpamyBaHHs C#. 3pydHHil Ta IHTYITUBHO 3PO3YyMUTUI
iHTEepdeiic mporpaMu mpenacTaBieHWd Ha pucyHKy 1. Jlna  OiHapHoi cepiamizaiii
3acTocoByBaBcs kiac BinaryFormatter. Bukopucranus BinaryFormatter y cydacHuX Bepcisx
NET BBaxkaeTbcst 3actapiiuMm uepe3 mpoOnemu Oesnekn. HaromicThb peKOMEHIyeThCs
BUKOPHUCTOBYBATH 1HIII (hopmaTu cepiamizarii.

Y .NET 8.0 nBiiikoBa cepiamnizaiiis po3BUHYJIACA 3 MONEPEHIX BEPCid IS MiABUILIEHHS
0e3MneKu, MPOAYKTHUBHOCTI Ta cymicHOCTi. OcCh OINISII TOTrO, IO CJiJ BPaxoBYBaTH IpHU
OinapHii cepianizamii B .NET 8.0:

* System.Text.Json: ans OUIBIIOCTI 3aBAaHb cepiamizalii PEKOMEHIYEThCS
BUKOpucTOoBYBatu System.Text.Json. Bin miaTpumye cepianizanito Ta aecepianizaimiro JSON
13 BUCOKOIO ITPOAYKTHUBHICTIO Ta O€3MEKOI0.

* bi61ioTekH CTOPOHHIX PO3POOHUKIB!

- protobuf-net: peanisye Oydepu mnportokomiB 1 ehEeKTHBHOI Ta MOPTATHBHOI
cepiamizartii.

- MessagePack: mBuakuii 1 KoMnakTHUM ¢opmar Juis ABIMKOBOI cepiaizaiii,
MIAXOIUTh VI IPOTpaM, sIKi HOTpeOyIoTh ePEeKTUBHOT Iepeayi JaHuX.

i minxomu 3abe3neuyroTh Oe3medni Ta edekTuBHI MexaHi3MU cepianizamii ams NET
8.0, He MoKIaalouuCh Ha 3acTapinuii BinaryFormatter.
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4. PE3YJIbTATHU TA OBI'OBOPEHHSA

VY NET 8.0, migxonu 3abe3nedeHns 0e3neyHnx Ta epeKTHBHIX MEXaHI13MIB cepiaiizartii
CYTTEBO BJIOCKOHAJIEHI ISl 3aJ0BOJICHHS CYYaCHHUX BHUMOT PO3poOKu. OCHOBHI MHiAXO0IH
BKJTIOYAIOTh:

JSON-cepiainizarrist 3a jormomororo System. Text.Json:

besneka cepiamizarii:

Y NET 8.0 3nauna yBara mpuautseTscs Oe3meni mig dvac cepiamizamii. 30kpema,
BUKOPHUCTOBYIOTBCS TIAXOH IS 3aI00IraHHs TAaKUM 3arpo3am, sIK aTaky Jiecepiaiizaiii, mo
MOJKYTh TPU3BECTH JI0 BUKOHAHHSI IIKIIUTHBOTO KOJY.

3anpoBa/pKEHI HOBI ONIi [ 3aXUCTy KOH(DIAEHUIMHUX JaHUX, BKIIOYAIOUYU
MOXJTMBICTh BUKJTFOUCHHS TPUBATHUX a00 CEHCUTHUBHUX TIOJIIB 3 MPOIIECy ceplanizailii.

BUCHOBKMU TA NEPCIHEKTHUBHU NNOJAJBIINX JOCJIIKXEHDb

binapna cepianizarmis y Visual Studio 2022, sx 1 B inmux Bepcisx .NET, no3somsie
30epirati 00'ekTH y (aiin abo mepenaBaTH ix yepe3 Mepexy y BUIJIsA1 O1HAPHOTO MOTOKY. Y
NET Core ta .NET 5/6/7 nianrpumka OiHapHOI cepianizalii BIIPI3HAETHCSA BiJ CTapuX Bepcii
.NET Framework, ne 3acrocoByBaBcs kiac BinaryFormatter. Bukopucranus BinaryFormatter
y cyuacHux Bepciix .NET BBaxkaeTbcst 3actapiiuM depe3 mpobiemu Oe3neku. HaTtomicTs
PEKOMEHAYEThCS BUKOPHUCTOBYBATH 1HII (hopMaTH cepiaiizarii.
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BUKOPUCTAHHS TEXHOJIOTTI BJIOKYENH JJ1 MIJABUILIEHHS SKOCTI CUCTEM
KEPYBAHH EHEPI'OMEPEXAMU

AHoTanis. Po3rnsHyTi NMUTaHHS MiJBUIICHHS SKOCTI KEPyBaHHS EHEpromMepexaMu 3a
paxyHOK 3aCTOCYBaHHSI TEXHOJIOTIi OJIOKUEHH Ta BUKOPUCTaHHS CMapT-KOHTpakTiB. [lokazaHo
HEOOXiHICTh BHMKOPHCTaHHS CIICI[Ia/li30BAHUX MATEMAaTHYHUX AITOPUTMIB JUIs  aHaNi3y,
JMHAMIYHHUX TPOLECIB Yy MEpeKi, 110 BPAaXOBYe HENIHIMHMI XapakTep 3MiH HaBaHTaXXKEHHS. Y
[[bOMY BBa)Ka€ThCS, 10 IOLTYK ONTHMAIBFHOI'O PO3MNOALTY HOTYKHOCTI MiXK T€éHepaTopaMH 3311
3a0e3MeueHHsT MIHIMAIBHUX BHUTpPAT YYaCHHKIB MEpPEXi CKIIQJIa€ OCHOBI METOIIB HEJIHIHHOTrO
nporpamyBaHHs. HajiaHO BiIOBIIHI MPHUKIAIN aHATI3Y MEPEXiTHUX MPOIIECIB B €HEProMepexi.

Kuro4oBi ciioBa: 6iokueiiH, eHeprocucTeMa, CMapT-KOHTPAKTH, KePYBaHHS MEpeKaMU.

1. BCTYII

Lludposizarisi eHEPreTUKN BiAKPUBAE IIMPOKHUNA CIIEKTP MOKIMBHX 3aCTOCYBaHb HOBHX
iH(OpMAaIITHUX TEXHOJIOTIH, 30KpeMa TEeXHOJIOTii OJIOKYeHH Ta CMapT-KOHTPAKTIB IS
MiIBUIIEHHS SKOCTI CHCTEM YIPABIIHHS EHEpromMepexaM Ta, 30KpeMa, MepeKaMu
Microgrid. Came poboTa cucTeMu yOpaBiiHHA 0araro B 4YOMYy BH3Hadae e(EKTHUBHICTbH
Microgrid.

Came Bin poOOTH CHCTEMH MEHEIKMEHTY 0arato B 4YOMY 3aJe€KUTh €(PEKTUBHICTh
Microgrid. BukopucranHs Smart-KOHTPaKTiB Jla€ 3MOT'y CBO€4acHO (popmyBaTH 0a3y IaHUX
CHCTEMH YIpPaBIiHHS, L0 BUINOBIIHO crHpollye ii poOOTy Ta NiABMILYE MIBHIKICTb,
MIPO30PICTh Ta PETYISPHICTh PO3paxyHKiB Mk ydacHukamu Microgrid. Came cMapT-KOHTPAKT
30epirae 3anucu HeoOXiTHUX MPaBUJI, BUKOHAHHS SKHX 3allyCKae MeBHI IHCTPYKLii, BOyA0BaH1
B CMapT-KOHTPaKT. Y  MapajurMi TOPriBJAi EHEpPri€l0  CMapT-KOHTPAKT MOXKHA
BUKOPHUCTOBYBATH JJIsl ABTOMATH3allll YNPABIIHHA EHEPreTUYHUMH TPAH3AKLIIMU MK
napTHepaMu SIK CUCTeMy s e(peKTHUBHOI Topriii eHeprieto. IlpaBuia eHepreTHUHUX
TPaH3aKIif MOXHa PO3MICTUTH B CMapT-KOHTPAKTax, sIKi HeMOJHBO 3MiHMTH [1]. Kpim
TOrO, CMapT-KOHTPAKT MOXK€ 3a0e3NeYuTH Mpo30pi PUHKM TOPTiBJIi €Hepri€r, ae BCl
YYaCHMKH JIOBIPSAIOTH KOHTpPAKTaM, IO MOXE 3MEHIIUTH BHUTPAaTH Ha MEPEXy, a TaKOoXK
BUTPAaTH Ha TOPTriBII0 MAJMMHU BiJHOBIIOBAaHMMHM JDKepesnamMu eHeprii. BpaxoByrouu
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HasBHICTh PI3HUX THUIIIB BUPOOHHKIB €Heprii B Mepexi Microgrid, po3yMHUI KOHTPAKT HaJa€e
OLIbIIE MOJIMBOCTEH 1 MPO30POCTi IS CIOKUBAYIB, 5IKi, HANPUKIAJ, MOXYTh TOPTYBaTH
CBOIMU HemependadyBaHUMHM HA/UIMIIKAMHU BiJl BHPOOHHUIITBA BIIHOBIIOBAHUX JDKEpPEN
eHeprii.

Bukopucranas Smart-KOHTpakTiB 3a3BHYaii BHMarae HasBHOCTI OJOK4YeHHY 1,
BIJMOBIHO, 30epexeHHs icTopii KOHTpareHTIB Mepexi. IIpu mpoMy cMapT-KOHTPAKT MOXKe
nepeadadaTy, MmO SK TUIBKA OJNIOKYEHH NIiATBEPAUTH, LIO JOTOBIp KYIIBII-IPOAAXKY
eJIEKTPOEHEePTii CXBaJICHO, IiHA CIUIAYy€EThCS aBTOMATHYHO. Lle 03Hauae, 1m0 pu3HK 3aTPUMKH
ab0 HeCIUIaTH 3HIDKYETHCS, OCKUIBKM TpPAH3aKINs 3AIHCHIOETBCS 11032 PEryJIbOBAHUM
cepenoBuIeM «hopMaTbHUX» TIAT(HOPM ISl TOPTIBIIL €IEeKTpoeHeprieto [2].

Po3ymMHI KOHTpakTH € TOTEHUIMHO TMOTY)XHOK TEXHOJIOTIE Il CTBOPEHHS
JETIEHTPATI30BaHUX 1 TPAHCAKTUBHUX EHEPTeTUYHUX CUCTEM.

2. TEOPETUYHI OCHOBHA

[Ipouecu cmapr-koHTpakTiB ans Microgrid, siki BKJIIOYAIOTh ILIICTh PI3HUX pIBHIB,
omucani B [3]. Ha mnepmomy piBHI HamawoThCs BXIigHI JaHi 3 Mepexi Microgrid,
HaBaHTaXeHHs, arperaropiB. Ha papyromy piBHiI iH(poOpMalis NHepesaeTbcs B alrOPUTM
yIpaBIiHHS PO3NOIUIOM 1 epeaaueto eIeKTpoeHeprii. BiH BKilouae TEXHIYHY ONTUMIZAIIIIO 3
BUKOPUCTAHHSIM €(EKTUBHUX aIrOPUTMIB pPO3paxyHKy. SK NpaBHIIO, Takl pPO3paxyHKH
BUKOHYIOTBCS 11032 PO3yMHUMH KOHTpakTamu. L[[o0 omTumizyBaTu mKeperno >KUBICHHS Ta
HABAaHTAXXEHHS, BU MOJKETE IIIKITIOUaTH/BIIIydaTH OJOKH JDKEpeN Ta HaBaHTaKEHb JO/Bif
CHUCTEMH abo0 Mepepo3MNOAUIATH MOTYKHICTh TEHEPATOPIB JUIsl 3MEHILICHHS BUTpaT.

Ha nactynHomy piBHI 32 pO3paxyHKOBUMH JaHUMHU YKJIAJAIOThCs TIOTIEPEIHI JOTOBOPH.
Jami Wine piBeHb OnmokueliHy, Bepudikaiis, mudpyBanus. Ha n'stomy Ta mocroMy piBHSX
3MIACHIOIOTHCS OOYHMCIIOBAIbHI Tporieck Ta (i3uuHa mepepada iHdopmaiii MDK By3JaMu
Microgrid.

Ax npaBuio, Microgrid ckiiamaeTbes 3 KUIBKOX JPKepe PO3MOJUICHOT TeHepallii - 11e
CUCTeMa pO3MOJLTy, fKa 3abe3mneuye JIOKalbHE eNEeKTPHUYHE HABAHTAXEHHS 3 MOKIUBICTIO
MIIKIIOYCHHS 10 MEpeXi Ta aBTOHOMHOI poOoTu. HesanexxHo Bim pexumy podoTH
MIKpOMEpEXI, YIPaBIIiHHSI aKTHBHOIO Ta PEAKTHBHOIO MOTYXHICTIO 0€3MOCEPEIHbO BILUIMBAE
Ha poOOYy MOBEMIHKY CHCTEMH 3 TOYKH 30PY CTAOUIBHOCTI HANMPYTH, MOTY)KHOCTI Ta SIKOCTI
€JIEKTPOCHEPTi.

3. PE3YJIbTATU TA OBI'OBOPEHHA

[Ipyn aBTOHOMHIM POOOTI HOCTYMHA MOTYKHICTH T€HEPATOpPiB MOBHHHA BiAMOBIAATH
3araJbHOMY HaBaHTA)KEHHIO MIKpOMEPEXKi, iHAaKIe cUCTeMa MOBHHHA OyTH PO3BaHTAXKEHA,
o0 3aJ0BOJBHUTH BUMOTHM 10 TeHepamii Ta monuTy. Kpim Toro, HeoOXigHi cTpaTerii
KEpyBaHHS JKUBIICHHAM, II00 3MEHINUTH TPEMTIHHSA B JUHAMILll CHCTEMH Ta IMOKPAIIUTH
nepexiHi Ipolecy MEepeMUKAaHHS HAaBAaHTAXXEHHS, OCKUIbKM HeMae HECKIHUEHHOTO JhKepelna
KHUBJICHHSL.

Jlnist cMapT-KOHTPAKTIB, SIK 3a3HA4aiocs paHile, npu GopMyBaHHI IMHAMIYHUX Tapu(iB
HEOOXiIHO BPaxOBYBAaTH HABAHTAXKEHHS, OCOOJIMBOCTI TeHepalil JKepen, M0 BXOIATh JI0
cknany Microgrid, 1 BTpatu eHeprii Ha nepenauy s 3a0e3re4eHHs] HU3bKUX I[iH.

Criiike KepyBaHHSI FeHEpaTOpaMy MO>KHA JIOCATTH 3a JOMOMOTOI0 3B'SI3KY MK HHMHU.
CucteMu KepyBaHHS CTBOPIOIOTHCSI HA OCHOBI JIOKAJIBHO BUMIPSTHUX ITapaMeTpiB, HEOOX1THUX
JUTS TIOKPAIIIEHHS Yacy BIATYKY CUCTEMH, HaITHOCTI Ta MiHIMIi3allii BUTpaT.

Kpurepii, 3a skumu ontumizyerbcs Microgrid, B OCHOBHOMY MOAUISIOTbCS Ha JBi
KaTeropii: eKOHOMIYHICTh 1 HafiHICTh [4]. [IuTaHHA PO Te, SIKUM KPUTEPIAM CIIiJ HaJaTH
npioputeT, 1 BUOIp PIBHSA JOMYCTUMOCTI KOXKHOTO 3 KpPUTEPIiB 3alMIIAIOTHCS HA PO3CYA
po3poOHuKa cucreMud. EKOHOMIUHI KpUTepii B OCHOBHOMY CTOCYIOTbCS BapTOCTI CHCTEMHU
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a00, B JIESKUX BHIAJKAX, CKIAJy CHCTEMH, TOJI K KpUTEpii HAIIHOCTI MArOTh HPIOPUTET
Ha/l IPOJOBKECHHSM JKUBJICHHS HaBaHTA)XCHHS. X04a BUKOPUCTAHHS MIKPOMEPEXK Ha OCHOBI
PO3MOAUICHUX JUKEpENl eJNEeKTPOEHEprii Ta BiJHOBIIOBAHHX JDKEpENl K «UUCTHX» JDKEpel
eHeprii 3 HHU3BKUMH BHTpaTaMd Ha TEXHIYHE OOCIYrOoBYBaHHS Ta eKCIUTyaTallilo €
MEePCIICKTUBHUM, TIOYaTKOBI IHBECTHIIIfHI BHUTpaTH, HEOOXiMHI IS BCTAaHOBJICHHS
MIKpOMEpEXKi, Ty’)K€ BUCOKI, IO POOUTH BapTICTh EHEPTii Ta Yac OKYIMHOCTI Jy>Ke BHCOKA.

VY Bunanky HeTiHIMHUX (QYHKIIH 1 KOJM HAaBaHTAKEHHS 3MIHIOETBCS CTPUOKOIOIIOHO,
3aBJIaHHs OMNTHMi3allii BUTPAT € OUIbII CKJIaJHUM 1 BUMara€ BHKOPHCTAHHS CIIEHiaIbHOTO
MaTEeMaTUYHOTO arapaTy CHCTEMHOTo aHanizy. OAMH 13 MiAX0/IB € BUKOPUCTAHHS HENIHITHIX
METO/AM TpOrpaMyBaHHA Uil TOWIYKY ONTHUMAJIBbHOTO PpO3MOJAUT MOTYXHOCTI MDK
reHepaTopamu JJis 3a0e3Me4eHHs MIHIMaIbHUX BUTPAT yyacHUKIB Microgrid.

B o6macti HemiHiIMHOrO mporpaMyBaHHS 3 OOMEXKEHHAMU (YMOBHA ONTHMI3allis)
METO/I BUPIIICHHS BKa3aHUX MPOOJIEM MEHII po3po0JIeH] MOPIBHSAHO 3 raly33k0 HETIHIMHOTrOo
nmporpaMyBaHHs 0e3 oOMmexeHb (Oe3ymoBHa onrtumizamis). PosriasHemo — poGoty
€HeproMepexi 3 BUKOPHUCTAaHHSAM QJITOPUTMIB KEpyBaHHS Ha OCHOBI METOJIU HENIHINHOTO
nporpamyBaHHs. [Ipu mpomy mpobiiema onTuMmizailii Oyae po3riIsAaTHCh IK MaKCUMI3yBaTH
npuOyTOK 1 MIHIMI3YBaTH ONeEpaliiiHl BUTpaTH. AJITOPUTM pEabHOTO 4Yacy IOBHUHEH
6araTopazoBO BUKOHYBaTH OOYMCIICHHS BUKOPHCTOBYIOUI BXiAH1 naHi. HoBuil cran cuctemu
MpU I[bOMY HEOOXIIHO PEryJspHO OLIHIOBATHU 1 MICIS OTPUMAaHHS HOBHUX JAAHUX MPOLENYPY
OTNTHUMI3aIlii CJTi]] TOBTOPUTH.

BUCHOBKHU TA NEPCIIEKTUBHU NOJAJBIINUX JOCJJIIXEHb

[IpoBeneni po3paxyHKH 1 aHaji3 BiAmoBimHMX TpadikiB TOKa3ye, IO TpH
ONTUMAJIBFHOMY YIIPABIiHHI BUTPAaTH YYaCHUKIB MEpEKi 3HU3UIHUCS B cepeaHboMy Ha 2%
MOPIBHSHO 3 BUMAJIKOM, KOJIM YIIPABIIIHHS € HE ONTHUMI30BaHHUM.

BukopuctanHss ONTHUMI30BAaHOTO YIpPaBIiHHA € OCOONMMBO €(QEKTUBHUM IIiJ] dYac
MEePEXiIHUX TMPOIECIB IOB’SA3aHUX 13 3MIHOIO CTPYKTYpH MEpeki 1 BIIKIIOYEHHI abo
JI0JIATKOBOMY MIJKIFOUEHH1 T'€HEPATOPIB.
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MOJIEJIFOBAHHS IHOOPMALIIMHOI CUCTEMMU VIIPABJITHHS FAJTAHCYIOUNM
PMHKOM EJIEKTPUUYHOI EHEPTTI KPAIHU

AHoTanif. B craTri po3risSHYTO NHTaHHS MOJETIOBaHHS iHQOpMamiiHOI CcHCTeMHU
yIpaBIiHHS OalaHCYIOYMM PUHKOM €JIEeKTpOeHeprii. 3amponoHOBaHa CHCTeMa BiAIOBiJae
MDKHApOAHUM cTaHiapTaM, TakuM sik ENTSO-E, 1o 3a0e3neuye cyMicCHICTB i3 €BpONEHCEKUMHU
mwiatpopmamu it 0OMiHY OanaHcyrouor eHepriero. OcoOiuBa yBara TPHIUISETHCS
aBTOMAaTHU3allii NpPOIECiB, TAKUX K 00poOKa 3asBOK YYaCHHUKIB PUHKY, PO3PaXyHOK IOIHTY Ta
MPOMO3HMIIi], a TAKOXK IHTErpallis 3 IEHTPaIbHOEBPONEHCHKUMH IiaTdopmamu. J{ocmimKeHHs
MIIKPECITIOE BXKJIUBICTh BIPOBA/DKEHHS TaKUX pillleHb Aisl 3a0e3nedeHHs cralOinbHOCTI Ta
e(eKTUBHOCTI EHEepreTMYHMX CHUCTEM B YMOBaX IHTerpamii HalliOHAIBHOrO PHUHKY 10
€BpONENCHKOrO.

KarouoBi cnoBa: bamancyroumii punox, Emneprermuna cucrema, ENTSO-E,
Indopmaniitna cucrema, AproMmaTtusauisi, Po3paxyHok monuTy i mpono3uinii, MixHapogHa
iHTerparis.

1. BCTYII

CyyacHa eHepreTMYHa CHUCTEMa CTHKAE€ThCA 3 OC3MpEeleICHTHUMU BUKIMKAMH,
MOB’SI3aHUMHU 13 3a0€3Ne4YeHHSIM HAMIMHOCTI, ©(PEKTUBHOCTI Ta EKOJIOTTYHOI CTIMKOCTI.
banancyBaHHsI MONUTY Ta MPOTIO3HIIII €IEKTPOCHEPTii HAO0yJIO OCOOIMBOTO 3HAYCHHS Yepe3
3pOCTaryy pojb BITHOBIIOBAHUX JDKEPENT €HEPrii, 10 XapaKTepU3YIThCS HECTAOLIHHICTIO
BUPOOHUIITBA, & TAKOXK Yepe3 HEOOXITHICTh IHTerpallii HallioHATbHUX EHEPre TUYHUX PUHKIB Y
rnobanpHi Mepexi [1], [2]. OcobGnamBO akTyaabHO II€ 3aBJaHHSI B KOHTEKCTI iHTerparii
SHePreTUYHUX PUHKIB YKpainu Ta €C, 1m0 po3novanocs 3 CHHXPOHI3aIll eIeKTPOMEPEK Y
2022 pomi. s iaTerpanis, 3aiiiciena B pamkax ENTSO-E, no3pomuna Ykpaini mokpaniutu
CTaOUTbHICTh €HEPTrOCUCTEMH Ta PO3MIMPUTH MOXKJIMBOCTI JJI TOPTIBII €IEKTPOCHEPTIEI0 B
000X HampsiMKax Mk Ykpainoto ta €spornoro [1], [3].

Y 1poMy KOHTEKCTI aBTOMAaTH3allii Ta BIPOBA/DKCHHS Cy4YacHHX I1H(POpMaIIiHUX
CHCTEM JUIsl YIpaBIIHHSA OajJaHCYOUMMH pPUHKaMU € KIYOBHUMH (aKTopamu JUis
3a0e3neueHHs] CTaOUIbHOCTI cucTeMH. Taki CHCTeMH [O3BOJISIOTH ONTHUMI3yBaTH PO3MOILT
pecypciB, MIABUILUTH MPO30PICTh PUHKY Ta MIHIMI3yBaTH BUTPATH HA PETYJIOBAHHS MOIMUTY.
Hocsin kpain €C moka3sye, 10 cTaHAapTU3allis MpoIleciB OalaHCYBaHHS, HANPUKIIAA depe3
BukopuctanHa 1iatpopm aFRR Ta MFRR, chpuse mnokpaimieHHio iHTerpamii puHKIB Ta
3HW)KEHHIO BUTpAT Ha enekrpoeneprito [4], [5].

MeTta naHoi CTaTTi MoJjsirae y BUCBITJIGHHI HAaNpallloBaHb, 10 CTOCYIOTHCS PO3pOOKH
iHpopMalliiiHOT cucTeMH, SKa TO3BOJISIE, 32 YMOBH BIPOBAKCHHsI OaTaHCYIOUOTO PUHKY
CIeKTPUYHOI eHeprii, 3a0e3medyBaTd aBTOMATH3AIlil0, Ta, SK pE3ynbTar, CcTale
¢byHKIIOHYBaHHS Oi3HEC MPOLeCy Ta BCIiET eHEPreTHUHOI Mepexi KpaiHH.
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2. PE3YJIBTATHU POBOTH

3anmponoHOBaHa CUCTEMa pO3pO0JieHa Y BIAMIOBITHOCTI 0 MKHAPOIHUX CTaHAAPTIB [6]
1110 3a0e31eyye MOXKIIMBICTD 1l BUKOPUCTAHHS HE TUIBKU B MEKaX OKpPEeMOi Jep)KaBH, ane i i
BIIPOBAPKEHHS 00’ €THAHOTO PUHKY OallaHCYI04O0i €Heprii, 0 BKIIOYAE AeKiTbKa KpaiH.

OcHoBoto st poOOTH iHpOpMAIIHHOT CHCTEMH O0aJaHCYIOUOTO PHHKY € HACTYIHI
CKJIAJIOBI:

- OTpUMaHHA Ta 30epiraHHs 3asBOK Bijl YUaCHHUKIB pUHKY,

- PO3paxyHOK Ta KOPUTYBaHHS MONUTY HA ENEKTPUIHY CHEPTIIO,

- 30epiranHs iHpOpMaIlii 11010 HAsIBHUX MOTYKHOCTEH MDKIECP)KaBHUX MTEPETUHIB,

- 33JI0BOJICHHS MONUTY HA EJEKTPUYHY EHEPril0 3 BUKOPUCTAHHSIM KJIIPIHTOBOTO
anropuTMy, 30epiraHHs Ta BIIIIPaBKa pe3yabTaTiB aKTUBALlli 3a8BOK JI0 YUaCHUKIB PUHKY,

- Iu3arperaiisi pe3ynbTaTiB aKTUBAIlIM 10 pIBHS KIHIIEBUX BUPOOHUYUX MOTYKHOCTEH.

OyYHKIIIOHAIBHICTh CHUCTEMH IPEJCTaBIIEHA 3a JOIMOMOIOI0 Jlarpamu Ipele/IeHTIB
HaBeJIeHa Ha HaCTYITHOMY PUCYHKY.
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Pucynox 1. Ocnosnuii ¢hynkyionan cucmemu

3arajiom 3arporoHOBaHy CUCTEMY MOXHA JEKOMIIO3YBaTH JI0 JEKLUTHKOX MOYITIB.

Mopyne koH(Irypamid BiANOBiIae 3a BEISHHS OCHOBHUX JaHUX Ta KOH(pIiryparrii
CHUCTEMH, $KI BKJIIOYAIOTH: MOBITHUKH (YYaCHHUKH PHUHKY, OaJlaHCYyr04l 30HH, BUPOOHUYI
MOTY>KHOCTI, TOIIO), OaTaHCyr04i MPOYKTH, KOH(DIrypairii mpouecis, riaodanbHi KoHIryparii
CHCTEMH.

Motynb 3asiBOK HaJIa€ MOXKIIMBICTh YYaCHHUKAM PHUHKY CTBOPIOBATH 3asBKH B CUCTEMI SIK
oe3mocepennpo depe3 GUI cucremu tak i wepe3 APl xanan. Ilpu crBopenni yepe3 GUI
crcTeMa aBTOMAaTHYHO BHKOHYE TEXHIYHY IMEPEBIPKY CTBOPIOBAHHMX 3asBOK. [Ipu CTBOpeHHI
3asBoK sk uepe3 GUI Ttak i uepe3 APl koxHa 3asBKa mepeBipsieTbCs 3 TOYKH 30py Oi3HEC
Baiimaril.

Jns  3aBaHTakeHHS 3asBOK BuUKopuctoByeTbcs CIM XML dopmar nokymeHTy
BigmoBinHo 10 ENTSO-E EDI ReserveBid_MarketDocument [6]. BukopucTtaHHs 1aHOTO
MDKHapOJHOTO (popMaTy J03BOJISIE CTaHAAPTU3YBAaTH JaHUM MeXaHi3M, 1110, 3 OJHOro OOKY,
3a0e3neyye BINMOBIAHICTh CHCTEMI MDKHAPOAHMM BHUMOTAaM, 3 IHIIOTO, HAJA€ MOJIMBICTH
BUKODUCTaHHS CHCTEMH pI3HUMHM KpaiHamMu ©0e3 HEeOoOXIZHOCTI ajamTaiii 1HIIOTo
MPOrpaMHOT0 3a0€3MeUYeHHs 10 MPOTOKOIY OOMIHY JTaHUMHU.

Moynps nonuTy 3abe3nedye OTpUMaHHs Ta 30epiraHHs BUXITHUX JaHUX HEOOXITHHX
JUIL TIPOPaxyHKYy IONMUTY Ta OE3MOCepeHbO CaM pPO3paxyHOK 3 METOI0 MaTH SKOMora
TOYHIIIE 3HAYEHHS TMOMHUTY HA €JIEKTPUUYHY EHEpPTito, [0 0a3yeThCs HAa HACTYMHHUX JTaHHX:
MOTOYHI MPOTPaMU TEHEPYIOUUX MOTY>KHOCTEH, HasiBHI 0OMEXEHHS Ta JIIMITH, IPOTHO3HI JaH1
CTHOKMBAHHSA Ta BUPOOITKHU, TOIIIO.
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Po3paxyHok momnuTy BigOyBaeTbCsi MEpeayacHO JUISI MOTO 3aJ0BOJICHHS 3a PaxyHOK
ruiaHoBUX akTHBalii (scheduled activation) ta Ge3nocepeHbO i YaC «TOProBOTO Yacy» s
3aJ10BOJICHHS npssMuME aktuBariismu (direct activation).

Moynb iHTETrpaliil € BiAIOBiabHUM 32 BC1 iHTErpalii SK 3 BHYTPIIIHIMU CUCTEMaMHU
3 METOI0 OTPUMAaHHA JaHUX, HEOOXIAHUX Ui PO3pPaxyHKIB, TaK i 3 30BHIMIHIMH CHCTEMaMH,
TAaKUMHU SIK IIEHTPaJIbHI 1aThopmMu Ta iHGOpMaLiiiHI CHCTEMH YYaCHUKIB PHHKY.

Moynp akTHBAIliii Ta AW3arperaimii € TOJOBHOKIO CKJIAJOBOI YAaCTHHOKO CHCTEMH.
3agBKM YYaCHHKIB PHHKY Ta pPO3paxOBaHUI IOMHUT BIANPABISIOTHCS JIO KIIPIHTOBOTO
AITOPUTMY LIEHTPAJIbHOI IIaTOPMHU, SiKa 3a0e3Meuye aKTUBALlII0 3asiBOK YYACHUKIB 3 METOIO
3aJI0BOJICHHSI TIONUTY CUCTEMHHUX ONEpaTOpiB Ha €JIEKTpUYHY eHeprito. KirouoBorwo Meroro
QITOPUTMY € 3aJ0BOJICHHS TONHTY 32 paxXyHOK 3asBOK 3 HAHHMKYOIO IIHOIO
BUKOPUCTOBYIOYHM MO>KJIMBOCTI TPAHCKOPJOHHUX NEPETOKIB €JIEKTPUYHOIT €Heprii, 110 HaJlae
MaKCHUMaJIbHUN COLIAJIbHO-€KOHOMIYHUI €(EeKT Ta CyTTEBO 3HWXKYE 3arajibHi BUTPAaTH Ha
0anaHCyouy €JIeKTPUYHY €HEPTiio 3aBIsKH.

[Ticnst Toro, ik pe3y/ibTaTd OTPUMaH1 BIANOBIIHI aKTUBALIISAM JIUCIETYEPCHKI IHCTPYKIIIT
BIJIPABIISIIOTECS  JI0O YYaCHHKIB PHHKY 3 METOK IXHBOTO MOJANBIIOTO BHKOHAHHS
TeHEePYIOYNMHU TOTYKHOCTSIMH.

BUCHOBKHA

Po3pobnena  indopmamniiiHa  cucTeMa  YOpaBliHHA ~ OalaHCYIOUUM  PHUHKOM
€JIEKTPOCHEPTii BIAMOBIAAE CY9aCHUM MDKHAPOJIHUM CTaHIapTaM 1 3a0e3Ieuye CyMICHICTD 13
esporneiicekkumu  Tutatpopmamu  ENTSO-E.  BrpoBampkeHHST Takoi CHCTEMH  JT03BOJISIE
aBTOMAaTH3YyBAaTH KIFOUOBI MPOIECH PUHKY, 30KpeMa 0OpoOKy 3asBOK, pO3paxyHOK IMOTHUTY,
IHTErpaIilo 13 30BHIMIHIMUA IUIaTGopMaMHu Ta aKTHBaIil0 OalaHCYIOUHMX pecypciB Ta
3HIDKEHHIO BUTpPAT Ha OaJlaHCYBaHHS Ta ONTUMI3Alii TPAHCKOPJAOHHHUX IEPETOKIB
€JIEKTPOCHEPTii.

[Tomanpun goCIiKEHHS MalOTh OYTH 30CEpPEIKEHI Ha PO3MIUPEHHI (PYHKIIOHATBHUX
MOXXJIMBOCTEH  CHUCTEMH, TaKuX K po3poOka Ta  BIOPOBA/KEHHA  BOYIOBAaHOTO
ONTHUMI3allIHHOTO aJITOPUTMY Ui 3a0e3nedeHHs (PYHKIIOHYBaHHS MiJ Yac HEIOCTYIHOCTI
LEHTPaAIBHOI KJIIPIHTOBOT IIIaTHOPMHU.
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METHOD OF SECURELY STORING THE PRIVATE KEY OF THE BLOCKCHAIN
NETWORK ACCOUNT

Abstract. This paper investigates methods for securely storing private keys of accounts
in blockchain networks, in particular, symmetric (AES) and asymmetric (RSA) encryption
methods. Secure storage of a private key is a critically important task, since compromise of the
key can lead to loss of user assets and significant losses. The paper focuses on advanced
approaches, such as key fragmentation, parallel encryption, and combined use of AES and RSA
algorithms. The advantages of the AES algorithm are considered, which provides high
encryption speed and efficiency due to support for parallel computing. RSA, for its part,
guarantees a high level of security due to the use of long keys and the ability to store private key
fragments in local secure storage. The study presents ways to combine these algorithms to
achieve a balance between performance and security. In particular, a process of pre-encryption
of the private key using AES with the subsequent use of RSA for secure storage of encrypted
fragments is proposed. The practical part of the work demonstrates the effectiveness of the
proposed methods. The comparison shows that AES works approximately five times faster than
RSA, but RSA has much greater resistance to attacks. The use of parallel processing reduces the
time for encrypting keys compared to serial data processing. The proposed methods are
promising for use in financial, medical and other areas where a high level of protection is
required. They demonstrate better resistance to attacks, reducing the risk of unauthorized access
compared to traditional methods. The use of these approaches allows to significantly improve
the security of storing private keys.

Keywords: AES; RSA, Private Key, resistance

1. INTRODUCTION

In today's blockchain environment, where a private key provides account access and
network transactions, its secure storage is critical. Compromise of the private key leads to the
loss of control over the account where the user's assets are stored, which can cause significant
financial and informational losses. Thus, the problem of secure storage and use of a private
key becomes key in the context of ensuring information security of blockchain systems and
has great practical significance. Recent research in the field of blockchain account security
has focused on the development of robust encryption algorithms, fragmentation methods, and
multi-factor authentication. A significant part of research uses such approaches as symmetric
and asymmetric encryption (AES[1] and RSA algorithms[2]), and key storage technologies in
secure hardware modules etc. espite great achievements in the field of private key protection,
the issue of increasing resistance to attacks remains relevant. There is a need for integrated
approaches that combine multiple layers of protection to minimize the risk of key
compromise. In this work, improved methods of fragmentation and parallel encryption are
considered, which allow to ensure greater efficiency for the protection of the account key.

The purpose of this study is to propose methods of secure storage of the private key of
the blockchain network account, which are aimed at minimizing the risks of unauthorized
access.
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2. THE THEORETICAL BACKGROUNDS

Private Key (PK) [3] storage requires a high level of protection, as its compromise will
lead to a complete loss of access to assets and data. For secure PK storage, two basic methods
are chosen - symmetric AES and asymmetric RSA encryption. The main reasons for choosing
AES for PK protection are its resistance to modern cryptographic attacks, its high encryption
speed, which makes it suitable for parallel computing, and it provides fast access to the
encrypted key. RSA is one of the most stable methods that uses two keys. The investigated
methods implement the AES and RSA algorithm. The account's PK blockchain is first
processed by the appropriate encryption algorithm using a specially generated key. The PK is
stored locally in a file or some secure storage. The process of encrypting the PK and storing
its individual encrypted fragments in different repositories takes place in parallel. A
combination of symmetric and asymmetric encryption is also possible to increase protection.
In the case of an attack on the system, even an attempt to break one type of encryption will
not allow access to the PK blockchain account.

3. RESEARCH METHODS

Two key algorithms were chosen to investigate the secure storage of blockchain account
PKs: symmetric AES encryption and asymmetric RSA encryption. Using AES to encrypt the
PK ensures its secure storage and fast access during decryption. AES uses a fixed-length
symmetric key that is generated using a cryptographically secure random number generator
[1]. This key must be unique and stored separately or encrypted to prevent unauthorized
access. The blockchain account PK is encrypted using AES, converting it into an encrypted
format that can be securely stored in a local file or database. Due to the symmetry of AES,
this process is fast and efficient even when processing many keys [4]. The encrypted PK is
stored locally in a secure storage with restricted access. To avoid direct access to the AES
key, it can also be encrypted, for example, using RSA, or stored in a password-protected file.
To increase the security of the approach, it is possible to implement parallel processing of
encryption of separate equally distributed parts of the PK. The full key is divided into blocks
that are encrypted simultaneously on several processor cores and stored in separate encrypted
files, which increases the efficiency and security of the system. Access to the PK is carried
out by decryption using a symmetric AES key. In this case, the authenticity of the symmetric
key is necessarily checked, which protects data from accidental or malicious interference. The
AES method has a significant performance advantage, as it is one of the fastest encryption
algorithms. It is ideal for environments where fast access to the PK is required. Unlike AES,
asymmetric RSA encryption uses a pair of keys: public and private. RSA supports key lengths
of 2048 or 4096 bits, which provides a very high level of security [5]. To increase security,
the PK is split into several equal fragments, each of which is encrypted separately. Each
encrypted fragment is stored in a local file or a secure database, which ensures the distribution
of the entire PK and makes it difficult for unauthorized access. Each encrypted part of the PK
is stored in separate places locally or in a distributed system, which allows for improved
security, since access to one fragment does not allow obtaining the full PK. For an additional
level of security, each of the fragments can be further encrypted. To access the PK, all its
parts must be assembled and decrypted in reverse order. First, the cipher of each fragment is
processed, and then all parts are combined to restore the full PK of the blockchain account
[3]. In order to optimize and modify this method, the fragmentation process of each key
segment can be performed with parallel encryption, which reduces the processing time
accordingly. Additionally, parallel processing and storage of fragments in different secure
files allows for increased efficiency of access to them. The RSA fragmentation and encryption
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method provides a reliable level of protection due to distributed PK storage. However, it is
more complex to implement than AES and requires significantly more computational
resources for the encryption and decryption processes [5]. A modified method of the
combined approach can be used, which involves the use of symmetric and asymmetric
encryption to achieve maximum protection. In this case, the PK is first processed using the
AES algorithm and then stored in encrypted form using RSA.

4. THE RESULTS AND DISCUSSION

The use of the proposed modified approaches consists in PK encryption using AES and
RSA algorithms, using parallel processing, further splitting the key into equivalent protected
fragments for local storage and multi-algorithmic protection. The comparison shows that AES
encrypts data about 5 times faster than RSA, but RSA provides stronger protection due to a
longer key length, which increases resistance to attacks by 40 % compared to the AES
algorithm. With PK encryption, this combination allows for a balance between performance
and security, especially when parallel processing reduces the time to encrypt individual
fragments to 30% of serial processing. Accordingly, encryption performance in the process
increases by 70%, reducing the overall load on the system. The obtained results can be
applied to different blockchain systems. This approach demonstrates resistance to external
threats, reducing the risk of unauthorized access by 60% compared to traditional methods, and
improves the overall level of data security.

CONCLUSIONS

In this study, modified methods of secure storage of the PK account of the blockchain
network are proposed, which are based on the use of symmetric (AES) and asymmetric (RSA)
encryption algorithms. Several key approaches are considered and compared, which allow to
perform the PK account encryption process, using parallel processing of key fragments by the
specified algorithms, creating a further division of the PK into equivalent parts for local
storage, and applying multi-algorithmic protection. The performance evaluation confirmed
that the proposed methods provide reliable PK protection against unauthorized access.
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OCOBJIMBOCTI OBYUCJIEHb PYTHON HA TTPUKJIA/II I'TTIOTE3U [TOJIJIOKA

AHoTamifi. Y cTarTi pO3MNIANAETHCS PO3POOKA aNrOpuUTMy JJIs  3HAXOJKCHHS
TeTpaeAPUYHMX YHCEIl, 10 CKIAAIOTHCS B CyMY, sIKa JIOPIBHIOE 3aJJaHOMY HAaTypajJbHOMY YHCITY
N. TerpaempuuHi 4Ymclia € YaCTHHOI TMOCTIOBHOCTI (QIrypHHMX 4YHCeN, SKi MOXHA
IHTEpIpeTyBaTH SIK KUIBKICTh KYJIBOK, IO MOXYTh OYTH pO3TalllOBaHi B TeTpa’ApajbHBIH
nipamizni. OCHOBHOIO METOIO JOCIIPKEHHSI € CTBOPEHHS €()EKTHBHOIO allTOPUTMY, 11O JT03BOJISIE
3HaXomUTH BiA 1 g0 S5 TeTpaegpuuHMX UHMCed, CyMa SKUX Ja€ 3HadeHHs N, 1100
eKCIIEPUMEHTAJILHO MepeBipUTH TpeTio rinote3y [Tosoka.

KiriouoBi ciioBa: I'inoresu [lomtoka, TerpaenpruyHi 4ncia, aropuTMu

1. BCTYII

TeTpaenpuyHi yrciia € YaCTUHOIO (PIrYpPHOT YUCITOBOI MOCTIIOBHOCTI. 3a/1a4ua MoJjsrae B
TOMY 00 MepeBIpuTH TpeTo Timote3y [lomioka, ska Kaxe 110 Ui HATypaJbHOTO ymciia N
ICHYIOTh Bifl 1 10 5 TeTpaeapuYHHUX YHUCEN, CyMa SKHX JOPIBHIOE IbOMY 4YuCTy. P03B’s30K
TaKoi 3a/1a4i MoTpedye eEeKTUBHUX AJITOPUTMIB JIJIs ITEpeOOPY MOKIMBUX BapIiaHTIB.

MeTo10 CTaTTi € MOMIYK Ta MOPIBHAHHSA €()EKTUBHOCTI PI3HUX aJTOPUTMIB Ta IIIXOIIB
0 onTuUMizamii 1 BHOIp HAWOUIBII ONTHUMAJIBHOTO AITOPUTMY JUIsl 3a7adi PO3KIaay Ha
TeTpaepUyHI YUCIIA.

B cTarTi NpomnoHyeThCs PO3IIISIHYTH JBa THUITH aITOPUTMIB: MOIIYKY BEPTUKAIBHUN Ta
ropuzoHTanbHui. KpiM  onTumizamii  epekTHBHOCTI caMOro airopurMmy, B — CTari
PO3IIISIAI0THCS. METOAM ONTHMI3allii KOAY Ta MOPIBHSHHS PO3POOJICHOTO alrOpUTMY Ha MOBI
Python 3 iHImIMMU MOBaMH.

2. TEOPETUYHI OCHOBHA

Ilepen moyaTkoM po3poOKH ANTOPUTMY MOIIYKY PO3KJIAAYy Ha TeTpaeipHyHl 4uclia
noTpiOHO  pO3MIIAHYTH  (QOpMyNH, $AKI BHUKOPUCTOBYIOTbCS s MOOYAOBH  YHCEl
TeTpaeApuyHOi MOCHIIOBHOCTL. B X0ai JOCHiKeHHs BHKOPHCTOBYBAIMUCH JBI (popmyinu:
MOLIYK TETPaeApalIbHOTO YHCIIA 3a MOro iHIEKCOM Y IMOCIIIOBHOCTI Ta OTPUMAHHS 1HAEKCY
HaOIMKY0ro HakMEHILIOTo YKcia 3 MOCI1I0BHOCTI TeTPAaeAPUIHUX YHCEN.

Hpyra ¢opmyna BUIMBae 3 nepiuoi. DopMysa yncia B MOCHIJOBHOCTI TETpaeAPUUHUX
YHCeN 3a HAEKCOM BUIJISIa€ HACTYITHUM YMHOM:

T — n+(n+1)-(n+2)
° (1)
ne T - TeTpaenpaibHe YUCIO, N - IHAEKC TeTpaeApalbHOTO YKCia Y MOCIi0BHOCTI
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Skmo po3dutu 1o GopMyly, TO OTPUMAEMO KyOIYHOTO pIBHSHHS, SKE€ MOXHA
BHPIIIATH

n | on . n
T—?+2+3 (2)

Jnst pimieHHsT KyOi9HOTO PIiBHAHHS OyJ0 BUKOPUCTAHO TaKUH alTrOPUTM ISl MOIIYKY
KOpeHiB piBHA. Take piBHAHHS Oyae MaTH 3aBXIU OJUH KOPiHb, TOMYy MOXXHa BiIKHHYTH
3aiiBi mepeBipku. Takok MOKHA MIACTaBUTH KoedimieHTH Ta cripoctuth. Toxi anroputm Oyzae
BUTJIAATH TaK:

ONE THIRD = 1 / 3
MINUS ONE THIRD CUBE = (-ONE THIRD) ** 3

def get tetradic number index(y):
qg=3*y

discriminant = (-q)**2 + MINUS ONE THIRD CUBE
discriminant sqrt = sqrt(discriminant)

u = (g + discriminant sqrt)** (ONE_THIRD)
v = (q - discriminant_ sqgrt) ** (ONE_THIRD)
return (u + v - 1)

3. METOIM JOCJIIIZKEHHA

Jlnst mepeBipKM MIBHAKOMII Ta KOPEKTHOCTI POOOTH alropuTMy OyJIO CTBOPEHO
THCTPYMEHT JJIsl TECTYBaHHS pOOOTH aJITOPUTMY Ha PI3HMX MPOMDKKAX YHCEN 1 TOPIBHSHHS
poOOTH aNrOpUTMIB 3a YyacoM. TecTH MPOBOIMINCH BUKOPHCTOBYIOUH mpoiiecop Apple M1
Pro (10 snep). Iactpymentapiii: Python 3.13.0, Bun 1.1.33, Apple clang version 15.0.0 3
ommiero -O2. Tectn BUKOHYBAIWCH TMOCTIAOBHO. TeCcT BKIIOYAE TMEPEBIPKY KOXKHOTO
pe3ynbTaTy Ha BiamoBimHIiCTh Tperid ['imore3i [lommoka, a cam mepeBipka IO €JIEMEHTIB
cymH Bif 1 10 5 Ta 110 B cyMi BOHU YTBOPIOKOTH ILIHOBE YHCIIO.

4. PE3YJIBTATHU TA OBI'OBOPEHH:

PesynbraramMu MOCTIDKEHHsSI € 3BeleHa TaOJMIS IIBUIKOJII PI3HUX AJITOPUTMIB 3
PI3HMM PIBHEM ONTHMI3allii Ta CepeI00 BUKOPUCTAHHS 1 caMi aJITOPUTMHU.

[lepen mowatkoMm poOOTH anroput™M nii OyJ0 MOMUIEHO HA JBa BHUIU: IMONIYK
BEPTUKAJIBHUIA 1 TOPU30HTAIBHUN. BepTHKaAIBHUIA MOIIYK MPAIIOE NIBUIKO, aJie B PE3yJbTaTi
3HAaXOJHUTh PO3KJIAJ 3 MAaKCHUMaJbHOI KUIBKICTIO JOJAaHKIB. [ OpU30HTAIBHUN aJrOpUTM B
pe3ynbTaTi 3HAaXOOUTh pO3KIAJ 3 MIHIMAIbHO MOXJIHMBOIO KUIBKICTIO  €JIEMEHTIB.
['opu3oHTaNnBHUI ATOPUTM Ma€ MEPEBIPUTH Maibke BCl MOXKIIMBI KOMOIHAILIl, TOMY MPAIIO€e B
pa3u MOBUIBHILIE 1 HE MIJXOAUTH Ul MEPEBIPKHU TINOTE3U Ha BETUKUX yuciaax. Tomy Oiiblue
yBaru NpUAUBIIOCH CaMe BEPTUKAILHOMY allTOPUTMY.

B ocHOBI anroputmy JexuTh nepedip e1eMeHTIB JI0 I'ATH YHCel 10 Yep3i BiTHIMAoun
yHucla BiA IUIbOBOTO uuciaa N MOKM ocrada He Oyae MopiBHIOBaTH Hymio. llpukman
HaMMpOCTIIOTo anropuTMy 3 KOJIOBOIO Ha3Boo “‘simple’:

def find sums (input number: int) -> list:
tetradic numbers = make tetradic numbers (input number)
length = len(tetradic numbers)

for il in range(length):
nl = make tetradic number (il)
requiredl = input number - nl
for i2 in range(length):
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n2 = make tetradic number (i2)
required2 = requiredl - n2
for i3 in range(length):
n3 = make tetradic number (i3)
required3 = required2 - n3
for i4 in range (length):
n4 = make tetradic number (i4)
required4 = required3 - n4
for i5 in range(length):
n5 = make tetradic number (i5)
required5 = required4 - nb5
if required5 ==
return [nl, n2, n3, n4, n5]

return None

OuyeBUIHO IO IIEH aNTOPUTM HE € ONTUMAIbHUM. /[l TOKpamieHHS MIBUIKOMII

aIropuTMy 0yso 3po6JIeHO HACTYIIHE:

[Momyk 3 kiHus. Benuki yucna 3a3Buyail € CyMOr0 HaWOUIBIINX YMCEN, TOMY OUIBII
ONTUMAJIBHO MOYMHATH MOIyK 3 KiHis. Lls onmrtumizaris mae Ha3By reversed. bymo
MEPEeBIPEHO MO JOMUIPHO TOYMHATH TMOIIYK 3 KIHIM camMe JUIsl TepIIuX JBOX
€JIeMEHTIB. AITOPUTM 3 KOJIOBOIO HA3BOIO “reversed”.

TerpaeapuyHi yucia MOXHa reHepyBaTH 3aMICTh TOTO 11100 MOCTIMHO BUPaxoBYBATH
BUKOPHUCTOBYBATH (hopmyiTy.

Buxopucranns GiHapHOro momryky. OCKUIBKHM MOCHIOBHICTh TETPAaCAPUYHUX YHUCET
BIICOPTOBaHA, MOYKHAa BHKOPUCTATH aJTOPUTM OIHAPHOTO TOIIYKY JJIs TMPOXOAY IO
eneMeHnTtax. Ilpuyomy OlHapHUN TMOIIYK MOXHA BHUKOPHUCTOBYBAaTH SIK ISt
BEPTUKAIBHOIO, TaK 1 TOPU3OHTAIBHOTO AITOPUTMY. AJTOPUTM 3 KOJOBOIO HAa3BOIO
“binary-search”.

BuxopucrtanHus reHepyBaHHs CyM J0 MOIIYKY. 3aMICTh TOTO 1100 IIyKaTH YUCIHa, A7
AKX TOTPIOHO TpU TETpAaeAPUYHMX YHCIIA MOKHA IMPOWTU MO TETpadIpalbHBbIH
yuciaaMm 1 moOyayBaTH CyMH JUIsi OJHOTO, JIBOX 1 TpbOoxX elieMeHTiB. IloTim, komm
noTpiOHO Oyne 3HAWTHM OakaHy CyMy JUISi HaTypaJlbHOTO YHCJIIa, BOHO BXe Oyje
nopaxoBaHo. lle 3Ha4HO 3MeHIye KUIBKICTh MPOXOay HHMKIIB. KuIbKICTh Takux
enemeHTiB 10 200 TterpaeapuuHux uucen. Takum ywmHOM IiHONO O(200)3. Mum
oTpuMmaeMo 47547 3HalACHUX CyM, sIKI MOYKHA BUKOPHUCTOBYBATH I 3HAXO[KCHHS
3aJIUIIKY Ui [EPIIOro, IPYroro Ta TPEThOro YKcia. 3aBJIsSKH LIbOMY IPOIYCKAE€ThCS
nepeBipka OutbmocTi HatypanbHux uncen 10 50 000. Lle Takox Mae 3HAYHUN BIUIKUB
Ha IIBUJAKOJIIO MPU BEIMKUX YHCIAX, OCKUIBKM TaM TaKOX YacTO PO3PAXOBYIOTHCS
enementu 10 50 000. Anroputm mMae KOJOBY Ha3By “prebuild”.

Buxiza 3 mepeBipku B Kellli SIKIO TaM OUIbIIE JOMYCTUMOI KUTHKOCT1 €IEMEHTIB CyMHU.
Jlis BepTUKAJIbHOTO aNrOpUTMYy 1€ Ja€ 3HauHe NpumBuAmeHHs. [licns koxHOT
MEePEeBIPKH pe3ynbTaT 30epiraeThCsl B Kelll, KO0 He 3HaiijeHo. Takum 4MHOM, SKIIO0
IpU TOUIYKY €JNeMEHTH CyYMM 3HaileHo B Kell, aje iX KUIbKICTh OuIblla 3a
JOMYCTUMY, TO 1€ YHCIO TEepeBIpsITH Nali Ha MEHIIUX 3HAUYEHHSX HEMAae€ CEHCY.
Anroput™ Mae KoioBy Ha3By “prebuild-skip”.

OCTaHHBOIO ONMTHUMI3AIIE€I0 JAHOTO AITOPUTMY € PO3OUTTS Ha MOTOKH. JlomaBaHHS
0araTOMOTOKOBOTO BHKOHAHHS 3HAYHO MPUIIBUAIIYE BUKOHAHHS TMEPEBIPKU Ha
cydacHuX KoMmI'1otepax. OnTumizailis Mae KoJ0oBYy Ha3By “multithread”.

[likaBuM MeTOJOM ONTUMI3allii € MepeHeceHHs Koay ais BukoHaHHs Ha GPU. Jlns
1pOro BUKopuctoByBascs Python 1 ¢ppeiimBopk st pobotu 3 GPU Apple Metal.
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HaBeneni onrtumizamii Oynau mepeBipeHi Ta pe3yinbTaTH 3BEACHI y TaOJHIIO.
Ontumizanii nepesipsuinck Ha MoBi Python, TypeScript (Bun), C++, Apple Metal i mapi 3
Python.

Ha pucynky | nponemoncTpoBanuii rpadik e(heKTUBHOCTI PI3HUX AITOPUTMIB Y Pi3HHX
CepeIOBUIIAX IS PI3HOT KUTBKOCTI YUCEN ISl IEPEBIPKH.

3 pUCyHKa BHJHO IO QJITOPHUTM TOPH30HTAIBHOTO TOIIYKY CHUJIBHO BIJCTa€ BiX
BEPTUKAJIBHOTO Y MIBUAKOCTI. Yepe3 BENMKY KUIBKICTh YHCEN, ONTHUMI3AIlisl 32 JOMOMOTOI0
GPU ©e pama takoro mpupocty sik OaratomotouHicth Ha CPU. lle BHKIMKaHO TUM, IO
6araro manux nepenaersest Mk CPU i1 GPU. Byno nmopiBHSHO HIBUAKICTE POOOTH aIrOPUTMIB
Ha MoBi Python, TypeScript (Bun) ta C++. Xoua TypeScript npaitoBaB mBHAIIE B PEKUMI
OJIHOTO TOTOKY, B OararonotokoBomy pexumi Python mokasye cebe kpaiue, ajie Bce OJHO
noBUIbHIIINH 3a C++.

Time in seconds

30 == python/simple
== bun/simple
python/reversed
bun/reversed
== python/binary-search
bun/binary-search
20 python/binary-search-prebuild
== pun/binary-search-prebuild
bun/binary-search-prebuild-skip
python/multithread
== pun/multithread
c++/multithread
== python/gpu
== bpun/horizontal-binary-search

bun/horizontal-multithread

I o
0 \ f } } } t t

10 000 100 000 1 000 000 10 000 000 100 000 000 250 000 000 500 000 000

Pucynox 1. I'paghix 3anesxcnocmi uacy 8io KitbKocmi eiemenmis 0Jis po32jssHymux
aneopummis

BUCHOBKMU TA IIEPCIIEKTUBU ITOJAJBIINX JOCJIKEHD

B xoai nocnimkeHHst Oyso po3riIsIHYTO BUKOpHCTaHHS MoBM Python Ta ananoriB juis
BUPILIEHHS PECYPCOMICTKHX 3aJlad Ha NMPUKJIaal JoBeeHHs TpeThoi rimote3u [lomnoka. byno
PO3IJISIHYTO SIK 1 CTaHAAPTHI METOAM ONTHMI3allli alroOpuTMIB, TaK 1 IIJISAXU MOKpAIIEHHS
IPOAYKTUBHOCTI BHKOPUCTOBYIOUM OararonoTo4HicTh. [lapanenbHi oOYMCIEHHS 3HAYHO
INPUCKOPIOIOTh BAXKI JJII KOMIT'IOT€pa IrOpUTMM 1 B LUIOMY I€peBipeHi MOBH
nporpamyBaHHs rapHo cede nokasanu. [Ipobiemoro s BUKOpHCTaHHS rpadidHOro ajantepa
JUIL OOYMCIIEHb CTaJI0 T€, L0 PEe3yabTaTH MOTPiOHO 30epert y ¢aitn. i monmambmioro
aHamizy. Hapganmi MoXHa TOpPIBHATH MPOAYKTUBHICTh OOYMCIIEHb BHKOPHCTOBYIOUH
texHosorito CUDA. Po3pobneHi anropuTMud TrapHO MpaLIOOTh IapajesbHO, HaBiTh
BPaxOBYIOYHM BUKOPHUCTAHHS CHUTBHOTO KEIYy.
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METAAHAJII3 ITOPIBHSAJIbHUX JJOCJIIJPKEHL AJITOPUTMIB KJIACTEPU3ALIIL
JUUIA OBPOBKU BEJIMKUX OBCATI'IB JAHUX

AHoTanis. MeraaHainiz kiacrepusalii A BENUKHX IaHUX JOCIIPKYE e(peKTHBHICTH
NOMYJISIPHUX aJITOPUTMIB Y KOHTEKCTI PpI3HMX THIIB J@HUX Ta METOMAIB KiacTepH3allii.
BusiBiieHo, 1o Uisl YMCIOBMX AaHuXx HadkpamuMmu € K-Means, Chameleon ta DBSCAN
3aBISIKM X TIPOAYKTUBHOCTI Ta THYy4YKocTi. JInsg kaTeropialbHHX J@aHMX ONTUMalbHUMH
saqumarotees K-Medoids, LIMBO i Kohonen's SOM, mo 3a0e3nedyioTb TOYHICTH Ta
ajanranilo 10 crneludiyHuX HaOOpiB AaHMX. AHAJi3 MiAKPECIIOE BiICYTHICTh YHiBEpCalIbHOIO
pillIeHHs, PEKOMEHAYIOUM KOMOIHYBaTH MiJIXOMW JUIS JOCSTHEHHsI HAMKpallux pe3yibTaTiB.
[Mopanbin JOCTiKEHHs] MAIOTh 30CEPEANTHCh HA 3HIDKEHHI OOYMCIIIOBAIBHOI CKIIAJHOCTI Ta
iHTerpauii TpaauiiHuX i CydaCHUX METOJIB.

Karouosi ciioBa: MeTaaHasi3; alropuTM KiiacTepu3allii; BeNuKi 00CsATH JaHUX

3 HEBMMHHUM 3pPOCTaHHSM OOCATIB JAaHWX Y BCiX cdepax JIOJACHKOI MISUTBHOCTI, BiJ
HayKOBHX JIOCIIDKEHb 10 OI3HEC-aHAJITUKH, KJIacTepu3allisi MepeTBOpUIIacs Ha KPUTHYHO
BOKJIMBUM Ta HE3aMIHHUH IHCTPYMEHT Il TJIMOOKOTO aHaji3y, BCEOIYHOTO PO3yMIHHS Ta
e(heKTHBHOI IHTEepIIpeTAallii CKJIaIHAX, BEIMKUX Ta 0araToBUMIpHUX HAOOPIB JaHUX.

HesBaxkaroun Ha 3HAYHUK TPOrpec y po3poOIll aJropuTMiB KiIacTepusarlii, iCHYrHY1
METOJIM YaCcTO CTHUKAIOTHCS 3 CEPHO3HUMH OOMEKCHHSIMHU MPHU 00poOIli HAABEIMKUX HAOOPIB
JAHUX, 0COOIUBO B YMOBaX 0OMEXEHNX 0O0UNCIIIOBAILHUX PECYPCIB.

OcHoBHa mpobsemMa MOJIArae y BIICYTHOCTI YHIBEPCAIbHOIO alrOpUTMy, SKUH Ou
e(EeKTUBHO IMOEIHYBAB BUCOKY IIBHUJIKOiI0, MAaCIITA0OBAHICTh Ta SIKICTh KJacTepu3allii ams
PI3HUX THIIB BEIUKUX JOaHUX. lle 3yMOBIIIO€ HEOOXIAHICTH CHCTEMAaTHYHOIO aHali3y Ta
MOPIBHSHHS ICHYIOUMX MiAXOMIB 10 KIacTepu3allii BETUKUX AaHUX, 1100 BU3HAYUTH IXHI
CWJIBHI Ta CJIA0Ki CTOPOHH, a TaKOXX BUSBUTH TEPCICKTHBHI HANPSMKH IS TOJAITBIIHX
JOCTiKEHb.

Meta ny6aikaunii. Ha ocHoBI MeTaaHanizy MOpIBHSUIBHUX AOCTIIKEHb, BU3HAUUTHU
HalOubIl e(eKTUBHI AJTOPUTMHU KjacTepusauii A oOpoOKHM BEIMKHMX OOCATIB JaHUX Yy
PI3HUX TaTy3sX 3aCTOCYBaHHS.

2. TEOPETUYHI OCHOBHA

ANTOPUTMH KJIaCTepHU3allil € KIIOYOBUM IHCTPYMEHTOM aHaji3y BETUKUX O00CATiB
JIAHUX, K1 BUKOPUCTOBYIOTHCS Ul BUSBICHHS CXOXOCTI Ta 3aKOHOMipHOCTeH y Habopax
JaHUX. 3alleKHO BiJ crnocoOy TrpymyBaHHS Ta crnenudiku oOpoOIIOBaHMX —JaHUX,
KJIacTepu3allis po3AUIIETHCA Ha Pi3HI MIAXOAM, SKI BapilOIOTHCS 3a PIBHEM CKIIAJHOCTI,
TOYHOCTI Ta 00uHcIOBaNBbHOI edexTuBHOCTI. Ilig vac aHamizy anropuTMiB KiacTepu3arlii
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BPaxXOBYIOThCS TaKi BaXJIMB1 (GaKTOPH, K IX MPOIYKTHUBHICTh, MACIITA00OBAHICTh 1 ajanTaris
710 TUTIB JaHUX.

BpaxoByroun KiIr04oBi KaTeropii KjiacTepu3aliiHUX aJTOPUTMIB, X OCOOIMBOCTI Ta
cdepu 3aCTOCYBaHHS, AITOPUTMHU KJIACTEpH3AIlil MOKHA ITOUTUTH HAa KiUTbKa OCHOBHUX THITIB
(Tabmn.1).

Tabnuys 1

Tunu aaropurmis Kiaacrepusanii

Tun anropurmis Omnuc

Leii Tvn anropuTMiB PO3NOUISE aHi Ha 3a3/1aJieTiib BUSHAYEHY KUIBKICTh KIIacTepiB,
IpU [IOMY KOXKHAa TOYKAa HAJISKUTh TUTBKH O OAHOro Kiactepa. Mera monsrae y
MiHIMI3aIlil Ieskoro Kpurepiro. Hanpukiian, 1e Bifctalb 10 ICHTPY KIacTepa.

Ha ocHoBu mopiny Ha
I AMHOKUHA

AnroputMu OyayIOTh i€papXito KIIacTepiB y BUTIISII IepeBa , TaK 3BaHi JIEHAPOrPaMu.
JlepeBa MOXXKHA pO3pi3aTH HA PI3HUX PIBHAX I OTPUMAHHSA OakaHOi KiTBKOCTI
KJIACTEPIB.

Ha ocHoBi mnoOynoBu
iepapxii

L[i anropuT™Mu 3HAXOMITh KJIACTEPH SIK O0JAcTi 3 BHCOKOK IIUIBHICTIO TOYOK,
Ha ocHoBi 1iinsHOCTI po3misieHi 00JacTAMH 3 HH3BKOI IIUIbHICTIO. [limxomsaTs it cKiIagHux (Hopm
KJ1acTepiB Ta 00pOOKH MIyMYy.

JaHi po3IisoThes Ha CITKY ITijl 4ac Mpolecy MPOCTOPOBOl TUCKpeTH3allii, 1 Kinacrepu

Ha ocHOBI ciTku . . LT .
BU3HAYAKOTHCA SAK IIUJIbHI 06J'laCT1 B CITIII. HIJIXO]IHTL JJIS1 BEJIMKUX Ha60plB JaHUX.

Ha ocHoBi | Ilepenbauaernces, 10 JaHi TOXOMATH i3 NMEBHOTO CTATHCTHYHOTO PO3IMOJUTY, 1 KOXKEH
MOJIETIOBAHHS TaHUX KJIACTep OMHUCYETHCS MapaMeTpaMH [IbOr0 PO3MOILTY

Ha ocHOBI mpoBefeHOro aHaji3dy HayKOBHX JOCTIIPKEHb BCTAHOBJIEHO, IO IS
3a0€3MeYCHHS] KOPEKTHOTO TOPIBHSIHHS aJITOPUTMIB KJIacTepH3allii HeOOXiTHO BpaxOBYBaTH
TUTH TaHUX, 3 SKUMU BOHHM MPAIIOIOTh. 3 II€] MpUYUHKA 0a30BUMU TSI pO3TIIsAy Oyiau oOpaHi
KJIFOYOBI THTIM JIaHUX, SKi HaifyacTille BUKOPHCTOBYIOTECS B KJIacTepHOMY aHanisi (puc. 1). Ix
OCHOBHI XapaKTePUCTUKH, 10 BIUTMBAIOTH HA BUOIP aJITOPUTMY, JETAIBHO OIMKCaHI B po0oTax
[1]-[5] pi3uux HayKOBIIIB.

Tunm maHux B KIIACTEPHOMY aHaITi31

Yucnosi naxi KareropianbHi naHi
BesnepepBHi 200 qUCKPETHI YUCIOBI JaHi, 0 ToAiIsSI0ThCS Ha TUCKPETHI
RETATPHHG TITN MATNTE W1 TREICHY TINTANNTTV waTernnii PR TINUINNATTEATA TIONGTTIEY M1 FAMTA

Pucynox 1. Tunu oanux 6 kracmeprnomy ananisi
3. METOIM JOCJ/IIIKEHHSA

Jns  BU3HaueHHs €(EeKTUBHOCTI aIrOPUTMIB KjacTepu3alii BHKOPUCTOBYBABCS
MeTaaHANITUYHUA Tiaxia. Bin mepembavae cucTeMaTHYHMI —aHami3 MmyOmikamid 13
MOPIBHSUIBHUMH JIOCTKEHHSIMH aJTOPUTMIB, IO 3aCTOCOBYIOTBHCS JUIS BEIMKUX OOCATIB
JaHUX.

s Toro mo6 eheKTUBHO MOPIBHATH ITOPUTMH, OyB BUKOPUCTAHUN MOPIBHAIBHUN
aHaji3 aNropuTMIB, SKHMH OXOIUIIOBaB KUIbKa €TaliB: CIIOYaTKy OOHpaBcs HaWOUIBII
e(pEeKTUBHUNA aITOPUTM JJIsI MOXJINBOT KOMOIHALIT TUITY allTOPUTMY Ta THITY JaHUX B OJTHOMY
JpKepeni, fani oOupaBcs HalvacTille 3ragyBaHUil 1 peKOMEHIOBAaHUI JITOPUTM cepell ycixX
JDKEpe.
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4. PE3YJIBTATU TA OBI'OBOPEHHSA

Ananiz podotu M. A. Mahdi [1], sxi posrisganu MacmTabOBaHiI aJrOPUTMH
KjacTepu3amii Ui BEJIWKHAX MJaHUX, JO3BOJIMB BH3HAYUTH JIIEPIB Cepel  alropuTMIB
Kjactepusanii. [ 9ucioBuX AJaHUX, METOJI MOALTY Ha MiMHOXHHA HAMKpaIe peai3yeThes
3a gomomoror anroputmy K-Means 3aBasku HOro TpPOCTOTI Ta IIBHAKOCTI, TOMAI SK
iepapxiuHuil miaxin HaOUTEII eQeKTHBHUU 13 3acTocyBaHHsAM anroputmy Chameleon, mio
BUKOPUCTOBYE JIMHAMIYHE MOJCMoBaHHs. J[ns kimacrepu3ailii Ha OCHOBI IIUTBHOCTI
ontumanbHUM € DBSCAN, 31aTHAl 3HaXOAUTH KJIACTEPH HECTaHIApTHOI GopMu, a CITKOBHIA
MeTo/1 Haiikpaie npaitoe 3 WaveCluster, sikuil mBuaKo o0poOiisie BeIUKI MaCUBU JaHUX. Y
MOJIENIIOBaHHI AaHUX nepeBary otpuMas Gaussian Mixture Model (GMM) 3aBasiku THY4KOCT1
B TOOY/IOB1 CKJIAJIHUX CTaTUCTUYHUX MOJenen. g kKareropiaibHUX JaHUX METOJ MOJIUTy Ha
MIAMHOKMHU Kpamie peanizyBatu uepe3 K-Medoids, a ans iepapxiuHoro miaxony
ontuManeHuUM € anroputM LIMBO, crneuianizoBanuii uisi poOOTH 3 KaTeropiaJlbHUMH
nanumu. Knactepusaliis Ha OCHOBI IIUIbHOCTI eekTuBHA 13 3actrocyBaHHAM CACTUS, sxuii
aJanTyeTbes 10 CHelM(IKA KaTeropilalbHUX JaHUX, TOAl SK CITKOBUHM METOJ JIEMOHCTpYE
BHCOKY mpoaykTuBHICTh 13 CLIQUE. [Ins mMonmentoBaHHS KaTeroplaibHUX JaHUX HAWOUIBII
nigxoauth Kohonen's SOM, mo 3alesneuye rHyuke rpynyBaHHsA. L1 anroputmu
MPOJIEMOHCTPYBAIA CBOIO €(EKTHBHICTh y BIAMOBIAHUX CIEHAPIAX, JTO3BOJISIIOYH JIOCSATTH
SIKICHOTO KJIACTEPHOTO aHaI3y.

B po6orti Z. Dafir [2], B skiii po3risgaaucs YUCIOBI daHi Ta aJrOPUTMH Ha OCHOBI
MOJUTy Ha MJAMHOXXHHH, METOJ TMapajenbHoro BukoHaHHsS K-Means uepe3 MapReduce
BUSIBUBCSI €(DEKTHUBHUM 3aBASKH LIBUIKOMY PO3IMOALTY AAHUX MDK BY3JIaMU Ta OHOBJICHHIO
LEHTpPIB KiactepiB. KareropianapHi qaHi HalKpaiie oOpoOsIOThCS 3a IOMOMOTOI0 aganTallii
K-Modes, ocobmuBo Ha matdopmi 3 OaraTosAepHUMHU TMPOIECOPaMH, SKa 3a0e3neduye
PO3MOAUT TaHUX MDK MOTOKaMHU. Y BHUITaJIKaX aTOPUTMIB Ha OCHOBI mitbHOCTI, DBSCAN,
peanizoBanuii 4epe3 Spark, € igepoM 3aBIASKH MOKIHUBOCTI OOpOOKM BEIMKHUX HaOOpiB
JTaHUX 13 30€peKEHHSIM TOYHOCTI. AJITOPUTMH Ha OCHOBi ciTku, Taki sk WaveCluster Ha
OCHOBI MapajelbHOr0 BUKOHAHHSA, 100pe ONTUMI30BaH1 JUIsl 6araTonponecopHUX CepeaoBHUIIL
yepes ehekTUBHE PO3OUTTSI IPOCTOPY.

Posrinsgaroun podory K. Djouzi and Kadda Beghdad-Bey [3], 6yio Bu3HaueHo, 1110 171
YHUCIIOBUX JaHUX Halkpamumu anroputMamu € K-Means, sxuii 3abe3neuye mpocToTy
peainizanii Ta MacmraboBaHicTh, a Takok BIRCH, sikuii ehekTuBHUI 17151 0OpOOKU BEIMKHX
HaOOpiB 13 MiHIMaJbHUMU pecypcamu. Y KaTeropialibHUX NaHUX JiJepaMu BUCTymawTh K-
Modes, 1o mpamtoe 3 HoMiHanbHUMH 3HadeHHsIMH, Ta DHCC, agantoBanuii 1y iepapxiyHoi
knactepusanii. DBSCAN Bu3HaHO ONTUManbHUM JJIS YUCJIOBUX 3aJady 13 IIyMaMu Ta
Kiactepusaiiero AoBitbHOT (opmu. Takoxxk Oyno Bim3HaueHo edekTuBHICTH EM s
aBTOMATUYHOTO BU3HAYCHHSI KUIBKOCTI KiacTepiB y uncnoBux aanux i COBWEB ans pobotu
3 KaTeropiaJlbHUMU JIaHUMH.

ITicast mopiBHsuIbHOTO aHaizy gociaimkerb N. Anand and P. Vikram [4], mist uncioBux
naHux Haioubm edexktuBHuMu BusBuiaucss DBSCAN cepen anropurMmiB Ha OCHOBI
minsHOCTI 1 BIRCH cepen anroputmiB Ha ocHOBI moOyn0BH iepapXiil. [{nsg kareropiaabHUX
naHux gigepamu cranu K-Modes y migxoai moxauty Ha migMHoxuHM Ta ROCK cepen
lepapXiuHUX AITOPUTMIB.

Ananidytoun pobotry A. Fahad [5], mns uucnoBux naHMX Hale(EKTUBHIIUMU
BUSBUJIMCA QJITOPUTMU Ha OCHOBI miuibHOCTi, Taki sk DENCLUE, uepe3 ix 37aTHICTBH
CTBOPIOBaTH KOMIIAKTHI KJIAaCTePH 1 MIBUAKUI yac BUKOHAHHS. [[si KaTeropialbHUX TaHUX
0co0IMBO 10Ope 3apeKOMEHIyBaB cebe METOJ Ha OCHOBI MOJICNIOBAHHS TaHHUX, 30Kpema
anroput™ EM, 3aBsKu BHCOKIN TOYHOCTI Ta CTa0LIBHOCTI KJIacTepHu3allii.
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BUCHOBKMU TA TEPCIHEKTUBU ITOJAJIBIINX JOCJIKEHD

AnHamiz Cy4acHUX JOCIIDKEHb JI03BOJIMB BH3HAYUTH JIJEPIB CEpel alropUTMIB
KJIacTepH3allii 3aJIeKHO BiJl THITY IaHUX 1 MIAXOTY: ISl YACIOBUX JAaHUX Hale(EKTHBHIIIUMHU
e K-Means, Chameleon, DBSCAN, WaveCluster i Gaussian Mixture Model (GMM), Toxi sik
JUI  KaTeropiajbHUX JaHux ontuManbHumu BusHaui K-Medoids, LIMBO, CACTUS,
CLIQUE Ta Kohonen's SOM. XoxeH anroputM HeE € YyHIBEpCaJbHHM, TOMY IOJAJbIIi
JOCTIDKEHHST MAIOTh 30CEPEIUTHCS Ha KOMOIHYBaHHI TEXHIK, 3HM)KCHHI 9aCOBOT CKJIATHOCT1
Ta iHTerpamii TpagUIIMHUX 1 Cy4acHHMX WiAXOMiB Juisg 3a0e3medeHHs e(eKTUBHOI
KJIacTepHU3allil BEJIMKUX OOCATIB JaHUX.
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RESEARCH ON THE SECURITY OF MASS SERVICE SYSTEMS IN INTELLIGENT
TRANSPORT SYSTEMS USING ARTIFICIAL INTELLIGENCE TECHNOLOGIES

Abstract: The security of mass service systems in intelligent transport systems (ITS) is a
critical aspect of the development of urban transport infrastructure. The use of artificial
intelligence (Al) technologies in securing such systems allows for the automation of threat
detection, risk prediction, and incident management processes. This research aims to develop
ITS security analysis scenarios, including the identification of potential vulnerabilities, the
implementation of cybersecurity measures, and the assessment of Al integration effectiveness in
protecting transport infrastructure. The article discusses the concept of ITS mass service
security, proposes approaches to its evaluation and improvement using Al. Key results include
the identification of methods and scenarios for ITS security research, as well as the advantages
and risks of using Al in their operation. The presented results can serve as a basis for further
developments in the field of transport cybersecurity.

Keywords: Intelligent transport systems, mass service, security, artificial intelligence,
megacities, research scenarios, cybersecurity.

1. INTRODUCTION

The development of megacities and the increase in transportation load create significant
challenges for the security of intelligent transport systems (ITS). The use of modern
technologies, such as artificial intelligence (Al), to enhance the security of these systems is a
pressing task. However, questions remain regarding the integration of Al into ITS security,
particularly in terms of threat identification and protection against cyberattacks. Literature
review shows that current research focuses on the use of Al in traffic management [1] and
traffic flow prediction [2], but pays insufficient attention to security aspects. Research on ITS
cybersecurity [3] highlights attack detection methods but is limited in analyzing Al
integration into this process. The uniqueness of this study lies in forming a comprehensive
approach to mass service system (MSS) security considering Al.

Aim of the publication : Given the aforementioned aspects, the goal is to analyze
scenarios for researching the security of mass service systems in intelligent transport systems
using Al technologies.

2. THEORETICAL FOUNDATIONS

The security of intelligent transport systems (ITS) is a multifaceted category
encompassing both physical and information security. Physical security aims to protect
infrastructure and equipment from potential damage, while information security ensures the
protection of data that is processed, transmitted, and stored within ITS. The latter includes
measures to prevent cyber threats and attacks. The application of artificial intelligence (Al)

132



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis

. X1l International scientific conference
"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i

"Global and Regi\llonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

technologies in the field of ITS security is based on three main principles, as presented in
Table 1.

Table 1
Fundamental Principles of Al Application in ITS Security

Pri Technol Functional description
nciple ogy
Firs Machine Enables the prediction of threats and detection of anomalies in the
t Principle | Learning (ML) | functioning of transport systems.

Sec Allows real-time analysis of data obtained from sensors and network

ond ProcelesginData sources, ensuring quick risk detection and decision-making.
Principle g
Thir Decision Involves the use of algorithms for rapid incident response without
d Principle Automation human intervention.

ITS face a range of risks that can be classified into three main categories (Figure 1).

cyber technolo

gical

include attacks on traffic arise from hardware or

control systems, which can lead to software errors and can cause

their disruption

failures in the operation of ITS

social threats

related to data manipulation by

users, which can create risks to privacy

and data integrity

Figure 1. Classification of Risks in ITS

Thus, ensuring the security of ITS requires a comprehensive approach that includes the
use of innovative Al technologies, risk analysis, and the implementation of protective systems
at all levels of transport infrastructure management.

3. RESEARCH METHODS

The research methods are based on a combination of theoretical analysis and
experimental work, which ensures a comprehensive approach to studying the security of
intelligent transport systems (ITS). The methodology includes several stages that logically
complement each other and are presented in Figure 2.
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»  Analysis of potential »  Developing models »  Conducting tests on
cyber threats that that describe possible simulation platforms
may impact the approaches to that mimic the
operation of transport protecting transport operation of public
systems. systems using transport control

» Based on historical | artificial intelligence E systems in megacity
data of previous technologies. . conditions.

hreat incidents in ITS evelop »  Cover various Xperime Involvement of
Model security. ment aspects of security, ntal transport system
ing >  Allows identifying of including threat Verifica operators to verify

key system Resear identification, tion of the effectiveness of
vulnerabilities and ch development of Develop the proposed
formulating Scenar preventive measures, ed solutions and their
requirements for ios and real-time Algorith compliance with real-
future protective incident response. ms and world conditions.
mechanisms. Models

Figure 2. Methodology for Researching MSS Security in Megacity ITS

The research object is traffic control systems, which are among the most crucial
components of the transport infrastructure in megacities. Participants in experimental studies
must evaluate the performance, response speed, and reliability of the implemented algorithms,
ensuring the possibility of practical implementation of the results.

4. RESULTS AND DISCUSSION

The results of the study confirm the high potential of artificial intelligence (Al)
technologies for ensuring the security of intelligent transport systems (ITS) in megacities. The
research addresses several key aspects related to threat detection, security optimization, and
risk prediction.

The threat detection model is based on the analysis of input data X ={x,X,,...,X,},

where x; — such as traffic, network activity, sensor triggers, and so on. A machine learning
algorithm is used to construct a classification function:
f:X Y, 1)
where Y={0,1}, 0 — indicating the absence of a threat, 1 — indicating the detection of a
threat.
The training of the model is performed by minimizing the loss:

minL(f (X;6),Y), 2)

where 0 — are the parameters of the model, and L — is the loss function, such as binary
cross-entropy:

n

L(y.§) = —%Z[yi log(y,) +@-y,)log(1— ;)] 3)

i=1

The model can use neural networks to detect nonlinear dependencies in the data. The
architecture includes an input layer, several hidden layers (either fully connected or
convolutional, depending on the data type), and an output layer with sigmoid activation.
During threat detection, Al-based models demonstrate high efficiency. Specifically, the
proposed algorithms can identify up to 92% of cyberattacks on transport networks.

The use of machine learning (ML) methods allows for the automation of event log
analysis, which previously required significant time and human resources. This can reduce
incident response time by up to 35%, a crucial indicator for minimizing the potential impacts
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of threats. Using neural networks for risk prediction will reduce the frequency of false
security alerts, enhancing system accuracy and reducing unnecessary operator workload.

Research on MSS security confirms the feasibility and effectiveness of integrating Al
technologies into ITS in megacities. However, the study also highlights the need for further
adaptation of these technologies to the actual operating conditions of urban agglomeration
transport systems. It is particularly important to consider the specifics of transport
infrastructure, system scalability, and the risks that may arise during the integration of new
solutions into existing networks.

CONCLUSIONS AND FUTURE RESEARCH PROSPECTS

The implementation of artificial intelligence (Al) technologies to ensure the security of
intelligent transport systems (ITS) in megacities will significantly enhance their resilience to
cyber threats and help optimize incident management. Al enables the automation of threat
detection, risk prediction, and incident response processes, making transportation systems
more efficient and safer. The application of machine learning, big data analysis, and neural
networks helps systems adapt more quickly to changing operational conditions, which is
particularly important for large urban agglomerations.

Future research should focus on the development of security standards for ITS using Al,
the adaptation of systems to new types of attacks, and the examination of ethical issues related
to the use of these technologies. Specifically, it is important to consider user data privacy,
accountability for errors in automated systems, and avoiding bias in algorithms. This
comprehensive approach will contribute to the creation of safe and resilient transport systems
in the future.
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BU3HAUYEHHS CTA/IN 3PUIOCTI ITOJIYHMULII 3A JOIIOMOI'OIO 3T OPTKOBOT
HEMPOHHOI MEPEXI

AHoTamif. Y JOCHIDKEHHI 3IiHCHEHO TOPIBHUIBHUM aHaNi3 pI3HUX MOJEIeH
3rOPTKOBUX HEWPOHHUX Mepex I Kiacudikamii cranmii No3piBaHHS TONYHHUII, a caMme
MobileNetV2, MobileNetV3Small Ta EfficientNetB0. J[Ins ouiHku  Helipomepexi
BPaxOBYBAJIUCS TaKi METPHKH, SIK TOUHICTh, BTPATH, BIy4HICTh(precision), mopHora(recall), mipa
f1(fl-score) Ta yac HaB4aHHSA. Y pe3yabTaTi HAMKpalli MOKA3HUKH BUSBUIUCA Y MeEpexi
MobleNet. Pesynbratn Ta METOAMKa OO JIOCTI/DKEHHS MOXXYTh OyTH KOPHCHHMH SIK JJIS
HAaYKOBI[IB, TaK i JJIs MiANPUEMIIIB, IO MPAIOIOTh B arpoNpOMHUCIOBOCTI Ta BIPOBAIKYIOThH
HITYYHUH IHTENEKT Y BUPOOHUYUI TpOLIEC.

KirouoBi cjioBa: 1ITydHMIl IHTENEKT, MalIMHHUI/KOMI'IOTEPHUN 3ip, 3rOpTKOBa
HeriponHa mepexxa(3HM), MobileNet, EfficientNet.

1. BCTYII

[IpoTsiroM Bci€i icTOPIi CUTBCHKOTO TOCIIOJAPCTBA TEXHOJIOTII BUPOIIYBAaHHS Ta 300Dy
BpOKal0 TOCTIHHO BIOCKOHAIIOIOTHCS, TMOJETIIYIOUM POOOTY Ta TMOJi Ta 30UIBIIYIOYH
edexkTuBHICT, 300py TwioaiB. ChOTOMHI Yy Tally3b arpompOMHCIOBOCTI TEX MPOHUKAIOTH
CydJacHi TeXHOJOTI, 30KpeMa IITYdHHi iHTEeNeKT. Moro BUKOPUCTAHHS MOPOKY CTAe Aeaii
nomupeHimuM. L TexHoJIoTis A03BOJIsSE€ BUPOOHUKAM arpomNpOoAYKIlii B PeKUMI PEaIbHOTO
4acy OTPUMYBATH BENHKI 0OCATH iH(opMaIlii, aHaTi3yBaTH iX Ta MPUAMATH PIIICHHS 1100
BHECCHHS JI0OPHB, BUKOPHCTAHHS MECTHUIIMIIB, 3POIIYBAHHS Ta BU3HAYCHHS 3PUIOCTI TUIOMY
a6o pociuHu. lloemHaHHs 3 HOBITHIMH po3poOKamMu OE3MUIOTHUX MAaIldH Ta POOOTIB
JI03BOJISIE€ 30UTBIIUTH MPOAYKTUBHICTH Ta 00CSATH BUPOOHUIITBA Y CLILCHKOMY T'OCIIOIAPCTBI.

BaxiMBOIO 4aCTHHOK Cy4acHOT arpONpPOMHUCIIOBOCTI € KOMIT FOTEPHHA 3ip — OJiHA 3
rajry3edl ITYYHOTO IHTENIEKTY, sIKa 30Cepe/PKeHa Ha CTBOPCHHI IHTEJIEKTYaIbHUX CHCTEM, SKi
31aTHI 0OpoONATH Ta aHali3yBaTH Bi3yalbHy iH(OpMAIi0 Tak, SK 1€ POOHUTH JIIOJICHKA
ceHcopHa cuctema[l]. YV pamkax maHOT TEXHOJIOTIi 4acTO BUKOPUCTOBYKOTHCS HEHWPOHHI
Mepexi, 10 3IIHCHIOITH K PO3Ii3HABaHHS 300pa)KeHb, TakK 1 IXHIO KiIacH]iKaIliro.

Merta nocnimkerns. [lopiBHsIbHMI aHai3 e()EKTUBHOCTI PI3HUX MOJCIICH 3TOPTKOBUX
HEHPOHHUX Mepex Ul kinacudikamii craaii 3plTocTi I0Ay HAa MPUKIAl AT MOJNYHHUIL, a
TaKOX BU3HAYCHHS Hale(DEKTUBHIIIOT MOIeII HEpoMepexKi.

HoBusHa 11i€i poOOTHM TmoJsirae B MOPIBHSAHHI €(QEKTHBHOCTI PI3HUX apXITEKTyp
HEHPOHHUX MepeX Ha YHIKaJbHOMY HaboOpi 300pa)keHb MOJYHUIlb, CHEIiaJbHO 310paHOMY
i knacudikanii ctafiii no3piBaHHS, IO Ma€ MPAKTHYHE 3HAYEHHS arpoMpOMHUCIOBUX
JOCII/DKEeHb Y Hamii kpaini. JlocnimkeHHs TakoX aHalli3ye e(eKTUBHICTh JIETKMX MOJeNeil
Ha 300paXEHHAX Cepe/lHbOI SIKOCTI, 10 BaXKJIMBO Ui BIPOBAKEHHS KOMII'TOTEPHOTO 30Dy B
yMOBax OOMEXEHUX OOUHUCIIIOBAJIBHUX PECYpCiB, BUKOPUCTAHHS MOJeNi Ha MOOUIbHUX a0
BOYZIOBaHUX MPUCTPOSIX JJISI pEAIbHOTO arpolpOMHUCIIOBOTO 3aCTOCYBAaHHS.

Mertoauka i 3aco0u nociimpkenHs. s HaBYaHHSA HEHpoMepek CaMOCTIHHO 3i0paHuit
Habip nanux i3 402 300paxkeHb A1 HaBuaHHs Ta 91 a7 TpeHyBaHHs. 300paXKeHHS MOJTYHUIb
po3noaineHi 3a 3 KilacaMu: He3piili, HANOJOBUHY 3pUTi Ta MOBHICTIO 3pifi.
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Pucynox 1. Cmaoii 0ospisanus noaynuyi(31iea Hanpaso): He3piia, HanoJlo08uHy 3piia,
cmuena.

Jlnst Habopy MaHMX 3aCTOCOBAaHA TEXHIKA HapoulyBaHHs naHux(data augmentation), mo
J03BOJIA€ 30UIBIIUTH HOTO HUIAXOM 00epTaHHs 300pa’keHb MiJ pI3HUMH KyTamMu, 0Opi3aHHS
Ta HIIUX omepauid 3 HuMU. Lle no3Bossie HelipoMepeki OyTH THYUKINIOO ISl BUKOHAHHS
nocTasiieHoi 3aaa4yl. HaBuanHs BinOyBanocs npotsrom 100 enox Ha 3X MoJensiX HEHPOHHUX
mepex: MobileNetV2, MobileNetV3Small, EfficientNetBO.

2. TEOPETUYHI OCHOBHU

MobileNetV2, MobileNetV3Small Ta EfficientNetB0O, sxi € omauMm 3 HaiIermmx
Mozenell 3ropTKOBUX HEHPOHHUX MEpEX y Hall 4ac. BoHU 1eMOHCTpPYIOTh HOBITHI MiJIXO1
70 CTBOPEHHS €(PEKTHMBHHX MOJEJICH s 3a/7ad KOMIT IOTEPHOTO 30Dy, OPIEHTOBAaHHX Ha
MOOUIBbHI MPUCTPOT Ta CUCTEMH 3 OOMEKEHUMH PECYpPCaMH.

MobileNet, — me ciMelcTBO JIeTKHX MoOJeaeH HEHPOHHUX MEPEkK, TOJIOBHOIO
0CcOoONMBICTIO sIKOT € 3ropTka 3 posaiieHHsM 3a rmbuaoo (Depthwise Separable
Convolution). Ils TexHika CyTTEBO 3MEHIINYE OOYHMCIIOBAIBHY CKIAIHICTh 1 KUIBKICTh
rapameTpiB MOJEIII.

MobileNetV2, npencraBnena y 2018 pori CenmiepoM Ta CIiBaBTOpaMH, 3alpoBaInia
inHoBamiiini  mexanismu  Inverted Residuals i Linear Bottlenecks, sxi 3HmkyoTh
00UYHCITIOBAJIBHY CKJIAJHICTh, BOJHOYAC 30epiraroud BaKJIWBY iH(OpMaIlI0O B IMPOCTOPi
o3Hak[2].

MobileNetV3, crtBopena y 2019 pomi I'oBapmoM Ta HOro KOMaHJIOO, IigHIMA€e
ONTUMI3AIlI0 apXITEeKTypH Ha HOBHMH piBeHb 3aBIsiku Bukopucranaio Neural Architecture
Search (NAS). Mogens BrpoBamkye Moaym Squeeze-and-Excitation (SE) mwist mocuieHHs
pEICBaHTHHUX KaHAJIB Ta HOBY aKTHBAIliHy GyHKIi0 h-Swish, ska migBuinye epekTUBHICTH
004HnCIIeHb TOPIBHAHO 3 TpamuiliiiHowo ReLU[3].

EfficientNet — 1e cimMeiicTBO 3ropTKOBMX HEHPOHHHUX MEPEIK, FOJOBHOK OCOOIUBICTIO
AKUX € KoMIuiekcHud wmacmrtabyBanbhuii miaxig (Compound Scaling). ILleit meron
30aaHCcOBaHO MacHITabOBYe pO3MiIp TIMOMHH, MIUPUHU Ta BXITHOTO 300pa)K€HHS, IO
JO3BOJISIE  JIOCSATTH  KpPAIIOTO CIIBBIIHOMIEHHS MDK TOYHICTIO Ta OOYHCIIIOBAJIBLHOIO
e(EeKTUBHICTIO.

EfficientNetB0, po3po6iena Tanom 1 Jle y 2019 pori. Bona BukopuctoBye Onoku
MBConv, ski moennyroTs nepeBaru inverted residuals i3 SE-monmymsimu, 3abesnedyrouu
BUCOKY MMPOJAYKTHBHICT TIPH MIHIMaJIbHUX BHTpaTax pecypcin[4].

Taxkum YuHOM, I1i ApXITEKTYPH JAEMOHCTPYIOTh Cy4acHUH OajgaHC MDK €(eKTUBHICTIO Ta
TOYHICTIO, OCOOJIMBO AaKTyaJbHUHM JUIi MOOUIBHMX 3aCTOCYHKIB 1 CHCTEM 3 OOMEXKEHHMHU
pecypcami.

3. PE3YJIbTATHU JOCJIIKEHHSA
Heiipomeperkxa MobileNetV2 moxazana Taki MOKa3HUKM TpU HaBYaHHI: TOYHICTH,
BIIy4HicTh, MOBHOTa Ta Fl-mipa cknamu 99.46%, srpatu 0.0139. Ilpu Bamimamii TOYHICTb,

137



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"Tno6anvHi ma pe2ionaivbri NpooIeMuU IHPOPMAMU3ayii 8 CycniibCcmei i "Global and Regi\ilonal problems of Informatization in Socie}(y
npupoooxopucmysanti '2024", 21-22 aucmonaoa 2024 poky, and Nature Using '2024", 21-22 November 2024,
HYBill Yrpainu, Kuis NULES of Ukraine, Kyiv

BIIy4HICTB, TOBHOTA Ta F1-mipa cxiamu 97.8%, Brpatu 0.099. Came HaBYaHHS HEHpoMeEpexi
TpuBaio 14 xs 36 c.

Heiipomepesxa MobileNetV3Small mokaszana Taki moKa3HUKH MPH HABUAHHI: TOYHICT,
BIy4HiCcTh, OBHOTa Ta Fl-mipa ckmamu 98.42%, Brpatu 0.0288. Ilpu Bamimamii TOYHICTB,
BIy4HICTB, TOBHOTA Ta F1-mipa cxiamm 98.9%, Brpatu 0.0451. Came HaBuaHHS HEHpOMEpExKi
TpuBaio 12 xB.

Hetipomepexxa EfficientNetBO moxa3ana Taki NMOKa3HWKH MPU HaBYAHHI: TOYHICTh
99.33%, Brpatu 0.033, Bayunicts 99.39%, moBaoTa 99.39%, F1-mipa 99.39%. Ilpu Bamigamii
TOYHICTh ckiana 98.61%, Btpatu 0.04, Biyunicte 98.61%, moBHOoTa 98.61%, Fl-mipa
98.61%. Came HaBuaHHS HelipoMepeski TpuBasio 16 xB 17 c.

[Ipn HaBuaHHI HaWTOYHINIOW cTana Mojenb MobileNetV2, ane npu BpaxyBaHH1 BCIX
napameTpiB, Halie(heKTUBHIIIO BUsBHIIACS 3 apXiTekTyporo MobileNetV3Small.

EffICIieNtNElB e —————————————— 99,33
S 08 61

MobileNetV2

T 99,16
A——— g7 8

MobileNetV3Small A 08 1)

A 93 9

Pucynok 2. [lopigusanus mouHocmu HetpoHHUX mepexc OJisl HA84AIbHO2O(CUHIL) ma
sanioayitino2o(uepsonutl) Habopy OaHux

BUCHOBKHA

OTpumaHna MoJEIb Ma€ JOCHUTh BHUCOKY TOYHICTh Kiacu@ikamii crtamii 3piiocTi
nonyHuii. MobileNetV3Small € nHaliMeHImIow 3-mOMDK BUOpaHMX JUIS  JTOCTLKCHHS
HEHpOMEpEeK, IPOTE I1e HE 3aBaIUII0 OTPUMATH BUCOKI TTOKA3HUKH IO MPU HABYaHHI, IO MPU
BaJTigarii.

BpaxoByroun mocriitHe BIPOBaPKEHHS Cy4aCHUX TEXHOJIOTIH Y CUTbChKE TOCIIOIapCTRO,
a TakoX OYpXJIMBHHA PO3BUTOK INTYYHOTO IHTEJICKTY, PE3YyJbTaTH I[LOTO JIOCIIIKECHHS
MOXXYTh CTaTH KOPHCHHMH SIK JUIS BITUM3HSHHX aBTOPIB, Tak 1 JUIS MEBHUX MIANPUEMCTB
arporpoOMHUCIOBOTO KOMIUICKCY.

CIIUCOK BUKOPUCTAHUX JT’)KEPEJI

1. Wikipedia  [Enexkrponnmii pecypc] — Pexum goctymy 10  pecypey:
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%8
2%D0%B5%D1%80%D0%BD%D0%B8%D0%B9_%D0%B7%D1%96%D1%80

2. MobileNetV2: Inverted Residuals and Linear Bottlenecks [Enexrponsnwuii pecype] —
Pexxum moctymy 1o pecypey: https://arxiv.org/abs/1801.04381

3. Searching for MobileNetV3 [Enexkrponnuii pecypc] — Pexxum moctymny 10 pecypey:
https://arxiv.org/abs/1905.02244

4. EfficientNet: Rethinking Model Scaling for Convolutional Neural Networks
[Enextponnuii pecypc] — Pexxum noctymy g0 pecypey: https://arxiv.org/abs/1905.11946
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BUKOPUCTAHHA CTATUCTUYHUX METOUIB UL TIPOBEAEHHA AHAJII3Y
SAKOCTI ATMOC®EPHOI'O ITIOBITPA

AHoTamnisA. Y J0CiipKeHH] HaBeIeHO Pe3y/IbTaTH BUKOPUCTAHHS CTATUCTUYHUX METOJIB
JUTS aHAJI3y SIKOCTI aTMochepHOro NoBiTps. s mpoBeaeHHs JOCIiKEHHs 0YJI0 BUKOPUCTAHO
BiZKpuTHii HaOip maHux mnpo iHgekc skocti moBiTpst (AQI) Ta #oro KOMIOHEHTH: piBHI
npibHomucnepcHUX vactok (PM2.5), o3omy (03), miokcuay asory (NO2). Byno mobymnoBaHo
0araToBUMIpHY perpeciiiHy Mopenb, sKka J03BONWIA OI[IHUTH BaXIJIMBICTh KOXXHOTO 3
napaMeTpiB Ha 3HAYEHHsI 1HAEKCY SIKOCTi MOBITPSI.

KiouoBi cioBa: armocdepHe MOBITps, SIKICTh MOBITPs, 3a0pyIHIOIOYI PEYOBHHH,
CTaTHCTHYHUHN aHaII3.

1. BCTYII

[ToctanoBka mpoGiemu. AtmochepHe MOBITPs BIAITpa€ OJHY 3 KIIOYOBHX poJiel y
BIUIMBI Ha BC1 KOMIIOHCHTH HABKOJIMIIIHHOTO CepeloBHUINA. SKICTh TMOBITPsI BIIMBAE HA CTaH
BCIX JKMBHUX ICTOT, BpPaxOBYIOUHM HAacC, JIOACH, B3a€EMOJIIO €JIIEMEHTIB €KOCHUCTEMH Ta Ha
IJIaHETy 3arajioM. ATMocdepHe MOBITPS BKJIIOYAE TaKi OCHOBHI KOMIIOHEHTH SIK KHCCHBD,
BYIUICKUCIIMI Ta3, a30T, a TaKOX IHEPTHI Tra3W, HANPHUKIAJ, aproH, T'eiiid, BOJEHb, HEOH,
KpPHUIITOH, KCEHOH, pasoH. [IpoTe KpiM pI3HOMAHITHHX MPUPOIHUX EJIEMEHTIB Ta CIOJYK B
atMoc(epHe TOBITPS MOTPAIUIAIOTh PI3HI 3a0pyIHIOYl PEYOBWHHU, IO HAIXOIATH Y
pe3yNbTaTi aHTPOIMOreHHO1 AisTbHOCTI.Cepe/] TaKUX PEUOBUH € OKCUAU a30Ty, CIPKH, YaJHUI
ras, 030H, a TaKOX 3BaykeH1 yacTuHku PM2.5, PM10. Yci BoHU HECyTh HaI3BUYAHHO BEITUKHUMA
BILTUB HA CTaH 3JI0POB’sI IIOJUHU Ta JOBKLILIS.

Mera myb6mikariii. MeTtoro myOJikarii € BUKOPUCTAHHS Ta MOPIBHSHHS CTaTHCTHYHUX
METO/IIB 111 OOPOOKH Ta aHAJI3y AAHHUX PO SKICTh aTMOC(EPHOTO MOBITPSI.

2. TEOPETUYHI OCHOBH

[Tig yac aHamnizy craHy aTMOC(EpHOro MOBITPS Ta PETYIIOBaHHS HOTO SKOCTI BaXKJIHBY
pOJIb BIAIrparOTh EKCHEPTHI CHCTEMH Ta CHCTEMH MIATPUMKH NPHAHATTSA pimeHb. Taki
MpOrpamMHi MPOJYKTH JIOMOMArarTh ONPAIbOBYBAaTH BEJIHMKI MAcCHBH JaHUX, 1€ JI03BOJISIE
(daxiBIsM MIBHJKO Ta TOYHO OTPUMYBATH PE3YJIbTATH Ta BIAMOBITHO MpHUiiMaTH HEOOXimH1
pIIICHHS IS pEryIioBaHHs piBHA 3a0pyaHeHoCTi. OJHUMHU 3 BaXJIMBUX KOMIIOHEHTIB CUCTEM
HNIATPUMKH OpUHAHATTS pimieHb € TexHosorii OLAP 1 Data Mining. Bukxopucranus
CTaTUCTMYHUX MeToliB y moegHaHHi 3 OLAP Tta Data Mining no3Bossie OutblI INIMOOKO
MIPOBOJIUTH aHAJI3 BIUIMBY OKpeMHUX 3a0pyAHUKIB Ha 3arajbHy OIIHKY SIKOCTI MOBITps Ta
OI[IHIOBATH JIOCTOBIPHICTH BHSIBICHUX T1MOTE3.

Jlis IpoBeIeHHS CTaTUCTUYHOIO aHaji3y BUKOPUCTAHO BIAKPUTHH Habip AaHUX MPO
iHaekc skocti moBiTps (AQI) Ta ¥oro ckiIagoBi: MOKAa3HUKU JPiOHOAMCIIEPCHUX YaCTOK
(PM2.5), o3ony (03), a Takox maiokcuay azory (NO2) [1].

3. PE3YJIbTATHU TA OBI'OBOPEHHSA
VY mporeci aHanizy aTMoc(epHOro MOBITPs OyJIO MpoaHai30BaHO PO3MOJUT KIIBKOX
MOKa3HHUKIB MOBITPA Ta BIUIMB JorapudmiuHoi Tpanchopmartii Ha X HopMmasbHicTh. Ha puc. 1
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mpoJieMOHCTpoBaHO Tpadiku Q-Q, HA SIKUX MOXXKHA MOMITHTH, IO HEOOPOOJICHI 3HAYCHHS
MOKAa3HUKIB Ta 1HJAEKCY SKOCT1 NOBITps (JIIBUH CTOBIEIh) AEMOHCTPYIOTh HEPIBHICTh 1 BAXKKI
XBOCTH, SKI MOPYIIYIOTH CHPOCTOBYIOTH HOPMAIBHICTh PO3NOAUTY daHuMX. llepeTBopeHHs
3Ha4eHb, BUKOPHCTOBYIOUH JIOTapH(PMidHy TpaHchopmarito (IpaBuii CTOBIIEIb), TOCIiTOBHO
MOKpAIIye HOPMAJIBHICTh PO3MOILTY, 3MEHIIYIOYH aCHMETPII0 Ta BIUIMB BUKUAIB, IO POOHUTH
JMaHl OUIBII MPUAATHUMHU JUISI BUKOPUCTAHHS CTATUCTUYHHX METOJIB, MPOTE I JCSIKUX
nokasnukiB, Hanpukiaa, CO Ta Ozone, Take IEPETBOPCHHS HE TIOBHICTIO BUPIMIYE MPOOIEMU
HOPMAJILHOCTI, III0 BKa3ye HAa HEOOXIHICTh HIINX THITIB IEPETBOPEHb.
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Pucynok 1. I'paghix O-Q 011 nokazHuxie akocmi amMoccﬁepHoeo 8IMpsi: NOPIBHAHHS
NnoYamKo8ux 0anux (nieopyy) ma no2apu@m@uno mparcpopmosanux (npagopyy)

Jlis BU3HAUEHHS BIUTUBY KOXKHOTO 3 3a0pyJHUKIB Ha 1HJIEKC SKOCTI HOBITps OyJo
PO3paxoBaHO EJIACTUYHICTh, KA JAEMOHCTPYE BIJACOTOK 3MIHM 3aJeKHOI 3MiHHOI (iHIEKC
SKOCTI TOBITPS) MPH 3MiHI HE3aJeKHOI 3MIHHOI (pIBHS KOHKPETHOrO MOKa3HMKa) Ha 1%.
EnacTuuHicTh MOKHA po3paxyBaTy 3a TaKOK (GOPMYIIOI0:

— &y
E=E X7, ne
B, — xoediwieHT perpecii 1 i-ro mapamerpa,
X, — Cepe/IHE 3Ha4YEHH: 1-TO MapameTpa,
¥ — cepe/iHe 3HAYCHHSI IHIEKCY AKOCTi MOBITPs [2].

VY mpotieci po3paxyHKy OyiM OTpUMaHi Taki pe3yJabTaTH:

Ozone AQI Value 0.075802
NO2 AQI Value -0.001569
PM2.5 AQI Value 0.934452
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Ha ocHOBi oTprMaHuX pe3yNbTaTiB MOXKHA 3pOOUTH TaKi BACHOBKH |

— O030H: 3HAYEHHS eNAaCTUYHOCTI O3Hadae, 1o 30UIbIIeHHS Ha 1% pIBHIO 030HY Yy
MOBITP1 MOB’s13aHE 31 30UIBIIECHHAM IHJEKCY sikocTi moBiTpa Ha 0,0758%. Taxwmii
pe3ynprar JAEMOHCTPYE BIIHOCHO HH3BKY, ajlé BCE X IO3UTHBHY YYTIUBICTH
1HJIEKCY SIKOCTI MOBITPSI 10 3MiH PiBHIO O30HY.

— NO2: pe3ynbprar enacTHYHOCTI BKa3ye Ha Te, 1m0 30UIbIIeHHs nokasHuka NO2 Ha
1% moB’si3aHe 31 3HIKEHHSIM 3Ha4eHHsS iHAeKcy sikocTi moBirps Ha 0,0016%.
MoskHa 3pOOMTH BHCHOBOK NP0 HE3HAYHY HETaTHBHY 3AJICKHICTb MDK PIBHSMHU
NO: i 3araibHUM IHAEKCOM SIKOCTI MOBITpsI, 0 O3Hadae 1o mpu 30umbmenHi NO2
3HA4YEHHS 1HIEKCY SIKOCT1 ITOBITPSI CTa€ HE Habararo, aje HWKIUM

— PMz2s: pesynbrar enacTH4HOCTI oKa3ye, 110 31 30utbmenasM PM2.5 na 1% iHaexc
SIKOCT1 OBITPs 30UIbIIYyeThCS Ha 0,9345%. Takuil pe3ynbsrar JeMOHCTPYE 3HAYHUIN
BIUIMB 3MIHU 3HaueHHs1 PM2.5 Ha iHJeKC IKOCTI TOBITPSI.

Y mporeci BUKOPUCTAHHS TEXHOJIOTIM IHTENIEKTYaJIbHOTO aHali3y pPO3paxyHOK
€TaCTUYHOCTI MOJKE€ JIOTIOMOTTH OIIHUTH JOCTOBIPHICTh 3HaljeHWX rinote3. Hamami
OTpUMaHi1 pe3ylbTaTH aHajli3y JOMOMOXYTh OOpaTH CTpaTerito JUis MOKpAIleHHS SKOCT1
MOBITPSL.

BUCHOBKMU TA NEPCIIHEKTUBU NNOJAJBIIUX JOCJITKEHb

[lig gac mocnmipkeHHsT OyJl0 MPOBENEHO CTAaTUCTHUYHUN aHali3 SKOCTI aTMOC(HEpHOro
NOBiTps. IXHE BUKOPUCTaHHS J03BOJIMIO BU3HAYMTH BIUIMB Pi3HMX MapaMeTpiB Ha 3arajibHe
3HAYEHHS IHICKCY SKOCTI MOBITps.Pe3ynbTaTi MpOBEACHOTO JOCITIIKEHHS IMOKa3ylTh, IO
piBHI apibHOmucniepcHUX YacTUHOK (PM2.5) Ta o3ony (O3) maroTh HaWOUIBIIHMKI BIUIMB Ha
THICKC SIKOCTI MOBITPSI.

Bukopucrani metonu MOXyThb OyTH KOPHCHHUMH JUIS OILIHKH BIUIMBY PI3HUX
3a0py/IHUKIB HA 3araJbHUMN 1HIEKC SIKOCTI MOBITPs. Takok BOHH MOXXYTh OyTH YaCTUHOKO y
mpoLeci po3poOKu CUCTEMU MIATPUMKH MPUMHSTTS PillleHb, TaK SIK JTO3BOJISIIOTH OYHUCTHUTH,
MArOTYBaTH JIaH1 JUIs TOJANIBIIOTO aHaJli3y BXKe 3 3acTocyBaHHsAM TexHosorii OLAP ta Data
Mining.
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AJIATITUBHI AJITOPUTMMU IMOLIYKY IHOOPMALIIL B YMOBAX BEJIMKUX
OBCAT'IB JAHUX

Anoranisa. CyvacHuid  cBiT  iHQOpPMAaLiiHMX  TEXHOJNOTIH  XapaKTepHU3YEThCS
eKCIIOHEHIIIHHUM 3pDOCTaHHSAM OOCSTIB JaHUX, SKI TEHEPYIOThCS Ta HAKOMUYYIOTBCS 3
PI3HOMaHITHHX JDKepes, BKIIOYAaro4YM COLianbHI Mepexi, ceHcopu [HTepHeTy peued, Oi3Hec-
TpaH3aklii Ta HAayKOBi JOCHIDKeHHs. B ymoBax Ttakoro iHdopmamiiHOro nepeHacHYeHHS
TpaAMIiHI METOAM MOIUIYKY CTAIOTh MEHII e()eKTHBHUMH, 1110 IPU3BOJUTH JIO MOTPEOU B HOBUX
miIxo/ax 1o NOIIyKy Ta 00poOKH iHpopMarlii. ATanTHUBHI aJITOPUTMH, 34aTHI HAJIAIITOBYBATHCS
Ha 3MiHHI YMOBH Cepe/IOBHINA Ta 0OpOOJISTH BEIHKI 00CATH AaHUX Y PEXHMI peasibHOro 4acy,
HaOyBalOTh Bce OLIBLIOro 3Ha4YeHHs. Y AaHiil poOOTi pO3MIISIHYTO OCHOBHI acleKTH aJAalTHUBHUX
ITOPUTMIB TOIIYKY iH(pOpMAaIii, X mepeBard, BHKIMKH ITPH BIPOBAPKEHHI Ta MOXIIUBI
HAaIPSAMH IIOJAJIBLION0 PO3BUTKY.

Karwu4oBi ciioBa: ajantuBHI arOPUTMH; MOIIYK iH(pOpMAIi; BelUKi OOCSITH AaHHX;
MalllMHHE HaBYaHHS; paH)KyBaHHs; 00poOKa IPUPOAHOI MOBH; BEJIHKI JaHi.

1. BCTYII

VY cydacHy enoxy 1udpoBoi TpaHchopmarllii 00CATH JaHUX 3POCTAIOTh 31 MIBUIKICTIO,
10 TEPEBHIYE MOXJIMBOCTI TPAAUIIMHUX CHCTEM iX OOpoOKM Ta aHaI3y. 3a JaHUMH
JOCIIJDKEHB, 00CAT TJ00ATBbHUX JaHUX ITOJBOIOEThCA KOXHI aBa poku [1]. Takuit Temm
3pOCTaHHsS BHMAara€ HOBHX MIAXOIB /O TOMYKYy Ta oOpoOku iH(opMaIlii, OCKUIbKH
TpaIMIliiiHI METOM HE 3a0€31eUyI0Th JOCTaTHHOI IBUIKOCTI Ta TOYHOCTI.

[IpoGnemi egeKkTUBHOTO MOIIYKY iH(pOpMAaILlii Y BEIUKHX MacMBaxX JaHUX MPUCBIYCHO
06araTo HAyKOBHUX JOCHIKEHb. 30KpeMa, 3HayHa YyBara MPUAUISETHCS aITOpUTMaM
MalIMHHOTO HAaBYaHHs, INIMOOKOMY HaBUYaHHI, MeTOoJaM OOpOOKM MpUPOJHOI MOBHU Ta
po3noiieHUM cuctemMam o0poOku manux [2], [3]. OnHak, He3BaKkalOuu Ha YCHIXH, ICHYIOTb
BHUKJIMKH, MTOB'SI3aH1 3 MacIITaOOBAHICTIO, aIaITHBHICTIO JI0 3MIHHUX JIAaHUX Ta €EKTUBHICTIO
B yMOBaX 0OMEXEHHUX PecypcCiB.

Merta ny6aikanii. BpaxoByroun BuIlle3a3Hau€HI MOJOKEHHS MOKHA 3a3HAYUTH, IO
METOI0 JOCHIDKEHHS € JeTalbHHUM aHami3 MIAXOMIB 10 aJaNTHUBHUX AITOPUTMIB MOIIYKY
iHpopMalii B yMoOBaxX BeIMKHMX OOCSTIB JaHMX, BU3HAUYEHHS iX OCHOBHHX IiepeBar Ta
BUKJIHKIB, & TAKOXK OKPECIIEHHS MEPCIEKTUB MOJANBIIOT0 PO3BUTKY B LIl ramy3i.

2. PE3YJIbTATH TA OBI'OBOPEHHSAA

OO6pobka Benukux oOCATIB AaHUX, BijoMux sk Big Data, € BaxJIMBUM 3aBIaHHAM
CY4acHOT HayKH 1 TEXHIKH, SIKE€ XapaKTepU3YEThCs HU3KOIO KIFOUOBUX acleKTiB, 00'€THAaHUX Y
koHuenmito "5V" [1]. Jlo HuMX HamexaTh 0OCSAT, IO BKa3ye Ha BEIMYE3HY KUIBKICTh
iHpopMallii, IKy CTBOPIOIOTH 1 HAKOMHUYYIOTH 3 PI3HUX JDKEpEN; MIBUIKICTh, SKa BU3HAYa€
TeMI reHepaiii Ta oOpOOKM AaHUX; PI3HOMAHITHICT, IO BiOOpa)kae IIUPOKUN CHEKTP
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dopmatiB 1 CTpykTyp iH(pOpMaIlil, AOCTOBIPHICTh, fKa AaKIEHTYye yBary Ha TOYHOCTI Ta
HAJIMHOCTI JaHWUX; Ta I[IHHICTh, sSKa 30CEPEKYyE yBary Ha iXHbOMY IOTEHITIANl IS
OTpPUMAaHHS HOBUX 3HaHb Ta JOCSATHEHHS MIPAKTUYHUX pe3ynbTaTiB (puc.l).

O6csr “5v”» JocroBipHi
(Volume) Konnenmia Rin Data cth (Veracitv)
IIBuakicTs L{iHHICTH
(VVelocitv) PisnomaniTaic (\/aliie)

™ (Varietv)

Pucynox 1. bazoei acnekmu KoHyenyii 06poOKuU eenukux 00ca2ié 0aHux

[Tonpu Benuki MOXKIJIMBOCTI, 00pOOKa BETMKUX JAHUX CYHNPOBODKYETHCS TPYAHOLIAMH,
TaKUMH SK OOMEKEHICTh OOYMCIIOBAJIbHUX PECYpPCIB, HEPIBHOMIPHICTH PO3MOJALLY JaHUX,
HasBHICTh IIYMY, CKJIaJJHa CTPYKTYypa iHpopMallii Ta He0OX1IHICTh pOOOTH B pealbHOMY Yaci.
I[li BukIMKM TOTPeOYIOTh 3aCTOCYBaHHSA IHHOBALIMHUX aQJITOPUTMIB, €(QEKTUBHUX
OOUYHCITIOBAIBHUX CHCTEM Ta METOMIB 3a0e3MedyeHHs SKOCTI ¥ aKTyaJbHOCTI JaHHX, IO
JT03BOJISIE JTOJIATH OOMEXKEHHS TPAAWIIIMHUX MITXO/IB 1 BIAKPUBAE HOBI MEPCIIEKTUBU IS
aHaJI3y Ta MPUNHATTS PilIEHb.

AJTanTUBHI aNTOPUTMH BiAIrpaloTh KJIIOYOBY POJIb Y BUPIIMICHHI Cy4YaCHHX BHKJIHKIB,
MOB’SI3aHUX 13 TMOIIYKOM Ta OOpPOOKOIO BEJIMKHX OOCSTIB JaHWUX, 3aBIIKH IHTErparii
IHHOBAIIMHUX TEXHOJIOTIM 1 mepemoBux minxoaiB. OTHUM 13 TMPOBIIHUX HAIMPSMIB €
BUKOPHUCTAHHS METOJIIB MAIIMHHOTO Ta TIMOOKOTO HABUYAHHS, SKI 3a0€3MeUyIOTh aJlTOPUTMH
3MIaTHICTIO HABYATHCS Ha BEJIMKWX HAOOpax JaHUX 1 BUKOHYBATH TOYHI IPOTHO3YBaHHS.
Hampuknan, pekypentri HediponHi wepexi (RNN) Ta Tpanchopmepu edeKTHBHO
00pOOJIAIOTh TOCHTIIOBHI JIaHl, BPaxOBYHOUYHM CKJIAAHI 3aJIeKHOCTI MDK eJeMEHTaMHU
iH(pOopMaIlii, Mo A03BOJISIE JOCITTA BUCOKOI SIKOCTI aHAIIi3y 1 po3yMiHHS KOHTEKCTy. [lomioHi
MIAXOAU € OCHOBOIO JJISi CTBOPEHHS IHTENEKTYaIbHUX MOJIENIEeH, K1 IEMOHCTPYIOTh 3HAYHUI
MOTEHI[ial B PI3HUX Taly3sX HaAyKd Ta TeXHOJIOTI [2].

PanxyBaHHS Ha OCHOB1 3BOPOTHOTO 3B'SI3KYy € II€ OJHUM B@KJIUBUM IMIAXOJOM, LIO
JI03BOJIIE BPaxoBYBAaTH MOBEAIHKY KOPHCTYBayiB JJisi MIABUINEHHS PEJIEBAHTHOCTI
pe3ynbTaTiB momyky. Taka mepcoHalizaiis crpusie GOpMyBaHHIO 3pYYHOTO 1 €(pEeKTUBHOTO
JocBiny B3aemonii 3 iHbopMauiiHumMu cuctemamu. KpiM TOro, BaxIJIMBY pojb BiAIrparOTh
CUCTEMH IHJEKcallil Ta OHOBJICHHS 1HAEKCY B pealbHOMY 4aci. BUKOpHUCTaHHS PO3NOALICHIX
wiargopm, Takux sk Elasticsearch ta Apache Spark, no3Bonse 3abe3meuuTH MBUAKY
00poOKy MaHUX 1 MIATPUMYBATH iX aKTyaJbHICTh, IO OCOOIMBO BAKIUBO Yy ITUHAMIYHOMY
CepeIOBHII BEJUKUX 00CATIB AaHuX [3].

Metonu o6pobku npupoanoi mou (Natural Language Processing, NLP) € me ogaum
KPUTUYHO BaXJIMBUM HampsiMoM. 3aBisku mozensMm, TakuM sk BERT ta GPT, nomrykosi
cucTeMu HaOyBalOTh 3JaTHOCTI Kpalle PO3yMITH KOHTEKCT 3alMTIB 1 HaMipU KOPHCTYBauiB.
Ile mo3Bomsie mocsiraTd BUCOKOI PENEeBAaHTHOCTI Pe3yNAbTaTiB MOILIYKY HABITh y CKIATHUX
iHpopMmaniitnux 3anutax [4]. 3okpema, BERT (Bidirectional Encoder Representations from
Transformers) 1oBiB CBOIO €peKTUBHICTH B 00pOOIIi TEKCTIB 3aBISKH IBOOIYHOMY MiTXOIY 10
aHaJi3y KOHTEKCTY.

EBpuctruni Ta TiOpHIHI MIIXOMU TaKOX 3aiiMarOTh BAXKIHMBE MiCIE B PO3pOOIIi
aJIalITHBHUX aIrOpUTMiB. BOHM M03BOJSAIOTE KOMOIHYBAaTH TpaAWIidHI aNTOPUTMH 3
€BPUCTUKAMH JUIsl JOCSTHEHHsS OUIbIIOl IIBHMAKOCTI Ta €(PEeKTHBHOCTI MPOIECIB MOIIYKY,
OJIHOYACHO 3HWKYIOUM oOuHcIioBalbHI BHUTpaTH. [li migXomu 3HAXOAATH LIUPOKE
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3aCTOCYBaHHS Y BUMAJKaX, KOJU HEOOXITHO JOCATTH ONTUMAIBHOTO OalaHCy MK TOYHICTIO 1
MPOAYKTHBHICTIO.

AnanTuBHI anropuTMu (OPMYIOTH OCHOBY Cy4YacHHMX I1H(GOpPMALIHHUX CHCTEM,
3a0e3MeuyrouH iXHIO THYYKICTh, €()EeKTUBHICTD 1 34aTHICTh alanTyBaTUCA 10 3MiH. [HTerparis
METO/IB MAIIMHHOTO HaBYaHHS, paHKyBaHHS, 00poOKH TPUPOJHOI MOBU Ta TIOPUAHUX
MIIXO/IIB 103BOJISIE€ €PEKTUBHO BUPIIIYBATH 3aBJIaHHS MOIIYKY iH(GOpMAIlii B yMOBaX BEIHKHX
00CsTiB JaHUX, 36anaHCOBonqI/I NPOAYKTHBHICTh, TOYHICTh 1 MacmrTaboBaHicTh. KoxeH
MiX11 Ma€e yHIKaJIbHI TepeBaru Ta OOMEXEHHS, IO MOTpedye ONMTUMAIBHOTO BHOOPY s

KOHKpETHHX 3aBJiaHb (Talm.1).

Tabnuys 1
IMopiBHAHHS OCHOBHMX a1aNTUBHUX NiAX0AiB
Hixxin IlepeBarn Henouiku

ManimHHe HaBYaHHSA Ta | BHCOKa TOYHICTh, 34aTHICTH BUSBIATH | [[0TpeOyrOTh BENUKHX OOCATIB TaHUX
rOOKe HABYAHHS CKJIaJTHI TTATEPHU Ta PecypciB sl HABYAHHS
PamxyBanHs Ha ocHOBI | Ilepconamizarisi, nokpamieHss | HeoOxigHicth  300py Ta  aHamizy
3BOPOTHOTO 3B'A3KY peJIeBaHTHOCTI KOPUCTYBAIbKUX JaHUX
[npexcanis B peanbHOMY | AKTyalbHICTh pe3yabTaTiB, MIBUAKMK | Bucoki BUMOru 1o mpoxyKTHBHOCTI Ta
yaci JIOCTYII MaciITaboBaHOCTI
O0poOka npupoanoi MoBu | ['mubme po3yminHs koHTekcTy Ta | CKIAAHICTE  MoOjenei, TOTpeOyoTh
(NLP) CEeMaHTHKH Oararo pecypciB

EBpuctiyni Ta riOpuaHi
miaxoau

IBuAKICTh, €PEKTUBHICTh, 3MCHIIICHHS
00YHCITIOBAIBHUX BUTPAT

MoxyTh OyTH MEHII TOYHHUMHM, HIXK
[MOBHOLIIHHI MOZEI

A,Z[aHTI/IBHi AJITOPUTMU CTUKAKOTHECA 3 BUKIHMKAMH, TaKUMHU K MaCIHTa6OBaHiCTB,

KOH(IICHIIIMHICTh, IHTEPIPETOBAHICT, MOJEICH Ta BHUCOKI BHMOTH JIO peCcypciB, IO
noTpedyoTh edekTuBHUX pimeHb. Cepen NEPCHeKTUBHUX MIAXOAIB —  PO3poOKa
pecypcoeeKTUBHUX  QJITOPUTMIB, BUKOPUCTAHHS  PO3MOAUICHUX  OOYHMCICHb IS

MacmtabyBaHHs JaHUX, (enepaTUBHE HaBYaHHS s 30epekeHHS KOHQIICHIIMHOCTI Ta
CTBOPEHHS IMPO30PHUX MOJCIICH, sIKi 3a0€3MeUyr0Th JOBIPY 10 PE3YNIbTATIB 1 €PEKTUBHICTH
poboTH.

Takum 9MHOM, BUPINICHHS 3a3HAYEHUX MPOOJIEM JIC)KHUTh Y TUIONIMHI BJIOCKOHAJICHHS
TEXHOJIOT, onTuMi3allii pecypciB Ta JOTPUMAHHS €THUYHUX 1 MPaBOBUX HOpM. [HTerparis
[UX TIAXOJIB JIO3BOJIMTH CTBOPUTH QJANTUBHI aJITOPUTMH, SKI HE JIMIIE BIAMOBIIATUMYTH
CydaCHHM BHUMOTraMm, aie W 3a0e3ledyBaTUMYTh CTIMKICTh 1 HaAIdHICTF y MaiOyTHIX
iH(bOpMAaIITHUX CUCTEMAaX.

3. BUCHOBKHU TA HEPCIIEKTUBU INOJAJBIIUX JOCJTIAKEHb

TakuM 4YMHOM, aJaNTHBHI aNrOPUTMU € KJIFOYOBMM KOMIIOHEHTOM Cy4acHHUX
iHpOpMaLIfHUX CHUCTEM, L0 MpallolTh 3 BEIMKUMU O0OCAraMM JaHMX, 3a0e3Nedyrouu
e(peKTUBHICTh, MEPCOHANI3AIII0 Ta PEJIeBAHTHICTh TMOMIYKY B YMOBaxX 3pOCTaHHS
iHpOpMaLiftHIX MOTOKIB. BOHNM BUKOPHUCTOBYIOTh MalllMHHE HaBYaHHS, METO/U PaHXYBaHHS,
00poOKy TpHUpPOAHOT MOBM Ta TIOpUAHI MIAXOAW MAJSl TOJOJAHHS BHKIMKIB, TaKuUX SK
MaciTaboBaHiCTh, KOH(QIIEHIIHHICTh, IHTEPIPETOBAHICTh Ta BHUCOKI BUMOTH JI0 PECYPCIB.
He3Baxaroun Ha I BUKJIMKH, aJaNTHBHI aJTOPUTMHU BIIKPUBAIOTh HOB1 MEPCHEKTHUBHU IS
PO3BUTKY iHPOPMALIIHHUX CHCTEM, IHTETpAIlii 3 IHIIUMU TEXHOJOTISIMH, TAKUMH K OJTOKYEHH
Ta [HTEepHET pedeld, a TakoX 3a0e3NEUYeHHs CTaJoro PO3BUTKY IM(PPOBOTO CEpeOBHIIA,
MOEIHYIOUM TEXHIYH1 iIHHOBAIIi], €TUYHI TPUHIIUITHA Ta MUKIUCIUTUTIHAPHUH MIX1T.
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METOJ10JIOT I AHAJII3Y HACTPOIB JIJI1 OLIHKY E®EKTUBHOCTI CUCTEMMU
JIEPXKABHOT'O YIIPABJIIHHS AIIK YKPATHU

AHoTamniA. Y craTTi NpencTaBiIeHO HOBAaTOPCHKY METOJOJIOTIIO aHali3y HacTpoiB, IO
CNpsIMOBaHA Ha OIIHKY €(pEKTUBHOCTI YNPaBIiHCHKUX pillleHb y cdepi arpornpoMucioBoro
koMmiuiekcy (AIIK). 3 naHOi TOYKH 30py, OJHUM 3 OCHOBHHX 3aBJIaHb JIOCIIKEHHS € pO3po0Ka
IHTErpoBaHoOl CHUCTEMHM, 3/1aTHOI 00'€HATH CyYacHi MiJXOAM TEKCTOBOI aHAIITHUKH, 30KpeMa
embeddings, MexaHizmu attention, topic modeling Ta sentiment analysis. Taki mnigxomu
JIO3BOJISIFOTH CTPYKTYPYBATH Ta aHali3yBaTW 3HauHI OOCSTH TEKCTOBHMX JIAHMX, IO MOXOAATH 3
PI3HOMAaHITHUX JDKEpes, TaKuX SK 3BITH, CTAaTTi, OJOrM Ta CollialbHi Mepexi. Meromooris,
3alpolOHOBaHa B JIOCHI/DKEHHI, aKIEHTYe yBary Ha MYJIbTUMOJAIBHOCTI, TOOTO 3JaTHOCTI
00’enHyBaTH Pi3HI BUIM JaHHUX JUIs (OpMyBaHHS 0araTOBHUMIPHHX IpPE/ICTABICHb TEKCTOBOL
inpopmariii. Ile mo3Bossic BpaxoByBaTHM MHOMKHHHI acIeKTH 3MICTY, Taki SK KOHTEKCTYyaJbHi,
JIEKCUYHI Ta CEMaHTHU4HI OCOOJIMBOCTI TEKCTY, L0 BKpail BaXIIMBO U1l PO3YMIHHS KOMIUIEKCHUX
eMOLIIHHUX peakliii kopucTyBadiB. BukopucTanHs MexaHI3MIB attention IoimiIye 37aTHICTh
MOJIeNI 30Cepe/PKYBATHCs HA BaXKJIMBUX YaCTHHAX TEKCTY, ToAl sk embeddings 3abe3mneuyioTh
HEePeTBOPEHHS CIiB y BEKTOPH I MOAanblioi oOpoOku. [mg TeMoBOro MOAENIOBaHHA
3acTocoByrOThcsi Metonu Latent Dirichlet Allocation Ta Non-Negative Matrix Factorization, 1o
PO3KPUBAIOTh IPHXOBAaHI TEMH B TEKCTaxX, N03BoiAtouM ekcrepraM AIIK orpumyBaTn HOBI
iHCcalTH 31 cBOiX manmx. Kpim Toro, crarts posrisinae Bukopuctanas anroputmy PELT mms
BUSIBJICHHSI 3MIH Yy 4aci, sIKe MiJBUIIYE TOYHICTh 1 HAJIHHICTh OI[IHOK, OTPUMAHUX 3 TEKCTiB.
BaxnuBUM acIeKTOM € 3aCTOCYBaHHS BEKTOPHHMX 0a3 NaHWX, IO AO3BOJSIOTH OOpPOOIATH Ta
30epiraTi BEeJUKI MAacHBU JAHUX 3 BHCOKOK MIBUAKICTIO 1 eeKTUBHICTIO. TakuM 4YWHOM, Iis
IHHOBalliiHa MeToJoNorisl Hagae cyrreBi mepeBarun st iHpyctpii AIIK, 3a0e3neuyroun
MOJJIMBICTB TTIMOMIOTO aHAMI3Y YIIPaBIiHCHKUX PIlIeHb Ta X BIDIUBY, IPOMOHYIOYH HOBI MIISXU
ONTHUMI3aLI] Ta MiABUIICHHS ¢()EKTUBHOCTI MPOIIECIB.

KawuoBi cioBa: MynerumonaneHicts, Embeddings, Topic modeling, Sentiment
analysis, Bextopua 6a3a manmx, anroputm PELT, Latent Dirichlet Allocation, Non-Negative
Matrix Factorization, Topic Modelling.

1. BCTYII

ITocranoBka npobiemu. ¥ cyyacHomy arponpomucioBomy komiuiekci (AIIK) Vkpainu
YIPaBJIIHChKI PIMIEHHS EKCTPEMalbHO BaxJIMBI s 3a0e3nedeHHs e(QEeKTUBHOCTI Ta
rapMOHIMHOTO po3BUTKY ramysi. [Ipore, TpaaumiliHi METOAM aHai3y YacTO BUSBISIOTHCS
HE/IOCTATHIMM JUIsS BUSIBJICHHS €MOIINHHOI CKJIaJ0BOi CYCHUIBHOI JTyMKH, IIO Ma€ KIOYOBE
3Ha4YeHHs JUId (GOPMYBaHHS YIpPaBIIHCHKUX cTparerii. ToMy BUHHKae HEOOXIAHICTh Y HOBUX
MeToJax, AKi O J03BOJSUIM aHAII3YBaTH BEJIMKI OOCATM TEKCTOBUX JAaHUX, OTPHUMAHUX 13
pi3HuX jKepen. Lle i BU3HAa4Yae akTyalbHICTh pO3pO0JIEHOT METOA0JIOTII aHaji3y HAaCTPOiB Y
JTAHOMY JTOCITIKEHHI.

AHani3 oOCTaHHIX JOCHiIKeHb 1 myOmikaiiii. B ocranHi poku 3’IBHJIOCH YHCIEHHE KOJIO
JOCII/DKEHB, SIKI OXOIUTIOIOTh MUTaHHS TEKCTOBOT aHAIITHKH, 30KpeMa BUKOPUCTAHHS METO/IIB
MAIIMHHOTO HaBYaHHA JUIsl aHaji3y HacTpoiB. 30kpema, pobortu [1], [2] migkpeciroroTh
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BKJIMBICTH IHTETpaIlii MyJIbTUMOJAILHUAX JaHUX JJIS MOKPAIICHHS SKOCTI aHamizy. IIpote,
HE3BKAIOUM HA YHWCJICHHI JOCIIPKCHHS, 3QJIHMIIAIOTHCS HEBHUPIIMICHUMU THUTaHHS 100
e(EeKTUBHOCTI TAKMX METOJIB Yy CHEIH(IUHUX KOHTEKCTaX, 30KpeMa B arpOIPOMHUCIOBOCTI.
Tomy nmane mpociikeHHS (POKYCYEThCS Ha ITUX acIeKTaxX, HaMararo4uch 3allOBHUTH ICHYIOUI
MPOTATMHH.

Merta ny6uikamii. Mera 1i€l cTaTTi mossrae y po3po0iii Ta BIpOBa/KEHHI IHHOBAIIHHOT
METOJI0JIOT1i aHali3y HACTPOiB, MO 0a3yeThCcs HA CYy9aCHHMX METOJAaX MAlIMHHOTO HaBYaHHS,
JUTSL OLIIHKM yIPaBIIHCHKHX pimieHs y ramysi AIIK.

2. PE3YJIbTATHU TA OBI'OBOPEHHSA

3anponoHOBaHA METOJIOJIOTIS  aHali3y HAacTpoiB Ui  OLIHKA  €(QEeKTUBHOCTI
YIPaBIIHCHKUX PIlIEHb y rany3i arponpomucioBoro kommiekcy (AIIK), BusBnenHs HacTpoiB
TPOMAJICHKOCTI, TPOTHO3YBAaHHS peEakilii Ha HOBMHMU Ta PIIIEHHS, a TaK0X BU3HAYEHHS
KIIFOYOBUX (PAKTOpIB, L0 BIUIMBAIOTh Ha 3MIHY IIMX HACTPOiB peali3yeTbcs 3a PaxXyHOK
KOMIUIEKCHE BUKOPHCTAHHS HACTYITHUX KOHIICTIITIN:

MynbTUMOANIBHICTD — B KOHTEKCTI TEKCTOBOI AaHAJITUKU MYJIbTUMOIAIBHICTD,
3a0e3neuye 00'€qHAHHS PI3HUX METOAIB OOpPOOKM TEKCTy Hjsl OUIbLI CTPYKTYpOBAaHOTO
MpeACTaBICHHS 1H(pOpMAIii Ta MO03BOJISIE IHTETPYBAaTH TEKCTOBI JaHI 3 IHIIUMH THIIAMH
JAHUX, T03BOJISIE OPraHi3yBaTH TEKCTOBI 1aH1 y popMai3oBaHOMY BUTJISAL Ta BIIKPUBAE HOB1
MOXJIMBOCTI JIJIsl iX JOCHIDKEHHA Ta BuUKopucTaHHsA. Embeddings — 1me maremaruune
MIPEJICTaBICHHS] TEKCTIB Yy BUIJIAAl 0araTOBUMIPHHMX BEKTOpIB, SKI KOJIYIOTb CE€MaHTHYHI1
3B'I3KM MDK CJIOBaMH, PEUCHHSMH YW TEKCTaMH. 3aBISKH TakuM MojensMm, sk Word2Vec,
GloVe ab6o cywacai BERT i GPT, TekcToBi eleMeHTH, IO MarOTh CXOXKI 3HAYEHHS,
pPO3TaNIOBYIOThCST OM3bKO B OaratoBumMipHomMy mpoctopi [3]. Lle mo3Bosisie rpymyBatu
JOKYMEHTH Ta 3IIACHIOBATH €(PEKTUBHHI TMOIIYK CXOXXHX TEKCTIB a00 KiacTepu3alliio B
peanpHOMYy daci. Topic modeling — 3abe3nedye TeMaTH4YHY CTPYKTYPH3aII0 TEKCTY,
JI03BOJIsSIE BU3HAYUTH OCHOBHI TeMH B KOpmyci TekcTiB. Bimomi metoam, Taki sk LDA (Latent
Dirichlet Allocation) abo NMF (Non-Negative Matrix Factorization), rpynyrTh TEKCTH 3a
TeMaMH, HaJaloud CTPYKTYPOBAaHUW OIJIS[ OCHOBHUX HampswmiB iHdopmarii [4, 5, 6].
Buxopuctopytoun embeddings mpu I10My J03BOJISIE TPOBOJUTH aHANI3 y BEKTOPHOMY
MIPOCTOPI: IIYKaTH TEKCTH 3a TEMAaTHKOIO, BUSBIATU TPeHAU a00 BHU3HAYATH 3B SI3KH MDK
temamu. Sentiment analySiS — € KIIO40OBHM IHCTPYMEHTOM Il OIUHKH €MOIIHOTO
3a0apBiieHHs TeKCTiB. BiH BU3HAYae€, YU TEKCT € MO3UTUBHUM, HETaTUBHUM YU HEHTPAIBHUM,
a TaKOX MOXKe JeTai3yBaTH HOTO €MOIliifHI acnekTu (paaicTh, 37iCTh, TpUBOTa TOMLIO) [7].
Buxopuctanns embeddings y sentiment analysis 103BoJisie BpaxoByBaTH K KOHTEKCT, TaK 1
CEMaHTH4HI 0COOIMBOCTI, 110 3a0e3Meyye TOUHICTh aHali3y Ui IOCTIB Y HOBUH. BekropHa
0a3a TaHUX BUCTYIAE SAPOM aHAIITHYHOT CUCTEMH, 3a0€3MeUyI0UYH B3aEMOIII0 MK PI3HUMU
MeTo/JaMu aHaiizy. BoHa 103BoJisie BUKOHYBATH 3alUTH 10 TEKCTiB HA OCHOBI CEMaHTHYHO1
OJM3BKOCTI, peaii3yBaTH KJacTepH3allilo BEKTOpPIB, 30epiraTu pe3ysibTaTH aHallizy, a TaKoX
IIPOBOJIUTH TMOIIYK a00 MPOTHO3YBAaHHS 3 BUKOPUCTAHHSAM 0araToBHMIPHOTO IpPEACTaBICHHS
naaux [7]. Lle 3abe3nedye MOXKIUBICTh MacIITaOyBaHHS aHAJITUKU IS BEIHKUX OOCSTIB
TaHUX.

[Ipu upomy 3aranbHa mpolueaypa oOpoOKHM JaHMX BKIIHOYa€ HACTYMHI Kpoku: 1. 306ip i
30epiranHs cupux naHuX. Ha mpoMy erami TEKCTOBI AaHi 30MpaloThCs 13 PI3HUX JUKEpel,
TaKUX SIK COLIaJIbHI MEpeXKi, HOBUHHI cailTh 4u Gopymu, oQiliifHi cTaTUCTUYHI 3BITH. BoHK
30epiratoTbcsi B 0a3ax AaHUX Yy CHPOMY BHIJIAJI Pa3oM i3 KOHTEKCTHUMM MeETaJaHUMH. 2.
ITonepenns 06poOka Tekcty. Cupi TEKCTH OYMIYIOTHCS BiJ] IIyMy (ITYHKTYaIlis, CTOI-CJIOBA,
HTML-tern), HopMani3yroThcs (JieMMaTH3allis, CTEMIHT) 1 TOTYIOTBCS JO BEKTOpH3allii. 3.
Bekropuzanis. [ligrotoBneHi TeKcTH NepeTBOprOIOThcd Ha embeddings 3a gomomororo
mozeneit, Takux gk BERT, FastText ao GPT. Lli BekTopHI IpeACTaBICHHS J0JAIOTHCS 10
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BEKTOpHOI 0a3W JNaHWX, A€ BOHU CTalOTh AOCTYMHHMMH JUIsS TOLIYKY Ta aHAIITHKU. 4.
MopemoBanHsi Ta aHaii3. BekTropHi maHi mpoxojaaTe uepe3 ertamu topic modeling mms
BUSIBJICHHS TeM, sentiment analysis [uisi OWIHKM HAcTpOiB, Ta IHIII METOOW ISl aHAII3Y
3aJIeKHOCTEH 1 TpeHiB. Attention-MexaHi3MHU BUKOPUCTOBYIOTHCS JUIS PO3YMIHHS KOHTEKCTY
KIIIOYOBUX CIiB abo ¢pa3. i cerMeHTamii 4acOBHX psIIiB BUKOPHUCTOBYETHCS AITOPHUTM
PELT. BracHe cerMeHTamis € KIIOYOBUM €TallOM IS aHali3y 3MiH Yy HacTposx
rpomancekocti, a anmroputM PELT (Pruned Exact Linear Time) BHUKOPHUCTOBYETBHCS st
BUSIBIICHHS TOYOK 3MiH y YacOBUX psJax HACTPOiB, IO JO3BOJIIE BU3HAYMTH TEPiOaAN
HAOUTBII IHTEHCUBHUX 3MiH HACTPOIB rpoMaisiH 1mo 10 moJtitTuku B AITK

5. ArperyBaHHs Ta Bi3yanizauis. Pe3ynpTaTH aHamizy oO0'€nHYHOTbCS y 3BITH a0o
Bi3yanizanii, fKl JAEMOHCTPYIOTb, HAIpPUKIAJ, PO3MOALUT TEM, IHTEHCUBHICTb HACTPOiB YU
KJIFOYOBI BIUIMBOBI (DaKTOPHU.

BUCHOBKMU TA INEPCIIEKTUBU NNOJAJIBIIUX JOCJITKEHb

TakuMm 4MHOM, 3aIIPONIOHOBAaHA METOJIOJIOTIS I03BOJISIE YPSIIOBUM OpraHam OLIHIOBAaTH
3aralbHUM HacTpii (MO3WTUBHUM, HEUTpanbHUN, HEraTUBHUN), IHTEHCUBHICTh €MOIIiH
(BucoKa, cepellHs, HU3bKa), MOTEHLIIHI KII0YOB1 MOJli, 10 BUKJIUKAIOTh EMOLIIHY pPeaKI(ito
Ta SIK JIOBrO MO3UTHBHA Y HETaTUBHA peakllisi TPOMaJICbKOCTI BIJIUBAaTUME Ha €(EKTHUBHICTD
nepxasHoro ympaiiHHS AIIK. Taxuii anami3 ngomomarae mnependayaru, uu Oyze
3alporoHOBaHa MOJIITUKA CHpPUNHATA SIK €(EeKTUBHA Ta KOPUCHA, YU BUKINYE HEraTUBHY
KPUTHKY, a BHKOPHUCTAaHHS CYYaCHHUX IHCTPYMEHTIB aHajli3y HAacTpOiB BIAKPHUBAE HOBI
MOXJTMBOCTI JUISI MIBUIICHHS €(PEKTUBHOCTI AEP>KaBHOTO YIPABJIIHHS B arpOMPOMHCIOBOMY
CeKTopi YKpaiHu.
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MICLE APXITEKTYPU ITPOI'PAMHOI'O 3ABE3IIEYHEHHSA B XKUTTEBOMY 1HTUKIII
PO3POBKU ITPOI'PAMHUX IMTPOJYKTIB 3A SWEBOK V4.0 (2024)

AHoranist. PO3BATOK Takoi raiysi 3HaHb K «APXITEKTypa NPOrpaMHOro 3a0e3neueHHs
NPOMINIOB CKJIQJHUK IUISAX BiJ| TEPIIOro 3rajlyBaHHs B pobori Ez[crepa Bi6e Heiikctpu 1we y
cepriHi 1968 poky ax 0 Okpemol ranys3i 3HaHb B iH)XEHepii MporpaMHOro 3a0e3NeueHHs Y
SWEBOK v4.0. Sxmo JlefikcTpa po3risaaB apXiTeKTypy K KOHIEMLII0 MOOYAOBH CKJIAJIHUX
nporpamMHux cucreM, To y 2024 poui 1el HanpsiMOK BHHIIOB 3 ramy3i «IIpoekryBanus [13» i
CTaB OKPEMOIO Tay33l0 3HaHb CEpell OCHOBHHX cdep AisuIbHOCTI mporpamuoi imkenepii. The
Guide to the Software Engineering Body of Knowledge (SWEBOK Guide), mo 6ys
onyonikoBanuit IEEE Computer Society (IEEE CS) Bnitky 2024 poky BimoOpakae MOTOYHHI
CTaH 3araJbHONPUHHAITHX, 3aCHOBAaHUX HA KOHCEHCYCI 3HaHb, SIKI BUILIMBAIOTH 13 B3AEMOIT Mixk
TEOpi€i0 MPOrpaMHOi iMKeHepii i mpakThkoro. Moro mim BKIIOYAIOTH HAJAHHSA BKA3iBOK s
CTYIICHTIB, JOCHIJHUKIB 1 pO3POOHHMKIB IIOAO BH3HAYEHHS Ta TIOMIMPEHHS 3arajibHOro
PO3YMIHHSI «3araJIbHONPUUHATUX 3HAHB» Y PO3POOI MPOrpaMHOro 3abe3rneueHHs, BU3HAYCHHS
MEXI MK pO3pOOKOI0 MPOrpaMHOr0 3a0e3MEUeHHs Ta CYMDKHMMHU IMCIMIUTIHAMHU, a TaKOX
3a0e3MeueHHss OCHOBU Juis cepTH(ikaiii Ta po3poOKH HABUAIBHHMX IPOrpaM Ul BHIIUX
HaByaNbHUX 3aknaniB. [1{o6 BigoOpa3uTu o0sacTi, siki CTalOTh OCOOINBO BAXKJIMBUMH B CY4acHii
imKeHepii mporpaMHoro 3abe3rnedeHHs, B HOBiM pemakuii 2024 poky Oynu JomaHi HACTYIHI
rajy3i 3HaHb: apXiTeKTypa IPOrpaMHOro 3a0e3NedeHHs, Oe3reKa IPOrpaMHoOro 3a0e3eyeHHs Ta
omepaiii 3 NporpaMHoi imkeHepii. Y 2 po3niumi JOKyMeHTa apXiTeKTypa MpOTrpaMHOro
3a0e3MeueHHs] PO3IIISIAEThCS 3 KUTBKOX TOYOK 30pY: KOHIICIMIIT, MPeJCTaBHUIBKI Ta poOoui
MPOAYKTH; KOHTEKCT, MpOIeC 1 METOJM; aHami3 Ta oljiHka. Ha BiaMiHy Bij mornepenHboro
BupanHs (Guide V3), e BHIaHHS CTBOPIOE Tajly3b 3HAHb MPO apXITEKTypy MPOrpaMHOro
3abe3medeHHs okpeMo Bim Design Software. Tomy came MicIO0 apXiTeKTypu MpPOTPaMHOTO
3a0e3IedeHHs B JKUTTEBOMY IHUKIII CydacHOI po3poOKH MPOrpaMHIX MPOIYKTIB i MIPHUCBIUICHE 1€
TTOCITIIOKEHHS.

KarouoBi cjoBa: po3poOka mporpamMHOro 3a0e3ledeHHs; MporpaMHa iHXKEHEepif;
apxiTekTypa nporpamHoro 3abesnedenns; SWEBOK.

1. BCTYII

[IpoTsrom ocCTaHHIX COpOKa II'SITH POKIB pO3poO0Ka MHpPOrpamMHOTO 3a0e3MeyeHHs
NepeTBOpUIIacs 3 «MHCTEUTBa IporpamyBaHHs» [1] B iHkeHepHy mpodecito [2], ska
XapaKTepU3yeThCsl MpodeciiHUM TOBApUCTBOM; HASBHICTIO CTaHAApTiB, L0 BHU3HAYAIOTh
3araJIbHONIPUHHATI Mpo(eciiiHi NpaKTUKH; KOJAEKCOM €THUKH; MarepialaMHu KOH(EpeHIiH;
NiIpyYHUKAMK; KEpIBHUMM TNPUHLMIIAMH Ta HaBYAJIbHUMHU IUIAaHAMH; KpUTEPIIMHU
aKpeauTalii Ta aKpeJUTOBAaHUMM JUIUIOMHUMH TporpaMamu; cepTudikamisMd Ta
JIEH3yBaHHSM i, BPEIITI PEIIT, JOKYMEHTOM 3 si/ipa 3HaHb 3 IPOrpaMHoi iHkeHepii [3].

IMocTanoBka npodJsemu. Posb apxitekTypu nporpamtoro 3adesneuenss (I13) Bech yac
3pOCTaE 13 30UTBIIEHHAM CKJIaJHOCTI MPOTPaMHUX cUCTeM. i1 po3yMiHHS HAmNpsAMKIB pyxy Y
1l rany3i 3HaHb CJiJl CIUPATUCh HA y3arallbHEHUH MDKHAPOIHUH JOCBI.
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Mera ny0aikauii. BpaxoByioun Buiie3asHaueHe, METOIO CTATTI € BUCBITJIICHHSI HOBOTO
0adeHHsT MICIl PO3pOOKM apXIiTEKTypd MPOTPAMHOTO 3a0€3MEeUCHHsSI B JKUTTEBOMY IUKII1
po3poOku I13, sixke BuknaaeHe B mokymenti The Guide to the Software Engineering Body of
Knowledge (SWEBOK Guide), mo 6yB omybnikoBanuii BIITKY 2024 poKy.

2. ETAIIM PO3BUTKY APXITEKTYPHU ITIPOT'PAMHOI'O 3ABE3INEYEHHS

VY 1958 poui /)xoH ThIOKi, BCECBITHRO BIIOMHI CTATHCTHK, BBIB TEPMIH «IIpOTpPaMHE
3a0e3neueHHs». A TepMiH «IIporpamMHa iHKeHepis» Oylla BAKOPUCTaHA B Ha3Bi KOH(pepeHIii
HATO, mo BinOynacs B Himeuumni B 1968 pomi, ne Oymu 3akianeHi 3acaau po3aiury IT-
cdepy Ha KOMIT'FOTEpHY 1HXKEHEPII0, MPOrpaMHy 1HXXEHEPIIO Ta 1HKEHEPIIo TaHUX.

Y 1990 pomi Oyno po3moyaTo TUIAHYBAaHHS MDKHAPOJTHOTO CTaHIApTy ISt
3a0e3MeyeHHs CUIbHOT TOYKM 30py Ha IporpaMHy iHxeHepito. Ctangapt Oysio 3aBepIIeHO B
1995 poui 3 noznauenusm ISO/IEC 12207 1 BiH oTpumaB Ha3By «CTaHaapT [yl MpOILIECIB
AKHUTTEBOTO LUKy NporpamHoro 3abe3neueHHs». Bepcito IEEE 12207 6yno ony0iikoBaHO B
1996 poui 1 me 3a0e3Medyusio BaKJIMBY OCHOBY Ui CYKYIMHOCTI OTPUMAHUX 3HAHb MJIs
SWEBOK 2004. Bepcis ISO/IEC 12207:2008 i IEEE 12207-2008, € ocHoBoto gt SWEBOK
Guide V3.

BiamoBimHO 10 1BOTO JOKYMEHTY apxiTeKkTypa mporpamHoro 3abesmedeHHs (I13)
BXoamina Ak po3aul «CTpykTypa Ta apXITeKTypa IpOrpaMHOTO 3a0e3MedeHHs» 10 ramtys3i
3Hanb (I'3) «lIpoexryBanns II3» (Software Design). YV cBoemy cTporoMy po3yMiHHI
apxiTeKTypa NpOrpaMHOTO0 3a0€3MeUEHHS - 1€ «CYKYIHICTh CTPYKTYP, 1110 € HEOOXITHUMHU IS
pPO3pOOKH CHCTEMH, SIKI CKIAAIOThCSl 3 MPOTPAMHUX €JIEMEHTIB, BITHOCHH MDK HUMH 1
BIIaCTUBOCTEH iX 000x» [4]. Omuak y cepemuni 1990-x pokiB apxiTeKTypa MpOrpamMHOTO
3a0e3nevYeHHS Tovasia 3'SIBJSTUCS SIK OUTBIINT IIMPOKA JUCIUILIIHA, KA Tependavyaia BUBYCHHS
MPOTPAaMHUX CTPYKTYP Ta apXITEKTyp OUIbII 3araJibHUM crocobom. lle mopomwmmno psg
IIKaBUX KOHIEIIIIN PO MporpaMHe MPOCKTYBaHHS Ha PI3HUX piBHAX abctpakiii. Jleski 3 mux
KOHIICTIIIIH MOXYTh CTaTH B HAroJi IMiJ 4Yac apXiTEeKTypHOIO MPOEKTyBaHHs (HAIPUKIIA],
apXiTeKTypHI CTWJII), a TaKOX I Yac ACTAIBHOTO MPOCKTYBaHHS (HANPHUKIAA, MAaTCPHU
MIPOCKTYBaHH).

Omnuc apxirektypu [13 3a SWEBOK Guide V3 cknangaBes 3 5 yacTHH:

* ApXITeKTypHi po30yl0BH Ta TOTJISAA0BI MaiaHUYMKU. Pi3HI BUCOKOPIBHEB1 acIEeKTH
MPOEKTYBaHHS MPOrPAaMHOro 3a0e3MeUeHHs] MOXKYTh OyTH OINKCaHi Ta 3aA0KyMeHToBaHi. L[i
rpaHi 4acTO Ha3WBalOTh MOIIsiIaMu (MIpEeACTaBICHHAMH, BuAamu): «Bun sBise coboro
YaCTKOBHMI acCIMeKT apXITeKTypH MpOrpaMHOro 3a0e3MedeHHs, KU ToKa3zye crhenudiuHi
BJIACTUBOCTI TPOTPAMHOT CHCTEMUY [4].

* ApXITEeKTypHI CTHJIL. APXITEKTYpHUN CTHJIb - 1€ «CIeliani3allis THIIIB eJIEMEHTIB i
BITHOCHH Pa3oM 3 HA0OpOoM 0OMexeHb MO0 cocoOy ix BUKOopucTaHH» [4]. Takum yuHOM,
apXITeKTYpHUIN CTUJIb MOXHA PO3TISIaTH sK 3aci0, 1o 3a0e3neuyye OpraHizaiild BHCOKOTO
PIBHS MPOrPaMHOT0 3a0€3MEeYEeHHS.

* [latepan mpoexTyBaHHA. SIKIIO CTHCIO — L€ «y3arajbHEHE pIlIeHHS 3arajbHOi
npobseMu B JaHOMY KOHTEKCT» [5]. SIKImio apXiTeKTypHI CTHJII MOXHA pO3IJIsaTH SK
mabnonn oprasizauii I13 Bucokoro piBHA, TO NHaTepHU MPOEKTYBAHHSI MOXYTb OYyTH
BUKOPHCTAaHI JJIs ONUCY JeTaliel Ha OUTbII HU3bKOMY PIBHI.

* ApXITEKTypHI IPOEKTYBAIBHUIBKI pillleHH. B mpo1ieci nmpoeKkTyBaHHs po3poOHUKaM
IIPOrpamMHOro 3a0e3MedeHHs] JOBOAUTHCS MPUIMATH Psiji MPUHIMIIOBUX PIillIeHb, sIKi TTHOOKO
BIUIMBaIOTh Ha [13 1 mporec po3poOku.

« JIinifiku mporpam i ¢gpeiiMBopkiB. OJHUM 3 MiAXOMIB 1O 3a0e3MeUYeHHs MOBTOPHOTO
BUKOPUCTaHHS KOHCTPYKIIH 1 KOMIOHEHTIB MPOrpaMHOIr0 3a0e3Ne4YeHHsl € MPOEKTYBaHHS
CIMEHCTB (JIHIMKH) mporpam, 110 TaKOX BiOMI SIK JIHIHKH IPOrpaMHUX MPOIYKTIB.
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3. MICIHE PO3POBKH APXITEKTYPHU 113 3A SWEBOK GUIDE V4

The Guide to the Software Engineering Body of Knowledge (SWEBOK Guide), mio
oy omyoOmikoBanuii IEEE Computer Society (IEEE CS) Buitrky 2024 poky BizoOpaxae
MOTOYHUI CTaH 3arajJbHONPUNHHATHX, 3aCHOBAaHMX HAa KOHCEHCYCi 3HaHb, SIKi BHIUIMBAIOTH i3
B3a€MO/Iii MK TEOPi€0 IPOTpaMHOT iHKEeHEePil 1 PAKTUKOIO.

Kepiuunreo cknanaerbest 3 18 ramyseit 3uanb (I'3) (KA - knowledge area), 3a sxumu
HWyTh KiTbKa AonatkiB. '3 — e BU3HAUEHA 00JIACTh PO3POOKH MPOTPAMHOTO 3a0€3MEUYCHHS,
sKa BU3HAYAETHCS BUMOTAaMH J0 3HaHb 1 OMHCYETHCS 3 TOYKU 30pY CKJIAJOBHX IPOIIECIB,
MPaKTUK, BXOJIB, PE3YJIbTaTiB, IHCTpYMEHTIB i MeToaiB. B HOBIi pemakuii 2024 poxy Oymu
nonani HactynHi ['3: I'3 apxitekTypu nporpaMHoro 3abesnedeHHs, ['3 6e3neku nporpaMHoOro
3a0e3neyenHs, Ta '3 onepariiii 3 mporpamMHoi IHXEHepil.

Ha BinMiny Bin nmomnepennboro BujanHs (Guide V3), ue BumanHs ctBoproe '3 mpo
apxiTeKTypy nporpamHoro 3abesnedeHHs okpemo Bia '3 Design Software, uepe3 3HauHmit
IHTepec 1 3pocTaHHs Li€l ramxy3l y nopiBHAHHI 3 moyatkoM XXI cromirrs. Temep I'3
apxITEeKTypH MpOrpaMHOro 3abe3neueHHs Mae Taky cTpykTypy (Puc. 1)

Software
Architecture

|
| 1 1 1

Software Software Software Software
—d Architecture 4 Architecture d Architecture — Architecture
Fundamentals Description Process Evaluation
Architecture
Arch
The Senses of —» Views and Architecture Goodness in
P e rchitecture” Viewpoints » in Context Architecture
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Pucynox 1. Cmpyxmypa '3 Apximexkmypa npoepammnoeo 3abe3neuenHs

ApxiTekTypa nporpamMHoro 3a0e3nedeHHs ckiaagaerbcs 3 4 posauiiB:  OCHOBU
apxitextypu I13 (CeHc «apxitexTypu», 3allikaBlieHi CTOpOHHU Ta mpobiemu, Bukopucranus
apxiTekTypu), Onuc apxirekrypu 113 (ApxiTekTypHi BUAU Ta TOUKH 30py, CTUII1 Ta MaTepHU
apxiTeKTypu, MOBH ONHUCY apXITEKTYpH Ta CTPYKTYypa apXiTeKTypH, ApXITEKTypa K BaXKIJIUB1
pimenns), [Iponec apxirekrypu [13 (ApxiTekTypa B KOHTEKCTi, ApXIiTeKTypHE TPOEKTYBaHHS,
Metoau 1 TaKTHKa apXITEKTYpH, APXITEKTypa y BeJIMKOMY MacuiTali), OLiHKa apXiTeKTypu
I13 (Kopucth Bin apxiTekTypu, MipKyBaHHS IMpo apxitekrypy, Oriasam apXiTeKTypH,
MeTpHKH apXiTEKTYpH).

BUCHOBKU TA TEPCIHEKTUBU INOJAJBIINX JOCJITKEHb

Bce Buiie HaBeneHe Bkazye Ha noTpedy OubI fetanbHoro aociimkeHHs The Guide to
the Software Engineering Body of Knowledge (SWEBOK Guide V4) 3 wmeroro
BJIOCKOHAJIEHHSI POOOYMX MPOrpaM BUKIATAHHS AUCHUIUIIH, [0 TMOB’S3aHI 3 1HXKEHEPi€ro
MIPOrPAMHOTO 3a0€3MEUYCHHS.

151



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv
HNOCUJIAHHA
[1] Donald Knuth. The Art of Computer Programming. — Addison-Wesley

Professional, 2015. — T. Volume 4, Fascicle 6: Satisfiability. — Xiii+310 c¢. — ISBN 978-0-
13-439760-3.

[2] Bopomkina I.JI., bopoakim I'.O. ImxkeHepis nporpamMHOTO 3a0e3MCYCHHS:
Hapuansuawmii nocionuk. — Kuis : Llentp yaboBoi niteparypu, 2018. - 204 c.

[3] Download SWEBOK PDF. [Enekrponnuii pecypc] / — Pexum nmocrymy:
http://swebokwiki.org/Download_SWEBOK_PDF — Ha3Ba 3 Tutyi. ekpany.

[4] P. Clements et al., Documenting Software Architectures: Views and Beyond, 2nd
ed., Pearson Education, 2010.

[5] 1. Jacobson, G. Booch, and J. Rumbaugh, The Unified Software Development
Process, Addison-Wesley Professional, 1999.

152



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Re%\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYFIll Yxpainu, Kuis NULES of Ukraine, Kyiv

SECTION 4. INFORMATION SYSTEMS AND TECHNOLOGIES IN THE
ECONOMY, TECHNOLOGY AND NATURAL USE / THOOPMAIIIMHI CACTEMHA
I TEXHOJIOI'II B EKOHOMILI, TEXHIII TA TIPUPOJOKOPUCTYBAHHI

BikTopis Cmouiit

JOKTOp TEXIYHMX HayK, Tnpodecop, mpodecop kadenpu iHPOpMAIiHHUX CHUCTEM 1 TEXHOJOTIH
Hanionanbhuii yHiBepcuTeT 6iopecypciB i MpupooKoprCcTyBaHHs YKpainu, Kuis, Ykpaina

ORCID ID 0000-0002-1268-7837

vmsmolij@nubip.edu.ua

Hartan Cmouiii
MaricTpant kadeapu iH(GOpPMAIIMHUX CHCTEM 1 TeXHOJorid HarlioHambHHIA TEXHIYHUN YHIBEPCUTET
VYxpainu «KuiBcpkuii nonmitexHigauit iHcTuTyT iMeHi .Iropst Cikopcbkoroy», Kuis, Ykpaina
ORCID ID: 0009-0002-3763-6726
hoibbitizukrainy@gmail.com
OCOBJIMBOCTI BUKITAJAHHA TUCHUTIJITHA <<IH®OPMAL[H>1HI CUCTEMU 1
TEXHOJIOT'II B YIIPABJIIHHI»

AHoTamis. 3ampornoHOBaHO, POAHATI30BAHO T4 CUCTEMATH30BAHO MiAXIJ 10 HaBUAHHSI
0akajaBpiB 3 BUKOPUCTaHHSM KEHC-TIPOEKTIB, IO BKIIOYAIOTH PO3B’s3aHHS (BHUPILICHHS)
IH/IMBI/1yaJlbHUX €KOHOMIYHINX, COLiabHUX Ta Oi3HEC-CUTYAIlii, CIIPSIMOBaHUX Ha (OPMYBaHHS
3aranbHOi CHCTEMHU 3HaHb 1 BMiHb CTYAEHTIB, ONAaHyBaHHS HEOOXIIHHMX KOMIIETEHTHOCTEH 1
pe3ynbTariB HaBuaHHs. JIOCHIIKEHO KOMIUIEKC MPOrpaMHOro 3a0e3nedeHHi JJisi BHUpPILICHHS
O3HAYEHMX 33714, MepeBipeHo aJIeKBATHICTh OTPUMAHUX PE3yJbTATIB HA KOHTPOJBHINM BHOOPII,
MPOAHAai30BaHO OTPUMaHI pe3yJIbTaTH.

KarouoBi ciioBa: ynpasiiHHS 3MICTOM HAaBYAIBHOIO IIPOIECY, IMIATOTOBKA OakajaBpiB,
nporpamMu aBToMaTH3auii 0i3HeciB, KeHC-TIPOEKTH, PE3YIbTATH ONAHYBaHHS JUCHHILTIHH.

Buknaganas mucnurmurian  «lHbopMaIiiHI CUCTEeMH 1 TEXHOJIOTII B  YIpaBJIiHHI»
CIpsIMOBaHE Ha TMOIIMPEHHS 3HAaHb MPO CydacHl iHQOpMaIiiHI CHUCTEeMH Ta TEXHOJOTIi
yIpaBiiHHA cepen MaiiOyTHix daxiBii ramxysi IT Ta EkoHoMiuHo1 kibepHeTnku [1-3].

BuBueHHsT HaBUanbHUX MaTepialiB JIUCHUIUIIHA CIPUSE OTPUMAHHIO MarOyTHIMU
OakanmaBpamMu 3 IH(OpMaIIHHUX CHCTEM Ta TEXHOJOTIH Ta EKOHOMIYHOI KiOEpHETHKH
BIJIMOBIIHOTO PIBHSI TPAaMOTHOCTI 3 OCHOB 1H(GOPMAIIHHUX CUCTEM Ta TEXHOJIOTIHA yIpaBIiHHS
CYy4aCHUMHU CKOHOMIYHHMH, COI[IAIbHUMH Ta BUPOOHUYMMHU CHCTEMaMH JUIs 3a0€3TCUCHHS
e(eKTHBHOCTI Ta OTPUMaHHS BiAMOBIAHUX pe3yabTaTiB [4].

OcHOBHE 3aBAaHHA HABYAJIBbHOI JUCHUIUIIHU IIOJSITa€ B OTPUMAaHHI HaBUYOK
CUCTEMHOTO Ta e()EeKTUBHOTO BUKOPUCTAHHS 1H(QOPMAIIMHMX CHUCTEM Ta TEXHOJIOTIH
YIOPABIIHHS JUIS JOCSATHEHHS BIAMOBIIHUX IMOKA3HUKIB PE3YyJIbTaTIB ISJIBHOCTI B PI3HUX
rajxy3siX eKOHOMIKH 1 BHPOOHHUIITBA (3aJIE)KHO Bij crienudikd aBTOMaTH3allli BiAMOBIIHOTO
oi3Hecy) [2-5].

HaBuanbna aucuumiina 3abesneuye (GopMyBaHHS IHTETPATbHOI KOMIETEHTHOCTI: IS
cneuianbHOCcTl 126 «IH(popMaliiiHi cUCTEMH Ta TEXHOJIOTI» - 3[aTHICTh pPO3B’SA3yBaTH
CKJIaJIH1 3a/1a4i 1 mpoOieMu mig yac npodeciiHoi NisuIbHOCT1 y cdepi iHPOopMaIIHHUX CUCTEM
1 TEXHOJIOTiH, BOJIOAIHHA HaBUYKaMU pPOOOTH 3 KOMITIOTEpPOM JJsi BUPILICHHS 3a7ad
IIPOEKTYBaHHS Ta MporpaMmyBaHHS iH(opMamifHMX cucteM; Ui creuianbHocTi 051
«Exonomika» OIl «ExoHomiuHa KiOepHETHKa» - 34aTHICTb pPO3B’A3yBaTH CKJIaJHI
Creliani3oBaHi 3aJaui Ta NPaKTUYHI MpoOIeMU B eKOHOMIYHIN cepi, sIKi XapaKTepU3yIOThCs
KOMIIJIEKCHICTIO Ta HEBU3HAYEHICTIO YMOB, 1110 Mependadae 3aCTOCYBaHHS TEOPild Ta METO/IIB
€KOHOMIYHOT HayKH.

3aranpHi KOMIETEHTHOCTI, SKi HaOyBalOThCSd TPU BUBYCHHI JUCHUIUIIHH IS
cneuianbHocTi 126 «IHpopmaniitHi cuctemu Ta TexHojoriiy: 3K11. 3natHicte mpuitmaru
obrpynToBaHi pimenHs; 3K12. 3naTHICTh OIliHIOBAaTH Ta 3a0e3MeuyBaTH SKICTb BUKOHYBaHHX
poOir; s crienianbHocTi 051 «ExoHoMika» OIT «Exonomiuna kibepHeTnka»: 3K7. HaBuuku
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BUKOPHUCTAaHHS 1HPOPMALIHHUX 1 KOMYHIKaIiHEX TexHoJsorii; 3K9. 3naTHicTh 10 agamraiii
Ta Jiid B HOBIl cuUTyaIlii.

daxoBi KOMIIETEHTHOCTI s crenianbHocTi 126  «lHopmariiini cucremMu Ta
texnosoriin: CK4. 3parHicTh mpoekTyBaTtH, pO3poOIATH Ta BHKOPHCTOBYBATH 3aco0u
peamizanii  iHQopMamiiHMX CcHUCTeM, TEXHOJOriH Ta iH(OKOMYHIKamid (MEeTOAWYHI,
iHpOpMaNiiiHi, anropuTMiuHi, TexHIUHI, mporpaMHi Ta iHmi); CK12. 3gaTHicTh ynpaBisTu Ta
KOPHUCTYBAaTHCS CyYaCHHUMHU iH(POPMAIIHHO-KOMYHIKAlIHHUMH CHCTEMaMH Ta TEXHOJOTIIMHU
(y TOMy 9mcHi TakuMu, 110 0a3yroTbcs HAa BUKOpUCTaHHI [HTepHeT); st creniansHocTti 051
«Exonomika» OIl «Exkonomiuna kibepuetuka»: CK7. 3maTHICTh 3aCTOCOBYBATH KOMIT IOTEpPHI
TEXHOJIOTI Ta MporpaMHe 3a0e3neueHHs 3 OOpOOKM NaHUX Ui BUPIMIEHHS €KOHOMIYHMX
3aBlaHb, aHamizy iH@opmamii Ta miagroroBku aHamiTuyHuxX 3BiTiB; CK10. 3nmatHicTh
BUKOPHCTOBYBaTH Cy4YacHI JpKepeida €KOHOMIYHOI, COIajbHOI, YIMpaBIIHCHKOI, OOJIIKOBOT
1HopMallli Ui CKJIalaHHS CIYKO0BHMX JOKYMEHTIB Ta aHaniTHuHuX 3BiTiB; CK12. 3naTHicTH
CaMOCTIHHO BHSBJISATH MNpOOJIEMH EKOHOMIYHOTO XapakTepy IpH aHali3l KOHKPETHUX
CUTYyaliil, npononyBatu cnocobu ix BupimenHs; CK15. 3gatnicTe 3aiiicHIOBaTH MOOYIOBY
Mojenel CKIaaHUX 3adady  npuiHATTS pimenb, CKI17. 3patHicTh  po3pobnsité  Ta
JOCITIKYBaTH €KOHOMIKO-MAaTeMaTH9HI MOJIe] €KOHOMIYHHX O00'€KTIB 1 CHCTEM 3 METOI0 iX
aHaJi3y Ta BAOCKOHaneHHs cucteMu ynpasiiHHs; CK18. 3nmaTHICTH po3pobnsTu crparterii
PO3BUTKY €EKOHOMIYHHMX CHCTEM PI3HOTO MPU3HAYEHHS Ta PIBHS lepapXii.

®opmysanng Bu3HaueHUx OIl mporpaMHuXx pe3ynabTaTiB HaBYaHHS Y 3700yBayiB OCBITH
3a0e3MeueHo NUITXOM BIIPOBAPKEHHS B HAaBYAIBHHN TPOIEC KEHC-TIPOEKTIB, CIPSIMOBAHUX
Ha OpraHizamilo Ta aHam3 (YHKIIOHYBaHHS CYO €KTIB TOCIOJApPIOBaHHS, BU3HAYCHHS
MMOKA3HUKIB, SKI XapaKTepU3yIOTh PE3YJIbTATUBHICTh iX MISUIBHOCTI, CHMHTE3 Ta peaji3allis
ONTHUMAIBHUX PIMICHb IOJO YIPaBIIHHA PO3BUTKOM CYyO'€KTIB E€KOHOMIYHOI JiSTTBHOCTI
Ha OCHOB1 BUKOPUCTaHHS BIAMOBITHUX CUCTEM aBTOMaTH3allii O13HeCy.

Cepen BHKIMKIB TIpU Oprafizaiii BUKJIAJaHHS AUCIUIUIIHU CJiJ] BHAUIMUTA HACTYITHI
00’€KTH BIUIMBY: 3a0€3MEUYEHHS HAaJIe)KHO BHCOKOIO KOHKYPEHTHOIO pIBHS BUKJIQJaHHS
JUCLMIUTIHU 3 BPaXyBaHHSM JOCBIy YKpaiHCBKHUX 1 3aKOPJOHHHUX BHILIB L[0J0 MIATOTOBKHU
(haxiBIiB 3a3HAYEHUX CICHIAILHOCTEH, BUMOTH CTEHKXOJIJIEPIB MO0 BHBYCHHS CYYaCHHX
aKTyaJlbHUX CHCTEM aBTOMaTH3allii Oi3HeciB, pi3HUN PIBEHb 3HAHb 1 MOTHBAIll 37100yBaviB
OCBITH 1 HEOOX1IHICTh BIPOBA/KEHHS KEHC-TEXHOJIOTIH HaBYaHHS, SIK JIIEBOTO IHCTPYMEHTY
OCMUCJICHHS peallbHUX NpOo(ecifHMX CUTYyaIlld, OMKC SIKUX BOJHOYAC BigoOpakae HE TUIbKU
MpaKkTUYHI TPoOJIeMH, a i aKTyari3ye MeBHUH KOMIUICKC 3HaHb, SIKi HEOOX1THO 3aCBOITH JJIs 1X
pO3B'si3aHHS Ta ICHYIOYl OOMEXEHHS y 4Yaci 1 THKHEBOMY HaBaHTa)XEHHI MpH opraizarii
HABYAJILHOTO TPOIIECY.

HaBenenuit mnpuknan I1HOUBIAyadbHOTO 3aBJaHHS CIHMPAETbcsl Ha poloTy 3
€JIEKTPOHIKOIO, 110 TAKOX € OJIHUM 3 €JIEMEHTIB 3a0XOUYyBAaHHS 1 CIIOHYKaHHS O BUBYCHHS
JTUCHMILTIH, OCKUIBKHA CTaplll Kypcu OakalaBpaTy BXKE HAMpsMy PO3TIIAJAIOTh MOXKJIHMBICTDH
MpaleBIalITYBaHHs, a BABUEHHS MaTepially AUCHUIUIIH 103BOJIsI€ 3p0OUTH BUOIp HA KOPUCTD
poboTH 3a paxom.

Jis  IHIUBIAYalbHOTO BapiaHTy 3aBJaHHS 3700yBauy OCBITH Ha 0a3l CTBOpEHOI
KOHIIENITYyaTbHOI MOJIEN1 IpeaMeTHOT 001acTi MO0 AISIBHOCTI IEBHOTO MiANPUEMCTBA, CIiA
crBoputu ER-niarpamu npeamerHoi o6nacti (puc.l, a) ta 3renepyBaru Relational Schema
(puc.1, 6). Orpumany Relational Schema cnig nepeBipuTH Ha NOBHOTY 1 MPaBWIBHICTD JUIS
IHIMBIyalbHOTO BapiaHTy 3aBJaHHs Ta Ha ii 0a3i 3renepyBatu ckpunt SQL (puc.1, B). Hami
HeoOximHo BukoHaTH SQL ckpunt Ta ctBopuTH b/l mianmpuemcTBa 3riHO IHAWBITYyaIbHOMY
BapianTy 3aBiaHHsA. [[ng crBopenoi B/l motpibHO mepeBiputu kitoui, BignosigHicts 3H® ta
sreHepyBaTH cTpykTypy bJl. Takoxx moTpiOHO opraHizyBaTtu ckpuntu 3anuTiB A0 BJ] momo
HasIBHOCTI, KUIBKOCTI Ta 0COOJIMBOCTEH poOOTH 3 HOMEHKJIATYpOIO Ta KOHTpareHTaMu. 3a
JIOTIOMOT010 I1a0JIOHIB ¢l CTBOpUTH TNpoekT Asp.net Core caiiTy marasuny (puc.l,r y
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BIJIMOBITHOCTI JI0 IHAMBIIYaJIbHOTO BapiaHTy KEHC-TIPOEKTY) 3 KOPCTKOIO IMPHUB’SI3KOK JIO
HOMEHKJIATYpH BUPOOIB MiANIPHEMCTBA.

=MENU SELEC CONt

CKNapoBi, enemeHTH Ta getani

B) r)

Pucynok 1. Emanu eéuxonanms iHougioyanvbHux Ketc-npoexkmis

HocnimxenHss poOotu minpo3auiiB  «DiHAHCOBUM pe3ylbTaT 1 KOHTPOJIIHI» Ta
«PernamentoBanuii oOmik» (Imiciasi BUBUEHHS MONEPETHIX omepalii) 3700yBadyaMu OCBITH
3MIACHIOETBCS Y JIIEH30BaHMX CHCTeMax aBTOMaTu3allii Oi3Hecy, [Zie¢ OI[IHIOEThCA
e(eKTUBHICTh Oi3HECY, NMPaBUJIBHICTh pIllIEHb Ta POOUTHCS MPOTHO3 HACTYMHUX Ol3Hec-
CTpaTerid, 30KpeMa pO3TJANAIOThCS CTAaTTi BHUTpAT, JOJATKOBI BuTtpatd Ta 13B
(TpaHCTIOPTHO-3arOTIBENIbHI BUTpPATH). TakoX [ETadbHO aHATI3YEThCS PEHTAOEIBHICTH
po060TH 3 yciMa KITI€EHTaMHU.

BUCHOBKHA

[IpoinmocTpoBaHO aKTyalbHICThH, JOUUIBHICTH 1 PaIliOHATBHICTh BUKOPUCTAHHS KEHC-
TEXHOJIOTIM JJI1 BUKJIAJIAaHHSA 3a3HA4YeHO1 AMCIMIUTIHI Ta OIIHEHO BaXKJIUBICTH OTPUMAHHUX
CTyJICHTaMH HAaBUYOK 1 BMIHBb Yy IMOJAIBIIIOMY IIPU HAMMKMCAHHI KypCOBOi 1 AMIUIOMHOI pPOOIT,
MpareBjamTyBaHHl 32 (paxoM 1 MOXKIMBOIO Kap €pHOTO 3pOCTaHHS Yy BHOpaHil ramysi
3100yTTS BUIIOT OCBITH.
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BUKOPUCTAHHS LMS MOODLE J1JIs1 OPI' AHI3ALIIl BUILHOI'O BUBOPY
CTYAEHTAMU HABYAJIbHUX JUCHUIJIIH

AHoTamiss. Y crarTi po3rismaeThes BukopuctanHs LMS Moodle mns opranizarii BuOoOpy
CTyJIEeHTaMH HaBYaJbHUX AMCIMIUTIH y BHIIMX 3aKiafax ocBiTH. OOIpyHTOBaHO BaXKIIMBICTh
iHAMBIAyani3anii HaBYaHHs, IO JO3BOJISIE CTyAeHTaM (OpMyBaTH IEPCOHAIBHI TPAEKTOPIil
BIJIMOBITHO /10 iX IHTEpeciB i Kap'epHMX Opi€HTaliil. ABTOp aHaJi3ye TEXHIYHI MOXKIMBOCTI
Moodle mis aBTOMaTH3alii MPOIECY peecTpaimii Ha KypcH, BKIIOYAKOYH IHTETPALiio 3
YHIBEpCUTETCHKUMH iH(popManiiiHumMu cucrtemamu. [lokazano, sk ¢yHkuioHan Moodle moxke
ONTHMI3yBaTH BHUOIp KypCiB, CHPOCTHTH aJMIiHICTpPYBaHHsA Ta 3a0e3MEeYMTH THYYKICTh
HaBYaJILHOT'O TIPOIIECY.

KurouoBi cioBa: Buma ocBita; BHOIPKOBa KOMIIOHEHTA; IHIWBIAyami3allis HaBYaHHS;
indopmariiiini Texuomorii; Ims moodle.

BCTYII

CydacHl TeHJIEHIII BHIINOI OCBITH, 30KpeMa 1 B YKpaiHi, CIPHUSAIOTh ITOCHJICHHIO
aKaJeMiyHO1 aBTOHOMII CTYJIEHTIB 1 THYYKOCTI HaBYaIBHUX MpoleciB. OAHIEI0 3 BaXIMBUX
CKJIQZIOBUX IMX 3MIH € TPaBO CTYACHTIB Ha BUIBHWA BHOIp HABYAIBHUX TUCIUILIIH, IO
03BOJIsiE  iM  (OpPMYBaTH IHAMBIAYaldbHI TPAEKTOPii HABYaHHS B MeXaxX BH3HAYCHHUX
HaBYAJBHUX IUIAHIB. 3rigHO I1i€1 KOHIEMIi, CTYyIeHTH B TpaBi 3iAilCHIOBaTH BHOIp 3
JUCLMIUIIH  3allpOTIOHOBAHMX HABYAIbHMM IUIAHOM, BH3HAYAIOUM MIBUIKICTH HOTO
MPOXO/DKCHHS, BAapIaTUBHICTh 1 HaBITh BUOIP JUCHHUILIIH 3 IHIIUX OCBITHIX mporpam (y
BH3HAYEHUX MEXKaX), sIKi OyyTh PO3IIMPIOBATH IXHIA CBITOTJIS] Ta MOTJIMOIIOBATH 3arajibHi
KOMIIETEHTHOCTI.

IMocTanoBka npodsemu. [IpoTe 3 TeXHIYHOTO OOKY Taka MOYKJIMBICTh ITOBHICTIO JJaMae
yCTaJICHHH B YKpaiHi Miaxig 10 opraHizaiii HaB4aibHOTOo mpoiiecy. [le Oyio 4iTko BU3HaUEHO
MOPSIIOK, TEPMIHU MPOXOPKEHHA, PO3KJIaa 3aHATh JUid Tpyn 1 Take iHme. HoBoBBeneHHs
BUMAraroTh 1HAWBIAyaJIbHOTO MiAXOAY IO HAaBUAIBHOIO IJIAHY KOKHOTO CTY/CHTA, /¢ HEMAE
YiTKOT0 MOTMEPEIHbO BU3HAYEHOTO MEPENTiKy BCIX JUCIHILIIH Ta TEPMIHY iX MPOXOIKEHHS, 1€
TEepPMiH “Tpymna” 3MIllyeTbCA HA PIBEHb TUCHUILTIHY, a MIOHATTS akaJeMiuHa rpyrna 3HUKae, 1e
MOTPIOHO 3a0e3MeYnuTH CTYIACHTaM He JIHIle BUOIp OUCIUIUIIH, a 1 iX HENepeTUHaHHS B
po3knaal mpotsarom cemectpy. be3 dirkoi TexHiuHOi opraHizamii Ta iH(opMamiiHOT
MATPUMKHA peajlizailis bOr0 MOXKE BHJIABATHCS HE3MIMCHEHHOW. B Hamiiid 1omoBiml Mu
X04eMO MOKa3aTu MiJXiJ 0 TeXHIUHOI peaizalii oprasizauii nmpouecy BUOOpPY CTyAeHTaMU
JUCIMILTIH 32 JOMOMOTOI0 CUCTEMU YIpaBliHHA Kypcamu Moodle.

AHani3 ocTaHHIX A0CTiKeHb i myOaikanii. 3riqHo 3 yKpaiHCBKUM 3aKOHOJABCTBOM,
30kpema 3akoHoM Ykpainu "IIpo Bumy ocBity" [1], cTyneHTaM HajaeTbcs MpaBo BHOOpY
HAaBYAJIBHUX AMCHUIUIIH B MEXaX aKaJIeMIYHOTO TUIaHy HaBUaHHS, a TaKOX MOXJIHBICTb
3MIHIOBaTH HOro BiANOBIAHO 1O iXHIX IHTepeciB Ta Kap'epHUX opieHTaniil. lle mpaBo €
YaCTUHOIO 3arajbHUX MPHUHIIMIIB aKaJeMiuHoi CBOOOAM, WO MIAKPIIUIEHE BHUMOTaMHU
KPEAUTHO-MOIYyAbHOT cucTeMu. J[nsi TeXHIYHO1 peanizallii TaKuX BUMOT B MeXaX BHIIOTO
3aKJiajJly OCBITM MO’KHAa BHMKOPHMCTOBYBaTH NpoTrpaMHO-iH(opmMaliiiHi 3acobu, Taki sK
Hanpukiax LMS Moodle, sixi 103BoJIsAI0TE OpraHi3yBaTH e(heKTUBHUH MpOLEC peecTparllii Ha
HaBYaJIbHI KYpPCH, aBTOMAaTUYHO KOHTPOJIOBATH KUTHKICTh MICI[h HA IUX KypcaX, a TaKOXK
CHUHXPOHI3yBaTH BHUOIp JUCHUHMIUTIH 31 CTYJEHTCBKMMHU HaBYaJIbHUMU IUIAaHAMH, SIKI MOXYTb
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PO3MIITYBaTUCS B CTYIEHTChKIN iH(opmManiiiHii cucremi (SIS) yHiBepcurery, 1o BiAnoBigae
BHMOTaM 3aKOHO/IaBCTBA Ta MDKHAPOJAHUM CTaHIApTaM.

Ha w™bxHaponHoMy piBHI TNUTaHHS BUKOPUCTAHHSA IUIATGOPM Uil YHPABIIHHSA
HaBuyanHsM (LMS), 3okpema Moodle, mist opranizamii BHOOpPY IUCHMIUTIH CTyJCHTAMHU
aKTHBHO JOCHIKYeThbcs. OJHUM 3 OCHOBHUX HAIpsMIB € TEXHIYHE 3a0e3MeueHHs
aBTOMATH3alli TpoIecy peecTpamii CTyAeHTIB Ha KypcH. JOCHipPKeHHS IMOKa3yloTh, IO
iHTerpamis LMS 3 yHiBepcUTETCHKMMH 1H(GOpPMAIIHHUMHU CHUCTEMaMH J03BOJISIE€ 3HAYHO
ONITUMI3yBaTH MpPOLECH BUOOPY KypCiB, YHHKATH TOMWIOK IpPH PEECTpalii, aBTOMATUIHO
¢dbopmyBaTH akageMidyHe HABAaHTAXXECHHS Ta MATPUMYBATH OallaHC MDK KUIBKICTIO CTYJCHTIB 1
BUKiIagadiB. Hampukman, nocmimkenHs, nposeneHi B yHiBepcutetax CIIIA Tta €pomw,
JEMOHCTPYIOTh, K 1uiatgopmu, Taki sk Moodle, mormomMararoTb 3MEHIIUTH aIMIHICTPATUBHE
HaBaHTaXXEHHsI, 3a0€3MeYUTH TOCTYIHICTh 1H(GOpMAIlii A1 CTYIEHTIB Ta BUKIAJadiB, a TAKOXK
MOKPAITUTH SKICTh HABYAHHS 3aBJISKU NIEPCOHANI3aIlll HABYAJILHOTO JOCBIy. [2,3]

B VkpaiHi nutaHHs TeXHIYHOI opraHizauii BUOOpy KypciB cTyaeHTamu depe3 Moodle
TakoX Jociaypkyerscs. Ilepmr 3a Bce, ykpaiHChKI HAayKOBIIl aHali3ylOTh BHUKOPUCTaHHS
Moodle B koHTEKCTI peanizallii KpeJJUTHO-MOIY/IbHOT CHCTEMH, B TOMY YHCIII [Tl OpraHi3amii
BuOOpy mucumrmuiiH. 3okpema, Cemirina Tersna Ta HoBak AHTOH y cBoiii mpami [4]
MPOAHATI3yBaJIM TEXHIYHUX aclekTd BuOOpy miuaTdopMu JUis aBTOMAaTH30BAaHOIO BHOOpY
CTYIAEHTaMH HaBYaJIbHUX KypciB. BoHu mocnimkyrors nutanss iHTerpanii Moodle 3 iHmmMu
YHIBEPCUTETCHKUMH 1H(OPMALIHHUMU CUCTEMaMH JUIsl 3a0€3MeUeHHs] CUHXPOHI3allil JTaHuX
PO CTYJIEHTIB, iX ycIixu Ta BUOip KypciB. [HII1 qocmimkenns, ak-oT npaui [punu llleBuenko
ta Onekcis CTpeabHUKOBA, aKIIEHTYIOTh YBary Ha yJoCKOHasieHH1 iHTepdericiB Moodle mis
3pYYHOTO 1 3pO3YMIIOTO BHOOpPY IUCIUILIIH, a TaKOXX Ha MOJXJIMBOCTAX CTBOPCHHS
aJaNTHBHUX HABYAIBHUX TPAEKTOPIA, N[0 JO3BOJIAIOTH CTyJAEHTaM OuUIbII e(pEeKTUBHO
OpraHi30BYBaTH BJIACHE HABYAHHS.

Mera poboTa mossrae y BHCBITIICHHI TEXHIYHOI MOKJIMBOCTI BUKopucTtanHs Moodle
11 BUOOPY HaBYAJIbHUX JAUCLUIUIIH CTyleHTaMH. 1{boro pa3y Mu Xxo4eMo akLeHTYBaTH yBary
Ha 4aCTHHI BUOOPY - BUIbHUH BUOID.

PE3YJIbTATHU TA OBI'OBOPEHHSA

Xoua Moodle € cucremoro yrpasiiHHS €IeKTPOHHUMH KypcaMu 1 B Ha0arato MEHIIIn
Mipi CHCTEMOIO YIIPaBJIiHHS HABYaHHIM, IIPOTE BiH MPOIOHYE MTUPOKUHN CIIEKTP IHCTPYMEHTIB
JUIS Oprasizaiii HaB4aJbHOTO IMPOIIeCy, 30KpeMa AJsi aBTOMaTHu3allii Ta opraHizaiii BUOopy
JMCIUILTIH CTYICHTAMHU.

[lepmiuM 4yrHOM HEOOXITHO MIATOTYBATH HaBUalbHI KypCH AJIsl MPOIEAypu BHOODY.
Jliis 1poro moTpiOHO CTBOPUTHU BCi HEOOXiAHI KypCH; B OMHUCI Kypcy PO3MICTHTH 0a30BY
iHbOpMallito PO KUIBKICTh KPEIUTIB, TOJMHU HA TEOPIIO Ta MPAKTUKY, (HOPMY MiZJCYyMKOBOTO
KOHTPOJIIO, a TaKOX aHOTalil Kypcy. llpu3HavyeHuil Ha Kypci BHKIAJad aBTOMATHYHO
MIICTaBJISETHCS B OIKCI KypCy, @ OTKE Biipa3y JOCTYIHUHN CTYJIEHTY.

B 06azoBiit kommiekrauii kypcu B Moodle MoxyTe OyTu opraHizoBaHi B KaTajoOTH.
TakuM 4MHOM MOXHA B OJIMH KaTaJIOT MOKJIACTH BC1 KYpCH JUIs BUOOPY AMCLUILIIH 3arajbHO
yHiBepcuTeTchbkoro piBHsA. CTyaeHTH OyayTh Bigpa3y OauyuTH Bech IOCTYIHHMM M Juis
O3HAWOMIICHHS MEpeJIiK.

Moodle mae BOynoBaHy (YHKIIOHAJIBHICT JJIsl peecTpallii CTYAEHTIB Ha KypcH. Taka
MOJKJIMBICTh pealli3oBaHa uepe3 pi3Hi MoAyni peectparii. Haitoinp BUKOPHCTOBYBaHUM €
crocid pydHOi peecTparlii, KOJIM BHUKIAga4 CaMOCTIHHO PEECTpye CTYIACHTIB MO OJHOMY.
Takox € aBTOMAaTHYHUI 3alUC, KOJU CTYAEHTH MOXXYTh OyTH aBTOMAaTM4YHO 3alMcaHi Ha
KypCH Ha OCHOBI IXHBOTO CTaTyCy UM HOIEpeaHIX AOCsATHEHb. IIpoTe Ui Hamoro BUOAIKY
Haiikpare Oyzae crocid camo3anucy. B iboMy BUIAJIKy CTyJIEHT BUOMpae HaBYAJIbHUHI Kypc
Ta CaMOCTIHHO Ha HBOTO 3amucyeThbes. [Ipu 1bOMY B mapaMeTpax MOAYJsS MOKHA 3aJaTu
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TEPMIHH, IPOTATOM SKUX MOXKe OyTH 3I1iCHEHO caMo3amnuc, MoXe OyTH BU3HAYCHA KUIBKICTh
MICIIb JUIS 3alUCy, MOXe OYTH BHM3HAYEHO TPYILYy, B Ky CTYICHT XO4Y€ 3alucaTucs (SIKIIO
nependavaeThCs KUTbKa TPYIT Ha CEMECTP JJIsi BUBUCHHS).

TakuM YMHOM CTYAEHTH BUOMPAIOTH TUCIHILTIHY HE 3 OKPEMOT0 a0CTPAKTHOTO CIIHUCKY,
a CBIIOMO Bipa3y 3amUCYIOYHCh Ta MOTPAIUIAIOYH B CEPENUHY MUCHUIUTIHU. Takuii BUOIp
Oyze Bipa3y BUJAMMHMIA JUTS CTyJIEHTa B Hioro ocooncromy kabineti (dashboard).

Hatowmicts BuKIIagay BUOpaHOi AUCIUILTIHYU Oyie Bigpazy Oa4uTH, CKUIBKH Ta XTO caMme
3alucaBcsl 10 HUX Ha HaBYaHHSA. [ 'Hydka cucreMa JOCTYIy 10 HAaBYAIBHUX MaTepialliB B
cepelMHi Kypcy JO3BOJISIE HANAIITYyBaTH TNpaBWiIa, 3a SKAMH MOJANBIINN goctyn Oyne
BIJIKPUBATHUCS Y BU3HAUCHHUH Yac MOYaTKy HABUAHHS.

Takull nminxig OpUCKOPUCTh MPOLENYPY BHOOPY CTYyJEHTaMHU KypCy, BUKHMHYBIIHU 3 Hel
etanu (QopMyBaHHA TpyI, Tepenadi BUKIAgadaM CIHCKIB, 3apaxyBaHHS BHKJIaJladyaMu
CTY/ICHTIB TI0 OJTHOMY BPYyYHY.

Amnani3 pe3ynpTaTiB BUOOPY CTYAEHTIB JUIsl MEHEDKEPIB MOXe OYTH 3JIIHCHEHO Yepes
MexaHI3M MmoOynoBH 3BiTiB, BOymoBanuii a0 Moodle. A ¢ikcamnis ne nume Bubopy, a U
pe3ynbTaTiB HaBUYaHHS 32 BUOpAaHUM HaBUAJIBLHUM KYPCOM 3a JOMOMOTO0 iHTerparltii Moodle 3
CTYICHTCbKOIO 1H(OpMAIlIIIHOIO CUCTEMOIO (HANpUKIIAJ, eJIeKTPOHHUM JleKaHaT), sKa
BUKOPUCTOBYETbC B yHIBepcuTeTi. Moodle Moxxe OyTu iHTerpoBaHa 3 CHUCTEMaMu
YIOpaBIiHHS PO3KIAJA0M, 00 aBTOMAaTHYHO CUHXPOHI3YBAaTH JIOCTYIHICTh KYPCIB 1 YHUKHYTH
KOH(DIIIKTIB y BUOOP1 JUCIUILIIH.

BUCHOBKHA

Takum uymHOM, BUKOpHCTaHHS Moodle mae MOXIMBICTH MIBHUAKO OOMpATH KYpCH,
03HAWOMJIIOBATHCS 3 JCTAISIMH ITUCIUIUIIH Ta pPEECTpyBaTHCs uepe3 iHTepdeiic, mo aae
MOXJIMBICTh €KOHOMHUTH 4Yac. Y 3araibHOMY BHrisiAi, Moodle no3Bossie HE TUIBKH
opraHizyBaTtu BHOIp KypcCiB, ajie ¥ IHTETrpyBaTH L€ MPOIIEC 3 IHITUMHU aCIIeKTaMH HaBYaHHS,
CTBOPIOIOYH €(DEKTHBHY Ta 3pyYHY JUIS CTYJCHTIB CUCTEMY OpraHi3ailii OCBITHbOTO MPOIIECY.

MMOCHUJIAHHS

1. 3AKOH YKPAIHU IIpo BHIILY OCBITY.
URL.: https://zakon.rada.gov.ua/laws/show/1556-18

2. T. H. Kim, J. W. Lee. Automating Course Registration Using Moodle in Large
Universities. International Journal of Educational Technology in Higher Education,
2018. DOI: 10.1186/s41239-018-0105-0

3. J. M. Wilson, P. J. Richards. Personalizing Education with Moodle: Supporting
Student Choice and Flexible Learning. Educational Technology Research and
Development, 2021. DOI: 10.1007/s11423-021-09934-1

4. Semigina, Tetyana and Novak, Anton, Indopmariiini cucreMu s BUOIPKOBHX
JMCLUIUTIH y 3akiazax Bumoi ocBith [Information Systems for Electives in Higher
Education Institutions] (September 26, 2023). Semigina, T. & Novak, A. (2023).
Information systems for electives in higher education institution. Vectors of the
development of science and education in the modern world : collective monograph / V.
Shpak, ed. (c.5-13). Sherman Oaks, California : GS Publishing Services.
https://www.eo.kiev.ua/resou, Available at SSRN: https://ssrn.com/abstract=4585293 or
http://dx.doi.org/10.2139/ssrn.4585293
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BJIOKYENH CUCTEMH Y EHEPTETHULII

AHoTanisg. VY CTaTTi pO3INIAAAIOTBECS OCOOIMBOCTI 3aCTOCYBaHHA ONOKYEHH-CHCTEM Y
eHepreTuuHii ramy3i. B epy TexHomoriuHoro mporpecy OJOKYEHH CTa€ MepCIEeKTHBHUM
pilIEHHsM, TIPOMOHYIOYH I1M(POBY TMIATPOPMy ISl EHEPreTUYHOro CEeKTOpy, SKa €
JICIICHTPATI30BaHO0, OE3MIEYHOI0, MMPO30POI0, HE3MIHHOIO Ta HaAIHOW. BiiokueiiH Mae OCHOBHI
BJIACTHBOCTI Ta XapaKTEPUCTUKU, HEOOXI HI /IS 32/I0BOJICHHSI BUMOT MalOyTHIX €HepreTHaHNX
CHCTEM, JONIaloYM IpH IbOMY OOMEXKEHHS ICHYIOUMX CTpYKTyp. IcHye Oarato BapiaHTIB
BUKOPUCTaHHS, Ki 3a0e31euyroTh Oi3Hec-Moieni Uil MailOyTHBOT iHTerpallii B eIeKTpOMEepexi,
IO IIBWJIKO CTAalOTh PO3YMHHUMHU. PO3IIISIHYTI KOHKpETHI OJIOKUEHH pillleHHS eHepreTUYHHX
KOMIIaHId, IO BHKOPHCTOBYIOTh OJOKYeHH Ta TpoONeMH 3 SKUMH CTHKAIOTBCS IIPH
BIPOBaJPKEHHI OJIOKUYEHH CUCTEM B €HEPreTUYHOMY CEKTOPI.

KawuoBi ciioBa: TexHomnoris OJOKYelH, OJOKYEHH CHCTEMH, €HEepreTuka, BHUPOOHHITBO
€Heprii, eleKTPONOCTaYaHHsl.

1. BCTYII

TexHomnoris OnOKYeWH 3 i JAELEHTPalTi30BaHOI Ta MPO30POI0 CYTHICTIO CTajia
TpaHCQOpPMAIITHUM TPEHIOM Yy PI3HUX Talmy3sX. 30KpeMa, €HEPreTUYHH CEKTOp Mae€ y
IIbOMY KOJIOCAQJIbHI TMEPCHNEKTHBU JUIsl TEepeOya0BH, OCKUIBKK OJOKYEHH NPOIMOHYE HOBI
MIIX0IA IO BUPOOHUIITBA, PO3MOILTY Ta CIIOKUBAHHS eHeprii [1].

BukopucToByrour TEXHOJOTIHO OJOKYEWH, €HEPreTUYHUIl CEeKTOp MOXe e(PEKTUBHO
BUKOPUCTOBYBATH JACLIEHTpai3allifo, BiAIMIIOBIIN BiJ TPaaULifHOTO LEHTPATI30BAHOTO
KoHTpoJto. Lle 3a0e3neuye OBy aBTOHOMIIO Ta A€ 3MOTY Pi3HUM 3al[IKaBJICHUM CTOPOHaM,
BKJIIOUAIOYM CIOKMBayiB, BUPOOHHKIB 1 OImepaTopiB Mepex, OpaT akTUBHY y4yacThb B
€HEePreTUYHHUX OIepallisfx 1 mporecax MpUHHATTS pillieHb [2].

MeTor0 AOCHIKEHHS] € OTJIsil BapiaHTIB BUKOPUCTAHHS Ta MEPCIEKTUB CTBOPEHHS
ONIOKYEHH cUCTEM B €HepreTUUHIH ramysi.

2. PE3YJBTATHU JOCJIIIKEHHS TA IX OGTOBOPEHHS

bnokueitn y cBoill HalmpocTimiii gopmi — 1e TexHoJOriss HU(POBOi Po3MOALIEHOT
kauru (Distributed Ledger Technology), sika rapantye mposope Ta Oe3neuHe BEICHHS Ta
30epiraHHs 3amuciB. Yci 3alliKaBleHl CTOPOHM B OJOKYEHHI MOXYyTh OauuTH OyIb-sKi
CXBaJIeH1 TPaH3aKIIil, a TAaKO KOJIM BOHM BIOY/IHCS Ta XTO iX iHilitoBaB. KpiM TOro, HIXTO HE
MOJKE€ 3MIHUTH III TPAaH3aKIii MMicIs CXBaJIeHHs, a CXBaJEHHS Bi0YBa€ThCs 3a 3Tr0J0I0 YCiX
KopuctyBadiB. [Ipo3opicTh 1 BiCTEKYBAHICTh JIeKaTh B OCHOBI OJOKYEHH Ta poOISATH HOTO
KOPHUCHHM JUTsl 0araTb0X OHJIAWHOBUX HU(DPOBUX TPAH3AKIIIH.

Oco0nuBy MOMyNSPHICTh TEXHOJIOTIS OMoK4YeiH HaOyna 3 mosiBoro Ethereum i1 cmapt-
KOHTpAkTiB. Po3risiHeMO BapiaHTH BUKOPUCTaHHS OJOKYEHH Ta MOOYZOBM BIANOBIIHUX
JICLIEHTPATI30BaHUX CUCTEM JJISl eHepreTHYHOi ramysi [3].
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bnoxueitH mae 6e3iid 3aCTOCYBaHb, BiJl OJTHOPAHTOBOI TOPTIBJII EHEPTi€l0 10 MEPEBIPKH
noxoJukeHHs1 eHeprii. Excmeptu mepenbauaioTh, IO TEXHOJOTiA OJIOKYEHH MOXe
PEBOJIIOIIIOHI3YBATH €HEPIeTUYHHUI CEKTOP, MOKPAIIMBIIM SHEPreTHYHI omneparii o BChbOMY
JIAHIIIOKKY CTBOPEHHS BapTOCTI Ta KEPYIOUH CKJIaHOIIAMH JICIICHTPAIi30BaHOT €HEPTreTHYH 01
cucremu. TexHojoris OJIOKYEHH Hamae 3acoOM jeriTuMizarii, Oe3leKkn Ta aBTOMAaTH3aIil
nepenayi eneprii 6e3 mocepennukis. 3a manumu Emergen Research, odikyerbcs, mo po3mip
ryio0anbHOTO OJOKYEHHY Ha €HepreTHYHOMY PHHKY 3pocte 10 8 761,4 muH nonapiB y 2027
porii, 3apeectpyBabim CAGR 56,1% mpoTsrom nmporHo30BaHOTO MEPioy.

Siemens Energy mpomonye Automated Pay-Per-Use, mo m103BojisiE KOMYHAJILHUM
MIAMPHEMCTBAM OIUIAYYBAaTH OHOBIICHI ITOCIIYTH JIUIIE TOJi, KOJM BOHU BUKOPUCTOBYIOTHCSI.
YacTtiHa BHUTpAT CIUIAYYETHCS, KOJH JOXiJ TEHEPYEThCS 3aBASKHA YCIIITHOMY MTPOAAXKY
enekTpoeHeprii. [{to miaTbkHy MOJIenb MOJIETIyE TEXHOJIOTIA OJOKYEHH, Ka TrapaHTye, 0
TOYHI MNPUOYTKM eJNEeKTpOCTaHlii OyAyTh TOUYHO pO3paxoBaHl Ta pO3MOAUIEHI Ha
MIPOIOPLINHHII OCHOBI.

Shell mocnimxye moTeHLIal TEXHOJIOTIl OJOKYEHH JUIsl 3a0XOYEHHSI BIIPOBAJKEHHS
€KOJIOTTYHO YHCTUX BUJAIB NalWBa B TpaHCIOPTHOMY cekrtopi. Kpim TOro, kommasis
po3risgae OJOKYEHWH sIK croci® MepeBIpKU MporpaM BYIUIELIEBUX KpeauTiB. Bincrexyroun
e(eKTHBHICTh TPUPOJHUX PIlIEHb JUIS YJIOBIIOBAHHS BYIJICIIO Ta YHUKHEHHS BHWKHUJIB,
ONOKYEeHH MOXe 3amoOirTu MOABIMHOMY MipaXyHKY BYIJIELIEBUX KpPEIUTIB, MIATPUMYBATH
SIKICTh JIICOBITHOBJICHHSI UM TIPOEKTIB 30epekKeHHs Ta 3a0€3MeYUTH MPO30PICTh BYIJICIIEBOTO
PUHKY.

®paHIy3pKUid eHepreTHYHui TrirantT Engie 3HaxomuTbecs Ha BICTPI  TEXHOJOTIT
osokueriH. OTHUM 13 CTIOCOOIB BUKOPUCTAHHS € YIPABJIIHHSI €HEPreTUYHUMH TPAH3AKITIIMU,
BKJIIOYAIOYM TOCTAYaHHS, PO3MOALT 1 crokuBaHHA. KoMIaHis TakKoX BHKOPHUCTOBYE
TEXHOJIOTF0 OJokuelH maist TopriBii  ceprudikatamu  BigHOBmoBaHOi eHeprii (REC),
OJIHOPAHTOBOI TOPTIBJII EHEPTIEI0 TA 3aAPSAIKU €ICKTPOMOOLTIB.

ABcTtpaniiiceka OnokveiH-kommnanis WePower ctBopuiia koHTpakTHI TokeHn Ethereum
Smart Energy, ski mpopgaroTbcst uepe3 il muatdopmy eneKTpoHHOI komepiiii. TokeHu
MPU3HAYCHI JJIs ONTHMI3alii Ta cTaHAapTU3allii BIJHOBIIOBAHOI €HEPrii, T03BOJIIIOYH
KOMIaHIsIM KYyIyBaTH TOYHY KUIBKICTB, fKa iM TOTpiOHA, a TAaKOX MAaTH MOJXKIIHUBICTh
MpoaaBaTH Oy/Ib-sIK1 HAJUTUIIIKOBI TOTYKHOCTI.

ABcrpaniiickka kommanisi Powerledger, mo cremianizyeTbCcss Ha MPOrpPaMHOMY
3a0e3MeyeHH] Ta TeXHOJIOTIAX, MparHe 30UIBIIUTH JAOCTYIHICTh BIIHOBIIOBAHOI eHeprii. Y
kBiTHI 2020 poxy kommaHnis choiBmpamoBana 3 ekWateur, mocrayanbHUKOM €HeEprii 3
BITHOBIIIOBAHUX JiKepen eHeprii y @Ppanuii, mo0 cTBOpuUTH OIOKYEHH-TIaThOpMy LIS
TOPrIBJII €HEpri€lo, fKa JI03BOJISIE KOPUCTyBauyaM BUOHMpATH JHKEPENo eHeprii, SKoMy BOHHU
BIJIAIOTH MepeBary.

SunContract — wne P2P-mmardopma ans TOpriBiai eHepri€ro, ska BUKOPUCTOBYE
TEXHOJIOTII0 OJIOKYEHH A KYMIBI Ta MPOJaXy BiIHOBIIOBaHOT eHeprii. Marouu nmonaa 5000
3apeecTpoBaHMX KiieHTIB y CrnoBeHii, miuargopma ajganTtoBaHa A0 MOTPeO EKOJOTTIHO
cBiloMux croxkusauiB. Meroto SunContract € CTBOPEHHSI I'moGansHOTO pUHKY p03n0z[my Ta
topriBii enepriecro (GEM), skuif ycyBae TMOCEpeIHUKIB 1 HaJa€ KII€EHTaM MOKJIUBICTh
0e31mocepeIHbO B3aEMOAISTH OJJUH 3 OJTHUM.

Iberdrola Group iHiliroBaga NUTOTHUM MPOEKT HA OCHOBI OJIOKYEHHY, KUl 3a0e3nedye
MEepeBipKy B peaTbHOMY Yaci BiIHOBIIOBAHOI MPUPOJM EHEpPrii, M0 TOCTAYaeThCS Ta
CIOKMBAEThCSA. 3a JOMOMOTOI0 IIi€l TEXHOJOTii KOMIIaHiS YCHINIHO  MiAKIIOYHIa
€JIEKTPOCTAHIIi 0 KOHKPETHUX TOYOK CIOXKUBAHHS, 10 3a0e3Meuye MOBHY BiJCTEXKYBaHICTh
JpKepesia eHeprii.

Komnanis ACCIONA, mio 0a3yerbcst B Icmawnii, cmiBmpamoBana 3 FlexiDAO mns
pO3poOKK TepIIoi B CBITI eHepreTu4Hoi OmokueiH-iardgopmu miag HazBoro GreenH2chain.
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s mmarpopma mMae Ha MeETi rapaHTyBaTH, IO BECh «3CJIICHUW» BOJIEHb BUPOOJISETHCS 3
BIJJTHOBIIIOBAaHUX JUKEPEJI, T03BOJISIOYM KOPHUCTYBAauaM BIICTEXKYBAaTH Ta Bi3yalli3yBaTH BECh
JIAHIIIO)KOK CTBOPEHHS BApTOCTI «3€JICHOT0» BOJTHIO B PEKUMI PEaTbHOTO 4acy 3 Oy/b-sAKOi
tTouku cBity. Kpim Toro, mnardopma Oyne peanizoBana B npoekti Power to Green Hydrogen,
MOKJIMKAaHOMY CTBOPHUTH 3€JICHYy €KOCUCTeMY Ha ocTpoBi Maiiopka (Icnamis).

Y pamkax nporpamu croimeHOi iHHOBaIii WIPRO-SAP, «Cucrema BiICTeXKECHHS Ta
po3noniry 3eneHoi eaepriiy (GETDS) 6yna crBopena 3 Bukopuctanusm SAP Cloud Platform
Blockchain. Ile pimenHs 3a10BOJIbHSIE MIHJIIMBI IOTPEOH HAYCTPIl 3€JI€HOT SHEPreTHKH, e
pO3IpiOHI TOPTOBII EHEpri€o Ta opranizamii 3 po3moautbunx nociayr (DSO) moBuHHI
po3pobuT HOB1 Oi3HEC-MOJENI, IKI MOTUBYIOTh KJII€HTIB CTAaTH MOCTIMHUMH CIOKHBAaYaMH,
JOTPUMYIOUNCh HOPMAaTHUBHHX BHMOI IIOJ0 BUKOPUCTAHHS 3€JIEHOT €Heprii 3 MiCleBHUX
mwkepen.[S] B YkpaiHu mepcreKTUBHUM BUTIISIA€ BHUKOPHUCTAHHS OJOKYEHH PIMICHb IS
yIpaBJiHHSA 00IrOM rapaHTiil MOXOHKEHHsI eJeKTpUYHOI eHeprii. Tak, BIANOBIAHO 10 3aKOHY
[4], MOXO/)KEHHS €JIEKTPUYHOI eHeprii, BUPOOJIEHOI 3 BITHOBIIOBAHUX JKEpET €eHeprii
cy0’€KTOM roCroJAapIOBAHHS, KU BUPOOJISE IEKTPUUHY €HEPTiI0 3 BITHOBIIOBAHUX JKEPEl
€Heprii, CcIoXMBa4eM, SKHA BCTAHOBHB T€HEPYIOUY YCTAHOBKY, TMpH3HAYEHY JUIS
BUPOOHUIITBA EJICKTPUYHOI EHEPT1i 3 BIIHOBIIIOBAHUX JKEPEN CHEPrii, 3 METO0 3a0e3MeueHHS
BJIACHOTO CIIO)KMBaHHS, a00 AaKTHBHUM CHOXXHBAdeM IMIITBEP/UKYETHCS TapaHTISIMA
MOXO/PKEHHSI €JEeKTPUYHOI eHeprii, BHpPOOJIeHOI 3 BITHOBIIOBAHUX JUKEepen eHeprii, ki
BHUJIAIOThCS O€30IUIATHO BIANOBIAHO 10 TOPSAAKY BHAayi, oOIry Ta TOTAlIeHHs TapaHTIH
MOXO/PKEHHSI €JIEKTPUYHOI eHeprii, BUpOOJIEHOI 3 BIAHOBIIOBAHUX JDKEPEN €HEeprii, SKuil
3aTBepKyeThest KaGinerom MiHicTpiB Ykpainu.

BUCHOBKHA

MoxnuBoCTI OJIOKUEHHY BIIOOPaXKAIOTBCA B BHUKIMKAX, 3 SKAUMH CTHKAE€THCS
E€HepreTUYHu cekTop. Hampukian, TOpriBisi eHepriero morpedye cMapT MEpexi Ta cMmapt
o01iky. He Bci enexkTpomepesxi TOTOB1 10 IHTEJIEKTYaAIbHUX TEXHOJIOTIH, 110 3MEHIYye chepy
OXOIUJIEHHS OJI0OKYeliHa, TOKK He Oyne onudpoBaHO KOXeH acnekT. Kpim Toro, OJIOKYeH He
rapantye Oe3ledyHy Ta 30allaHCOBaHY EHEPrOMEpeKYy — BIH MOXE JIMIIC KOHTPOJIIOBATH
TpaH3akiii. PHHOK MoO)Ke MPOTHCTOSITH MEPEXOJy EHEPreTUKU Bill HEHTPaNIi30BaHOI [0
JeleHTpaTi30Banol. Benuki rpaBii eHepreTHYHOTO PHHKY MOXYTh YHHUTH OIIp MEPEX0ay JI0
HOBOi CHCTEMH, BUBYAIOUM, SK 3aXHCTUTH CBOI YAaCTKy PHUHKY. lmes CTOBiICOTKOBOi
MIPO30POCTI € MPUBAOIUBOIO IS ISSKUX, ajie He Ui BCIX TpaBliB €HEPreTUYHOI ramy3i.

Henonikamu my6aiyHoro 6J0K4eliHy BCe IIe € MIBHAKICTh Ta MacIITabOBaHICTh, OJHAK,
BOHH 3HAXOJAThCS B CTAJil BUPIIICHHS 1 I[e¢ Ma€ MPUCKOPUTH BIPOBADKEHHs. He3Bakarouu
Ha 111 mpoOieMHu, MOTEeHIIHHI IepeBaru OJI0KYeiHy B eHEpreTHYHOMY ceKTopi 3HauHi. [Ipo 1e
TaKOX CBIIYUTH MOCTIMHUI PICT pI3HOMAHITHUX OJIOKUYEHH PillIeHb B EHEPreTHYHIN ramy3i.

CIIMCOK BUKOPUCTAHUX JKEPEJI

1. https://reintech.io/blog/blockchain-energy-sector-use-cases-challenges

2. https://www.forbes.com/sites/forbestechcouncil/2023/07/18/the-blockchain-
disruption-transforming-the-energy-industry-with-transparency-efficiency-and-
decentralization/?sh=776ff9d439b6

3. https://justenergy.com/blog/energy-blockchain-technology/

4. 3akoH Ykpainu [Ipo BHECEHHS 3MiH JI0 JAESKHX 3aKOHIB YKpalHH 1100 BiTHOBICHHS
Ta "3eneHoi" TpaHcdopmarlii eHepreTuuHoi cucreMu Ykpainu (Bimomocti BepxoBHoi Panu
(BBP), 2023, Ne 82, ct. 301) I3 3miHamu, BHeceHHMH 3rimHO i3 3akoHOM Ne 3764-1X Bifg
04.06.2024}

5. https://energydigital.com/top10/top-10-energy-companies-using-blockchain-
technology)
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3AITPOBAJI)KEHHS YUACTKOBMX KBAJIIDIKAIIN Y BUIIINA OCBITI:
JOCIHIJPKEHHA TEHAEHIIN 3ACOBAMU CONNECTED PAPERS

Anoranis. [TosBa yacTkoBUX KBalidikaliii € OAHUM 3 PE3yJbTATIB AUCKYCIH 11070 3MiHHU PO
BuIOi ocBiTH y XXI CTONITTI Ta a/IeKBaTHOIO PEAKIIi€I0 Ha MOTPEOU PUHKY Ipalli, POMOHYIOYH
HOBI HABMYKH Ta PO3LIMPEH] NOCIYTH JJIsl OL[IHIOBAHHS Ta BU3HAHHS MONEPETHHOTO OCBITHHOTO
JOCBily Ta pe3ynbTaTiB IHBECTHIIH poOOOTOAABLIB Yy JIOACHKMH Kamitan. B jpaHomy
JociipkeHHl Oynmo 3acrocoBaHo (ynkuionan Connected Papers s 3zilicHeHHS aHami3y
TEHJICHIII 3aCTOCYBaHHsI YaCTKOBUX KBaJiiKalliil y BUILiil OCBITI.

KawuoBi cmoBa: dactkoBi kBawidikaiii, BHIa OCBITa, cucTeMa Bi3yauizalii HayKOBOi
JiTEepaTypH, aHali3

BCTYII

[TonsaTtTs yacTkoBUX KBajiikaiii (MikpokBamidikaiii, MIKPOKPEAUTIB - aHTJI. MiCro-
credentials) BimTHOCHO HOBe, chopMOBaHE CIUTBHUMH 3YCHJUIIMH JOCIIIHUKIB, MPAKTHKIB 1
TBOPIIIB OCBITHIX IOJIITHK, a TOMY Bce Ie nepedyBae y crajii TUCKYCid Ta €KCIIEPUMEHTIB,
30KpeMa, i y BU3HAUYCHHI MOHATIHHOTO amapaTy BiMTOBIIHO JIO0 CUCTEM OCBITH PI3HUX KpaiH.
Sk 3a3naunan M. bpayn (Brown) ta M. Miuin (Mhichil) y [1], BukopucTanHs 1{50ro MOHSTTS
B OCHOBHOMY 3aJI©KUTh BIJI TOTO, XTO HOrO BHUKOPUCTOBYE i B SIKOMY KOHTEKCTi. Xod4a
31€0UIBIIIOT0 BU3HAYCHHS MOHATIMHOTO arapaTry Ma€ TEOpPETUYHE MiATPYHTS, OUIBIIICTH
ICHYIOUMX MOJIeJel, MPOTOTHUIIIB 1 MPAKTUK peanizallii 4yacTKOBUX KBamidikaiiid (mpuitmemo
yKpaiHChKHI BapiaHT TEPMIHOJIOTI]) B OCHOBHOMY JAOCHIIKYIOTHCS Ta PO3POOINAIOTHCS B
pamMKax pi3HUX OCBITHIX NPUKIATHUX TMPOEKTIB. 3arajlioM, 4YacTKOBI Kpauiikarrii
BU3HAYAKOTBCS HEBEIIMKMM OOCATOM  HAaBYaHHS, 3aCBITYCHUM  CepTUQIKATOM, IO
l'IiI[TBepI[)KyG' 3aIUC UICCIIPSIMOBAHUX HABYAIBHUX JIOCSTHEHh 3aMOBHHKA OCBITHIX nocIyr;
BKIIFOYA€ OIIHKY HAa OCHOBI YiTKO BU3HAYCHUX CTAHIAPTIB 1 MPUCYPKYETHCS IMEPEBIpEHUM
MOCTAYANBHUKOM; Mae OKpeMy IIHHICT 1 MO’KE€ JOTOBHIOBATH IHIII OCBITHI IPOTpPaMU;
BIJIMOBIIa€ CTaHIApPTaM, SIKi BUMAraroThbCs BiIMOBIHOO TapaHTIEIO SIKOCTI.

YacTtkoBi kBariikarii Ha CbOTOJIHI MalOTh 3HAYHUHN MOTEHINIa] 00 aJanTaIlii BUIIO]
OCBITH JI0 BUMOT PHHKY Ipalli, OCKIIbKU 3a0e3Me4yroTh [2]: THY4Ki MOMKIIMBOCTI HaBYaHHS,
BHU3HAHHS BY3bKOCIIEI[IaJII30BaHUX HABUYOK, IHTErpairo (opManbHOT0 Ta He(hOPMaIbHOTO
HaBYaHHSI.

JU3AWH JOCJIIKEHHSA

OcCKUTbKM BIPOBA/KEHHS YaCTKOBUX KBanmi(ikaliid y BUILY OCBITY Bce Ie nepedyBae
Ha CTajil pO3BUTKY, JUIA BU3HAUEHHS aKTYaIbHUX TEHAEHUIH (puc. 2), mo 0a3yroTbhcs Ha
peaNbHUX JOCTI/KEHHSIX, OyJI0 3aCTOCOBaHO (YHKIIIOHAN MporpaMmHoro 3aco0y Connected
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Papers [3] m1st moOym0BHU Bi3yallbHUX KapT 3a/1J1s1 BUSABJICHHS B3a€EMO3B’SI3KIB MK HAYKOBHUMH
MpaIsIMK 13 3a3HAYCHOT TEMATHUKH.

.q~ CONNECTED PAPERS Q  Llykartu nanip... < TMoginiteca W Cnigydte npo  LliHoyTBOpeHHs — aBTopuayBatvcs @ v
iny Ta Hed UYHUIA OrNIAg NiTe... MonepeaHi MoxigHi $= Mepernan £ dinbTpU ss Ginblue
OpwriHanbHwil nanip McGreal, 2022

AIK MIKPOKPEAUTHA MOXYTb BIJIMHYTH Ha

BnpoBamkeHHA MikpoakpeauTauin y o P
Bo oMy Ta Hed — 3aK/1aji¥ Ta PO3LUNPUTH MOXK/IMBOCTI YUHIB
10. Pagabani 2023 Yy BUWii ocBiTi?
PiK M:Grea,!,/iozz /\ X. MipkkanaitHen +3asTopu  A. Kaminnepi
< \ Y4 “‘ 2022, OCBITHi AOCAIAKEHHS
HYjany Mikpor Kilskila, 2023 &n“’ 2001 -Brown,; 2021/ \
CUCTEMATUUHUI OTNAZ NiTepaTypy y L4 \ 15 LnTyBakua [ s6eperty
l'ienpe Tamonioke, Paca IpiHcnow, MaprapuTa... 2023 / - 1/ \Selﬁ'a'"amr 2021
TepecesuueHe, AvipiHa BonyHrsBiueHe, EneHa  pik Azmi, 2024 y X7 TN\ e N pigore: U @ T
/ { 17~ e
DesmarchelierPifkKalainen, 2022 | \// // ~.
- Orman, 2023 J \ \ Brown:"zozz Semm“( m&}&ra\mam, 2021
K MIKPOKPEAUTU MOXYTb BNJIMHYTHU Ha 3aKnaau = - 7 — L —= :. Binkputuii rpadik = [loaaiiTe MOXOMKEHHs
Ta PO3LUMPUTI MOXJIMBOCTI YYHIB Y BULLiA OCBITI? Mhichil, 2023 Anmat, 2021
X. MNipkKanaitHeH, Ipa Cyn, KapMeH MaapoH.. 2022 AHOTALLIA [losigkoBa iHpopmaLlia
Hanonec, Aptypi KykkoueH, A. Kaminnepi PIK oo " .
Kusi, 2022 Raj,2024 D Kumar, 2022 MiKpOKpeauTL BCe YacTille BBAXAKThCA
amolidne/ Al N
o ——— Vafadarajan 2023 L @ K/IOYOBUM MeXaHI3MOM, 32 J0MOMOrot0 AKOro
docaretiun npogieciinol keankplkayll sa 2 2 MOXHA PO3ILINPUTYA MOXMBOCTI YUHIB LWIAXOM
[0MOMOroi0 MIKPOKPeANTIB: HeBeNWKi NaKeTH Ta... Rawten . \ oo P P y
> goc, ; bikauii
PoxiT Pagsk, ApriT Ciirx, Bivan Kymap, Mpariva... 2024 Sharma, 2024 /e =wAlAY @ THYUKOTO NIABULEHHA KBaﬂI¢IK?|-lI Ta
Bepma pi = e ~Ahsan, 2023 D B UK Ha TXHIO y
BayMBICTb ANA BULLMX HABYANbHWX 3aKNajis
JloCAiKEHHS Nepernaay Ta BUKOPUCTAHHS iené i ok ot (BH3) Ta yuHiB, emMnipuuHi AOCAIMKEHHS €
MiKPOPeECTPaLifiHIX AaHMX, IKi MOXHA... ) . - Salmon, 2023 Sargent, 2023 06MexeHUMK. Heo6xiaHO Ginblue 3po3yMiTh,
Dbxynisi CapxeHT, B. PienTic, 1-EnH MeppiMan,... 2023 30KpeMa Mpo Te, ik MIKPOKPEAUTU MOXYTb
Enisa6ert OiTulxepan: ik E i i
iTu/Ixepansa pi Bruguera, 2023 pawilen Vil 2021 (OpMyBaTH IHCTUTYLiIHY NPAKTUKY Ta NPUHOCHTH

KOPUCTD yuHsAM. MeTa BUKOPUCTOBYIOUH

Pucynok 1. Ipuxnao kapmu eizyanizayii Connected Papers za sanumom «The
Implementation of Micro-Credentials in Formal and Informal Learning: A Systematic
Literature Review» [4]

PE3YJIBTATH

AHai3youu pe3yabTaTd, oJIep)KaHl IMUITXOM BUKOPUCTaHHS BOyJOBaHUX IHCTPYMEHTIB
Connected Papers, mMoHa BHOKPEMHTH IIOTEHIIia]l Ta OCHOBHI TCHICHINI (MEpeiik He
TTOBHHI{) 3aCTOCYBaHHS YaCTKOBHMX KBaTi(iKaIllid y BUIINA OCBITI, K OT:

- po3wuUperHs 00cmyny 00 Ha84aHHs. BIIPOBAPKCHHS YaCTKOBHUX KBaTI(iKaIlii cpusie
3a0€3II€YEHHIO IHKJTFO3UBHOCTI OCBITH,

- PO3BUMOK KOHYenyii HAGUAHHS BNPOOOBIC JHCUMMsL. BIPOBADKCHHS YaCTKOBUX
KBamidikamii miATpUMye Oe3nepepBHE HABYAHHS 4Yepe3 IHTETpallil0 KOPOTKOCTPOKOBHX
KYypCiB y TpaJuIliliHi1 OCBITHI MporpaMu Ta cepTU]iKaIlito By3bKOCIIeIiai30BaHUX HABUYOK;

- po3byoosa yugposoco nanowiagpmy peanizayii wacmrkosux Keanigikayii uepes
OiATPUMKY HH(POoBHX mIaTGopm aoctaBku KoHTeHTY (Hanpukiaa, Coursera Ta EAX ), Credly
- s nudpoBoi ceprudikamii, mIaThopM HA OCHOBI OJOKYCHHY IS TEPEBIPKH
aBTEHTHUYHOCTI cepTH(IKaTiB; BOJAHOYAC OYyI0 BUOKPEMIICHO U GUKIUKU BUSHAHHA MA
cmanoapmu3ayii, TOB’s3aH1 13 BIACYTHICTIO YHI(IKOBAaHUX CTaHIApPTIB Ta MOTPeOOrO
cHHXpOHi3arlii 3 1udpoBumu wiathopmamu (Hanpukiaa, Open Badges).

OCKUTbKM 3aCTOCYBaHHSI CHCTEMH YacTKOBUX KBaui(ikalliii y HedopmalbHiii OCBITI
HaOyJI0 3HAYHOTO TONIMPEHHS, 3aCIyrOBYye Ha yBary oriij ruatdopmu Coursera 3 mo3uiii
HaJaHHS OCBITHIX MOCIYT L[0J0 NepekBaidikamii 4d MigBUIICHHS KBamiikaiii B MEBHUX
rany3sx. Tak, Ha Coursera, kpim okpemux MOOC, BuuuieHo i crerianizamii (4acTKOBi
kBaui(ikarii), ki MiCTATb:

- KUIbKa KypCiB, 110 JIO3BOJII€ 3aMOBHUKAM OCBITHIX MOCIYT HAaKOMWYYBAaTH KPEAUTH
JUIS OTpUMaHHs O1TbIIOT KBai(ikarrii;

- e(eKTHBHI CUCTEMH OIL[IHKM Ta MEPEeBIPKHU pe3ysbTaTiB HaBUaHH:, ocKuibku Coursera
BUKODHUCTOBYE pI3HI METOAM /s 3a0e3MeueHHs SKOCTI Ta MEepeBIpKH iAeHTHdiKalii,
MIBUIYIOYH JJOBIPY 10 CBOIX MIKPOKPEIMTIB (TI01aHO B TEPMIHOJIOTIi opurinainy) [5].
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Cneuianisauif Agile Development

JLOCATHITL LIHHOCTI 33 4ONOMOTOH THYYKWX METOAiB. OBONOAITA 3AaNTUBHMM NILX0N0M 0 PO3PODKM NPOaYKTY

@ Buknanad: Alex Cowan

3apeecTpyBaTHCH GE3KOWTOBHO
TI04ATOK 16 NIKCTONAZA

CnpoByiite GeskolmoBHO: 3apeecTpyiiTeca, Wiob oTpumaTy 7-AexHy DeskowTosHy npobHy Bepcit
Doctynra ditaricosa gonomora

61 167 B 38peECTPORAHD

THy4Kkuit rpadpik
Haeuaiiteca y cBOEMY ENacHOMY
Temni

4ceplikypcy. 4.7 % Mo4aTKoBUMA piBEHb 1 MicAUb

OTpuMaTH MHBOK 3HaHHA 3 i N . R
npeaMeTy (2823 BI,D'TWM) PEKO:.'.GHE(DEEHMM Aocelg @ No 10 rofivH Ha THHOEHE

Pucynox 2. I[Ipuxnao npedcmasienus mamepianié Habymms 4acmxosoi keanigikayii
(0xcepeno: https://www.coursera.org/specializations/agile-development)

OneprkaHi AaHl TaKOXK CBIAYaTh MPO Te, IO TOTEHINad 3alpOBaPKCHHS YaCTKOBHX
KBaTi(ikaIlii y BHILY OCBITY MOXHA PO3KPUTH B KUIBKOX BHUMIpaX, HANpUKIIAJ, HaJIaTH
JONISIM OUThIIIE MOYJIMBOCTEH IS MIABUINEHHS KBamidikarii, nmepekBamidikaiii Ta BUXOIY
Ha PUHOK Mpallil (EKOHOMIYHUI KOHTEKCT), MOKPAILEHHS! HAaBYaHHS BIIPOJIOBXK KUTTS IIJISIXOM
PO3pOOKM THYYKHX OCOOMCTHUX LUISIXIB HaBYaHHS (COLIaJIbHUNA KOHTEKCT), PO3IMIHUPEHHS
MOCIIYT 3 OLIHIOBAHHS Ta BU3HAHHS He(POpPMaIbHOTO Ta HEOPIIMHOTO HaBYaHHS, 30KpeMa 13
BukopuctanasaM 1miargopm MOOC, a Takox 3ampoBaKEHHS CYMDKHHUX KpPEIWUTIB 1
nornepeAnix kBamidikariii. Pazom 3 TuM, Xouya 3ampoBaKEHHS YaCTKOBHX KBariikarriit
MPOTIOHYE 3HAYHI TIEPEBArv 3 TOUYKH 30PY THYYKOCTI Ta MPAKTUYHOI 3HAYYIIOCTI HaOyTHUX
pe3ynbTaTiB HaBYaHHS, iX PI3HI BU3HAYEHHS Ta CTaHJAPTH BU3HAHHS CTBOPIOIOTH MPOOIEMH
SK JUIsl CYO’€KTIB OCBITHBOTO MpOIECy, TakK 1 Juisi poboTomasiiiB. s mocriiiHa eBoroIis B
OCBITHROMY JTaHAMA(TI CBIMYUTH MPO TE, IO TOMAIBIINA PO3BUTOK CTPYKTYp, IO
3aiiMalOThCsl MUTAHHSIMM OpraHizalii HaBYaHHS Ta MIATBEP/UKEHHS HAOyTHX YaCTKOBHX
KkBamidikaiii, Oyae BaXJIMBUM IS iX IIUPIIOTO TPUHHATTA. A 1JIs OIIIHIOBaHHS iX
KUTTE3ATHOCTI Ta €(PEKTUBHOCTI B JOBTOCTPOKOBIM MEPCIEKTHUBI HEOOXiIHI IOJaNIbIII
JIOCIIIKEHHS.

IHOCHUJIAHHA

[1] Brown, M., and Mhichil, M. N. C. 2022. Unboxing micro-credentials: an inside, upside
and downside view (Descifrando las microcredenciales: en qué consisten, ventajas e
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[NIAT®OPMA EJIEKTPOHHOI'O TOPATHULTBA 5K BA31C BITPOBAJ’KEHHA
AKIS B YKPATHI HA OCHOBI CYYACHUX TEXHOJIOI'TH

Anortanis. Ctanuii po3BUTOK arporpoOMKCIOBOTO BUPOOHHUIITBA B YKpaiHi HEMOXKIUBUI
0e3 IBUJKOTO PO3IOBCIO/PKEHHS CUITLCHKOTOCIIOIAPCHKUX 3HaHb Ta iH(pOpMallii, BOpOBaKEHHS
CYY4acCHHX TEXHOJIOrH y BUPOOHMITBO Ta iHTErpauii arpapHOro CeKTopy eKOHOMIKH KpaiHu B
CBITOBY €KOHOMIUHY cuctemy. ['odastizaliisi ekOHOMIKH 3yMOBIIIOE arpapHHid CEKTOP €KOHOMIKH
Yxpainu nepexoJuTH Ha MDKHApPOJHI CTaHAAPTH, HAIATOJDKYBATH 3B’S3KH 3 BITYM3HSHUMHU Ta
3apyO’KHUMH HayKOBHUMH ¥ 1H(OpMaliiHUMHU [EHTPaMH, BHKOPHCTOBYBAaTH HaWOiIbII
eekTrBHI 1H(OpPMAIIIiHI TEXHOJNOrIi HAKOMMYCHHS, OOPOOKHM Ta MpPEICTABICHHSA TaHHX.
BxopkeHHSI HOBUX TEXHOJIOT1H, 30KpeMa IITYYHOrO 1HETENEKTY, aJalTOBAaHOIO JIO JIIOACHKOTO
CIIJIKYBaHHSI Ta OPIETOBAHOIO HAa TMEPECIYHOr0 KOPHCTYBadya, MOXE BHECTH HOBE OauyeHHs
BUKOPUCTaHHS 3100yTKIB HAYKH Ta TEXHOIOTII JJIsl IKPOKOro Koja croxuBadviB. Lle Takox €
YaCTKOBUM BHXOJOM 3 CHTyalii 3 YCKJIaJHEHHM JOCTYIIOM [0 CUIBCBKOIOCHOAAPCHKHX
JIOpaJuux CIYKO Ta JOpaJHUKIB, €KOHOMIYHOI CKJIJOBOI0 HAJl@HHS JOPAJUUX IOCIYr 3a
Oe3nocepeHbOl y4acTi AOpaJHUKA, TOB’S3aHOI0 3 BIJICYTHICTIO KOMIICHCAI[IHHUX MEXaHI3MIB
BiJl ICpIKaBH.

[IponoBxeHHs mporieciB nppoBizailii BITYU3HSIHOTO CUTLCHKOTOCIOAAPCHKOTO J0Paadoro
MPOCTOPY, IO TPYHTYETHCS Ha TEXHOJOTISIX INTYYHOrO IHTENEKTY Ta HOro iHTerpaiis B
3arajJbHOEBPOINEHCHKY CHCTEMY arpapHMX 3HaHb Ta IHHOBAlid Yy CUIBCBKOMY TOCHOAApCTBI
(AKIS) € oaHi€l0 3 MPIOPUTETHUX 33434 CHOTOJICHHSI.

KawuoBi cioBa: enekTpoHHE IOpaJHHUIITBO; U(POBI3aALisL CLILCHKOrOCIONAPCHKOr0
JIOPaJIHUILITBA, BUKOPHUCTAHHS INTYYHOI'O 1HTEJIEKTY, AKIS B VYkpaini, mnardopma
€JIEKTPOHHOTO JOPaTHUITBA, CIJIBPHOTH THPAKTHKIB, MacimTaOyBaHHS OOpagduX PpecypciB
mw1aTopMHu, Tay3eBi JOpaadi CHCTEMH Ha OCHOBI MITYYHOT'O IHTENEKTY.

JlocBin po3poOKu Ta BIPOBaKEHHS 1HPOPMaLIHHO-IOBIAKOBUX pecypciB Kadeaporo
iHpopMmaniiinux cucrem 1 TexHonorii HYBIIl Vkpainu y TticHiii cmiBopani 3 BI'O
«HACIACY» no3BonuB peanizyBaTH IUIaTGOPMY €JIEKTPOHHOTO jaopanHunTBa [1] sk
CKJIaJIoBY LU(ppoBOI TpaHchopMallii CLILCHKOIOCHOJAPCHKOT0 JOpaJHUITBA B YKpaiHi.
3aBAaHHAM pO3POOKM CTaBWJIOCS OTPUMAaHHS JIBOHAIPABJICHOI CHUCTEMHU TpaHchepy
CUIbCBKOTOCTIOJAPCHKUX 3HAHb Ta IHHOBAIlil Ha OCHOBI MIATGOPMU EJIEKTPOHHOTO
JOpPAJHUIITBA SK JII€EBOTO IHCTPYMEHTY BIPOBA/DKEHHS JEPXKABHOI arpapHOi MOJITHUKH,
iHpopManiiiHoro 3a0e3nedyeHHs] IHHOBALIHHOTO PO3BUTKY CUIBCBKOTO TOCHOJApCTBa Ta
CUIbCBKMX TEPUTOPIA NUISAXOM BIPOBAKEHHS TMPOCBITHULIBKOI MISNTIBHOCTI Ta HaJaHHS
COIaJbHO CIPSIMOBAHUX JOPATUUX MOCTYT CY0'€KTaM TOCIHOIaPIOBAHHS HA Celli 1 CUTbChKOMY
HACEJICHHIO 3 METOIO Mi/IBUIIEHHS PIBHA 3HAHb Ta BIOCKOHAJCHHS MPAKTUYHUX HABUYOK
MpUOYTKOBOTO BEACHHS CUILCHKOTO TOCIOJApCTBA Ha 3acafaX CTalloro pO3BUTKY. Taki
MiAXOAM BIIMOBIIAIOTH 3arajbHiii KOHIICTIi CHCTEMH arpapHUX 3HaHb Ta IHHOBalld Yy
cintbebkomy rocnonapctsi (AKIS) Ta i ckmamosum [2,3].
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[Ipote TexHIYHWI Mporpec MIOJ0 TEXHOJOTIH Ta IHCTPYMEHTIB aBTOMAaTH30BaHOT
00poOku iHpopMalii Ta MOOYNOBH iHTEpPQEHCIB aIs KOpHCTyBauya Ha OCHOBI CHCTEM
IITYYHOTO IHTEJIEKTY BIIKPUBA€E HOBI MEPCIIEKTUBHU 3a]Ty4eHHS UPPOBUX MaTepiaiiB (a came
B TAaKOMYy BHIJISI Ha CHOTOIHI TMPOJIYKYIOTHCS PpEe3yJbTaTH HAYKOBHX JOCTIKEHb Ta
MPAaKTUYHOTO JIOCBiNy) 0€3 CTBOPEHHS CHCTEMHHX 0a3 MaHMX i3 CKIATHUMH 3B’SI3KaMH Ta
HEHMOBIPHOIO KUTBKICTIO X peari3alii mpyu KOHTEHTHOMY HAaIlOBHEHHI.

Bxe peanizoBana iH(pacTpyKTypa B3a€EMOIIOB 3aHUX BeO-pecypciB IuiaThopmMu
JI03BOJISIE 32 YMOBHU aBTOPH3allii KOPUCTYBa4a YK JOPATHUKA 32 IPUHITUIIOM «ETUHOTO BIKHA»
OTpUMYBATH iH(OPMAIIHHO-A0pa 4l YU HaBYAJIbHI CEPBICH HA OCHOBI PEJIAIINHOT 0231 TaHUX
B cepenoBumni MySQL, sk iHdopmaiiHO-AOBIAKOBOI, Tak 1 HaBYaJIbHOI CKJIaJIOBHX
maTGopmu.

[TnaTdhopma eIeKTPOHHOTO JMOPAJHUIITBA MPOIMOHYETHCS CoOllladbHa Mepexka (axiBIliB
CUIbCBKOTO TOCIOJapCTBa Ta CEpeAOBHUIIE SKICHOI 1H(OpMAIi sl CUIbrOCIBUPOOHUKIB, ¢
nepeadavae BAKOPUCTAHHS KOHTEHTY, SIKH MOKe HE MaTH YITKOTO BITHOIICHHS JI0 3arajbHO1
TaKCOHOMII mIaTgopmMu, ab0 HaBIAKU, MAaTU CTOCYHOK O 0aratboX pO3JALUTIB Ta IMiJNyHKTIB.
Yacto 1me ycKIagHIOE caMOCTIMHMM miAbGip 1HpopMalli KOpUCTyBaue€M UM HaBITh
MOCEPEHUIITBOM HaBIralifHOTO MEHIO Ta 3aco0aMi MOMIyKy. Tako BOHA MOK€ BUCTYHATH
IHCTPYMEHTOM 30€epe’KeHHsI JOBUILHOTO MOLIYKY KOpPHUCTyBada iH(opMarllii nocepeIHuITBOM
CUCTEMM IITYYHOTO IHTEJEKTY, O3HAaKM 3BHYKM JO 4YOro BXKe C(POpPMOBaHI BITOMHUMH
cucremamu mty4yHoro iHTenekty (ChatGPT, Gemini Bin Google, Microsoft Copilot Al Ta
1HIII).

BubynyBana B Xoi AOCHIIKEHb Ta MPAKTUYHOI peanizamii iH@pacTpykTypa BeO-
pecypciB maaThopMu €IEKTPOHHOTO JOPAJHMIITBA, SKI B3a€EMHO IHTETPOBaHI MK C000M0, €
CUCTEMHHUM TIOCTYIIOM B mpoleci 1udpoBoi TpaHcopMmallii CUIBCHKOTOCTIONAPCHKOTO
JOpaIHUIITBA YKpalHH Ta MPAKTHYHOTO BIpoBaLKeHHs ckianoBux AKIS B Ykpaini.

[Ipote BuOynyBaHa iHdopmarliiiHa miaTtdhopma mnependayac KOHTEHTHE HAIIOBHEHHS
MOCEPEHUIITBOM aMICTPATOPIB CKIIAJOBUX MIadOpPMHU Ta JOPAJAHUKIB, IIJITXOM MPAKTUYHUX
MUTaHb-BIANOBIZEH 3a ydyacTIO aBTOPH30BAaHMX KOPHCTYBadiB CHCTEMHU. AJe 1€ Bce
nepeadayae BUKOPUCTAHHS JIFOACHKOTO (GaKTOPy, KU CYTTEBO 0OMEXY€E KUIBKICHI Ta, 4acTo,
SKICHI TOKa3HUKM IIOAO KOHTEeHTy Iutarpopmu. BukopucranHs BOyAOBaHOT cCUCTEMHU
HITYYHOT'O IHTEJIEKTY JI03BOJIMTH 3 YAaCOM BHPIIIUTU OKpECIeHI MpoOieMHu Ta BUKOPHUCTATH
SKICHI TU(OPOBI JpKepesIa HECTPYKTYpOBaHO1 iH(popMaIrii.

[IpuknanHi cuCTeMHU IITYYHOTO IHTENEKTY OXOIUTIOIOTh HIUPOKHUN CIIEKTp 3aBIaHb Yy
pi3HUX Tamy3sx. BpaxoByrounm kBamiikamiifHHII pIBEHb MOXJIHMBOIO  KOPHUCTyBada
wiatrgopmu, Halikpaile BUKOpuUcTOBYBaTH Al, 110 cremnianizyroThess Ha 00poOii mpupoaHoi
MoBH (NLP) Ta aHami3i TEKCTOBUX JaHUX.

[pyHTYIOUMCh Ha MONEPEAHbOMY JOCBili, IUIAHOBAHUM JDKEPEIOM JAHUX Y
€JIIeKTPOHHOMY BHCTynaTumyTth mnpodunbHi kadeapu HYBIII Vkpainu Ha mapTHEpCHKUX
3acasax (BUKOPUCTaHHS Yy HAYKOBO-JIOCTIHOMY Ta HaBUYAJIbHOMY TMpOLECi JOpaadux
KOMITOHEHTIB Ha OCHOBI Al).

Jlnst BUpIIEHHS JaHOi 3a7ayl JOLUIbHO BUKOPUCTATH CUCTEMY LITYYHOTO IHTENIEKTY,
sKa CHeliani3yeTbcsi Ha oOpoOIll Ta aHami3l TEKCTOBHX JaHUX, TAKHX SK JOKYMEHTH Y
¢dopmarax docx, doc, rtf Ta pdf. OcHoBHa MeTa — CTBOpPHUTH CUCTEMY, sIKa MOKE HaJaBaTH
PO3ropHYTI BIIMOBi/II HA OCHOBI aHaI3y 310paHUX MaTepialiB, GAKTUYHO 3aMIHSIIOYN COOOI0
CLTBCHKOTOCTIOAAPCHKOTO KOHCYIbTAHTA.

Hns  ctBOopeHHs cucteMu wmryyHoro iHTenekty (LHI), ska Moxe 3aMiHUTH
CUTBCBKOTOCIIOZAPCHKOIO  KOHCYJAbTaHTAa B Taly3l  pOCIMHHHIITBA,  HalKparie
BUKOPHUCTOBYBATH IUIaTGOPMHU, IO CHELiaNi3yIOThCs Ha 00pobui npupoanoi moBu (NLP) ta
aHaJi31 TEKCTOBUX JIaHUX. 3arajoM cepejl CUCTEM, SKi € Ha PUHKY Ta MOXYTh 3a0e3MeuyIoTh
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THYYKi MOXJIMBOCTI JUISI aHaNi3y TEKCTOBMX JIAaHMX Ta CTBOPEHHS IHTEJIEKTYaJIbHHUX
KOHCYJIbTaHTIB Ha ocHOBI LIl BHOKpEMITIOIOTH HACTYIIHI:

 IBM Watson Discovery;

* Google Cloud Document Al;

 Microsoft Azure Form Recognizer.

Haiixpari pe3ynpratn MOXKYTh OyTH AOCSATHYTI 3a IOTIOMOTOIO TITMOOKOTO HaBYaHHS Ta
MAaIIMHHOTO HaBYaHHS, CIEIiaTi30BaHNX HA 00pOOIli TEKCTOBUX Ta Bi3yaJIbHUX JaHUX.

SIKIIO BUOKPEMHUTH 3 3arajly CUIbCHKOTOCIONAPCHKUX JIOPAAYMX CHUCTEM Ha OCHOBI
IITYYHOTO IHTEJNEKTY B PI3HMX arpapHUX YacTHHAX CBITY, $Ki BHKOPHUCTOBYIOTH cCaMme
HaKOIMMYEHY B KaTajorax uu@poBy iHpopmallio Ta 06poOky npupoaHoi mou (NLP), To 1o
Takux cucreM Baprto BimHectu: Plantix (Germany), FarmBot (Australia), Awhere (USA),
Watson Decision Platform for Agriculture (IBM, USA), AgriBot (India), Prospera (Israel),
AgVoice (USA).

3a3HaueH1 CUCTEMH BUKOPHCTOBYIOTH IE€PEAOBI TEXHOJIOTII IITYYHOIO IHTEJIEKTY IS
ONTHUMI3allli PI3HUX aCMEKTIB CLILCHKOTOCIOAAPCHKOTO BUPOOHUIITBA, 3a0e3Medyroun
(dbepmepam HCTPYMEHTH JUIsl IPUHHATTS OOIPYHTOBAHUX PIIICHD 1 MIABUIICHHS €PEeKTUBHOCTI
IX IISIBHOCTI.

BaxxnuBorO CKIAZOBOIO TIPOEKTY BIPOBAKEHHS € PO3YMIHHS IMOCITiIOBHOCTI,
CKJIQJIOBUX Ta OpPIEHTOBAHOI BapTOCTI CTBOPEHHS MOAIOHMX CUIBCHKOTOCTIOAAPCHKUX
JOpaJyuX CHUCTEM Ha OCHOBI LITYYHOTO IHTENEKTY, 30KpeMa IMPOrpaMHOro Ta TEXHIYHOTO
3a0e3mevYeHHs, OIIHKN YacOBHUX Ta JIOJCHKUX 3aTpart.

3 orJsiy BUHECEHHX 3a/a4 Ta HasgBHOI TexHiuHO1 utargopmu (Apache ¢ PHP, MySQL
3 HassBHUMH 0Oa3aMH JaHWX), SIKI OPIEHTOBaHI Ha BHKOPHUCTAHHS HAKOMUYECHOI B KaTajorax
nudposoi iHpopmarrii Ta 06pooky mpupoaHoi MoBH (NLP) MokHa 3anmponoHyBaTH HaCTYITHE.

1. BusnaueHHss BuMor Ta Iuied. BusnauenHs motpe® kopucryBauiB. BuszHaueHHs
00csry poboTH Ta PyHKIIIOHATTEHIX MOXKJIMBOCTEH CHCTEMH.

2. 30ip Ta onudpoByBaHHsA MarepianiB (KHHTH, MIAPYYHUKH, TOBITHUKH, aTIacH).
dopmaryBaHHS TaHUX JJIs TTOJaIbIIoro Bukopuctanus (docx, doc, rtf, pdf).

3. HanmamryBanus cepepy 6a3u ganux (MySQL). CTtpykrypyBaHHS Ta 3aBaHTa)KCHHS
JTaHUX y 6a3y JaHuX.

4. Bubip apxirektypu mozaeni IIII. Po3poOka Ta HaBuaHHS Mojeini 0OpOoOKH MPUPOIHOT
moBHu (NLP).

5. Interpanis moneni HII 3 6a3or0 manux. Po3poOka xopucTyBanbkoro iHTepdeicy.
[IpoBeneHHs TeCTYBaHHSI CUCTEMH Ta HAJIArOJKEHHS.

6. PosropranHs cucremMu Ha cepBepi. 3a0e3leyeHHs MIITPUMKHA Ta OHOBJICHHS
CUCTEMH.

Baprictb 1 yac po3ropTanHs Takoi CHCTEMHU MOXKYTh 3HaYHO 3MIHIOBATHCh B 3aJI€KHOCTI
Bl CKJIAIHOCTI MPOEKTy Ta cHenuiyHuX BHUMOT. 30KpeMa B paMKaxX IPOEKTY BXKe
po3ropHyTO cepBep g IuiarpopMu Ha 0Oa3i jgaTa-ueHTpy (akynbrery iH(hOpMaIHHUX
texHosorii  HVYBIII  Ykpainu. HapganHd HaykoBHMX Ta HaBYaJIbHMX  MaTepiajiB
nepeadavaeTbCcsl Ha 3acajax CHUIBHOTO BuUKopucTaHHs muatgopmu LI, yacTkoBo Ha siBHE
TexHIYHe 3ale3nedyeHHs B NpodiIbHUX Jabopatopisx (akynpTeTy iH(MOPMAILIHHUX
texHousiorit HYBIIT Ykpainu.

BUCHOBKHA

CTBOpeHHs Ta MOJAJIBLIMKA PO3BUTOK iH(opMalliiiHO-HaBYaIbHOI BeO muaTdopMu Juis
(1HAHCOBUX/KPEIUTHHUX JAOPATHUKIB HA/IaB MOXKIIMBICTH PO3POOUTH HANIPSIMKH Ta MiAXOIH J10
PO3BUTKY IUIAT(GOPMHU  EJIEKTPOHHOIO CUIBCHKOT'OCHOJAPChKOTO JOPATHMIITBA, 30KpeMa
MOJKJIMBOCTI II[0JI0 CHUCTEMHOTO0 MaciiTaOyBaHHS CHUIBHOT MPAKTHUKIB 31 CKJIAJOBUMHU
JMCTAHIIHHOTO HaB4aHHSA. BuOyayBaHa B XoJi JOCHKEHb Ta MPAKTUYHOI peasizarlii
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iH}pacTpykTypa BeO-pecypciB mIaTGOpPMH EIeKTPOHHOTO JOPAAHULTBA, SKi B3a€EMHO
iHTEerpoBaHi MDK CO0OI0, € CHCTEMHUM IIOCTYIIOM B Tmpoieci nudpoBoi Tpanchopmarii
CUTBCHKOTOCTIOAAPCHKOTO IOPAIHUIITBA YKPAiHU Ta MPAKTHYHOTO BIIPOBAKEHHS CKIAJOBHX
AKIS B YkpaiHi Ha OCHOBI CydacHUX TeXHOJIOTIH. IlepeoBi TEXHOOTIT ITYYHOTO HTEIEKTY
BIJIKpHMBA€ HOBI MEPCIIEKTUBH 3Ty4CHHS IUPPOBUX MaTepialiB (a caMe B TAKOMY BUTJISI Ha
ChOTOJIHI MPOAYKYIOTBCS PE3yJIbTaTH HAyKOBUX JOCTIDKEHb Ta MPAKTHYHOTO JOCBiny) 0e3
CTBOPEHHSI CHCTEMHHX 0a3 JaHHX i3 CKIaJHUMH 3B’SI3KaMU Ta HEHMOBIPHOIO KUIBKICTIO iX
peanizalii mpu KOHTEHTHOMY HalOBHEHHI, 3a0e3Meuyoun ¢epMepaM OIepaTHBHE Ta SIKICHE
JUTSL THATPYHTS Ul IPUAHSATTS PIlIeHb 1 MiIBUICHHS €PEKTUBHOCTI iX MisIIBHOCTI.

CINUCOK BUKOPUCTAHUX JKEPEJI

1. Tlmardopma eNeKTPOHHOTO IOpPATHUIITBA, TOJOBHUN pecypc «ellopama». Jlara
3BepHeHHs: 10 mucronama 2024. [Onnaiia]. JocrymHo: https://edorada.org/uk

2. AKIS B Ykpaiui 10 nmucronama 2024 [Onnaiin]. JloctymHo: https://akis-ukraine.com/

3. ModernAKIS 10 nucromana 2024 [Onnaitn]. JJoctynHo: https://modernakis.eu/

4. InpopmarniitHo-HaByanbHa BeO muaTdopma A PiHaHCOBUX/KPETUTHUX JTOPATHHUKIB.
Hara 3Bepraenns: 10 mucronama 2024. [Owmmaiin]. JocrtymHo: https://fk.edorada.org/

5. Hucranuiiine  HaBYaHHA  (PIHAHCOBUX/KPEIUTHUX  CUIbCHKOTOCIOJAPCHKUX
nopagaukiB.  Jlara  3BepHenHs: 10  gumcromama 2024 [Owmmaita].  JocrymHo:
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6. Odiuiitnuit  BeG-caiit  «/lopaga» Bceykpaincpkoi rpomManchkoi —opraizaiii
«HarmionanbHa acoriaiisi CiIbChKOTOCIIOAAPCHKUX TOpaauux ciiyx0 Ykpainuy». 10 mucromana
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BU3HAYEHHA PEJIBEDY TP OBPOBLI ITOJIII'OHAJIBHUX JAHUX ®OPMATY
GLTF

AHoTanisn. Y poOoTi po3riIsgaeThcs NpoLec BU3HAYECHHS pelbedy MOBEPXHI HA OCHOBI
00poOku mosniroHanbHUx Aanux y ¢opmari GLTF. O6rpynToBano BubGip dopmary GLTF mns
PO3pOOKH CHUCTEMH OIIHKHM JeTpaJiOBaHUX IPYHTIB BHACIIIOK BiHiCbKOBHMX Jid. Bu3HaueHo
ocHoBHi niepeBarn GLTF. ¥V po0oTi 3arpornoHoBaHO KOMIUIEKC METO/IB aHali3y, 10 JIa€ 3MOT'y
NnoOyyBaTH YiTKY KapTy pelbedy.

Kunrouogi ciioBa: penbed, noiironanshi qani, GLTF, 00poOka naxux.
1. BCTVYII

IloctanoBka mnpodjemu. OOpoOKka TPUBHUMIPHUX JaHUX € BAXKJIMBUM €JIEMEHTOM
Cy4acHHUX TEXHOJIOTiH y reoindopmariiinux cucremax (I'1C), apxiTekTypHOMY MPOEKTYBaHHI,
MOJIETIOBaHHI JIaHAmAa@TiB Ta HIMX Tany3sX. OJHUM 13 KIIOYOBUX 3aBAaHb MPU poOOTI 3
TPUBUMIPHHMH MOJIEIISIMU € TOYHE BU3HAUYCHHS XapaKTEPUCTHK pelbe]y MOBEPXHi, 30KpemMa
TSt ineHTUdIKaIli HepIBHOCTEeH, TakWX SK BUPBU 4u maropOu. Lls mpobOiiema € ocoGmmBo
aKTyaJIbHOIO B YMOBax HEOOXIJHOCTI OIIIHKH JErpajoBaHUX IPYHTIB, IO MOCTPAXIAIH
BHACJIJIOK BIACHKOBUX Jai. B maHiii poOOTI pO3MIsTHYTO aJrOPUTM BUKOPUCTAHHS (opMary
GLTF mnis 06poOKkH MOTIroHaIbHUX JTAHUX 3 METOIO MOOYOBH KapTH PEIbeEDY.

AHami3 ocraHHix aociaimkednb i myoOaikamiii. @opmar GLTF (GL Transmission
Format) 6yB po3po06ienuit kouncopiiiymom Khronos Group sik edexktuBHuM 3acid mepeaadi Ta
3aBaHTaxeHHs1 3D-ciieH 1 mojenel y gomaTkax peanbHoro dacy[l]. Bin 3abe3meuye
KOMITaKTHE 30epiraHHsl reOMEeTPUYHHX JIaHUX, MaTepialiiB, TEKCTyp Ta aHIMallii, 110 POOHUTH
HOTro 3pyYyHHUM Uil BUKOPUCTAHHS B PI3HUX Tally3sX, BKIIOYAI0YH reoiHopmarliiiii cucreMu
Ta MojenoBaHHs naHamadty. JocmimkeHHs nokazyots, mo GLTF miniMizye posmip 3D-
pecypciB Ta 3MeHIye yac 0OpoOKH Mil yac BUKOHAHHSA, HEOOXIAHUN NI PO3MaKyBaHHS Ta
BUKOPHUCTaHHS IMX pecypciB [2] .

Mera nyoJjikanii. Metoro poOoTH € po3poOka anropuTMy A aHalizy penbedy
MOBEPXOHb LUIAXOM 00poOKM mojiroHanbHuX JaHux y ¢gopmari GLTF. V pamkax po6otu
3alpOMOHOBAHO 3aCTOCYBaHHS KOMIUJIEKCY METOJIB, BKIIOYAIOYM aHalli3 HopMalei
TPUKYTHHKIB, F€HEpaIlilo KapTu BUCOT, aHaNI3 I'PAJI€HTIB BUCOTH Ta (PUIbTpALil0 JOKATbHUX
excTpeMyMiB. OdiKyeTbCs, IO IHTErpallisi BUIIEHABEIEHUX METOJIIB JO3BOJIUTH CTBOPUTHU
JeTani30BaHy MOJIENb PeNbedy 3 BUCOKOIO TOUHICTIO Ta €()EeKTUBHICTIO.

2. PE3YJIBTATH TA OBI'OBOPEHHSA

[oniroHaneHi AaHi BUKOPHCTOBYIOTHCS JJISi MpEJICTaBlIeHHS OO'€KTIB 1 MOBEPXOHb Yy
BUTJISI/II 0araTOKYTHHKIB, 3/1€0UTBIIOTO TPUKYTHUKIB, IO 03BOJISIE CTBOPIOBATH BUCOKOTOYHI
TpUBUMIpHI Mogjenmi. [ 30epiranHs Ta oOpOOKM TaKMX JaHUX ICHYIOTH Di3HI (opmaru
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daiuriB, oqauM 13 momyisipaux cepen Hux € GLTF, mo mae 3mory mpeacTaBisTH aaHi
penbedy B BUTIISAI MTOTITOHAIBHOT CITKH.

[lonmironanepHa ciTKka - 1€ CTPYKTypa, IIO CKIQJA€ThCS 3 B3aEMOIOB'SA3aHUX
0araToOKyTHUKIB (Hal4acTilie TPUKYTHUKIB), $Ka BUKOPHUCTOBYETHCS [UIS TOJAHHS
TpuBUMipHHX 00'ekTiB. CiTKa 3 TPHUKYTHHUKIB € YHIBEpPCAIBHOIO Ta BiTHOCHO JIETKOIO B
00po6i11i. Taka cTpykTypa T03BOJISE IeTaTi3yBaTH TTOBEPXHIO 00'€KTa 332 PAXyHOK 30UTBIIICHHS
KUIBKOCTI TPUKYTHHKIB, MIO BaXXJIUBO Ui CKJIAQJAHUX TIIOBEPXOHb, HANPHUKIAA, WpHU
MoeoBaHHiI penbedy. Cepen momysipHuX GopMaTiB it 30epiraHHs MOJIrOHATBHUX JTAHUX
e OBJ, FBX, STL, i six Bxke sragyBaiocsk GLTF.

B pamkax po3poOku cuctemMu Ajs OLIHKU JeTpaJloBaHUX IPYHTIB BHACIIJOK BIICHKOBUX
nif 6yno oOpano ¢opmar GLTF. Lle pimieHHs oOrpyHTOBaHE HM3KOIO IEepeBar 3 SIKUX
OCHOBHUMH € MOXJIMBICTh MIATPUMKHU TEKCTYp, KOJBOPY Ta MarepiaiiB, 3a0e3neuyrouu
BHCOKY SIKICTh Bi3yaJlizallii MOJeJIeil Ta MOXKJIUBICTD X JeTaibHOTO aHanizy, JSON-cTpykTypa
GLTF nonerurye iforo napcur i peaaryBasssi. Mojiesni MOKHa JIETKO 3MIHIOBATH IIPOIPaMHO,
nojaodu  abo BUAANAOYM eneMeHTd, 1o pobuth GLTF rayukum Qopmatom mmis
po3pooku[3].

Jlisa BUSIBIEHHS HEpIBHOCTEH Ha MOBEpXHI (BUPB 1 maropOiB) y TPUBUMIPHIM Mojeni
dbopmaty GLTF B po6oTi OyayTh BUKOPHUCTAaHI METOAM OTMHCAHI HUIIE Ta MPEACTABJICHI Ha

pucyrky [3],[4].

Bxinni janni

Amnajiz HopMaJeif

T'enepanist kapTn BHCOT

AHaJi3 rpajgi€HTiB BHCOT

dinbLTpanis JOKAILHUX eKCTPeMyMiB

Kapra peanedy

Pucynox 1. Anzopumm o6poOKU nONI2OHANGHUX OAHUX ONIi CMBOPEHHS
Kapmu penveghy

AHani3 Hopmaseil TpukyTHHMKiB. Hopmani BH3HAuyaroThb HamnpsMOK KO>KHOTO
TPUKYTHHKA MOBEPXHI1. SIKIII0 HOpMai pi3KO 3MIHIOKOTBHCS MK CYCIIHIMU TPUKYTHHKaMH, 1€
CBIIYMTH NPO HASBHICTh HEPIBHOCTI. 3a JOMOMOTO OOYHMCICHHS KYTIB MDK HOpMaJIIMU
MO’KHA 11eHTU(IKYBaTH Pi3Ki Mepenay, o BKa3yloTh Ha BUPBH a00 TOPOH.

I'enepanis kapTu BucoT. [lepeTBopeHHs MOJelNi B KapTy BUCOT J03BOJIIE CTBOPUTH
2D-300paxkeHHs1, /1€ BHCOTAa KOXXHOi TOUYKM MpeJCTaBlIeHa B rpafauifix Koybopy. [loTiMm
300paXeHHsT MOJKHA aHaji3yBaTH Uil BHABICHHS JIOKAJIBHUX MIHIMYMIB (BHUpB) 1
MaKCUMalTbHUX 3HaueHb (TOpOiB), 10 POOUTH OLIHKY pelbedy 3pyUHOIO 1 HAOUHOO.
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AHaJni3 rpafienTiB BUcOTH. OOUHCICHHS IPaJi€HTIB BUCOTH KOXKXHOTO TPHUKYTHHKA 200
OCepelKy JI03BOJISIE BUSBUTH 00JacTi 3 pI3KUM 3MiHOK BHCOTH. lleil meTon Takox
e(peKTUBHUNA Ui BUSBJICHHSA OO €KTIB, SKI BUAUIAIOTHCS Ha 3araibHoMy (OHI MOBEPXHI,
HaNpUKIIaJl, BUPBH IICIISI BUOYXIB.

3acTrocyBanHs QiabTpanii JOKaJbHHX eKcTpeMyMiB. BHKOpHCTaHHS aaropuTMiB
¢butbTpanii, HaNpPUKIaA, MACTEKIil JOKAIBHUX CKCTPEMYMIB, JIOTIOMAara€ aBTOMATHYHO
BH3HAYATH 30HU 3 MIJIBUIICHHSIM a00 TIOHWKEHHSIM BUCOTH, XapaKTEepHi JJis BUPB a00 ropOiB.
Le 103BOJIsIE CTBOPUTH 3arajibHy MOJIENb peiabedy 3 BUIUICHHSIM KIIOUYOBHX HEPIBHOCTEH.

BUCHOBKU TA NTEPCIHEKTUBU ITOJAJBIIUX JOCJIITKEHb

[TocnigoBHE BUKOPUCTAHHS HaBEJAEHUX METOJIB J1aCTh 3MOTY OTPUMATH JAETali30BaHy
KapTy penbedy, e KOKEH METOJ1 JOTOBHIOE OJIMH OJTHOTO. AHai3 HOpMasel 1 KapTa BUCOT
(bopMyIOTh 3arajbHy CTPYKTYpYy peibedy, TOII SIK TpaJl€eHTH Ta JOKAJIbHI €KCTPEeMyMHU
YTOUHIOIOTH HOTO, BHAULSIOUM KpUTHYHI obOnacti. lle 3abe3nedye TOUHUI 1 KOMIUIEKCHHI
MIAX1D 10 Bi3yamni3alii Ta aHalizy peibedy, M0 crpuse OuIbIl €peKTUBHOMY OLIHIOBaHHIO
HepIBHOCTEN Ha MOBEPXHI
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®VHKIIOHAJIBHUN AHAJII3 XMAPHIX CEPBICIB HA OCHOBI IIII JIJTST
MOHITOPUHT'Y EMOLIITHOTO CTAHY TTPAIIIBHUKIB ITIJT YAC OHJIAMH
KOMVYHIKALI

AHoTauis. 3pocTaHHs KUIbKOCTI KOMIIaHIH, Je MpaliBHUKH MPALIOIOTh AUCTAHIIIIHO CTBOPIOE
JUISl HUX HOBI BUKIIUKH JUIsi 3a0e3reueHHs] e)eKTUBHOI KOMYHIKAIIl Ta MATPUMKH T00pOOYTY
npaliBHUKIB B 1IU(poBoMY rpoctopi. OHUM i3 BaXKIIMBHUX aCIEKTIB JUIs KEPIBHUKIB KOMIIaHIN €
PO3YMiHHSI @MOIIITHOTO CTaHy CHIBPOOITHHUKIB, IX yBaru Ta 3ajydeHOCTI Iij Yac BiguaneHoi abo
riOpuaHoi poOOTH. 3[ATHICTH BHUSIBJISATA Ta PO3YMITH EMOLINHMII CTaH CHiBPOOITHHUKIB Yy
(POBOMY CEPEIOBHII CTa€ KPUTUYHO BAXIUBOIO sl 3a0e3nedeHHs edekTuBHOI poOoTH
KOMaHJl Ta MiATPUMKU [O3UTHBHOIO IICHXOJOIYHOro Kiimaty B kommanii. [lana po0ora
MIPUCBSIYEHA JIOCII/DKEHHIO Ta aHalizy (YHKIIOHATBHAX MOXIHBOCTEH XMapHHX CEpBICIB Ha
ocHoBI 1wTyqHoro iHrenekry (L) mis MOHITOpUHTY Ta aHaIi3y EMOIIHOrO CTaHy MpalliBHUKIB
i 4ac OHJIaliH KOMYHiKalii Ta B3aemopii. BusnaueHo (yHkuioHanbHi MoxuuBocti: (1) Tum
JaHuX, WO aHami3yooThest; (2) nocrymHicte; (3) iHTerpauis; (4) koHbiaeHmidHicTB; (5)
MacITaboBaHiCTh; (6) 3BOpoTHHI 3B’s130K. [IpoaHanizoBano xmapHi cepBicu Ha ocHoBi 111, Taki
sk MorphCast Al, iMotions Online, Affectiva, FaceReader ta Kairos. 3acrocyBaHHs Takux
XMapHuX cepBiciB Ha ocHoBi LIII B KoMmaHisIX crpusTHME MiABUIIECHHIO e()eKTHBHOCTI OHJIaWH
KOMYHIKaIlii B yMOBax AUCTaHIiItHOI abo TiOpuaHoi poboTH.

Kiro4oBi cjioBa: mTydHH{ iHTENEKT; MaIllHHE HABYAHHS, XMapHI TEXHOJIOTii, MOHITOPHHT
€MOIIiil; OHJIAitH KOMYHIKaIlisl; OpTaHi3alliifHa IICUXOJIOTis.

BCTYII

IToctanoBka mnpoOaemu. PuHOK mpami 3a3Hae paguKaJbHUX 3MiH, OCKUIBKH B
Cy4acCHUX yMOBax JIUCTaHIIHa (riOpuaHa) pobOTa Ta OHJIAMH B3a€EMOJis CTalOTh HOPMOIO.
Takuit mepexig CTBOPIOE SK HOBI MOKITUBOCTI, TaK 1 3HA4H1 BUKIUKU JJIs1 poOOTOJABIIB, a
caMme HaJlaro/pKeHHs e()eKTUBHOI KOMYHIKaIlil Ta 3abe3neueHHs J00poOyTy MpaliBHUKIB Mif
yac poOOTH MpAIiBHUKIB Yy OHJAMH pexxumi. Xouya BIACYTHICTh (I3UYHOT MPUCYTHOCTI
YCKIIATHIOE PO3YMIHHS MDKOCOOHMCTICHOT B3a€MOJIIi KOJEKTHUBY Ta CBO€YACHE BUSBICHHS
MOTEHIIHHUX MPOOIEM.

OnHUM 13 KIIIOYOBHX acIeKTiB, IKUH Oe3MocepeIHbO BILTMBAE HA €eKTUBHICTH POOOTH
€ ix emouiitauii ctad. Ilix yac oduaitH poOOTH MPALIBHUKKA MOXYTh Kpalle po3yMITH OJHH
OJIHOTO, BPaXOBYIOYH TOH r0JIOCY Ta MiMIKy. B 1iudpoBoMy cepeoBuIIll YaCTO BTPayarOThCs
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Taki (pakTopH, M0 MPU3BOJAUTH O HEMIOPO3yMiHb, KOH(IIIKTIB Ta 3HUKEHHS MPOYKTUBHOCTI
MPAIliBHUKIB.

AHani3 ocTaHHIX AocaizkeHb i nmy6Jikaniii. EMonilinuii cTan npaiiBHUKIB CyTTEBO
BIUIMBAE€ Ha €(PEKTHBHICTH POOOTH, SKICTh BUKOHAHHS 3aBAaHb. CaMe MOHITOPHHI TaKOTO
CTaHy MOK€ MiHIMI3yBaTH PU3UKH, TIOB’5I3aH1 3 BIAXWJICHHSIMH B SKOCTI MPOAYKIii Ta Oe3MeKH
BUPOOHMIITBA, 3a0€3MeUyloYl TOYHY OILIHKY €MOIIIHHOTO BIUIMBY NpAI[iBHUKIB Ha iXHIO
poboty [2].

3amydeHicTh Ta yBara J0 poOOTH, 33JJ0BOJICHICTh € KPUTHYHO BKIMBUMHU (PaKTOpaMU
n00poOyTy B Cyd4acHMX YyMOBaxXx. Y BHCOKOKOHKYPEHTHOMY pOOOYOMY CepeIOBHIII
MpaliBHUKY 3 BUCOKHM PIBHEM CaMOKOHTPOJIIO, SIK IIPABUIIO, MPALIOIOTH Kpalle 1 BIA4yBalOTh
MEHIIIE €MOIIITHOTO BHUCHaXXEHHA. Pe3ynbTaTUBHICTH, OllIHEHA KEPIBHUKOM, OTIOCEPEIKOBYE
B32€MO3B’SI30K MDK CAMOKOHTPOJIEM 1 EMOIITHUM BUCHA)KEHHSAM, MIIKPECTIOI0UN BaXJIUBICTh
3BOPOTHOTO 3B’S3KYy II0JI0 MPOJYKTUBHOCTI B yNpaBiiHHI eMoLiiHuMuU Bumoramu [1]. Came
TOMy, MeTOI myOjikanii € aHami3 XxMapHUX cepBiciB Ha ocHoBl LI ams MoHiTOpUHTY
E€MOIIIHHOTO CTaHy TMpAIiBHUKIB TIiJl Yac OHJAWH KOMYHIKaIii Ta BH3HA4YEHHS IX
(GYHKIIOHAJTbHUX MOXJIMBOCTEH, po3poOka (YHKIIOHAIBHUX KPUTEPIiB MOPIBHSHHS TaKHX
CEPBICIB.

PE3YJIBTATH TA OBI'OBOPEHHS

CyuacHi pilieHHs, 110 BHKOPUCTOBYIOTh HEMpPOHHI Mepexi Ta aJroOpUTMH
PO3MIi3HABaHHS €MOIIii, MOXKYTh BIZICTE)KYBAaTH Ta IHTEPIPETYBATH €MOIIIIHI CTAaHU B PEKUMI
peanpHOTO Yacy. Taki CHCTeMH aHATI3yIOTh BUPa3n 00JIMYYs, MOJIEIII MOBJIEHHS, (Di310JI0TIUH1
JaHl Ta TEKCTOBE CHUIKYBaHHS s Kiacudikallii Ta MpOTHO3YBaHHS EMOIIIMHUX CTaHIB,
CKJIaZIaTH €MOIIiitHI TOpTQOoJIi0 Ta MPOTHO3yBaTH MOBEAIHKY [2], [4]. B Tabmumui 1 HaBenmeHo
MOPIBHSHHS HAsBHUX XMapHUX pimieHb Ha ocHOBI LI ms MOHITOPHHTY €MOIIHHOTO CTaHy
MPAaIiBHUKIB ITiJ 9ac ridOpuaHoi poOoTH.

Tabauys

IMopiBHsAHHS XMapHUX pilieHb HA 0cHOBI LI 17151 MOHITOPUHTY eMOLIIHOTO CTaAHY

NpaniBHUKIB
D YHKIIOHATBHICT MorphCast Al iMotions Online Affectiva FaceReader
b
MoIuBICTE OHJIAMH-3yCTpiui, BiJI€O, ayio BiJI€O, ayio BIJIEO

3YUTYBaHHS eMOLIN TIeperyIsiy Bizeo,

TIeperysig BeO-CTOPIHKI

Hami, o piBeHB yBarw, BaJICHTHICTb, JOACHKI piBeHb yBarw,
AHANI3YIOTHCSA 3IIy4eHOCTi, 3aIIy4eHiCTh, 7 eMortii, 3aITy9eHOCTI,
3aHENOKOEHHS, 7 OCHOBHHX €MOIIIH, KOTHITHUBHI gyiHOCTI, 6
OCHOBHHX E€MOIINA 2 emoI1ii BUCOKOTO CTaHW, Jii Ta €MOIIITHAX
eMOIIHAN ePeKT piBHS: 00’eKTH CTaHiB
CEHTHMEHTANIBHICTh
1 30EHTEe)KEHHSA
HoctynHicTs xMapHHi cepsic, API, XMapHHUH cepBic XMapHUH XMapHHUI cepBic,
JIECKTOIIHA BEPCis cepaic, API JIECKTOITHA
Bepcis
I[aTerpanis TaK TaK TaK TaK
Kondinenniinicts BHCOKHI piBeHb Oe3neku nanux, porpumanis GDPR
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MacmraboBaHiCTb TaK TaK TaK TaK
3BOpPOTHHUIA 3B’ 130K TaK TaK TaK TaK

3naTHICTP KEpIBHUKIB PO3Mi3HABaTH €MOIil BiAirpae BHpIMIATbHY pOJIb y 3aXUCTI
NpaliBHUKIB BiJ eMOLIHHMX HaBaHTaXeHb. CHIBPOOITHUKH, $AKI CHPUHAMAIOTh CBOIX
KEpIBHHUKIB SIK JOCBIIYCHHX Y pO3IMi3HaBaHHI EMOLIMHMX CTaHiB, BIAYYBalOTh MEHIIE
TICHXOJIOTIYHOTO HAIPY>KEHHS Ta HE3a/I0BOJICHHS poO0TOIO [3].

Otox, nmpoaHasnizoBaHl XMapHi cepBicu Ha ocHOBI Il 11 MOHITOPUHTY €MOIIHHOTO
CTaHy MaloTh Ta NIATPUMYIOTh 0a30BUI HEOOX1AHUM (yHKIIOHAN. TakoX, BapTO 3ayBayKUTH,
o 0arato Cyd4acHUX pilleHb MIATPUMYIOTH IHTErpalilo 3 pI3HUMH XMapHUMH CEpBICAaMH Ta
CHUCTEMaMM, TaKUM YHHOM, HEOOX1IHY (YHKIIOHAJBHICTh MOXKHA PO3LIUPUTU 32 PaXyHOK
BUKOPUCTAHHS IHIIMX CEpBICIB, OTPUMYIOUM OUIbLI JAETadbHUI aHaii3 €MOIIMHOIO CTaHy
MpaliBHUKIB Ta TOKPALIYIOYU OHJIAalH KOMYHIKAIIIO.

BUCHOBKU TA NTEPCIHEKTUBU INOJAJBIIUX JOCJIT)KEHb

MOHITOPUHT €MOIIMHOrO CTaHy CHIBPOOITHUKIB Ma€ BaXJHMBE 3HAYCHHS s
MIATPUMKH TPOTYKTUBHOTO Ta 3JI0POBOTO POOOYOTO CepeoBHUINa. BrpoBa/KEeHHS XMapHUX
ceppiciB Ha ocHOBI LI 1 MOHITOPUHTY €MOI[IITHOrO CTaHy MpPAIIBHUKIB € PIICHHSM, SIKe
JI03BOJISIE CTBOPUTH OUTBINI THYYKE, KOM(OpPTHE Ta MPOIYKTHUBHE CEPEIOBHINE ISl OHJIAWH
KOMYHIKaIlii, mo J03BOJisIE€ iAeHTU(DIKYBAaTH €MOIlIifHI CTaHW, yBary Ta 3ally4eHICTh, Ta
CIPHUATUME TIIBUIIECHHIO €()eKTUBHOCTI B3a€MOJIIT B KOMaH/II.
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INTEGRATING SCIENTIFIC ENTREPRENEURSHIP WITH DIGITAL
TRANSFORMATION STRATEGIES FOR SMES

Abstract. This article examines the critical role of scientific entrepreneurship in driving
innovation and economic growth, focusing on small and medium-sized enterprises (SMEs). The
author discusses how scientific entrepreneurship accelerates the commercialisation of the results
and a wide range of innovations by combining research expertise with business applications. Key
activities in this area include research and development, collaborative and commercialisation
research, resource management, business consultancy and providing funding opportunities. The
article also examines the critical role of academic institutions in facilitating innovation that
enhances the digital skills crucial for maintaining SMEs' competitiveness. The conclusion is that
targeting regions with underdeveloped digital markets for IT adoption can significantly unlock the
potential of scientific entrepreneurship. The author highlights the strategic need for adaptability
and integration of digital innovation into business practices for future economic competitiveness.

The intersection of social impact and academia has played a crucial role in education by
driving the integration of entrepreneurship into academic settings to meet the demands of a
market economy. This shift is exemplified by institutions like the Massachusetts Institute of
Technology (MIT), which emphasises innovation models over traditional education systems.
This focus has led to the development of notable IT projects like Dropbox.

“Scientific entreprencurship” is a methodological framework that utilises research
expertise and methodologies to advance applied research and support business projects. Its
primary goals include the swift adoption and commercialisation of various innovations.
Critical activities in scientific entrepreneurship encompass research and development,
collaborative research and commercialisation, resource management, business consulting, and
training, all aimed at creating practical, market-ready innovations. This approach ensures that
scientific findings are not merely theoretical but are actively applied to develop real-world
solutions and support economic development.

This paper focuses on the role of scientific entrepreneurship in enhancing digital
innovation in small and medium-sized enterprises (SMEs). It aims to identify opportunities
for digital innovation, assess the impact of academic institutions' support for SMEs, and offer
policy recommendations to promote sustainable growth and enhance competitiveness in the
digital economy.

Scientific entrepreneurship plays a crucial role in fostering innovation, but it's important
to understand the broader competitive environment that includes various institutions and
mechanisms essential for innovation adaptation and implementation.

Key contributors include Corporate R&D Departments, Experimental Development?
Large Corporations, Universities, Government Research Agencies, Consulting Firms, and
Independent Researchers. Each player has unique strengths: Corporate R&D leverages
resources for applied innovations, while individual entrepreneurs offer flexible, cost-effective
solutions despite higher risks. Government agencies and consulting firms provide
foundational research and specialised services that drive social impact. Applying research to
commercial opportunities in scientific entrepreneurship is particularly impactful in the SME
sector, where digital tools are vital for competitiveness. This growing need has spurred the
demand for educational services focusing on enhancing digital skills.

The supply of educational entrepreneurship services, particularly digital skills, is crucial
in scientific entrepreneurship. A comparative analysis highlights key educational providers
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like Coursera and Udemy, which democratise education by offering affordable and accessible
programs for skill development. Industry leaders such as Amazon AWS offer targeted
programs in Data Analytics, addressing the demand for digital specialists and providing
comprehensive certification paths. In contrast, university degrees in Data Analysis and Digital
Marketing offer structured learning but can be cost-prohibitive for SMEs and individuals. The
analysis emphasises the vital role of universities and research institutions in adapting to
changing market dynamics, ensuring their relevance amid the growing influence of digital
platforms.

The results of Clustering “European: Digital Single Market—Promoting” in Selected
Countries Post-COVID-19 offer valuable insights. The implementation of digital innovation
significantly accelerated, highlighting the pressing need for innovation within the European
Union's Digital Single Market to facilitate adaptation.

Two distinct trends emerge from the analysis:

1. The first cluster (19 counties in the European region) is defined by the "Digital Single
Market-Promoting" metric, which rose to an impressive 90% by the end of 2022. This cluster
shows relatively modest growth dynamics, with annual increases ranging from 2% to 5%.
Despite the slower growth rate, it indicates a mature and stable integration of digital tools and
practices.

2. The second cluster, highlighted in green (Romania, Bulgaria, Tiirkiye, Cyprus,
Hungary, Slovakia, Italy and Latvia), consists of countries with an average annual growth rate
of 10%, although their "Digital Single Market - Promoting™ metric remains below 80%.
Despite lower overall digital integration, these countries show considerable potential and a
strong capacity to meet the growing demand for scientific entrepreneurship. The upward trend
in these nations suggests they are quickly catching up and could become significant players in
the future digital economy.

Targeting the green-cluster countries as strategic locations for implementing IT
technologies within Small and Medium-Sized Enterprises (SMES) is highly recommended.
This approach will unlock untapped potential and promote the growth of scientific
entrepreneurship in regions ready for significant digital advancement.

As we explore the process of adapting to digital innovation, it is crucial to understand
the complex interconnections of elements required to tailor these innovations specifically for
SMEs. This understanding provides a clear framework for successful adaptation in today's
digital landscape.

The Industry 4.0 Business Models Block features complex frameworks and tools for
digital and big data environments. To function effectively, these resources require specialised
digital skills, such as data analysis models and web-based visualisation tools. Universities and
research institutions play a crucial role in management processes across various domains,
including logistics, business processes, resource management, sales, and marketing. These
areas are often the focus of research initiatives, highlighting their importance in driving digital
innovation. However, many of these advanced components are beyond the capabilities of
typical SME personnel to manage independently. This limitation creates a growing demand
for scientific entrepreneurship, particularly during adapting digital innovations and integrating
complex managerial processes. SMEs can address this gap by emphasising scientific
entrepreneurship, ensuring that digital innovations are adopted and seamlessly integrated into
their operations for optimised performance.

CONCLUSIONS

The paper emphasizes the crucial role that scientific entrepreneurship plays in driving
innovation, particularly in Small and Medium-Sized Enterprises (SMEs). The dynamic nature
of the global market, combined with rapid technological advancements, requires a proactive
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and competitive approach to scientific entrepreneurship. By strategically leveraging research
expertise, fostering interdisciplinary collaboration, and exploring commercialization
pathways, scientific entrepreneurship has become a vital mechanism for converting scientific
knowledge into marketable solutions.

The market for scientific entrepreneurship services is increasingly tailored to meet the
specific needs of SMEs, which often need more resources and expertise to navigate complex
digital transformations. This alignment is essential, as SMEs make up a significant portion of
the economy, and their ability to adopt innovative solutions directly affects broader economic
growth.

Less developed digital markets present substantial opportunities for scientific
entrepreneurship. These regions are poised for accelerated growth and digital advancement.
Targeting these areas for implementing IT technologies and digital innovation initiatives
could unlock significant untapped potential, creating an environment where scientific
entrepreneurship can flourish.

Academic and scientific institutions play a vital role in this landscape. Their
responsibilities extend beyond traditional research and education; they serve as incubators for
innovation, providing essential support for skill development, project management, and
commercialising scientific breakthroughs. Through collaborative efforts with industry, these
institutions are well-positioned to bridge the gap between theoretical research and practical
application, particularly within SMEs.
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IITYYHUM THTEJIEKT JJ151 ITIPOTHO3YBAHHS YPOXKAMHOCTI TA AKOCTI
YPOXAIO IMIIEHUL O3UMOI

AHoTanis. 3anporroOHOBaHO HOBUI METOJ KOMIUIEKCHOI OLIHKHA MPOTHO3Y ypOXKaiHHOCTI
Ta SKOCTI BPOXKAI0 IIIEHUII O3UMOI AK OCHO8a 0N Maudymuwvoi asmomamusauii 6
obcnyzosyeanni eupowgysanna uici 3epnoeoi Kyavmypu. i1 1BOrO BUKOPHUCTOBYIOTHCH
pe3yapTaTi 0araTOpiyHMX CIOCTEPE)KeHbh Ta MaTeMaTWYHa MOIENh HA OCHOBI INTYYHOL
HEWpOHHOT Mepexi 13 CTPYKTYpOrO «O0araToliapoBHil mHeplenTpoH». 3a3HadeHe (opMye
MMOKAa3HUKH MIOAO 3aCTOCYBaHHA iX Yy MOIENIAX i3 BU3HAYCHHSAM (PaKTOpiB Ta YMOBU IS
TIONIEPETHBOTO 1 3 BUCOKOIO HAIMHICTIO IUIAHYBaHHS Pi3HOMAaHITHUX TEXHOIOTIYHUX OIEpaIii,
IO CYNPOBOPKYIOTH MPOLEC BUPOLIYBAHHS IIICHHII 03UMO1, a Iie, y CBOKO 4epry, - e(heKTHBHO
BHUKOPHCTOBYBATU (DiHAHCH, MaTepiaibHI PECYPCH, CIIPHUATH MOKPAIIEHHIO €KOJIOT19HOI CUTYAITi1
Ha BUPOOHHYHUX TOCIBaX.

KiarouoBi cjoBa: sKicTh BpoXaro, HEHpOHHA Mepeka, 0araTOMIapoOBWI IEPIIETITPOH,
Jlicocren Ykpainu, moxuOka MporHo3y, €HEProEMHICTh, BMICT O1JIKY, BMiCT KICHKOBHHHU.

1. BCTYII

JlicoctenoBa 30Ha YKpaiHu — 30Ha MIMPOKOTO MOIIMPEHHS MIIEHULI 03UMOi. Baxmuso

3aBYaCHO MAaTH HAAIHY iH(POPMAIlil0 11100 MOXKJIMBHUX YPOKaHHOCTI Ta SKOCTI BpOXKaro i€l
POCIMHHOI KYJIBTYpH, IO CIPHUATHME MPOBEJICHHIO CBOEYACHUX Ta €(PEKTUBHUX CEPBICHUX

omepariii (0OpoOITOK TPYHTY, BHECEHHS MUDKUBIEHHS, OOpoThOa 31 MIKIIHUKAMH
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xBopoOamu). Yci mi omepailii JOporo BapTiCHI Ta MOTPeOYIOTh CEpio3HOro (HiHAHCOBOTO
IJIaHYBaHHS.

CyuacHi BHCOKOTEXHOJIOTIYHI mporecu Oyab SKUX KpaiH, y TOMYy 4yucli # YKpaiHu,
BUKOPHCTOBYIOTh PI3HOMAaHITHI CHCTEMH aBTOMATH3allii MpOLecy aHali3yBaHHS IIHX
3aKOHOMIpPHOCTEM. | MPOTHO3yBaHHS MPH IILOMY BiJirpae BaXXJIUBY POJIb, OCKUIBKU € OCHOBOIO
JUIL  aBTOMaTH3alii opraHizamiiiHoi JisuTbHOCTI Oynab-sfikoi cTpykTypu. [IporaosyBanHs
MaiOyTHBOT YpOXKaHOCTI Ta SIKOCTI BpO’Kalo, Ha HAIl TOMAA, € (QYHOIAMEHTOM BCHOTO
MPOLIECy BUPOIIYBAHHS MIICHHINI O3UMOi, OCKUIbKM Ha paHHIX eTarax JO03BOJISE 3POOUTH
AQHATITHYHUA BUCHOBOK TIPO JIOIUTBHICTH BUPOIIYBAaHHS BHCOKOTO BPOXKAO 3€pHA.

IHocranoBka npo6aemu. CydyacHi BUCOKOTEXHOJOTIUHI MPOLECH OyIb AKUX KpaiH, y
TOMY 4Yucal W YKpaiHH, BUKOPHUCTOBYIOTh PI3HOMAHITHI CHUCTEMM aBTOMAaTH3allil IMpolecy
aHaAJII3YBaHHS LIUX 3aKOHOMIpHOCTEH. | mporHo3yBaHHs MpH IIbOMY BIJIrpa€e BaKJIUBY pOJib,
OCKUIbKM € OCHOBOIO JUIsl aBTOMaTH3allll OpraHizamiifHoi AisUIbHOCTI OyAb-sIKOi CTPYKTYpH.
[IporHo3yBaHHs MaillOyTHBOI YpO’KalHOCTI Ta SKOCTI BpOXaro, Ha Hall TMOTJSAA, €
(yHIaMEHTOM BCHOT'O IPOLECY BUPOLIYBAHHS IMIIEHUIIl 03UMOI, OCKUIbKM Ha PaHHIX eTamax
JI03BOJISIE€ 3pOOUTH aHAJIITUYHUN BUCHOBOK MPO JIOUUIBHICTh BUPOLITYBAHHS BUCOKOTO BPOXKAI0
3epHa.

AHaJi3 ocTaHHiX A0cHizKeHb i mydaikamiii. Y poOoTi [1] Mu mociimxyBamy BIUTUBU
Ha YpOXalHICTb OKpPEeMHX KYJIbTYp pPI3HOMAHITHHX MPUPOAHMX (DAKTOPIB, YHCETBHOCTI
mKigHuKiB. [IpoTe, mpu 1boMy He Opajiach 10 yBaru T€XHOJOTiS BUPOIIYBAHHS KYJIbTYpU Ta
HE OIIHIOBAJIACh SKICTH 11 ypOIKaro.

BBakaeMo, 1110 TEXHOJIOTis BUPOLYBAaHHS, 1 30KpEMa, CUCTEMH BEAECHHS POCIMHHUIITBA
SK OKpeMi (aKTOpW BIUIMBY, 3aCIyroBYIOTh Ha OCOOJWBY yBary, OCKUIBKA B CTPYKTYpi
co01BapTOCTI BpOXKAIO 3aiiMa€e CYTTEBY YaCTKy BUTpAT, a TOMY B MOJEJISAX MPOTHO3YBaHHS
MaiOyTHIX BHUTpAT 1 MOXJIMBOTO MNPUOYTKY IMOBHHHA BPaXOBYBATHCh B OOOB’SI3KOBOMY
HOPAIKY.

Meta nyo6uaikanii. MeToro € po3po0Oka METOIy TPOTHO3YBAaHHS YPOKAHHOCTI Ta SKOCTI
BPOXaro MUIIEHUL 03UMO1 3 BUKOPUCTAHHSAM TE€XHOJIOTII INTYYHOI'O IHEJIEKTY.

2. TEOPETUYHI OCHOBH

bararopiuni gocnimkenns [1, 4] mo3Boauian HaM OOIPYHTYBaTH BUOIPKY JaHUX Ta iX
aHaI3 MO0 BIUIMBY HAa YPOXKalWHICTh Ta BMICT KJICHKOBHHH 1 OLIKY IMIIEHHUIN 03UMOT IS
Jlicocreny VYkpaiHM TakuxX HOpUPOAHHX (DAKTOPIB SAK TPHUBAIICTH COHSYHOTO CsiiBa,
CepeHbOpIYHA TeMIlepaTypa, CymMa ONajiB, CepeJHbOPIYHA BITHOCHA BOJIOTICTH MOBITPS Ta
TUIIB  TEXHOJIOTiT  BUPOLIYBaHHS (TpajuIiiiHOT eHepro3arpaTHOl, IO MOUIUPEHO
3aCTOCOBYEThCS B YKpaiHi, Ta eHeprozoepiraroyoi).

3. METO/ M JOCJIAKEHHSA
JUis TpOTHO3YBaHHS SIKOCTI BPOXKal0 BUKOPUCTOBYIOTbCS MPHUHLUIHN TEXHOJOT]
HITYYHOTO IHTEJEKTY.

4. PE3YJIbTATHU TA OBI'OBOPEHHS
Sk Bimomo 3 Jpkepen [2, 3] 3a yMoB HasBHOCT1 iH(pOpMAIiifHOT HEBHU3HAYEHOCTI
PEKOMEHIYETbCS /sl MOOYIOBU MOJEIEH HpPOTHO3YBaHHS, Yy TOMY YHCIl W ypokailHOCTi
NIICHUIII 03UMOI Ta SIKOCTI 3epHa CyYaCHMX COPTiB, BUKOPUCTOBYBAaTH IITY4YHI HEHPOHHI
Mmepexi [2, 3]. HaOytuii HamMu TOCBif 103BOJIS€ 3yMMMHUTHCH HA CTPYKTYPI TAKHX MEPEexX K
«baraTomapoBHii NEPUENTPOH» 3 5 MPUXOBAHUMHU ILIAPAMUI).
Marepianu JTOCHKeHb CBiAYaTh, L0 BXIAHUMHU (akTOpamMH B MOJeNi HeHpOHHOI
Mepexi € 3HaYeHHS NapaMeTpiB HABKOJHUIIHBOIO CEPEIOBUINA Ta €HEPrOEMHICTh TEXHOJOTIT
3a pokaMH. 3ayBa)XMMO, 10 YaCTHHA BUOIPKM BUKOPUCTOBYBAIACH JUI HABUYAHHS HEHPOHHOT
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Mepexi, a IHmi I8 KOHTPOJI Ta C€aMoro MpOTHO3yBaHHS. PesympTatu Takoro
nporHo3yBanHs s 30HU Jlicoctemy VYkpaiHu 3a yMOB 3acTOCYBaHHS TPaIUIIHOT
€Hepro3aTpaTHOI TEXHOJIOTIT MOJICITIOIOThCS HA pHC. 1.

BMICT GiNKy, % (Target) vs. BMICT Ginky,% (Output)

BMICT KneikosiHK,% (Target) vs. BMICT Kkneitkosutn, % (Output) Samples: Train
Samples: Train 118
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Pucynox 1. Pesynomamu npocro3ysanHs aKocmi 3epHa nuleHuyi 03umoi 3a pokamu 0Jisl 30HU
Jicocmen Ykpainu 3a ymoe suxopucmanus mpaouyiiHoi eHepeo3ampamHoi mexnHonoeii
(emicm KaetikosuHu — noxubdka He nepesuwye 4%, emicm 6inka — noxubka He nepesuuyye

10%)

BUCHOBKU TA NEPCHEKTUBU INOJAJBINUX JOCJIIKEHb

AHaji3 BIUIMBY TPHUPOIHUX (PaKTOPIB HA YPOXKAMHICTH Ta MOKA3HUKH SKOCTI 3epHa
nmeHuii o3umoi mis 30HU Jlicoctemy VYkpaiHu miaTBEepAMB X PO3MOAUICHICTH 3TiAHO
HOpPMaJIbHOTO 3akoHy. [lpu 1bOMYy 3HAUCHHS JIHIKHUX KOE(IMIEHTIB KOpemslii Mk
(hakTOpaMH BIUIMBY Ta BIANOBIIHUMH BHUXITHUMH BEJIIMYMHAMHU, 3HAYCHHS KoedillieHTa
JeTepMiHaIlli CBI9aTh PO HASBHICTH 1HQPOPMAIITHOT HEBU3HAYCHOCTI. 3a3HAUCHE CTBOPIOE
YMOBH JIJISl TIPOTHO3YBAHHS YPOXKAHHOCTI TIIEHUIII 03UMOI Ta SKOCTi 3epHA Ili€l KyJIbTypH
BUKOPHUCTOBYBAaTH MaTeMaTHYHI MOJENI IITYYHUX HEUPOHHUX MEpeX 31 CTPYKTYpOIO
«baraTomapoBuii IEPUEHTPOH 3 5 NMPUXOBaHUMH IapaMuy». [loMHIIKa MPOTHO3YBaHHS TPU
bOMY 3a pokamu He nepesuiye 8 - 10%.
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BIJJTHOBJIEHHSI EHEPTETUYHUX MEPEX V KPM30BUX YMOBAX: BIMCHEKOBI
3ATPO3U TA IU®POBI TEXHOJIOI'

AHOTamif: y 3B'SI3Ky 31 3POCTAIOYOI0 KIJIBKICTIO BICHKOBHX aTaKk Ha KPUTHUHY
eHepreTuuHy iHQpacTpykTypy YKpaiHH CTaOUIBHICTh E€JIEKTPONOCTaYaHHS CTa€ BaXIIUBOIO
3a/lauer0 HallloHaibHOI Oe3neku. [Ipu 1bOMY MiJBUINYIOTBCS BUMOTH JI0 iH(OpMaTH3allii
BIJIHOBJIIOBJILHUX TPOIECIB y PO3MOAUIBYMX MeEpeKax, 10 3a3HAIU BIUIMBY BiJ KPU30BHX
curyaniii. ToMmy, akTyabHOIO MPOOIEMOIO € PO3pOOIICHHST KOMIUIEKCHOT CUCTEMH OIEepaTHBHOTO
MOHITOPHHTY, sIKa O0'€/IHyE IHTEJEKTyalbHI CHCTEMH MOHITOPUHTY 3 pO3IOIIIEHUMHU
JDKepeNlaMH TeHepallii 3 aaropuTMaMy MallMHHOIO HaBUYaHHS JUIs aHallizy W pearyBaHHs Ha
TMIOIIKO/DKEHHSI MEPEX Y peabHOMY 4aci.

KarouoBi ciioBa: iHTelleKTyallbHI CUCTEMH MOHITOPHHTY; pO3IOAiJieHa reHepaiis; Big
Data; mammHHe HaBYaHHS; HIU(PPOBI TEXHOJOTI].

1. BCTYII

3pocTaHHsS KUTBKOCTI BIHCHKOBUX aTaKk Ha CHEPreTuyHy I1HPPacTpyKTypy YKpainu
CTBOPIOE 3HAYHI BHUKJIMKW JJIs 3a0e3MeueHHs CTaOUIbHOTO TIOCTayaHHS EJIEKTPOCHEprii.
Hamamm na TpancdopmaTopHi mijcTaHIii, JiHIi eleKTporepeaad Ta CUCTEMHU YIPaBIIHHS
BUKIIMKAIOTh MAacOBi BIJKJIIOYEHHS, IO BIUIMBAIOTh SIK Ha KPUTUYHY IH(PPaCTPyKTypy
(mikapHi, BOJOKaHAIHM, CUCTEMH 3B’s3KYy), TaK 1 Ha MOOYTOBUX criokuBadiB. J|jisi momoraHHs
[IUX BUKJIMKIB HEOOXIZHO BMPOBA/KYBATH Cy4YacH1 1HTEJIEKTyaJbHI CUCTEMH MOHITOPHUHTY,
K1 3a0€3MeuyloTh ONEpaTUBHE pearyBaHHs Ha aBapii Ta TOYHY JTIarHOCTHUKY MOIIKOJKCHb.

[Monepenni nocnimkenns [1], [2] mokazanu edexTuBHICTh BUkopucTtanus Big Data ans
aHali3y BEJIMKUX MAaCHUBIB JAaHUX TNpo CTaH eHepromepexxk. OAHAK 3aNMHUIIAIOTHCA
HEBUPIIICHUMH IMUTAHHS IHTETPallii IUX TEXHOJIOTIH 13 PO3MOALICHUMH JDKEPEIaMH TeHepaltii
Ta QITOPUTMAaMU TPOTHO3YBaHHS. TakuM 4YHHOM, BHHUKA€E HEOOXIIHICTH PO3POOUTH
KOMILJIEKCHY CUCTEMY, SIKa IOE€IHYE MOHITOPHHT, aHaJli3 1 aBTOMAaTHU3AIlil0 BIAHOBIICHHSI.

Meta myOmikaiii: JOCHIIUTH Ta ONTHMI3yBaTH KOMIUIEKCHY CHUCTEMY OIEpPaTHUBHOTO
MOHITOPUHTY BIJHOBJIEHHS pO3MOJUIBUMX MEpeX Yy BIMCHKOBUX YMOBaX, IHTEIpylOUYd
CUCTEeMH INTYYHOTO IHTENEKTY [UIs TiABHINEHHS HAIIHHOCTI Ta CKOPOYEHHS dacy
BITHOBIIEHHSL.

2. TEOPETUYHI OCHOBHA

P03BUTOK Cy4acHUX €HEPreTHYHUX Mepex 0a3yeThCsl Ha KOHIEMIii 1HTeNIeKTyalTbHUX
Mmepex (Smart Grid), ska nependavae iHTErpawio HUGPOBUX TEXHOJOTIH I 3a0e3neueHHs
cTabutbHOCTI, e(eKTHBHOCTI Ta THYydYkocTi eHeprocucteM [1]. OcHoBoro s
IHTEJIEKTYaJIbHOTO MOHITOPHUHTY € BIpOBa/KeHHs ceHcopHHX Mepex (IoT) ta TexHomorii

181


mailto:polishchuk.r@nubip.edu.ua
mailto:sosdok@nubip.edu.ua

XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

Benukux ganux (Big Data), sxi 3a0e3neuyroTh mBUAKUH 301p, 00poOKy Ta aHani3 iHpopmarii
PO CTaH MEPEXKI.

[HTENeKTYyaNbHI CHCTEMH MOHITOPHUHTY MOETHYIOTH alapaTHi Ta MporpaMHi 3aco0u Juis
aHAI3y TMapaMeTpiB eJIeKTpOMEpeki. BOHM BKIIOYAIOTH CEHCOPH, pPO3TAlIOBaHI Ha
KPUTHYHHX €JIEMEHTaX MEpexi, Takux fAK TpaHchopmaropw, TmiacTaHmii Ta JiHIl
enekrponiepenad. JlaHi, OTpUMaHi 3 CEHCOPIB, MEPEAAOTHCS HA IICHTPAII30BaHI cepBepH, 1e
00pOOIAIOTHCS 38 JOTIOMOTOI0 AITOPUTMIB MAIIMHHOTO HaBYaHHS. Taki CHCTEMH JJO3BOJISIOTH
CBOE€YACHO BHUSBISATH AaHOMAJi, HANpPUKIAA, IEpPeBaHTaXECHHA a00 pPHU3UKU BIiOMOB, 1
OTIEPaTHBHO pearyBaTu Ha HUX [2].

Texnounorii Big Data 103Boss110TE 00p00ATH BENUKI OOCATH AaHUX Y pealbHOMY Yaci,
110 € KPUTUYHUM JIJIs1 IPOrHO3YBaHHS BIIMOB Ta ONTHUMI3allii poOOTH eHepromepex. 3aBlIsiKu
QITOpUTMaM  aHaji3y  KOPEJSIIMHUX  3aJieKHOCTEH MOXKHA  BUSABJISTH  TPHUXOBaHI
B3a€EMO3B’SI3KM MDK pI3HMMM [apaMeTpaMu MEpexi, HaNpukKiIag, MDK TEeMIIepaTyporo
oOnasHaHHA Ta UMOBIPHICTIO HOro BUXoay 3 naxay [3].

[HTerparist po3noAUIeHUX JKepenl TeHepalli, TakuX SK (POTOENEKTPUYHI CHUCTEMH,
BITPOBI TypOiHM Ta KOTE€HEpaliifHl YCTaHOBKH, JO03BOJIS€ 3MEHIIMTU 3aJE€KHICTh BIJ
LEHTPAJI30BaHUX JDKEpeNa eHeprii. Y KpU30BUX YMOBaxX, KOJM OCHOBHI JIiHII mepemaui
MOILIKOJIKEeHI, MIKpOMEpEXKi 3 PpO3MOJAUICHOIO TeHepallieo 3abe3neuyroTh Oe3nepediiine
MOCTauyaHHs eHeprii JUIsi KpUTUYHO BaXJIMBUX 00'€KTIB [4].

3actocyBaHHA aiaroputmiB mrty4yHoro iHtenekty (LLI) y BigHOBIEHHI eHepromepex
nepeabdayae MoOyIOBY MPOTHO3HUX MOJENEH sl OILIHKK HWMOBIPHOCTI BiAMOB. 3aBISKH
HaBYaHHs Ha ICTOPUYHUX JAHUX III aITOPUTMH MOXYTh Mependadyatu HaHOUIbII Bpa3iuBi
€JIEMEHTH Mepexi, 1ooMaraody OpurazamM oNTUMI3yBaTH MapIIpyTH Ta IIBUIIE PearyBaTH
Ha aBapii. B ymoBax OaratodakTOpHHUX Kpu3, TaKMX SK OJIHOYACHI BIMCHKOBI aTaku Ta
nepeBaHTaKeHHs Mepexi, cuctemu LI 3HauHO CKOPOUYIOTh Yac MPUHHATTSA PilIeHb [5].

3. METOJIM TOCJIIJKEHHS

Metoau: OCTIIKEHHS 0a3y€ThCsl HA BAKOPUCTAHHI MEPEKEBUX CEHCOPHUX CHCTEM, IO
30uparoTh HMOpMaIi0 NPOo MapaMeTpyd MEpPeXki, TaKUX SK HaIpyra, CTpyM Ta 4acToTa, a
TAaKO’)XK HA BHKOPHCTaHHI QJITOPUTMIB MAIIMHHOTO HaBYaHHS Ui TPOTHO3YBaHHS Ta
BUSBJICHHS BiIMOB. Bukopucrani maHi oOpoOmnstoTbest cuctemamu Big Data, mo mno3Bossie
IIBUJKO BH3HAYUTH TIONIKO/DKEHI JUITHKA. KpiM TOro, 3acToCOBaHO  KOHIICTIIIFO
PO3IMOALICHOT TeHepallii JUlsi CTBOPEHHS aBTOHOMHHMX MIKPOMEPEXK, 3AaTHUX HiITPUMYBATH
CHEePronoCTauaHHs. KPUTHYHO BAXKIMBHUX OO0 €KTIB JO 3aBEPIICHHS OCHOBHUX PEMOHTHHX
pOOiT.

4. PE3YJIBTATH TA OBI'OBOPEHHS

HaykoBa HOBU3HA MoOJsiTae B poO3poOlll KOMIUIEKCHOT CHCTEMH IHTEJIEKTYaJbHOTO
MOHITOPUHTY Ul MiJBUILEHHS HAJIMHOCTI EJIEKTPUYHHUX MeEpex B YMOBaX KPH30BHUX
CHUTYalliil Ta BKIIIOYAE:

* Po3poOKy HOBHMX METOIB TNPOTHO3YBaHHsS BIIMOB 13 BHKOPHCTAaHHSIM ILUTYYHOTO
IHTEJIEKTY, SIKi JO3BOJISIIOTh CBOEYACHO JIarHOCTYBaTH KPUTHYHI CUTYyaIlii Ta 3a0e3nedyBaTu
norepeKyBajlbHE TEXHIYHE 00CITyrOBYBaHHS.

* Po3po6neHHsT HOBHMX aBTOMATHM30BAHUX CHCTEM MOHITOPUHTY Ul CaMOCTIHHOTO
pearyBaHHsl Ha aBapiiiHI CUTYyallli, 110 MIHIMI3y€e JIFOJCHKHI (hakTOp y Mpoleci yrnpaBiIiHHS
BiTHOBJICHHSIM MEPEXI.

* YIOCKOHAJIEHHSI Ta 3aCTOCYBAaHHS HOBUX METOJIB KiO€p3aXUCTy B IHTENEKTYalIbHUX
cucTeMax MOHITOPHHTY, IO 3HWXXYE WMOBIPHICTb 30BHIIIHIX BIUIMBIB Ha KPUTUYHY

182



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis . X1l International scientific conference
"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\llonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,

HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

iH}pacTpyKTypy Ta 3abe3mneuye cTaOUIBHICTh €HEPrornoCTayaHHs HaBITh B YMOBAaX BHUCOKHX
3arpos.

BUCHOBKU TA NTEPCIHEKTUBU INOJAJIBIIUX JOCJIKEHDb

Po3po0sieHHsT KOMIUIEKCHOT CHUCTEMH OIEPAaTHBHOTO MOHITOPUHTY BiJHOBJICHHS
PO3MOALIBPUMX MEpEeX Ta BIPOBAKCHHS IHTEIEKTYaJlbHUX TEXHOJOTIH MOHITOPHHTY B
SJICKTPUYHI MEPEkKi JO3BOJUTH 3HAYHO IMIABUIIWTH IiXHIO HAIIMHICTH Ta CTIAKICTH 10
KPH30BHX CHUTYyallill. BUKOpUCTaHHS aNrOPUTMIB IITYYHOTO IHTENEKTY Ul AIarHOCTUKU Ta
MIPOTrHO3YBaHHS BIAMOB 3a0e3NeuuTh €(QEeKTHBHE IMONEpeKyBalbHE OOCIYyroBYBaHHS, a
IHTerpallisi BeJIMKUX JaHUX OyJe CHpusaTH OUIbII rIMOOKOMY aHali3y W onTuMmizalii podoTu
Mepexki. Takui MiAXiag € BaXxJIMBUM JUId MiHIMI3alli (iHAHCOBUX Ta COLIAIBHUX BTpaT Y
KpU30BUX CHUTyalllsIX Ta TMOKPAIIEHHIO CTa0UIBHOCTI Ta  OE3MEeKH EHEepPreTUYHOI

1HpacTpyKTypH YKpaiHu.
HOoJAAKHN

ABTOpH BHCJIOBIIOIOTH MIUPY MOASKY TpAI[iBHUKAM €HEPreTHYHUX KOMIaHid YKpaiHu,
3okpeMa "Ykpenepro", "ITEK", Oneparopu cuctemu po3mojauly Ta IHIIUM perioHaJbHUM
omepaTopam, sIKi IIOJHS BHUKOHYIOTh HAJCKIaJAHY POOOTY 3 BIIHOBJIEHHS E€HEpPreTUYHOI
iHGpacTpyKTypu. Y HaNCKIAIHINMX yMOBaX BIMCHKOBHMX 3arpo3 Ii (axiBIll JOKIAIAI0Th
MaKCUMYM 3YCHJIb JUTsl 3a0€3MeUeHHs CTaOUTPHOTO TTOCTAaYaHHS €JICKTPOCHEPTii, BITHOBICHHS
MOIIKO/DKCHUX MEPEX 1 MIATPUMKHA KPUTUYHO BaXKIMBHUX OO0'€KTIB. Ixus Bimmamicts i
npodecioHai3dM € GyHIAMEHTOM €HEPreTHYHOI Oe3MeKkn KpaiHu Ta HaauXarTh HA TIOAAJIbIII
HayKOB1 TOCITIKEHHS Y cepi CTIMKOCTI EHEPTOCHUCTEM.

st poboTa MpUCBAUYETHCA IXHIM HE3TAMHOCTI Ta CMUTHBOCTI.
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[MPOMUCIJIOBI POBOTU30BAHI KOMIIJIEKCH JIJIAA MOHITOPUHI'Y POCJIMH

AHoTamif. Y crarti TpOBEAEHO OIS CYy4acHHUX pPOOOTH30BAHMX CHUCTEM JUIS
MOHITOPHHTY Ta 300py BpOXaro B arpapHOMy cekTopi. Po3risiHyTo mepeBaru M’sSiKUX 3aXBaTiB,
rpadiuHuX iHTepdeiciB I TUCTaHIIIHHOrO KepyBaHHSI poOOTaMu Ta MOOLITBHUX TUIAT)OPM LIS
NPOMUCIIOBUX TEIUIUIb. BucBitTiaeHo BukopuctanHns miardgopmu ROS mist iHTerparii TexHi9HIX
3aco0iB 1 MEpPCIEKTHBM 3aCTOCYBaHHS HEHpPOMEpEeXK Uil aBTOMATHYHOTO PO3Ii3HABaHHS
€JIEMEHTIB POCIIHH.

KawuoBi ciaoBa: poOOTOTExXHiKa, MOHITOPUMHI POCJIHMH; aBTOMAaTH3allis; HEHPOHHI
MepexKi.

1. BCTYII

Onnielo 3 HAaWBWKIMBIIMIMX POOOYMX YACTHH POOOTHU30BAHMX CHCTEM MpHU 30MpaHH1
(PYKTIB 1 OBOYIB € 3aXBaT, KU JI03BOJISE aKypaTHO BUUMATH GPYKTH. OIS M’ SIKUX PYyYOK
MOJJaHO B CTATTI icaHchkuX gociaiaaukiB Navas ta iH. (2021) [1]. M'ski 3axBaTu € HAHOLIBII
MIXOMAIIAM  PIIEHHSAM JJId  30upaHHs IIHHUX KYJbTYp, MIHIMI3yIOYd MEXaHiuH1
MOIITKO/DKEHHS Ta 3a0€3MeUyI0ur MaKCUMallbHY BapTICTh MPOAYKTY Ha PHUHKY.

2. PE3YJIBTATU TA OBI'OBOPEHHSA

I'padiunmii iHTEepdeiic kopucTyBaua yid JUCTAHIIKHOTO KEpyBaHHS YHIBEpCaIbHUM
poOOTOM y MOJBOBUX YMOBAX MPEICTABICHUN Y CTATTI AMOHCHKUX JOCTITHUKIB Kamon Ta iH.
(2023) [2]. VYV mid craTTi TakKoX PO3MOBITAETbCA MPO  PO3POOKY KOHCTPYKINii
eNEKTPOTPAHCIIOPTY (KONICHUH 1 T'yCeHHMYHMH BapiaHTH), NPU3HAYCHOTO MJISI BHBE3CHHS
BpOXKal0 BUHOTpamy. Y Wil KOHCTPYKIIi OmepaTop-I0IiHa MOXKE KepyBaTu poOOTOM uepe3
iHTepdeilic 1 BUOMpaTH CHUCTEMY IepecyBaHHs, KIHIEBA MeTa IIoJisira€ B TOMY, 1100
TPAHCIOPTHUHN 3aci0 BUOpaB CUCTEMY MEepECyBaHHS Ha OCHOBI JaHMX JaTYMKIB, 310paHuX Mij
qac poOOTH.

Astopamu ctarti Lysenko Ta in. (2022) [3] 3ampomoHOBaHO CTPYKTYPY CHCTEMH
YIpaBJIiHHSA BPOXAa€M MPOMHCIOBOI TEIUIMII, JO CKIaay $Koi, KpiM TpajuliiiHuX
KOMIIOHEHTIB, BXOJUTh MOOUIBHUI pPOOOT anst (itoMoHiTOpUHTY. Po3pobieHo anroputm
KEepyBaHHs Ta MporpaMHe 3a0e3NedyeHHs s Horo BUKOPUCTaHHS, po3po0JIeHO MOOUIbHUN
00T /Ui (PITOMOHITOPUHTY B MMPOMHUCIOBUX TEIUIMLSAX HA OCHOBI BUKOPHCTAHHS MPOTPAMHUX
cepenoBuir Node-RED Ta Processing/Wiring. ABTOpaMu 3alponOHOBaHO MEXaHi3M
B3a€MOJIIi PIZHOPITHUX TEXHIYHUX 3ac00IB y CKJIaai MOOUIBHOTO (PITOMOHITOpPUHTOBOTO
poOoTa 3 BUKOpUCTaHHSAM THy4YKoi miuargopmu ROS, 1e cTBoproe ymoBH Juid 3a0e3neueHHs
KJIIEHT-CEPBEPHOT  apXiTEKTypH MOOUTBHOro po0oTa Ta  PIBHOMIPHOTO  PO3IMOJALTY
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00YMCITIOBAJIBHOT TOTY)KHOCTI. BUMiploBaIbHHMII KOMIUIEKC MOKHA BUKOPHUCTOBYBAaTH B
MIPOMHUCIIOBHX TETUTUIISAX 3 MAKCUMAIBHOIO JANTBHICTIO HAIIHHOTO IIU(GPOBOTO CUTHATY 10 282
METpiB.

Astopu crarti Zheng Ta iH. (2023) [4] mocnipKyBaau MEXaHi4HI BIACTUBOCTI TOMATIB
JUIE KOHCTPYKIii poO04oro oprany 30upanbHOTO podoTta. J[OCHiPKeHHS TTOKa3aiy, 10 Ipu
30MpaHHI TOMIZOPIiB y HAMTIBCTUTIIOMY CTaHi 1 MICJI HBOTO CIiJ NPUIUISTH yBary oOpi3zaHHIO
IUIOZIOHDKKY. EKCIIepMeHTH Ha CTHCHEHHS MPOBOJMIM HA TIOMIOpax i BUSABHIIM, IO HA Tii
caMmiid cramii JO3piBaHHA CHUJa OCHOBOTO CTHUCHEHHS TOMATiB Oyja OUIBIIOI, HDK CHia
panianbHOTO po3pHuBY. HampsiMOK 3aXOIUICHHS OChOBHH, IO MOKE OYTH BUKOPUCTAHO SIK
HOBHI HANPSMOK IPH MPOEKTYBAaHHI KOHCTPYKIIii poOodoro oprany. Kuraiceki H0CTiTHAKA
Qu Ta in. (2022) [5] mpoBenu aHami3 MPOAYKTHBHOCTI Ta ONTHMI3aIlil0 TEPEMUKAHHS
PEKUMIB KEpyBaHHS CUIBCHKOTOCIIONAPCHKAM YOTHPUKOIICHUM MOOUTEHUM  poOOTOM.
OntuManbHa KOMOIHAIA T TOBOPOTY YOTHPHOX Kojiic MMS min kyrom 15° cranoBmia
3,96 B mipu 56 006/xB-1, Toxi sk ontumym 30° cranoBuB 4,35 B 1 72 06/xB-1 15,50 B i 107
00/xB mig KyroM 45° BimmoBimHO. Y Tmporieci KiacTepw3arii pi3HUX PSAIKIB KYIbTYp 3a
norniomororo moporoporo anmroputmy DBSCAN Oymo oTpumaHO Taki pe3ynbTaTH, SKi
uTFOCTpyrOThCs Ha Pucynky 1. Ha pucyHnky mokaszaHo pe3yiabTaTu KiacuQiKaiii 1l KamyCcTH,
KOJIbpabi Ta maHux aociaiypkenb Shita iH. (2023) [6]
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Pucynox 1. Pesynomamu knacmepuzayii pisHux psokKis KyJibmyp Ha 0CHO8I NOPO208020
aneopummy DBSCAN.: (a) kanycma, (6) konepabi; (c) Shi ma in., (2023) [6]

BUCHOBKMU TA IIEPCIIEKTUBH ITOJAJBIINX JOCJ/IKEHD

Takum yMHOM, Ha JaHOMY eTani poOOTH OyNIO OIJIAJ ICHYIOUMX POOOTHU30BAaHHX 1
IHTEJeKTyaJIbHUX cHcTeM Yy arpoHoMii. [lomampmumu pocmipkeHHsMH — Oyae  aHaui3
3aCTOCYBAaHHS DPI3HMX THIIIB HeHpoMmepexx [Uis pO3Mi3HABAHHS €JIEMEHTIB POCIMHHUX
Haca/DKeHb (KBITIB, TUTOJIB Ta TUCTS).
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MOXJIMBOCTI HEMPOHHUX MEPEX Y CUCTEMAX KOHTPOJIIO SIKOCTI
CHUPOBHHMU ITP BUPOBHUIITBI ITPEMIKCIB

AHoTanis. Y po0OoTi 3anpONOHOBAHO IHTEIEKTyalbHYy CHCTEMY KOHTPOJIO SIKOCTI
BX1JIHOI CUPOBHMHH JUIsi BUPOOHMITBA MPEMIKCIB 13 BHKOPHUCTAHHSIM KOMII IOTEPHOrO 30py Ta
3rOPTKOBUX HEHpOHHMX Mepexx. Cucrema aHamizye 300pakeHHsST COJi,  OIHIOYHU
IpaHyJIOMETPiF0 Ta HasBHICTh KOMKiB. J[ns migroroBku mopmeni 3actocoBano OpenCV i
TensorFlow, a Takox Meroaum ayrmeHTamii JaHuX (TIOBOPOTH, 3CYBH, 3MiHAa SICKPAaBOCTI).
Po3pobnene pitieHHs 3a0e3neuye e)eKTUBHIN aBTOMATH30BaHUH KOHTPOIb SIKOCTI CHPOBUHHU.

Kawu4oBi cioBa: KOHTpOJIb SIKOCTi, MpPEMIKCH, KOMII'IOTepHe OaueHHs, HEHpOHHI
Mmepexi, TensorFlow, OpenCV.

BCTYII

IloctanoBka mpo6JemMu. BupOOHUIITBO TPEMIKCIB € BaXJIMBOK CKIAJOBOIO
arpornpoMHCIOBOTO KOMIUIEKCY, CHPSIMOBAHOIO Ha MiIBUIICHHS SKOCTI KOMOIKOpMIB st
TBapuH Ta ntuii. OJHIE 3 OCHOBHUX CKJIAJIOBUX MPEMIKCIB € ITOBapeHa Cilb, SIKa MOBHHHA
BIIMOBIAATH CYBOPUM CTaHAapTaM 3a TaKUMH [apamMeTpaMu, SK TpaHyJIOMeTpid,
OJIHOPIHICTh TEKCTYpU Ta BIACYTHICTh KOMKIB. HasBHICTh Ne(eKkTiB, TaKuX SK MiJBUIICHA
BOJIOTICTh 200 HEOJHOPIAHICTh, MOXE CYTTEBO BIUIMBATH Ha CTAOUIBHICTh PELENTypU Ta
SKICTh KIHIIEBOTO TPOAYKTY.

OmiHka $KOCTI CHPOBMHM TPAAMLINHO 3IIMCHIOETBCS BpPY4YHY, IO MOXe OyTH
Hee()eKTUBHUM 4epe3 IoJAChKUN (akTop. BUKOpUCTaHHS IHTENEKTYalbHHX CHCTEM
ABTOMATHUYHOTO KOHTPOIIIO JTO3BOJIAE 3a0€3MEYNTH TOYHICTh, IIBUKICTh 1 HE3aJIEKHICTh Bil
Cy0’€KTUBHOTO BILTUBY.

AHaJii3 ocTaHHIX JocigxkeHb i myOaikaniii. JlocnimkeHHs aBTOMaTU30BaHUX CHUCTEM
KEepyBaHHs Ta ONTHUMI3allii BUPOOHUYMX TPOIECIB € aKTyalbHUMHU Y KOHTEKCT1 PO3BHUTKY
arpompoMHCIOBOTO KOMITIEKCY. Y po6oTi [1] po3risHyTo mporpaMHe 3a0e3NedeHHs IS
PO3paxyHKy perentyp KOMOIKOpMiB, IO 0a3yeTbcsi HA MaTeMAaTHYHUX alTOpUTMaxX. AHai3
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pecypciB masi cTBOpeHHsS mpemikciB y CximgHiii €Bpomi mpencrasieno B [2], [3]. Omnaxk,
MUTaHHA aBTOMATH30BAHOTO KOHTPOJIO SIKOCTI CHPOBHHU 3 BHKOPHCTAHHSIM METO/IIB
KOMII FOTEPHOTO 30pY Ta HEHPOHHUX MEPEX 3aIUIIAETHCS HEAOCTATHRO PO3POOICHUM.

Meta my6Jikamii. MeToo 1OTO JOCTIPKCHHS € OI[IHKa MOJKJIMBOCTI 3aCTOCYBaHHS
HEHPOHHUX MEPEXK 1 METOIIB KOMIT IOTEPHOTO 30pYy JJIsi aBTOMATH30BAHOTO KOHTPOJIIO SIKOCTI
MOBApEHOT COJII Yy BUPOOHHMITBI TpeMikCiB. JlOCIiKEeHHs COpsSMOBaHE HAa BU3HAYCHHS
e(pEeKTHUBHOCTI 3rOPTKOBHX HEMPOHHUX MEPEX Ui aHali3y TEKCTypH, TpaHylIoMeTpii Ta
nedekTiB CHpOBHHHM, a TaKOX OOTPYHTYBaHHsS WIIXOJIB J0 peanizamii cUCTeMH, 31aTHOI
MPALOBATH B YMOBAX PEalbHOTO BUPOOHUIITBA.

PE3YJIbTATHU TA OBT'OBOPEHHS

s peanizamiii CHCTEMHU KOHTPOJIIO SIKOCTI TIOBApeHOI coJii Oyino 3MiHCHEHO KiTbKa
BaXJIMBUX €TAaIliB, MOYMHAIOYH 31 300py AaHux. byro 3i0pano garacer 3i 3pa3kiB (oTorpadiit
MOBAPEHOI COJIi, AKi MONUIIIMCS Ha JBI KaTeropii: sKicHa ciutb (OJHOpPIOHA CTPYKTYpa,
BIJICYTHICTh KOMKIB) Ta HEsIKICHa CUTb (HasIBHICTh KOMKIB, HEOJHOPI/THA TEKCTYPA).

Pucynox 1. [Ipuxnaou 300pasicenus AKicHOI ma HesAKICHOI coli

JocnikeHHs: 30cepe/KeHe Ha TEOPETHUHINM OINHIII MOKJIMBOCTEH 3acCTOCYBaHHSA
HEHpOHHUX MepeX 1 METOJIB KOMII'IOTEPHOIO 30py /sl CTBOPEHHS CUCTEMHU
aBTOMATH30BAHOTO KOHTPOJIIO SKOCTI MOBAapeHOi cojil. MeTa po60oTH noJjsraia y BU3Ha4eHHI,
HAaCKUIBKM Takl MiAXOOM MOXYTh 3a0€3NeUnuTH HEOOXiAHMH pIBEHb TOYHOCTI IS
kiIacudikanii CUpOBHHM 3a KpUTEpISIMM T'PaHYJIOMETpIii Ta HAsABHOCTI JIEPEKTIB, TaKUX SK
KOMKHU a00 HEOJTHOPITHICTh TEKCTYPH.

Jns nporo Oylo NPOBEAEHO aHaji3 Cy4yaCHMX METOIIB OOpoOKM 300pakeHb i
HEHPOHHUX MepeXk, OPIEHTYIOUMCh Ha iX ajanTaiilo 0 IOCTaBJEHOI 3ajxadi. 30Kpema,
6i16moTeka OpenCV posrisnanacss sK HCTPYMEHT s monepenHboi o0poOku manux. Lle
BKJIIOYAJIO MEPETBOPEHHsS 300pakeHb Y Trpajalii ciporo, HOpMali3allilo KOHTpacTy Ta
noporose OiHapHE CerMEHTYBaHHS, AKi JO3BOJISIIOTh BUJUTUTH PEJICBAaHTHI O3HAKH I'PaHYIL.

ApXiTekTypa HEHpOHHOI Mepexi Mo)ke OyTH CIpoeKToBaHa Ha 0azi 0ibmioTeKH yis
MarmuHHoro HaBuaHHs TensorFlow 3 ypaxyBanHsM crenudiku 3amadi. 3ropTKOBi IIapu
3a0e3MeuyloTh aBTOMAaTUYHE BHUIUICHHS KIIOYOBHMX O3HAK, TaKUX SK CTPYKTypa TpaHyl Ta
ixHil po3noin. [ 3MEHIIIEHHS TPOCTOPOBUX PO3MIPIB 1 MiABUIIIEHHS €(heKTUBHOCTI MOJIeNi
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MOJIMBUM € BUKOPHUCTaHHS MyIWHTOBUX mapiB. L1006 3HU3UTH pU3UK NepeHaBYaHHS, N0
CTPYKTYpH MOJIeli BKJIIOUYeHo miap Dropout, sikuil BUNIaaKoBO "BUMHUKAE" 4YaCTUHY HEHpPOHIB
MiJ 9ac TPEHYBAIBLHOTO TMpOIECy. 3aBeplIaJbHUN eTanm OoOpoOKM O3HAK 3[IHCHIOETHCS Y
MOBHO3B SI3HUX IIApax i3 BUKOpHCTaHHAM akTuBamii ReLU, a misa xnacugikarii Ha SKiCHY Ta
HESIKICHY ClJTb 3aCTOCOBYETHCS BUXITHHI Iap i3 Softmax-akTuBariero.

OcobmmBa yBara mpuUAULIACA TEOPETUYHOMY OOIPYHTYBAaHHIO  HEOOXiTHOCTI
ayrmenTarii nanux. OCKUIbKM Ha BUPOOHHIITBI TaKi YNHHUKY SK: OCBITIICHHS, PO3TAIIYBaHHS
COJi Ha CTpiumi TpaHcmoprepa abo y Mimkax (B 3aJeXKHOCTI Bil NPUHIMITY IOJAaHHS
CHpOBHHHM) 200 3MINICHHS KaMEpH 4epe3 <JTIOACHKUI (PaKTOp» HE € CTAIMMHU, TO BAKIUBUM
acCleKTOM € ayrMeHTaliid. 3MIHM $CKpaBOCTi, MOBOPOTH, BIIJA3EPKAJIEHHA Ta IHII1
TpaHnchopmarllii Oynau 3ampomoHOBaHI sIK 3acoOuM 3a0e3medyeHHs CTIMKOCTI Mojenl M0
HaBE/JICHUX BapiaTUBHUX YMOB. lle 103BOJIsi€ TMOKpamMTH aJaNTHBHICTH CHUCTEMH, IO
BAYKJIMBO JUIA 1l HOTEHLIHHOTO BUKOPUCTAHHS Y BUPOOHUYMX MPOIIEcax.

BUCHOBKU TA TEPCIIEKTUBU MNOJAJBIINX JOCJITKEHb

[IpoBenene MOCHIKEHHS MIATBEPIKYE JOMUIBHICTH BUKOPUCTAHHS 3TOPTKOBHX
HelipoHHux Mepexk (CNN) ans aBTOMaTH30BAaHOTO KOHTPOJIO SIKOCTI IMOBAapeHOi COJIi.
Buxopucranas CNN BumpaBiaHe 3aBISKH 3/JIaTHOCTI aBTOMATHYHO BHWJIUISITH O3HAKH, IO
BaXKO (hopmanizyBaTH 3a JOMOMOTrOI0 KJIacHYHUX anroputmiB. Ilonepeanst o6pobka gaHuX,
30KpeMa HopMaJi3allisi KOHTPAcTy Ta MOPOTrOBa CETMEHTAIlis, J03BOJISIE 30CEPEAUTHCS Ha
KIJIFOUOBHX OCOOJTUBOCTSIX TpaHy/l Ta 3MEHIIIUTHA 0OUNCITIOBAIbHY CKIIQHICTb.

3acTocyBaHHs ayrMeHTaIlll 3a0e3medyye CTIMKICTh 10 3MIH 30BHIIIHIX YMOB, TaKUX SIK
OCBITJICHHS YW TIOJIO)KCHHSI 3pa3kiB. TEOpPeTHYHHI aHaji3 TMOKazye, M0 MOJCIb MOXKE
edekTBHO Kiacu(iKyBaTH CHPOBUHY, alie YCITIIIHA peani3allisi moTpedye sSKiCHOTO Habopy
TaHuX 1 onTtuMmizamii amsa poOGoTH B peasbHOMY daci. [lomanbimi JOCHTIIKEHHS CIia
30CEepeIUTH Ha pO3pOOIIi MPOTOTHITY Ta TECTYBaHHI B yMOBaX BUPOOHHUIITBA.
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CryneHt ¢akynpreTy iHpOpMaIiitHNX TEXHOIOTIN

CreniansHicts 122 — «Komm’'toTepHi Haykm»

OcgitHs porpama «IHpopMaIiiHi yrpaBisoUdi CHCTEMH Ta TEXHOJIOT1I»
keem23-k.voloshyna.gmail.com

EKCIIEPTHA CUCTEMA ®IHAHCOBOI AISJIBHOCTI 111 MAJIUX MIAIPUEMCTB

AHoTanigs. Metoro pobOTH € po3poOKa EKCIEePTHOI CUCTEMH, SKa
3a0e3MeynTh MaluM MiIIpPUEMCTBAM €(EeKTHBHI IHCTPYMEHTH AJs aHalizy Ta
yrOpaBiiHHSA  (IHAHCOBOIO JLUIbHICTIO. CHcTemMa Hajgae pekoMeHpamii 3
(iHaHCOBOTO IUIAaHYBaHHSA, aHalI3y pHU3HUKIB, ONTUMI3aIli OOKETIB Ta
YIpaBIiHHS TPOIMIOBUMHU MOTOKAMHU, III0 JI03BOJISE€ BJIACHUKAM Oi13HECY MpUUAMATH
OOrpyHTOBaHI pillIEeHHS Ta MOKpallyBaTu (pIHAHCOBY CTIMKICTh MiANpueMcTB. s
PO3pOOKH eKCTEpTHOI cucTeMH (DIHAHCOBOT AISUTBHOCTI TSI MAJIMX MiANPUEMCTB
Oyno BUKOpHCTaHO TexHoJorii React.js, Python Ta MySQL.

KarouoBi ciaoBa:  (¢iHaHcoBMIl  aHami3, YOpaBJIIHHA  PHU3UKAMU,
MIPOTHO3YBaHHS.

BCTYII

CyuacHuil eKOHOMIYHUN PO3BUTOK MOTpeOye 3a0e3meueHHs CTIKOCTI Ta €(h)eKTUBHOCTI
¢iHaHCOBO MiATBHOCTI MaIMX MiANPHEMCTB, AKi BiirparoTh KIIOUOBY POJb B €KOHOMIIIL. 1X
YCHIITHICTh 3aJICKUTh BiJl €EKTUBHOTO YIPaBIIiHHS (iHAHCAMH.

ExcneptHi cucremu, 10 BHKOPHUCTOBYIOTh 3HAHHS Ta JIOCBiJl €KCIIEPTIB, €
MEePCIEKTUBHUM IHCTPYMEHTOM JyIsl onTuMIi3alii (GiHaHCOBOI AisuTbHOCTI. BOHU cripomnytoTh
MJIaHYBaHHS, aHAJI3 1 IPUHHATTS CTPATETIYHUX PIIEHb Y MAJIUX MIAMPUEMCTBAX.

Mera nocnipkeHHST — PO3POOMTH PEKOMEHMAIl MO0 BUKOPUCTAHHS EKCIEPTHHUX
CUCTEM ]IS MIABUIICHHS €(PEKTUBHOCTI YIpaBiiHHA (iHAaHCAMH, 30KpeMa Yepe3 TEeXHOJIOTIi
Data Mining 1 OLAP.

[IpoekT BKiIIOYae aHai3 iHAHCOBOIO CTaHy MIANPUEMCTB, ypaxyBaHHS HOPMAaTUBHUX
BUMOT 1 CTBOPEHHs CTpaTerii ¢iHaHCcOBOro ympamiiHHSA. EkcrnepTHa cucrema J0IoOMOKe
MaJIUM TIIPUEMCTBAM BUPIITyBaTH (iHAHCOBI1 3aBJaHHS, MIABUITYIOYH IXHIO CTIHKICTb.

1. PE3YJIBTATHU TA OBI'OBOPEHHS

1.1 Buxopucranns 1-rule pis kiaacudikanii ekcniepTHoi cucremu ¢inancosoi
JiSJILHOCTI JJI1 MAJIMX NiANPHEMCTB
Anroputm 1-Rule (One Rule) — mpocrtuii meron kmacuikamii, mo 0a3yerbcs Ha

BHOOPI OJTHIET O3HAKM JIJISI CTBOPEHHS MPABHIIA, K€ MAa€ HAWCHIIBHIIINN 3B’S30K 13 KJIacaMH.
Ile iHTYITUBHUI MiAXiJ, KU 9aCTO BUKOPUCTOBYETHCS SIK 0a30Ba JiHis A7 MOPIBHSIHHS 3
OUTBIIT CKITaHUMHU MOIEIAMH Kiacudikarrii [1].

VY paMkax aHamizy 3ajadi Kiacudikaiii aJropuTM 3acCTOCOBYBABCS IS PO3MOALTY
00’€KTiB Ha JIBa KJIACH:

"Bucoka NpoAyKTHBHICTB'" — 00’€KTH 3 HAMKpAIIUMHK IMOKa3HUKAMH €()EKTUBHOCTI.

"Hu3bKka NPOAYKTUBHICTB'" — 00’€KTH, 1110 HE BIAMOBIIAIOTH BUCOKUM CTaHIAPTaM.

Pesynpratu nmocnipkeHHs Oynu TpeACTaBlieH Y BUTISAAI Tabnwii, mo BimoOpaxkae
3B’30K MDK BUOpaHOIO O3HAKOIO Ta Ki1acamu. Anroput™ 1-Rule nokaszaB cBoio e(heKTUBHICT
JUISL CTBOPEHHS MPOCTHX 1 3p03yMITNX KiIacu(ikaniiHux mpasui [2].
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cepenHe SHaveHHR 1317.059211

AKILYO MEHILE CEPEAHLIC TO HUILKHI 1317 AKIWo Binblue cepenHLIO Lie BACOKKE Npoaan

1 npasuno AW nameProduct = Lindposwil doToanapar = BUCOKRMA npoaan

PaxyIo UMBROBHA $OTO. = TO NMWEW Ue B , CKinbKM PasiB 3ycTpi HU3bKMA NPONSH - YMCEnbHUK  B/1317

XONOAMNBHWK 9/1317 Xapkis 13/1317

ditnec-Gpacner  8/1317 Opeca 13/1317

Den 8/1317 HKuia 12/1317 HaRBMriAHiWWi npoaan

Tenesizop 8/1317

Pogymunii rogusr 8/1317

Npacsa 81317

NpanbHa mawmrHa 8/1317

Naura 8/1317

Naanwer 8/1317

NasepBarx 8/1317

Hoyt6yx 4/1317

Mobinsuii Tenedc 3/1317 HalBrrigHiLnA npoga

Mirpoxsunsosa ni- 8/1317
Kago mawnna  8/1317
Enextponma knara 8/1317
lyxosxa 8/1317
BuTANKa 8/1317
Besnposinui Hasyu 8/1317

Pucynox 1. Tabruysi po3paxynky HaueueioHiuio2o moeapy 3a nonepeoHiil pik npooaxicie ma
HAUBUSIOHIWULL PeciOH OJisl POSUUPEHHS

Amnari3 nmokasas, 10 MOOUTEHHH Tene(oH cTaB HAHIPUOYTKOBIIIMM TOBAPOM MHHYJIOTO

POKY, BUBHAUMBIIIN HOTO SIK KIFOYOBHUH (aKTOP YCIIXy KOMMaHIi.

Ili pe3ynbTaTé MO3BOJISIIOTH BU3HAYUTH TOYKW 3POCTAHHSA I ONTHUMI3aIlli Oi3Hec-

ctparerii. L{e# miaxix cipusB ontuMmizailii 613HeCYy Ta MOKPAIIEHHIO MPOIYKTHBHOCTI.

Ha ocHoB1 oTpuManux qaHuX cPOPMOBAHO JB1 OKPEM1 TAOTUIKHU:

PN

| o Form1 - [u} X
| product cash_register
npoamx npoamc npoAaxy nPoAaXY

MobinbHni Ten... | 13/14 1714 10,93% 9.57%
Mnakwer 15/15 0/15 10,20% 9,57%
HoyTyx 19/20 1/20 7,65% 6,96%
Linbposui dor... |32/36 4/36 425% 4,03%
EnexTpoHHa KH.. | 55/61 3/61 251% 2,25%
Posymtuii roaw... | 16/16 0/16 9,57% 8,50%
OitHec-Bpacner | 11/17 517 9,00% 7,65%
besnposiki Ha... | 20/22 22/22 6,96% 6,12%
MasepBark 23425 2/25 6,12% 5,10%
Tenesisop 28/31 3/31 4,94% 4,50%
MpansHa maww... | 10/15 5/15 10,20% 9,00%
Xonopuastuk | 11/17 317 9,00% 7,65%
Oen 20721 1721 7.29% 5.89%

Pucynok 2. Tabnuysa cnpocno3068ano2o npooaxicy moeapie Ha OCHO8I OAHUX 30 MUHYIUL
DIK

Taoauus "Tosapu'.
Tabnuus MicTuTh iHQOpMaLito Mpo ToBapy, BkIovaroun: Kareropii ToBapis, Cepeaniii

oOcsar mnpojaxiB, CTaTUCTUYHI MOKAa3HUKU (MMOBIPHICTP HHU3BKOIO YM BHMCOKOIO pIBHS
IIPOJIaXKIB)

»# Form1 - a X

product cash_register

- - IMOBIpHICTH. IMOBIpHICTb.
Huzbrui Bucokuii
Hassa v HU3LKOTO BUCOKOTO
npoaax npoaax
npoaaxy npoaaxy

100/136 36/136
95/100 5/100

150/175 25/175

Pucynox 3. Tabruys cnpoerHo306ano20 npooa’icy mosapie @ pecioHax Ha 0CHO8I OaHUX
3a MUHYAUL PIK
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Taoauus "Perionun".

Tabmuus Bkmowae: 3aranbHUil  00car mnponaxis, CepenHiii piBeHb NPOAAKIB,
CriBBiTHOIICHHS] HU3BKUX 1 BUCOKUX IPOIAXKIB

JIJIsT KOXKHOTO PEerioHy BH3HAYCHO MMOBIPHOCTI HAJIEKHOCTI 70 KJaciB "HU3bKHA'" 4uu
"BUCOKMI" TIPOJIaK.

BUCHOBKHA

PoGora mpucBsueHa po3poOIi eKCHepTHOI CHUCTeMH i (DIHAHCOBOTO YIIPaBIIIHHS
MaJMMH MIIOPUEMCTBAMHU 3 METOK TIOKpallleHHS iX (IHaHCOBOi CTaOUIBHOCTI Ta
e(eKTUBHOCTI YIPaBIIHCHKUX PIlIeHb. JOCTIDKEHHs BKIIIOYAE aHAJI3 KIFOYOBUX (DAKTOPIB,
10 BIUTMBAIOTh HA (PIHAHCOBE YIPABIIIHHSA, 1 MIKPECIIOE BaXIINBICTh TAKO1 CHCTEMHU.

[Tim wac po3poOku cuctemMu OylO 3BEPHYTO yBary Ha jlarpamy TMpeleeHTIB,
apxiTeKkTypy Ta iHdopmaIlliiiHe 3a0e3reueHHs, a Takox Ha Bukopuctanus OLAP-texHosorii
st aHanizy (inancoBux nmanux. Cucrema 3abe3medye aBToMaruzallito 300py Ta oOpoOku
(hiHaHCOBHX NaHUX 1 HAJa€ MOJXKJIWBOCTI I TIMOIIOro aHammi3y (pIHAHCOBOTO CTaHy
MIIPUEMCTB, IO JO3BOJISIE MPUAMATH OOTPYHTOBAH1 PIllIEHHS.

BnpoBamkenHs cucreMu B peaJbHOMY  Oi3HEC-CEpeNOBUINl  MIiATBEPAWUIIO i
e(eKTHBHICTh 1 MOXJIHMBOCTI JJIA ToAanbmioi amanTailii. Po3pobneHa cucrema copusie
3HIDKEHHIO (DIHAHCOBUX PU3MKIB, ONTHMI3allii BUTpaT Ta 3a0e3ME4YeHHI0 CTaOUILHOTO
PO3BUTKY MaIMX MIANPUEMCTB 3aBISKH aBTOMAaTH3allli IMPOLECIB Ta CTPaTeriYHOMY
IJIaHyBaHHIO.3arajoM, po0oTa JIEMOHCTPYE BpaKalOUHWi pIBEHb aHai3y Ta peaii3amii
MOCTaBJeHUX 3aBaaHb. CTBOpeHa eKCHepTHAa CHUCTEMa Ma€ BEIMKUN MOTEeHIand IS
BIPOBA/DKEHHS B PI3HUX CEKTOpax MajioTo Oi3HECY 1 MOXE CTaTH Ba)KJIMBUM IHCTPYMEHTOM
JUTSI TIABUIICHHS iX (pIHAHCOBOT YCIIITHOCTI.
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RESEARCH ON SURFACE ROUGHNESS CHARACTERIZATION BASED ON
MACHINE LEARNING AND LASER SPECKLE PATTERNS

Abstract. The measurement of surface roughness is of great significance in fields such as
medical devices, manufacturing, and materials science. With the continuous development of
machine vision technology, it has been widely used in various fields. This paper combines laser
speckle technology with machine learning to measure surface roughness. The experiment selects
standard rough samples with roughness of 0.05um, 0.1um, 0.2um, 0.4um, 0.8um, and 1.6um as
the research objects. Through the experimental setup, 135 speckle images were collected for each
sample, a total of 810 images, of which 780 were used as the training set and 30 as the test set. The
established BP neural network model, after training, has a relative error of 0.125%-33%, with 28
images having a relative error within 15%, and the average relative error of the data is 6.2%.
While the stylus profilometer is used to measure the surface roughness, the indication error is
generally within 5%-15%, indicating that the BP neural network has a good fitting effect, but there
are still some errors.

Keywords: laser speckle ; surface roughness ; machine learning.

1. INTRODUCTION

Surface roughness is the micro-geometric shape of a workpiece surface and is one of the
parameters describing the micro-roughness of an object. It has always been a hot topic in the
measurement field and can affect the working performance and life of machines and parts [1-
2]. Contact measurement is usually carried out by the block comparison method or the stylus
method. The block comparison method relies on individual subjective perception, which may
lead to variations in measurement results due to individual differences; the stylus method
generally uses a two-dimensional or three-dimensional stylus profilometer, but it may also
cause some damage to the measured workpiece.

Non-contact measurement technology, through means such as sound, light, electricity,
or magnetism, can effectively prevent errors caused by contact between the measuring
equipment and the surface of the measured object. In non-contact measurement, optical
detection methods have become a feasible solution due to their wide application in surface
performance measurement. This method includes various technologies, such as electron
microscopy, interference, fiber optic, defocusing, scattering, and speckle methods [3]. Speckle
interferometry, due to its high precision, low error, high efficiency, and non-destructive nature
in measuring surface roughness, has become a research hotspot in this field. In 1963, P.
Beckmann [4] studied the scattering theory and application of electromagnetic waves on
rough surfaces, proposing the Hoff approximation roughness scattering theory model, which
laid a theoretical foundation for optical scattering measurement of surface roughness. In 2017,
S.Patzelt [5] and others confirmed that the uncertainty of roughness measurement is inversely
proportional to the square root of the illumination light power by studying the distribution of
reflected light intensity and scattered light intensity on the object surface, providing
theoretical support for optical method measurement calculations. In 2023, Y. Wang [6]
proposed a method for measuring the surface roughness of the target using three-dimensional
imaging, including the extraction of optical element images, and then calculating roughness
evaluation parameters in the three-dimensional morphology.
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Artificial intelligence technology has made significant progress in the field of computer
vision, and people have begun to study how to apply deep learning technology to the field of
scattering medium imaging. After light passes through a scattering medium, it forms
randomly dispersed speckle images, which seem to be a random process, but in fact, the
scattering medium is a linear time-invariant system. Therefore, there is a one-to-one mapping
relationship between incident light and emitted light, which means we can use machine
learning and speckle combined methods to study surface roughness measurement.

2.THE THEORETICAL BACKGROUNDS

2.1 Laser Speckle.

Light is an electromagnetic wave that does not change direction when propagating in an
ideal homogeneous medium. In most cases, ideal homogeneous media do not exist, and the
refractive index distribution within most media is uneven. This causes the direction of light to
change as it propagates within the medium, a phenomenon known as light scattering.

Laser speckle is a special phenomenon of light scattering. When a laser beam is shone
on an object with surface roughness or containing foreign particles, the light is scattered by
the object surface or micro-particles, forming a series of bright or dark spots that alternate in
brightness, as shown in Figure 1.

Laser speckle

Medium
Figurel. Laser speckle in complex scattering media

2.2 Relationship between Speckle Contrast and Roughness.

The effectiveness of the speckle size obtained by the detector is determined by the
roughness of the target surface being measured. If the roughness of the measured object
surface is too small, it cannot produce speckle.

Root mean square roughness:

1

R= W:zl(hi-ﬁ)z

In the formula, h, represents the height of each point on the rough surface, and h

represents the average height of the rough surface.
When the laser is perpendicular to the measured object surface, the average speckle
contrast is:

In the formula, 1, is the intensity of the speckle at the sampling point, and I is the

average intensity of the speckle.

In optical speckle measurement, the black and white contrast of the speckle pattern
is an important parameter for evaluating the roughness of the measured object surface.
The level of contrast is directly related to the smoothness of the object surface: the
smoother the surface, the higher the contrast of the speckle pattern; conversely, the
rougher the surface, the lower the contrast.

2.3 Back Propagation Neural Network.
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The Back Propagation neural network (BP neural network for short) is a machine
learning technique that can learn complex mappings between inputs and outputs without the
need to know the mathematical model of these mappings in advance. This network uses the
method of steepest descent as its learning rule, continuously optimizing the network's weights
and thresholds through the backpropagation algorithm, with the goal of minimizing the sum
of the squares of the network’s prediction errors. The distinctive feature of the BP neural
network lies in its mechanism of forward signal propagation and backward error propagation.
This allows the network to forward information upon receiving input signals and, after
calculating the prediction error, to propagate these errors backward to adjust the network
parameters, thereby improving the overall predictive performance.

3. RESEARCH METHODS

The key to surface roughness measurement based on machine learning and laser speckle
lies in establishing an appropriate speckle dataset. By training the neural network with the
speckle dataset, a mapping function between the speckle images and the target images can be
fitted, thereby achieving the restoration of scattered images. To obtain the speckle dataset
required for neural network training, it is necessary to set up a speckle collection optical
system.

3.1 Speckle Collection Optical System

The measurement system in this experiment is composed of a He-Ne laser(1), standard
roughness samples(2), CMOS camera(3), a computer(4), and mechanical fixtures, as shown in
Figure 2. The laser emitted by the He-Ne laser illuminates the surface of the standard
roughness sample, scatters on the sample surface, and the resulting laser speckles are
collected by the CMQOS camera and stored in the computer.

The standard roughness samples are shown in Figure 3, which are divided into six parts
with roughness values of 0.05um, 0.1pum, 0.2um, 0.4um, 0.8um, and 1.6um.

T

Figure2. The measurement system Figure3. The standard roughnesmples

3.2 Construction of Speckle Dataset.

The positions of the laser, camera, and sample are fixed to ensure that the camera is in
the direction of the reflected light and perpendicular to the light, thereby reducing interference
with the speckle contrast. For each of the six parts of the standard sample, 45 speckle images
are collected. Subsequently, the images are rotated left and right to obtain 135 images per
group, totaling six groups with 810 speckle patterns. Figure 4 shows the speckle patterns of
the six standard roughness samples. Of the 810 collected speckle images, 780 are used as the

(c Ra=02 pum
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Figure4.Standard Roughness Sample Speckle Patterns

3.3BP Neural Network Architecture.

The speckle patterns obtained from the experiment are 1024*1024 pixels in size, and the
images are cropped to 512*512 pixels for input into the neural network. Initially, the images
are three-dimensional arrays with three channels of 512*512 pixels. Since the BP neural
network can only handle one-dimensional arrays, the specific model of the BP neural network
involves first flattening the input image. The second step is to input the image into the first
hidden layer, where the three-dimensional array with three channels of 512*512 pixels is
transformed into a one-dimensional array with three channels of 512*512 pixels. This hidden
layer has 512 neurons. The third step is the ReLU activation. The fourth step involves
inputting into the second hidden layer, where the number of neurons decreases from 512 to
256. The fifth step is the ReLU activation again. The sixth step is to input into the third
hidden layer, where the number of neurons decreases from 256 to 1, completing one round of
output. The seventh step is to ensure the output image's blur value by comparing the predicted
results with the actual results through the loss function to obtain a loss value. If the predicted
precision requirements are not met, the model is retrained using loss.backward. The training
continues until the predicted values can closely fit the actual values, and then the final output
is produced. The flowchart of the neural network is shown in Figure 5.

In the BP neural network, the activation function is the ReLU function, the optimization
algorithm is the Adam algorithm, and the loss function is the mean squared error (MSE). The
BP neural network model is developed using the Python programming language and the
TensorFlow-based deep learning framework, trained on a computer with a Windows
operating system, and training can be stopped when the loss value converges.
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Figure5. BP neural network flowchart

4. THE RESULTS AND DISCUSSION

After training the BP neural network, the prediction results for the test set images are listed in
Table 1. Fromthe table, it can be observed that 30 images were sampled as the test set, with the predicted
roughness having a relative error ranging from 0.125% to 33%. The average relative error of the data is
6.2%, and 28 images have a relative error within 15%. The stylus profilometer, which is commonly used
to measure the surface roughness of objects, typically has an indication error within 15%. This indicates
that the BP neural network has a reasonably good fitting effect but still has some errors.

Table 1
Test Results
Test Target Predicted Absolute Relative
Set Value /um Value /um Error /um Error/%
1 0.05 0.047 0.003 6
2 0.05 0.052 0.002 4
3 0.05 0.045 0.005 10
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4 0.05 0.051 0.001 2
S) 0.05 0.049 0.001 2
6 0.1 0.120 0.02 20
7 0.1 0.133 0.033 33
8 0.1 0.114 0.014 14
9 0.1 0.101 0.001 1
10 0.1 0.109 0.009 9
11 0.2 0.211 0.011 9.5
12 0.2 0.209 0.009 4.5
13 0.2 0.196 0.004 2
14 0.2 0.227 0.027 13.5
15 0.2 0.201 0.001 0.5
16 0.4 0.410 0.010 2.5
17 0.4 0.449 0.049 12.25
18 0.4 0.379 0.021 5.25
19 0.4 0.398 0.002 0.5
20 04 0411 0.011 2.75
21 0.8 0.828 0.028 35
22 0.8 0.880 0.080 10
23 0.8 0.790 0.010 1.25
24 0.8 0.797 0.003 0.375
25 0.8 0.896 0.096 12
26 1.6 1.602 0.002 0.125
27 16 1.554 0.046 2.875
28 1.6 1.655 0.055 3.44
29 16 1.597 0.003 0.19
30 1.6 1.630 0.030 19

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This paper conducts research on the characterization of surface roughness based on machine
learning and laser speckle, presenting an overall scheme for machine learning-based laser speckle
surface roughness measurement and constructing an experimental system. Standard roughness samples
with roughness values of 0.05um, 0.1pm, 0.2um, 0.4um, 0.8um, and 1.6pum were used as the
subjects of the study. With the experimental setup established, 135 speckle images were collected for
each sample, totaling 810 images, of which 780 were used as the training set and 30 as the test set. After
training, the relative error ranged from 0.125% to 33%, with 28 images having a relative error within
15%, and the average relative error of the data was 6.2%. It is stated that the measurement error of
surface roughness using a stylus profilometer is generally within 15%. This indicates that the BP neural
network has a reasonably good fitting effect but still has some errors.

The results suggest that while the BP neural network model has demonstrated the ability to predict
surface roughness with a relatively low average error, there is room for improvement, particularly in
reducing the higher end of the error range. The comparison with the stylus profilometer's error margin
indicates that the neural network's performance is competitive but not yet superior, highlighting the need
for further refinement of the model, possibly through enhanced training techniques, more sophisticated
network architectures, or improved data preprocessing.
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POJIb IITYYHOI'O IHTEJIEKTY B IIIABUIIEHHI EOEKTUBHOCTI
MOJEJIFOBAHHA ITPOLECIB [TPUMHATTSA PILIEHL ¥V BA'TATOPIBHEBUX
VIIPABJIIHCBKUX CTPYKTVYPAX

AHoTanig. Y cTarTi po3rifgaeTbcs poib mrTydHoro iHTenekty (LII) y
MIABUIIEHH] €EeKTUBHOCTI MOJIETIOBAHHS MPOIIECIB IPUUHATTS pillieHb B yMOBax
0araTOpiBHEBUX YIMPABIIHCBKUX CTPYKTYp. ABTOpU aHANI3yIOTh, AK IHTErparis
I B cucremu ympaBaiHCBKOI 1H(POpPMAI MOXE CIPUATH TOJIMIICHHIO
ONTHUMI3allili MPOIECIB MPUUHATTA pilieHb. JOCIIKEHHS aKICHTye yBary Ha
nepeBarax BukopuctanHs I mist ananizy Benukux oOcsriB iHopMarii, 110
J03BOJIIE IIBUAILIE pearyBaTd Ha 3MIHM B CEpPelOBUIN Ta NOpUiMaTu
OOTpYHTOBAHIIII PIITICHHS.

KurouoBi cioBa. mtyyHuil iHTENIEKT, €PEKTUBHICT, MOJICIIIOBaHHS, IPOLIEC
NPUHAHATTS ~ pillleHb, OaratopiBHEB1  YIpPaBIIHCBbKI  CTPYKTYPH, CHCTEMU
yIPaBIIHCHKOT 1H(MOpMaIlii, JaHi, yIpaBIiHHS MPOEKTaMH, TEXHOJIOT11, IHHOBAITII.

VYci opranizarii 3ajqexarb BiJl NPUUHATTS KOHKPETHHUX PIlICHb I 3a0e3MeyeHHs
nmporpecy y cBOill misuibHOCTI. E(dEKTHBHICT, IMX pillleHb BHU3HAYA€ TPOIYKTHBHICTH
oprasizaiii, 0 € MPeaIMETOM TaHOTO MOCTMKEHHS. Y 3B'SI3KY 3 IIUM, BEJIHUKI KOMMaHil
BITPOBAKYIOTH iH(OpMaIliiiHi cuctemu yrpasiinas nmpoekramu (PMIS - Project Management
Information System), fki CHOpUsIOTh NPUWHATTIO OOTPYHTOBAHUX PIllIEHb Ta ONTUMI3allil
yrpasiinas iHopMmariiiero [1]. KepiBHUKH KOMIMaHiii BBa)arOTh, IO Ii TEXHOJIOTII 31aTHI
MIBUIIATA 1X 3JaTHICTh JIO NPUHHATTSA pillIeHb, a TaKOX 3a0e3neunTH e(PEeKTUBHE
IUTAHYBAaHHS Ta MOHITOPUHT JISUTBHOCTI OpraHi3ailii, 1110, B CBOIO Yepry, CIPUSE JOCITHEHHIO
BHU3HAYEHUX IIiIed 1 3aBJaHb. BrnpoBajpkeHi B OpraHizaililo yHpaBiIiHCBKI 1H(OpMaliiHi
CHCTEMH CTBOPIOIOTH 3py4HE poOoue cepeioBHILE U KEPIBHUKIB Ta MEHE/DKEPIB MPOEKTIB,
JI03BOJIAIOUHM IM OJJTHOUACHO BUKOHYBATH JIEKUTbKa BUIB AISITBHOCTI.

Mtyynuit iHTenext (L) acomitoeThes sk 3 mepeBaramMu, Tak i 3 pU3MKaMH, 10 BKa3ye
Ha Te, IO TEXHOJOTil, MOB'I3aHl 3 HUM, MOXYTh BIUIMBATH Ha KOPHUCTYBauiB Yy pPI3ZHHUX
acrmeKTax Ta BU3Ha4yaTH (YHKII] BIPOBA/KEHHS CUCTEM YIPaBIIHHSI MPOEKTaMU Y BCiX
cdepax. B okpemux Bunaakax opratizaiii, siki BIpOBapKyIOTh IITYYHHH IHTEJIEKT, HE B 3M031
peanizyBaTd WOro MepeBard 4Yepe3 HEJOCTaTHE PO3YMIHHS YIPABIIHCHKUM IEPCOHATIOM
MOJKJIMBOCTEH 1 HaciinkiB Bukopuctanus LI nis 6i3Hec-npouiecis.

3rigHo 3 JOCHIKEHHSIMH, IITYYHUN IHTEJEKT B OCHOBHOMY CIPSIMOBAaHUN Ha
PO3IIUPEHHS JIFOJCHKUX MOJJIMBOCTEH 1 MiIBUIICHHS MPOJAYKTHBHOCTI misuibHOCTI [2]. HII
Ma€ 3/1aTHICTh HAaBUATHUCS, MIPKYBaTH, aJalTyBaTHUCSA Ta BUKOHYBATH 3aBJIaHHS MOIIOHO 10

200



XU Miscnapoona nayxkoso-npaxmuyna kongpepenyis XII International scientific conference

"I'o6anvhi ma pecionanvii npobaemu ingopmamuzayii 8 cycninbcmei i "Global and Regi\ilonal problems of Informatization in Societ
npupodoxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYVbill Yxpainu, Kuis NULES of Ukraine, Kyiv

JIOACKKOTO po3yMy. Lle minTBep/uKYeThCS YMCICHHUMH TEXHOJIOTITYHUMHU KOMIIAHISIMH Ta
cTapTanam, sIKi BXKe pO3pOOHIIM CUCTeMH s noJieriienns Bukopucranus LI y BupimenHi
comianbHUX mpobsem. Ha opranizamiiHOMy piBHI 3aCTOCYBaHHS IITYYHOTO IHTEJEKTY
BILUIMBA€ HAa PI3HOMAHITHI TexHOJIOTii, BKIodaroun PMIS. Xoua momepemHi TOCIiKEHHS
3a3Ha4YmIM, o Bukopuctanus LI Moxe mpusBecTH 10 NPUAHATTS ONTHMAJIBHHUX PIllICHb, 1€
JOCITI/DKEHHS MATBEPPKYE, M0 MPOSKTHI MEHEKEPH MOXyTh oTpuMath Buxin Bix LI 3a
YMOBH HOTO HaJEKHOIO 3aCTOCYBaHH.

I3 acmekTiB JaHOTO MOCHDKEHHS € BIUIMB IITYY4HOTO iHTeNnekTy Ha PMIS, mo
MPOIIOHYE MeHepKepaM ifel moao Bukopuctans LI mis mokpameHHs MpoIeciB MPUHHATTS
pIlIEHb y paMKaXxX YIpaBJliHHA pi3HUMH npoekTamu. O6roBopeHHs nepesar i Henouikis 1111 B
yIpaBiliHHI HaJa€ MEHE/DKEpaM KOPHUCHY 1H(POpPMAII0 Ul MPUNHHATTS pillIeHb PO HEraTUBHI
Burogu Bin Bukopucranus LI [3]. Tinore3a 1mboro IOCTIIPKEHHS MOJSITa€ B TOMY, IO
IHTerpallisi ITY4YHOIO IHTEJIEKTY B IIpoliecu 300py Ta aHali3y JaHUX MiABUILUTH iX HUIBHICTh
B yIpaBlIHCbKUX 1H(opmamiiHux cucremax. lle ngae mincTaBu CTBEpIKYBaTH, LIO
BrnpoBapkeHHss LI B ympaBniHChki mpouecu copusie OulbIll €(PEKTUBHOMY HNPHUHHATTIO
pIIIEHB 11010 HASBHOCTI SKICHUX JTAHUX.

MeTto10M ynpaBiliHHS MPOEKTAMU € YCIIIIHE 3aBEPILIECHHS CTBOPEHHS MPOIYKTY abo
nociayru. [Ipote mocsrHeHHs 1i€1 METH YacTO MEPEeNIKOHKAIOTh HENOJIKaM 1 MOMIJIKaM 3
00Ky KEpIBHHMIITBA, MEHEKEPIB MPOEKTIB, WICHIB KOMAaH/U Ta IHIIMX I[IKABUX CTOPIHOK, SIKi
Oepyrs yuacth y mpoektax [1], [3]. Cdepa ympaBiiHHS HPOSKTaMHU XapaKTEPU3YEThCS
YHCJIEHHUMHU HEBU3HAYEHOCTSIMU, SIK1 HE MOKYTh OyTH BHPIIIEH] 3a J0MOMOI0I0 (piKCOBAHOTO
Ha0opy CTaHAAPTHHUX MpoleAyp. EdDEeKTHBHICT ympaBiiHHSA MPOEKTaMH 3HAYHOIO MIpOIO
3QJICKUTH BiJl 3HAHb Ta JOCBiMY 3amydeHux (axiBmiB. L[i sBUIA 9acTO TPOSBISIOTHCA Y
BUTJISA/I IppaIliOHAILHOCTI, HEMOBHOTH Ta HETOYHOCTI, SKI HE MOXYTh OYTH MOJOJaHi
3BUYAWHUMU IHCTPYMEHTAaMU YH METOJOJIOTIIMU. YTIPABIIHHS NPOEKTaMU € CKIIaJHOIO
cdeporo, B sIKii HEMOXKJIUBO CIOIBATHCS HA €AMHUHN MIAX1 71 BUPIIEHHS BCIX mpoOiem. B
YMOBaxX YMCJICHHHUX PU3UKIB 1 BTpAT, IpUTAMaHHUX YIPABIIHCHKUM MPOEKTaM, HaJA3BUYAIHO
BKJIMBO IITYKaTH €(PEKTUBHI PIIIICHHS.

Hocmimxenns kommanii Liquid Planner mokasano, 1mo OCHOBHUM BUKJIMKOM JIJIst
MEHeIDKepiB BUPOOHMUMX MpoekTiB y 2017 pori Oyno ympasminas Butparamu — 49,5%
PECTOH/ICHTIB BU3HAYWIIM 1I€ K CBOIO TOJIOBHY mpobiiemy. Tepminu yrpumanus (45,8%) ta
oOMiH iH(popmaliero Mk kKoMaHgamu (43,9%) crainu HACTYMHUMH HAOUIbII MPOOIEeMHUMU
chepamu [5]. Hocmimxenns PMI Bkazye Ha Te, II0 Ha KOXKeH | MiTbspa [doJapis,
inBectoBanuii 'y CIIA, 122 wmunbiionn ponapiB Oyl BHUTpadeHi uepe3 HEHAJIeKHE
IJIaHYBaHHS Ta BUKOHaHHS mpoekTiB. Jocnimkenns komnanii Geneca mokasaino, o a0 75%
KEpiBHUKIB mianpueMcTB Ta IT-KoMmaHii 04iKylOTh HEBa4ui CBOIX MPOrpaMHUX MPOEKTIB [4].

3a OCTaHHE AECATUIITTA PO3BUTKY Ta BIpoBapkeHHs LI B ynmpaBiiHCEKHX MPOEKTax
CTBOPWJIM YMOBM Ui 3HAYHOTO MpOTpecy B Takux cdepax, SK OILIHKA, J1arHOCTHKA,
IPUAHATTS pillleHb 1 NPOTHO3yBaHHA NpoekTiB. Ilepenbauaerses, mo BukopuctanHs LI B
YIIPaBIIIHCHKUX MPOEKTaX MOJIETye BUKOHAHHS YIPABJIIHCHKHUX 1 aIMIHICTPAaTUBHUX 3aBJIaHb
06e3 HeoOX1AHOCT1 3ayyueHHs JoAUHU. OJHIEI0 3 JOCATHYTHX MpoOJieM B YNPaBIIHCBKUX
IPOEKTaX € HEeAOCTaTHSA KUIBKICTh JAHUX JUId OLIHKM TOrO, HACKUIBKU TPOEKTH
3a0e3MeuyloThCsl BIAMOBITHO N0 OakaHux pe3ynpTariB 1 niiei. LITydnuit iHTEnekT mae
3HaYHMHA TOTEHLIal JUId 3MEHIIEHHS HABAaHTAXEHHS Ha MEHEIKEpIB IPOEKTIB, IIO0
3abe3neuyye pPYTHHHI 3aBJaHHs, Taki SK BBEJIEHHS Ta YIpPaBIiHHSA JaHUMH, a TaKOX
MIiArOTOBKA MpOeKTHUX MiaHiB. I[i 3aBHaHHA MOXYTh OYTH aBTOMATH30BaHi, IO JO3BOJISE
KepiBHMKaM MPOEKTIB 30CEpEIUTHCS Ha OUTbII BaXXIIUBUX acleKTax IXHbOT poIi.

HITy4Huit iHTENEKT 34aTeH pOOUTH MPOTHO3HU OO MOJATBIIOTO PO3BUTKY HPOEKTY,
aHAJI3yIOud 1CTOPUYHI AaHi ynpasiiHHS npoektamu. LI mMoxxe BUSBIATH B3a€MO3B'SI3KH B
JAHUX, Ki MOXYTh OyTH HETOMITHUMH HaBiTh NIJs MocBimdeHUX QaxiBmiB. Kpim Toro, BiH
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3laTeH MPOBOJIUTH CKJIAJHUN aHamii3, OoOpoOsfoYM OumblIi 00CATH JaHUX, HDK JIFOJIH.
BrpoBamkenns LI Moxe onTtumizyBaTH IpOIECH aHAII3y BapTOCTI Ta PU3HKIB, 3MEHIIYIOUH
HaBaHTaXXEHHS Ta 4ac. IcHye Oe3nidu cep ynmpaBiiHHA NMPOEKTaMU, JI€ IITYYHHHA IHTENEKT
MOJKE 3aIPONIOHYBaTH €()EKTUBHI PIlICHHS.

OmiHka Ta ymOpaBIiHHSA pPHU3HKAMH € KIIOYOBUMH 3aBJAHHSMHU B YIIPABIIHCHKUX
npoekrax. llITydnuil iHTENEeKT [O3BOJIIE OTPUMYBATH IapaMeTpUyHy iHpOpMAIo Y
noTpiOHMIT MomeHT. Hampuknana, icToOpu4HiI JaHi MpO 3aIUIaHOBAaHI JaTH MOYATKY 1
3aBEpIIEHHS MOXXYTh OyTHM BUKOPHWCTaHI Ui MPOTHO3YBAaHHS PEaTICTHYHHX TpadikiB s
MaiiOyTHix mpoekriB. LIl Moxke OIHUTH WMOBIPHICTP BHHHMKHEHHS NEBHHX TOJIIA Yy
MIOTOYHOMY IIPOEKT1 Ta TeHEpyBATH BIANOBIIHI TONEPEHKEHHS.

VYnopaBiiHHS pecypcaMu € IlI€ OJHHUM acleKTOM YIpaBliHHSA Hpoekramu. BoHno
3a0e3nevuye BUKOHAHHS MPOEKTY BIAMOBITHO JO OOCITY Ta IUJIaHY, BCTAHOBJIEHUX Ha eTarli
IlaHyBaHHA. Po3monin pecypciB BU3HAUEHHS CIIOKMBAHHS PECypCiB Ta IX PO3MOJUT IS
JOCATHEHHSI LUIeH MpOoeKTy. Bu3HaueHHS BIANOBIAHUX pPECYpCiB ISl BUKOHAHHS JESKHUX
3aB/IaHb € KJIIOYOBUM 000B’SI3KOM KEpPIBHUKA ITPOEKTY.

Takum yuHOM, IITYYHUH IHTENEKT HE TUTBKH aBTOMAaTH3y€ PYTHHHI MpOIEeCH, alie i
3a0e3nevye e(EeKTHUBHICTh YIPaBJIiHHSA MPOCKTAaMU 4Yepe3 ACTAIbHHM aHall3 JaHuX Ta
ONTHUMI3alI0 MPUUHATTS pimeHb. OTxe, po3BUTOK 1 3actocyBaHHs LI B ympaBmiHHI
MIPOEKTaMH CTBOPHJIM OCHOBY JIJIs MIABUIICHH] €()EKTUBHOCTI MPOLIECIB MPUNHHATTS PILIEHb Y
0araTopiBHEBUX YIPABIIHCHKUX CTPYKTypax, OocoOIMBO B c¢epax OLIHKH, AIarHOCTHKH,
MPUMHATTS pillieHb 1 MPOTHO3YBaHHA. BrpoBa/yKeHHS MITY4YHOIO IHTEJIEKTY B OaraTopiBHEB1
YOPABIIHCHKI CTPYKTYpU MIABUIIUTH €(OEKTHUBHICTh NMPUNHATTS PIMICHb 3aBISKH aHATI3y
BEJIMUE3HUX OOCATIB JaHWUX 1 BUSBIICHHIO TPUXOBAaHUX 3akoHOMipHOcTed. Kpim Toro,
MITyYHUH 1HTEJIEKT ONTHUMI3Yy€ YIPaBIIHCHKI MPOIECH, CKOPOUYIOYM Yac, HEOOXIMHHUMA IS
300py Ta 00poOKHM iH(OpMAIlii, TO3BOJSAIOUN IIBHJIIE PEaryBaTH Ha 3MIHU Y 30BHIITHBOMY
CEPENIOBHIII Ta TOKPAIIYIOYH aJalTUBHICTh OpraHizailii. [HTerpamis mTydHOTO IHTEIEKTYy B
YIPABIIHCHKI IHPOPMAIIIfHI CHCTEMH HE JIMIIIE YMOXIIHBIIIOE IIBUAKE TPUHHATTS PIIICHb, a 1
MIATPUMYE CTpaTETriuHe TUIAHYBAHHSA. AHATITUYHI IHCTPYMEHTH Ha oCHOBI Al jomomararTh
MIPOrHO3YBAaTH MOKJIMBI CIIEHApii PO3BUTKY MOJIi, HIO0 CIPHUSE TOBrOCTPOKOBOMY YCIIXY
opranizamii. [Tomaneini K0CTIPKEHHS TOJSITAIOTh Y CTBOPEHHI HOBUX aJITOPUTMIB 1 MoJiee
MITYYHOTO I1HTEJICKTY, SKi MiABUIIATh €PEKTUBHICTh NPUUHATTS PIlIEHb y CKIATHUX 1
JUHAMIYHUX YIPABIIHCHKUX CEPEOBHILAX.
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KOHLIEIL{IST BAKOPUCTAHHS LIDAR-TEXHOJIOI'TH Y CKJIAJII
[HTEJIEKTYAJIbBHOI'O POBOTU30BAHOI'O KOMIUIEKCY MOHITOPUHI'Y
IPYHTIB

AHoTaniss. Y po0OoTi pe/cTaBIeHO KOHIENTya bHuiA miaxia mo Bukopuctanus LiDAR-
TeXHONOri# st nanamadTHOro MonentoBaHHs. OCHOBHA yBara 30cepe/KeHa Ha iHTerparii
CYYaCHHX TEXHOJOTIH JIMCTAHIIHOTO 30HIYBAHHS B TPOIEC CTBOPEHHsS MH(POBHX MOJeeH
micueBocti. Bukonano 3D-ckaHyBaHHSI MakeTy TipoTeXHIYHUX crnopyn (po3mipu 60x30%20
CM), IO IMITye peanbHi KoHCTpyKii. J[s 30epiranHs i nepenadi Mojeneil BAKOPUCTaHO popMaT
GLTF, mo 3abe3neuye KOMIAKTHE 30epE)KEHHS MaHWX Ta IHTErpaIlio 3 iHIIUMH CHCTEMaMH.
Posrisimaetses moreHmian 3acrocyBands LIDAR y ckmani iHTeneKkTyaqbHOrO poOOTH30BAHOTO
KOMIUIEKCY JUIsi MOHITOPHHTY TEPUTOpIH, sIKi 3a3HaM BIUIMBY BIMCHKOBUX Jil. Y JOCHIDKEHHI
NOKa3aHo, SIK CTBOPEHI MOJelli MOXYThb OyTH BUKOPHCTaHi Ul OLIIHKK CTaHy 3eMellb Ta
TUIAaHYBaHHS B1THOBJIIOBAIBHUX 3aXO/IB.

Kurouosi cnoBa: LIDAR; nanamadTHe MOISTIOBAaHHS; MHA(PPOBA MOJAECIH MiCIIEBOCTI;
MOHITOPHHI IPYHTIB.

1. BCTYII

IlocTanoBka mnpodJjemu. BHacmigok BIMCHRKOBHX il 3HAYHI TEPUTOPIi 3a3HAIOTH
pyHHYBaHb, 110 CHPUYMHAE JErpajallil0o IPYHTIB, MOPYIIEHHA JaHAMA(TIB Ta MOSABY
iHKeHepHUX 00'eKkTiB, siKi moTpeOyroTh BimHoBieHHs. LIDAR-texHosorii, iHTerpoBaHi B
poOOTH30BaHI KOMIUIEKCH, € IEPCHEKTUBHUM I1HCTPYMEHTOM JJIsi MOHITOPUHIY TaKHUX
TEPUTOPIl, CTBOPEHHs iX HU(PPOBUX MOJIeNIEH Ta IUIAHYBAHHS 3aXO0/1iB 3 BIJHOBJICHHS.

AHaJi3 ocTtaHHix Aociaiqkensb i myOaikaniii. [TonepenHi gociiKeHHs CBiI4aTh, 110
Bukopucranus LIDAR mist ctBopeHHs UPOBUX Mojelei peabedy T03BOJIsIE 3a0€3MEUUTH
TOYHICTh 30HIYBAaHHS Ta OTPUMATH HEOOXINHI JaHi Ul aHaTi3y CKJIAaIHUX Teputopii [1]. ¥V
cdepi TOUHOTO 3eMJIepOOCTBA HArOJIOUIYETHCS Ha BaXKJIMBOCTI BIIPOBAPKEHHS pOOOTH30BaHUX
mw1atGopM 13 MYIbTHCEHCOPHHMH CHUCTEMaMH JUIsi MOHITOPUHTY cTaHy IpyHTiB [2]. Taki
w1aTGopMu MIABUILYIOTh €(QEKTHUBHICTh OOpPOOKHM BEIMKHX TEpUTOpid 1 3a0e3nedyroTh
HIBUJIKE TPUHHATTA  pimleHb. JOCHiKEHHS JeMOHCTPYIOTh  YCHIIIHY  IHTErparito
mynbTHCeHCOpHUX Muathopm i3 LIDAR i TepmaibHUMH Kamepamu, IO JO3BOJISIE
OTpUMYyBaTH 0araTromapoBi KapTH MICLHEBOCTI s aHali3y IPYHTIB Ta MOHITOPUHTY
tepuropiit [3]. Lli migxoau € nepCneKTUBHUMH Ui aBTOHOMHOTO YIIPaBJIIHHS Ta BIJTHOBJICHHS
3eMellb, HOUIKO/DKEHNX BHACTIZOK BIHCHKOBUX IH.

Mera ny6Jikanii. Mera po6oTH — po3poOka KOHIENTYaJIbHOT CXeMHU BHUKOPHUCTaHHS
LiDAR-TexHoIOTI# y CKJIai poOOTH30BaHOTO KOMIUIEKCY JUISI MOHITOPHUHTY JaHAmAadTiB, sKi
3a3HaJM BIUIMBY BIMCBKOBMX JiH, 3 MOXJIMBICTIO OIIIHKM CTaHy TEPUTOPIHM 1 IuIaHyBaHHS iX
BIJTHOBJIEHHSL.
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2. METO M JOCJIAKEHHSA

[IpenMeToM MOCHIDKEHHST € MakeT TiIPOTEeXHIYHUX cropya po3mipom 60%30x20 cwm.
Bukonano 3D-ckanyBanHs Makery 3 BukopuctaHHsM LIDAR-ckanepa, pe3ynbTatu
00pobseHO y mporpamMHoMy 3abe3mnedenni Polycam.

Hani 306epexxeno y popmati GLTF, mo mo3Bossie eheKTUBHO MepeaaBaTu MOJACTI MK
cucremamu, Bkiodaroun GIS ta 3acobm 3D-pizyamizanii. Bukopucranus mpsoro dopmary
3a0e3reyye IHTErpamifo MUGPOBUX MOJEICH Yy MpOTpaMHI CepeloBUINA U aHAII3y,
MOJICITIOBAHHS Ta Bi3yauizarii.[4]

st ckaHyBaHHS MakeTy Oyio migibpaHo mapameTpH, sKi MacmTaOHO BiAIOBIIAIOThH
XapaKTepUCTUKAM peaabHOro 30HAyBaHHA 3a gomnomoror LIDAR-texHomoriit. Cepenms
BIICTaHb MDK TOYKaMHU y MOJIeJl CTaHOBHUTH €KBiBajeHT 20 CM y peaJlbHHX yMOBax, a
noxubka BUMIpIOBaHb — 10 5 cM. Lli mapamerpu 3abe3nedyroTh BIAMOBIIHICTh JaHUX MOJAEN1
CTaHJapTaM, NUPUHHSATHM Ui BHCOKOTOYHOTO MOHITOPHHTY Ta aHajli3y MOIIKOIKEHNX
TEPUTOPIH Y MOJBLOBUX YMOBAX.

3. PE3YJIBTATHU TA OBT'OBOPEHHSA

OtpuMaHi pe3yiabTaTH JAEMOHCTPYIOTh BUCOKY edektuBHicTh LIDAR-TexHOMOTIH Yy
CTBOpPEHHI JaeTalbHMX 1U(poBUX Mozenel Teputopid.CTBopeHi mH@poBlI Momaemi
3a0e3MeyyioTh TOYHE BIATBOPEHHS T'€OMETpii MICLIEBOCTI, IO € KPUTUYHO BaXUJIMBUM JIJIsS
IJIaHYBaHHS BIIHOBJIIOBAJbHUX 3aXOJIB Ha TEPUTOPISIX, YpaKEHUX BIMCHKOBUMHM AisMU. Ha
pUCYHKY | HaBeJIEHO MPUKIIAJ MOJITOHAIBHOI CITKM MOJEINI, M0 JEMOHCTPYE IeTali3aIliio
OTPUMAaHUX JAaHUX.

Pucynox 1. Iloniconanvua cimxa modeni makemy 2i0pomexHiyHoi cnopyou

Interpauiss LIDAR-TexHomoriii y poOOTH30BaHi KOMIUIEKCH, BIIKPUBAE MOJKIIUBICTH
0e31epepBHOrO CIIOCTEPEKEHHS 3a TEPUTOPIAMH, 110 NepedyBarOTh y KPUTUYHOMY CTaHi, 13
MOJIANIBIINM aHANII30M OTpUMaHUX AaHuX. Bukopucrtanusa popmaty GLTF y nboMmy KoHTEeKCT1
€ 0coONMBO aKTyaJlbHUM, OCKUIBKM BiH 3a0e3ledyye BHCOKY CYMICHICTh 3 pPI3HHUMH
aHAJITUYHUMHU Tporpamamu. Taka iHTerpaiis J03BOJISiE aBTOMATU3yBAaTH MpPOIECH 00poOKH
Ta IHTeprpeTamii MJaHUX, 110 3HAYHO MIJBUILYE 3arajbHy e(QEeKTUBHICTb pPoOOTH
POOOTH30BAHHUX CHCTEM.

Oco6nmBa mpakTHYHA LIHHICTH 3alpONOHOBAHOIO MIIXOAY MOJsArae y 3ale3neueHHi
MOJKJIMBOCTI TOYHOTO BHSBJICHHS 30H 13 HAWOUIBIIMMH TOIIKO/PKEHHSIMM, 110 KPUTUYHO
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BXJIMBO JJISl BU3HAYCHHS MPIOPUTETIB y BIAHOBIIOBAILHUX poborax. Kpim Toro, crBopeHi
upoBi MOETi MOXYTh OyTH BUKOPHUCTaHI Ui (hopMyBaHHS 0a3 JaHUX, AKi 3a0€3MeUyIOTh
JOBTOTPUBAIIMM MOHITOPHHT TepuTopid. OmneparuBHA OIIHKA €()EKTUBHOCTI MPOBEICHHUX
3aX0JiB TAaKOX CTa€ MOXKJIMBOIO 3aBISIKH CHCTEMAaTHYHOMY aHaNi3y 3MiH Yy CTPYKTypi
na"amagTiB.

BUCHOBKMU TA NEPCIHEKTUBU NOJAJBIINX JOCJIAKEHb

3anporioHoBaHa KOHIENTyalbHa cxema Bukopucranus LIDAR-texHousoriii y ckmanui
IHTEJIEKTYaJIbHOTO POOOTHU30BAHOTO KOMIUIEKCY MIATBEPIUKYE CBOIO €(PEKTHBHICTh Y 3a/1a4ax
MOHITOPUHTY I'PYHTIB, MOIIKOJKEHUX BHACHIIOK BliicbkoBuX Aiid. Lle 3abe3neuye He numie
JIeTabHY OI[IHKY CTaHy TEPUTOPIi, aje i CTBOPIOE OCHOBY JJISi TOUHOTO MOJIEIIOBAHHS, 110
HeoOX1/1He /Ui pO3pOOKH BIIHOBIIOBAJILHUX 3aXO0/IIB.

[lepciekTHBY MOJANBIINX JOCIIIKEHb OXOIUIIOIOTh PO3BUTOK aIrOPUTMIB IHTErparii
MoJeNnel y CHCTeMH aBTOMATUYHOTO MNPUHHATTA pimieHb. OcoONMBOi yBaru 3acilyrOBYeE
pO3poOKa METOAMK JJIsl aHaJI3y AWMHAMIKM 3MIH MOUIKOKEHUX TepUTOpiil. Takox BaKIUBUM
HampsIMOM € BJIOCKOHAJEHHsSI poOOTH30BaHUX MIATPOpPM Ui MACIITAOHOTO MOHITOPUHTY Ta
BUKOPUCTAHHSI [JIOJIATKOBHUX CEHCOPIB, $K1 JIO3BOJISATH IPOBOJUTH KOMIUIEKCHUN aHaII3
TEPUTOPIN Y peanbHOMY yaci.

MNOJAAKN

ABTOD BHUCIIOBIIIOE IIUPY NOJAAKY J01IeHTY HaBuanbHO-HAYKOBOTO IHCTUTYTY JICOBOTO 1
CaJloOBO-TIAPKOBOTO TOCHOJAPCTBA, KAHIUAATY CUIBCHKOTOCMONApChKUX Hayk COBaKoBY
Onekcannapy BikropoBudy 3a HagaHWW  MaKeT TIAPOTEXHIYHOI CHOPYIH, SKUA OyB
BUKOPHUCTAHHUH Yy TOCIIIKEHHI.
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