HAIIIOHAJIbHUM YHIBEPCUTET BIOPECYPCIB I
MPUPOJIOKOPUCTYBAHHS YKPAITHU

Kadenpa koM’ toTepHux Hayk

iHpopmaLiiHuX
5 3‘1 TEXHOJOTIH
#a [ JTASYHOBA
2 2043 p.

«CXBAJIEHO»
Ha 3aciJaHHi kadeapu KOMIT I0TEpHUX HayK
I[Tpotokon Ne 7.2 Bin«o/» ¢F 2043

p.
_—— 3asimyBau kadenpu
( ﬁ// bemia T'OJIVB
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"PO3IJISIHYTO ”
["apant OIT Indopmaniitni ynpasmsioui
CUCTEMH i TEXHOJIOTI]

/ I'apaut OIT
S 7_Oner 'VCTEPA
/

["apant OIl KoM’ 1oreprwmii
OMJMHUE MOHITOPHHT

["apanTt OI1
Bixtop CEMKO

POBOYA NPOT'PAMA HABUYAJIBHOI JUCIHUILITHA

BE3INEKA 1 HAQIMHICTh KOMIPIOTEPHUX CUCTEM

Crenianbhictb — 122 «KoMm’ 1oTepHi HayKn»

OcgiTHs1 nporpama — «IHopmariiiHi ynpasisitodi CHCTEMH 1 TEXHOJIOT11»,
«Komm’toTepHuil €K0JI0r0-eKOHOMIYHUN MOHITOPUHT

dakyabTeT 1HPOPMALIMHUX TEXHOJIOTIN

Po3po0HUK: K.T.H., TOIEHT, JOLICHT Kadeapu KoM oTepHuX Hayk , [lapxomenko . 1.

Kuis 2023



Onuc HAaBYAJIBLHOI AUCHUILIIHA

besneka 1 HaMIMHICTh KOMIT IOTEPHUX CUCTEM

I'any3b 3HaHb, cHIENIAJIbHICTD, OCBITHIH CTYNiHb

I"amy3p 3HaHb 12 Indopmartiitai TexXHOJIOTIT

CrenianpHICTh 122 KoM’ 1oTepHi HayKu

OcBiTHS porpama «IudopmariiiHi ynpapisoyi CHCTEMHU Ta TEXHOJOTI»
«Komm’1oTepHuii €K0JI0r0-eKOHOMIYHHN MOHITOPHHTY

OCBITHIH} CTYIIHb Marictp

XapakTepuCcTHKA HABYAJIbHOI U CIUTLTIHA

Bun BubipkoBa
3aranbHa KiJIbKICTh TOJIHH 120
Kinekicts kpenutie ECTS 4
KinpkicTh 3MiCTOBHX MOJTYJIiB 2
dopma KOHTPOJIIO Icriut

IMoka3HUKH HABYAJIBbHOI AUCIHUINJIIHYU JI51 J€HHOI Ta 32049HOI (JopM HABUAHHS

JCHHA (bopMa HaB4YaHHA

Pik miaroToBku 1
Cemectp 2
Jlekiiigi 3aHATTS 20 rom.
JlabopaTopHi 3aHATTS 30 rog.
CamocriitHa po6oTa 70 rom.

KinpKicTh THXXHEBUX TOAUH
Ui IeHHO1 (hOopMH HAaBYaHHS:
ayJTMTOPHUX
CaMOCTiHHOI po60THU
CTYZeHTa —

3 rox.




1. Mera Ta 3aBJaHHA HABYAJILHOI JUCIMILTIHA

MeTor0 BHKJIATaHHS JTUCHUILUIIHA € OBOJIOMITH CYYaCHHMMH METOJaMHU 3aXHUCTy
iHpopMaIlii B KOMIT' FOTEpHUX CHCTEMax Ta Mepexkax, OCOOJMBOCTSAMH iX amapaTHOI Ta
MporpamMHOi pearizaiiii, OTpUMaHHs CTyJACHTaMH 3HaHb 3 00JacTi Teopli HaIIHHOCTI,

METO/I1B 3a0e3MmeueHHs HalIHHOCT1 (PYHKIIIOHYBaHHS KOMIT FOTEPHUX CUCTEM

3aBaaHHS BUBUECHHS HABYAJIBLHOI JMCHMILIIHY 3aBIaHHIMA
BUBYEHHS HABYAJIBbHOI JUCIUILIIHHA €:

- peani3yBaTi 3axXUCT KOH(I1IEHUIMHOCTI 1H(opMaii;

- 3MIMCHUTH 3aXKCT IUIICHOCTI 1H(OopMaIlii;

- OprasizyBaTu JOCTYIHOCTI 1H(popmariii

- peai3oByBaTH OCHOBHI PO3paxyHKOBI MOJIEN1 OLIHKK MOKa3HUKIB HAJ1HHOCTI
arlapaTHUX 1 IPOrpaMHUX 3aC001B KOMII FOTEPHUX CUCTEM

Micue HaBYaJIbHOI AMCUMILTIHU B CHCTeMi NPOo(eciiHol miAroroBku ¢axiBus

Ha 6a3i 3100yTux 3HaHb Ta yMiHb (haxiBellb 3MOKe BUPIIIyBaTH NpodeciiiHi 3aadi, 110

0a3yl0ThbCA Ha Cy4acCHHMX METOJIaX 3axXMCTy 1H(opmallii B KOMII IOTEPHUX CHCTEMax Ta

Mepexax.

InTerpoBani BUMOIHM /10 3HAHB i YMiHb 3 HABYAJbHOI JUCHMUILIIHU Y

pe3yibTaTi BUBYEHHS HABYAJIbHOI IUCLUIUIIHU CTYIEHT MOBUHEH:

3naru:

- BUJIM 3arpo3 iHpopMallii B KOMIT IOTEPHUX MEpPEXkKax;

- OCHOBHI ITPOTOKOJIN O€3IEKH;

- OCHOBHI MPOTPaMHI 3aCO0M 3aXUCTy 1H(POpMaIlii B KOMIT IOTEPHUX MEpexax;

. OCHOBHI anapaTHi 3aco0M 3aXUCTy 1HPOpMallii B KOMI IOTEPHUX MEpexax;

- 3aco0u oprasizalii po3MeKyBaHHs IOCTYITy KOMIT IOTEPHUX Mepexax;

- OCHOBHI ITOHATTSI TeOpii HAMIHHOCTI;

- CJIEMEHTH Ta (PYHKIIIT KOMIT IOTEPHUX CUCTEM; - Kiacudikariro BiJIMOB
iH(opMaliitHux cucteM; - Metoau 3ade3neueHHs HaaiitHocTi KC. BmiTn:

. nia10paTH TUII T CTPYKTYPY JOKATBHOI KOMII FOTEPHOI MEpEexi;
- nigiopaTu KOMIUIEKC ~HEOOXIHHUX anapaTHO-MPOTpaMHUX 3aco0iB

JUTSI KOMIT FOTEPHOI MEepEexi;



nigiopaTH KOMIUIEKC HEOOX1IHUX OpraHi3alliiHUX 3aXO01B, [0 MONEPEHKYIOTh
MOXJIMBUM BIUTMB  JAecTaOUIi3yrouux (akrtopiB Ha iHGoOpMaIlilo, 10
3aXUIIAETHCS;

JOCTIKYBaTH XapaKTEPUCTUKH MTPH MUTTEBUX 1 MOCTYMOBUX BiIMOBAX;

BH3HAYaTH KOMIUIEKCHI MOKa3HUKHU HaainHocTl KC;
IPOBOJAUTU JIarHOCTHKY 1 KOHTPOJIb Ha HAAIMHICTH OOpoOKH, mepedadl 1

30epiranHs iHpopMaIlii;
peasi3oByBaTu MeTo v 3abe3neuenHs HaaiitHocTi pyHkionyBanHs KC Ilepemik

OUCIMIUIIH, sSKi HEOOXiaHI Julsi BHUBYEHHS Kypcy. o IlpoekTyBaHHS

1H(OpMaIIITHO-YTIPABIISIIOYMX Ta 1HTENEKTyalIbHUX cucTeM o CTaHmapTu3ailis
Ta ceptudikaiis iHGopMamiiHUX TexHoJoriH o TexHomnorii po3mouIeHUX
CUCTEM Ta O0YHCIIEHb O APXITEKTypa KOMII'IOTEPIB

o Meroau Ta 3acobu KOMI'tOTEpHUX 1HPOPMAIIIMHUX TEXHOJOT1N

o Texunonrii 3axucty iHpopMmanii o Komm'torepHi wmepexi

(JlokanpH1, KOPHIOPATUBHI, ITI00AIbHI)

BuBuenns nucuumuiau «be3neka 1 HagIHICT KOMIT IOTEPHUX CHUCTEM) CHpPHUSE
(opMyBaHHIO Y CTYJICHTIB HACTYITHUX KOMIIETEHTHOCTEH.

3azanbhi KOMNEMeHMHOCMI:

3K2. 3paTHicTh A0 nouryKy, o0poOiaeHHs 1H(opMalii 3 pi3HUX JHKEped.

3K3. 3gaTHICTh BUMTHCS, OBOJIOJIBATA CyYaCHUMH 3HAHHSIMU Ta 3aCTOCOBYBATH iX
Yy IPAKTUYHUX CUTYaIlsX.

3KS. 3patHICTh NMPOBOAMTH JOCHIKEHHS, OI[IHIOBAaTH 1 3a0e3medyBaTH SKICTh
BUKOHYBAaHMX POOIT, NpUIMAaTH OOIPYHTOBaH1 PIILIEHHS Ta TEHEPYBATH HOBI 1]I€1.

Daxosi KoOMnEMeHmHOCMI:

CK2. 31aTHICTh KOMYHIKYBATH 3 MIPEACTABHUKAMHU P13HUX

rajgys3ed 3HaHb, HacamIepea, MPUPOIOOXOPOHHOT rany33i, Ta chep AiSIBHOCTI 3
METOI0 3’CYyBaHHs iX MOTpeO B aBTOMaTHU3al1lil 00poOKH 1H(popMallii.

CK3. 3nartHicts 30upatu, ¢opmanizyBaTH, CHCTEMaTH3yBaTH 1 aHalli3yBaTu
noTpedu Ta BUMOTHU J0 KOMII IOTEPHOI CUCTEMHU, 1110 PO3POOIISETHCS, EKCILTYaTy€eThCs

YU CyIPOBOJIKYETHCS.



CK4. 3natnicts popmanizyBaTu NpeaMeTHY 0071aCTh IEBHOTO MPOEKTY SIK CKIATHY
CHUCTEMY 3 BHU3HAUEHHSM KIIOYOBHMX EJIEMEHTIB Ta 3B S3KIB MDK HUMH, METH Ta
KpUTEPIiB OIIHKH ii QYHKIIOHYBaHHS y BUTJISAL BIAMOBIAHOT iH(QOpMaIiitHOT

MOJIEI.

CK7. 3partHicTh po3po0siATH, ONHUCYBaTH, aHa3yBaTH Ta ONTHUMI3yBaTH
apXITEKTYpPH1 PIIlICHHS KOMIT IOTEPHUX CUCTEM PI3HOTO MPU3HAYEHHS.

CK12. 3patnicth ouiHtoBath sKicTh [T-MpoekTiB, KOMIT IOTEPHUX 1 MPOTPaAMHHUX
CUCTEM PI3HOTO MPHU3HAYCHHS, BOJIOITH METOOJIOTISIMU, METOAAMH 1 TEXHOJIOT1SIMU
3a0e3neyeHHs Ta BAoCcKoHaneHHs KOCT1 [ T-npoekTiB, KOMI IOTEPHUX Ta MPOTPaMHHUX
CUCTEM Ha OCHOBI MDKHApPOJHHUX CTAHJAPTIB OIIHKKA SIKOCTI MPOTPAMHOTO
3a0e3nedeHHs iHPOopMaLIfHUX CUCTEM, MOJIeJIeH OLIIHKHY 3PLIOCTI MPOIECIB PO3POOKU
1H(OpMAIIHHUX Ta POTPAMHUX CUCTEM.

Pe3ynbraTi HaBUaHHS:

PH7. Bonoaitu mnpuHOMOaMH, TEXHIKAaMM Ta 3aco0aMu po3poOku  abo
JOCIIKEHHS, 110 BHUKOPUCTOBYIOTBCS Yy TMPEAMETHIM o0nacTi po3poOku adbo
JOCIIKEHHS;  CTBOPIOBAaTHM  IMPOTOTUIIM  MPOTPaMHOTO  3abe3nedyeHHs, 1100
HNEPEKOHATHUCs, 110 BOHO BIJIOBIAA€ BUMOTaM J0 PO3pOOKH; BUKOHYBaTH HOTO
TECTYyBaHHS 1 CTATUYHHUM aHali3, mo0 MEePEeKOHATUCS Yy BIAMOBIAHOCTI 3aBIAHHIO
PO3pOOKH a00 JTOCIIIKEHHS.

PHS. Po3pobisatTu Ta 3a0e3neuyBaTd 3aXxOJd 3 MOHITOPUHTY, OINTHUMI3ALli,
TEXHIYHOI0 00CIIyrOBYBaHHS, BUSIBJIEHHS B1JIMOB TOLIO.

PH12. 3abe3neuyBaTu BIACTEKEHHS CTaHy pPO3pOOKH, BIAOOpakeHHS HOro y
TEXHIYHIM JOKyMEHTallli 3 BHUKOPUCTAHHAM 3ac0O0IB YIPaBIIHHSAM BEpCisMU

JIOKYMEHTIB.



2. IIporpamMa HaBYAIbHOI JUCHUILTIHA

Moayab Nel
Cepsicu 0e3nexn B iHpopMaliiiHO-KOMYHIKALIHHUX CHCTEMAax

Tema Nel.

IIpo6.siemu Oe3nexku kopnopaTuBHMUX iHpopmaniiitaux cucrem. OCHOBHI
NMPOrpPaMHO-TeXHIYHI 3aX01H 0e3MeKH.

OcHoBHI TOHATTS 1HGOpMaliiHOT O€3MeKHu. OCHOBHI TOHATTA MPOrPaMHO-
TEeXHIYHOTO piBHs iHQopManiitHoi Oe3neku. CepBicu Oe3neku. ApXITeKTypHa Oe3rneka
KOpPIOpPAaTUBHUX Mepex. Monenb Komn 10TepHOi Mepexi. Mogenb 3arpo3 Oe3neKu.
Mopgaenb mpoTu/ii 3arpo3am O6€3MeKH.

Tema Ne2

InenTudikania ta apTeHTH(QIKALIA. YIPABJIHHSA JOCTYIIOM B KOPIOPATHBHUX
Mepe:Kax.

Oyukiii igeHTudikamii Ta ayreHTudikamii. Tunu napoibHOl ayTeHTU]IKALII].
HaniitaicTs naponsHoro 3axucty. OgHopasosi napodi. Cepsep ayrentudikariii Kerberos.
Inentudikamis/aBrenTudikaniss 3a JTONOMOrOK OIOMETPUYHUX JAaHUX. YIPaBIiHHSA
noctynom. Jluckperiiiine ympaBiiHHS AOCTyNnoM. MaHJaTHE YIpaBiIiHHS JOCTYTIOM.
PonboBe ynpaBiiHHS TOCTYIIOM.

Tema Ne3

ExpanyBaHHs, aHAJII3 3aXMILEHOCTi. IPOTOKOJIIOBAHHS 1 ay/IUT.

[IpoTuaisi HECAaHKI[IOHOBAHOMY MIKMEpekeBoMy noctyny. DinpTpaiis Tpadiky.
Buxonanns ¢yskiiin nocepenuuirea. OcoOIUBOCTI MIXKMEPEKEBOIO0 €KpaHyBaHHS Ha
pi3Hux piBHsAx moneni OSI. Ilmto3 ceancoBoro piBHs. [Ipuknamuuii nuto3. Po3poOka
MOJIITUKU MIXKMEPEKEBOi B3aeMOo/ii. BuzHaueHHsI cxeMu MAKIIOYEHHS! MIXKMEPEKEBOTO
ekpany. Hacrtpoiika mapameTpiB ¢yHKI[IOHYBaHHS Opanamayepa. Kputepii oIiHKH
MikMepexeBux ekpaniB. CydacHi cuctemu FireWall. Cepsic anamizy 3axuIIEHOCTI.
MepexeBi ckanepu. AHTUBIpYCHUM 3axucT. OyHKUIT ayJuTy. AKTUBHUMN ayIUT.

Tema Ned

HIundpysanns. iupposi ceprudikaru. Konrpoas wisicHocri. 3ade3neyeHHs
JTOCTYIHOCTI.

Kpunrorpadiuni ceppicu Oe3nexku. CHUMETpUYHE 1 aCUMETpUYHE IIH(PPYyBaHHS.
Buxopucranns mudpoBux ceptudikariB. AKpeAUTOBAHUN IEHTP cepTU]iKaIlii KIIOUiB.
BigkpuTti 1 3akpuTi kiroui. Anroputmu mudpyBadds. CriocoOu KOHTPOJIO I1TICHOCTI.
OcHoBH 3ax0/11B 3a0€3MeUeHHsI BUCOKOI JOCTYITHOCTI.
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Tema NeS
TyHer0BaHHA | KEPYBAHHA.

[TpuunHu BUKOpUCTaHHS TyHeIoBaHHs. BipTyansHi npuBaTHi Mepexi (VPN).
Oco0aMBOCTI BUKOPUCTAHHS TyHENIOBaHHS MIPH 3aCTOCyBaHH1 npoTokomiB [Pv4 ta
[Pv6. [Ipotokon IPSec. YnpaiiHHs KOMIOHEHTaMH 1 3aco0amu Oe3neku. MOHITOPHUHT,
KOHTPOJIb T2 KOOPAMHALIISI KOMIIOHEHTIB. Y IpaBiiHHA KOH(DIryparieo. YnpaBaiHHsI
BigMoBaMH. [IpoakTuBHE ynpaBiiHHS.

MoaybNe2

Cnoco0u Ta MeToau 3a0e3neuyeHHs HaAiHOCTI pyHkuionyBanns KC
Tema Ne6.
EnemenTn Teopii HagiifHOCTI
3HayeHHA Ta MiCl€ OUCHUIUIIHM B CHCTEMI MIATOTOBKHA  CIIEIL[IAJIICTIB
KOMIT IOTEpPHUX HayK. 3arajbHi BIJJOMOCTI MPO JAUCHUIUTIHY, ii 3B'SI30K 3 IHIIUMU
mucruuiiHaMu. [loHsaTTd HamiiHoCT] 1 0e3nexku. OCHOBHI BU3HAYEHHS HAIIHHOCTI Ta 1X
3MICT.

Tema Ne7.
MeToau 3a0e3me4eHHs HAAIHOCTI.

HNMoBipHICTh 0€3BIAMOBHOT poOOTH. IMOBIPHICTH BiAIMOBH. BiTHOBIIOBAJNBHI 1 HE
B1JIHOBITIOBJIbHI 00’ €KTH. METOIU CTPYKTYPHOT HAJIJTUIIIKOBOCTI. YacoBa HATMIIIKOBICTb.

Tema Ne8.
HapniliHicTh Ta KOHTPOJIb MPUCTPOIB KOMII'IOTEPHUX CHCTEM.

Knacudikaiis MeTOJIB KOHTPOJIO KOMIT IOTEPHUX CHUCTEM. Pe3epByBaHHS.
Knacuunuii  Meron  pesepByBaHHS — MaxopuTtapHuil. KopuryBasibHi — KOAM.
CamojiarHoCTHKa 1 aBTOMATU30BaHE TEXHIYHE 0OCIYTrOByBaHHS HAa BUXOAaX U(PpPOBOTO
MPHUCTPOIO.

Tema Ne9.
IndopmaniiiHa HAUIMIIKOBICTH K YHiBepCAJIbHUI 32Ci0 KOHTPOJIIO.
Tpagumiino mousatTs iHGopmaniitHoi HammmkoBocTi (IH). Komoi meromm
(YHKIIIOHATFHOTO KOHTPOJIIO. 3/aTHICTh BHUSBJICHHS a00 BHUIPABIEHHS TMOMMIIOK.
AnapaTH1 BUTpATH I BUSIBJICHHS 1 KOPEKIIIi MOMUIIOK. 3a0e31eYeHHs CEJIEKTUBHICTD 110
B1THOIICHHIO JI0 TIOMUJIOK, SIK1 KOPETYIOThCS.

Tema Nel0.



3al0e3neyeHHs HAXIHHOCTI 00YHUCIIOBAIBHUX NMPOLECIB

3abe3neueHHs BIIMOBOCTIMKOCTI cucTeM. Peaizariii 6araTonpoiecopHoi 00poOKH.
Moneni posnoainieHoi mam’sti. [lpuHnun «mBUaKOro mposiBy HecnpaBHOCTI» (fail fast
design). MixxMoayJIbHa CHHXPOHI3allisl, CHHXPOHI3aIlsl PiBHS JiHIA 3B’ 3Ky, 00pOOKY
nomuitok. KimactepHi cucremu.

4. CTpyKTYypa HABYAJIbHOI IMCUUILIIHU

O0car HaBYAJBLHHUX 3aHATH

Ne HA3BA TEMH (Ton.)
z/ Bceboro 'IJI et Jladop. CPC
1 2 3 4 5 6
1 [TpoGnemu Ge3neKkn KOproOpaTUBHUX 11 2 2 7
iHpopMariitHux cuctem. OCHOBHI
MpOrpaMHO-TEXHIYH1 3aX01
Oe3mneKu.
2 InenTudikaris Ta 13 2 4 7
aBTCHTH(IKAITis. yIIpaBJIiHHS
JOCTYIIOM B  KOPHOPaTHBHHX
Mepexax.
3 ExpanyBanHs, aHali3 3axuIICHOCTI. 13 2 4 7
[TpoTokontoBaHHS 1 ayIUT.
4 [Mudpysanus. Hudposi 13 2 4 7

ceptudikatu. KoHTpoIbh HITICHOCTI.
3a0e3neueHHs JOCTYIHOCTI.

5 TyHentoBaHHS 1 KEpyBaHHS. 11 2 2 7
MonynsHa KOHTposIbHA poOoTa Nel
Bceboro 3a moaysem Nel 61 10 16 35
6 Enementn Teopii HamiHOCTI. 11 2 2 7
OcCHOBHI BU3HAYEHHS HAAIHHOCTI Ta
iX 3MICT.
7 Mertonau 3a0e3neueHHs HagIHHOCTI 13 2 4 7
8 HaniitHicTh Ta KOHTPOJIb TPUCTPOIB 13 2 4 7
KOMIT'FOTEPHUX CHUCTEM.
9 [adopmaniiina HAITUIIKOBICTH SIK 11 2 2 7
yHIBepCalIbHUMN 3aC10 KOHTPOIIIO
10 | 3abe3neueHHs HaI1HHOCTI1 11 2 2 7

00YHCITIOBAIBLHUX MPOILIECIB

MonynpHa KOHTpOJIbHA poboTa No2

Bceboro 3a moaysiem Ne2 59 10 14 35

Y ¢b0ro 3a HABYAJIbHOK TUCIHHUILIIHOIO 120 20 30 70




5. Temu J1a6opaTOPHUX 3aHSATH

Ne Ha3Ba Tremu KinbkicTh
3/m rOJAUH
1 | Tunu cuenapiiB Bxoxy 10 Mepexi. CTBOpEHHS 00’ €KTy 2
KopuctyBaua. [Ipodini kopucTyBadis.
2 | Tunu naponbHOi ayTenTudikamii. CepBep ayTeHTH IKAIT 4
Kerberos. YnpaBiiHHs 70CTyIOM.
3 | BusHaueHHs cXeMH TIAKITIOYEHHS MIKMEPEKEBOTO EKpaHy. 4
BcranoBnenHs 1 HanamryBaHHs cucteMm FireWall.
Hacrpoiika napameTpiB pyHKIIOHYBaHHS OpaHIMayepa.

4 | BcraHoBieHHs Ta KOHPITYpYBaHHS IIEHTPY cepTUdIKaIIii. 4

5 | Peanizauis nporokoiny IPSec B onepaiiiiHiii cuctemi. 2
Hamamrysanns VPN-kanany

6 | Posrmsan ¢ynkuii HamiiHOCTI Ta (QYHKINT PO3MOALTY. 2
Cnoco0Ou BU3HAYEHHS IHTEHCUBHOCTI BIJIMOB.

7 [Toxa3HUKM HATIWHOCTI BIAHOBIIIOBAJILHUX Ta HE 4
BIJHOBJIIOBAJIbHUX 00’ €KTIB KOMIT FOTEPHUX
cucteM. Koedimient rotoBHocTi. Peanizaiis
CTPYKTYPHOI HaJJUIIIKOBOCTI Ha mpukiaa RAID-

CUCTEM.

8 | BusHaueHHs MpUYMH BIAMOB 1 3001B KOMIT IOTEPHUX 4
cucteM. Criocobu peanizallii METOJ1IB KOHTPOJIIO.

9 | Posrmsan cnocobiB Bu3zHa4deHHsS i1HGOpMAaIifHOT 2
HaUIMIIIKOBOCTI. Konosi METOIN
(yHKIL10HATBHOTO KOHTPOJIIO

1 | Cmnocobu peamizartiii knacrepHux cucteMm. HanilHicTh 2

0 | mporpamHoro 3abe3reueHHs.

6. InauBinyaabHi 3aB1aHHs

1.TIpoOnemu 6e3reKku KOprnopaTUBHUX 1HPOPMALIIHHUX CUCTEM.

2.3arposu 6e3nexu 1HGOpPMAIITHUX CUCTEM Ta MEpPEeK
3.BcranoBnenns 1 koHgirypyBanusa cucrem FireWall
4. CrBopenHns 3axuieHoro VPN 3'enHanHs




5.Po3noniny kpunrorpadiyHUX KIIOYIB Ta 3ac00iB MOOYAOBH 3aXHUIEHUX
BIpTyaJIbBHHX MEPEK

6.Kareropii naaiitHocTi. [IoHATTS HaAIHHOCTI 1 OE3MEKH.

7.Tloka3HuKHM HAAIHHOCTI BIAHOBIIOBAIBHUX 00’ €KTiB. KoedilieHT TOTOBHOCTI.
OcHOBHI MOiefTl Teopii HAAIHHOCTI.

8.Cxema po3paxyHKy HaJIHHOCTI KOMIT IOTepHUX cucTeM. OLiHKa HaJIHHOCTI
METOJ/IOM TTEPETBOPEHHS MEPEK.

9.HaniitHicTh BIIHOBIIIOBAJIbHUX HEPE3EPBOBAHUX CUCTEM IIPH HASIBHOCTI OJTHI€T
IMJICUCTEMHM Ta N MiACUCTEM.

10. CratucTuyHe MOJICITIOBaHHS HAIIMHOCTI MMPOTPaM.

7. Meroau HABYAHHSA
[Tpu BUKIaAaHH] JTUCHUTLIIHU BUKOPUCTOBYIOTHCS HACTYITHI METO/IM HaBYaHH:: M 1.

Jlexuist (mpoOseMHa, IHTEpAKTUBHA)

M2. JlTabopaTopHa poOoTa — JUisl BAKOPUCTaHHS HAOYTUX 3HAHB JI0 PO3B’A3yBaHHS
MPaKTUYHUX 3aBJaHb;

M3. [Ipob6iieMHe HaBUYaHHS — CTBOPEHHSI MPOOJIEMHO1 CUTYaIIi1 1JIs 3aI[1KaBJIEHOTO
1 aKTUBHOT'O CIIPUMHSATTSI MaTepiaiy.

M4. IIpoexTHe HaBUaHHA (1HIUBIyalIbHE, MaJll TPYIH, TPYTIOBE)

MS35. On-naitH HaBYaHHS

8. ®opMHU KOHTPOJIIO
[Tpu BUKIaMaHHI IUCHMILTIHU TIepea0adeHi Taki (opMH KOHTPOJIIO:

MKI. TectyBanus

MK?2. KoHTpoJibHE 3aBIaHHS

MK4. MeToan yCHOTO KOHTPOJIIO

MKS. Exzamen MKT7.

3BIT

g ctyneHTiB neHHOi (GopMmu HaB4aHHs: ycHe onuryBaHHS (MK4) ta excrpec
kKoHTpoJb (MK1) Ha nabopaTOpHUX 3aHATTAX, 3aXUCT 1HAMBIAYaJbHUX JIA0OPATOPHUX
3aBaanb (MK?7), aynutopHi MoaynpHI KOHTPOJIbHI podotn (MK2).
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9. Po3noain 6aniB, AIKi 0OTPUMYIOTH CTYAEHTH

. Oninka HamioHaJbLHA
PeliTUHT cTy/AeHTA,
Gaum 3a pe3yJbTaTH CKJIATAHHSA
eK3aMeHiB 3aJiKiB

90-100 Binminno

74-89 Joope 3apaxoBaHo
60-73 3a10BiILHO

0-59 He3anoBinibHo He 3apaxoBano

Ipumitku. ITIOJIOXKEHHS mnpo ex3amenu Ta 3amiku y HamioHanbHOMY yHIBEpCUTETI
6iopecypciB 1 IPUPOIOKOPUCTYBaHHS Y KpaiHu, 3aTBepakene Buenoro pagoro HYBill Ykpainu Ne § Bin
«26» xBiTHs 2023 p.

PEUTHHT CTyJIeHTa 3 HaBYAJIbHOI poOOTH R Hp CTOCOBHO BHBUYCHHS TICBHOI JUCIHILTIHU
BU3HAYa€ThCS 3a (POpMYIIOr0

0,7° Rapm* Kapm + ... + Rmsm * Kmysm )
RHP = -------mmmmmmmm oo + Rap - Rur,

Knuc

e RWsym, ... RM3y — peTUHTOBI OIiHKM 3MicToBUX MOAy IiB 3a 100—6aJIbHOO
MKaJiolw: N — KiabkicTs 3MicToBux MozymiB: KWim, ... KW3w — xizmpxicTs
kpepuTriB ECTS, mnepem6aueHHMX pPO60UHMM HaBUAJBHUM IIJIAHOM [Jd
BiZmoBiZHOrO 3MiCTOBOI'O MOZLYJIS:

Kmc = KO3y + ... + KWy — kismepxicTe kpepuris ECTS, mepezbaueHUuX
po60UMM HaBUAJBbHUM IIJIAHOM AJS OJUCIHUIJNIHY Y HIOTOUHOMY CceMecTpi: R np
— PEUHTHHI 3 IOZATKOBOI PO60TU: R mire — PEUTUHT MTPa®HUH.

Hageneny dopmyiy MoxHa crpoctuty, sikmo npuitaaty KWavm = ...= K(M3w. Toxi Bona 6yne
MaTH BUIJIA]

0,7° (Rapm+ ... + Rmsm)
S + Rap - Rurre.

n

Peiimunez 3 0o0amkoeoi po6omu R np nonaetbes 10 R yp1 HE MOXKE MEpEeBUIITYBATH
20 OamiB. Bin BH3HAYaETHCS JEKTOPOM 1 HAJAETHCS CTYJIEHTaM pillleHHsSM Kadempu 3a
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BUKOHAHHS poOiT, AK1 He nepeadayeHi HaBYAIbHUM ITAHOM, aJie CIIPUSIOTH IT1IBUILIEHHIO
PIBHS 3HaHb CTYJACHTIB 3 TUCITUILIIHHU.

Peiimunz wmpagnuit R mire He iepeBuiye 5 6amiB 1 BigHiMaeThes Bix R e, Bin

BHU3HAUYAETHCS JIGKTOPOM 1 BBOJAUTHCA PIIIEHHAM Kadeapu Uil CTyACHTIB, K1 MaTepial

3MICTOBOTO MOJYJISl 3aCBOIIM HEBYACHO, HE JOTPUMYBaUCs rpadika poOoTH,
MPOITYCKAJIA 3aHATTS TOLIO.

2. 3rigHo 13 3a3HaueHUM [1osI0KEHHSIM nidzomoeKa i 3axucm Kypcoeozo npoexkmny
(pobomu) ouiHtoeTscs 3a 100 GaNbHOIO MIKANIOIO 1 Jaji MEepPeBOJUTHCS B OLIHKH 32
HAaIllOHAJBHOIO IIKaI0I0 Ta mKaiaow ECTS.

Q. HanaanO-MeTouane 3a0e3nmeyeHHs

(EnexTpoHHuU HaBYAIBHUI KypC) —
https://elearn.nubip.edu.ua/course/view.php?id=29

1.

3.
-32
4.

10.

11.

12.

10. PexomenoBaHa Jiiteparypa

. Meitdonn «bezomacHocth cerei» // Ilep. ¢ anri. // K.: «Iuanexktukay, 2006. —
528 c.

lNanarenko B.A OcHoBwl HHpOpMaMoHHOM 6e30omacHocTu - M.: Mup, 2008. -208
C.

lNanmarenko B.A Crangaptu undopmarmonHoit 6e3omnacuoctu - M.: UYUT, 2004.

8 c.

Crenr [I., Myn C. Cexkpetbl 6e3onacHocTH cered. — K.: «Jlnanektukay, 1995. —
544 c.

XKensuuko B. Kpuntorpadus ot manupyca 10 kommnetorepa. -M., 1996. -336 c.
Csio J1., Kepp ., Magauk C. 3amurta 9BM. / Ilep. ¢ anr. /M.: Mup,1982. — 204
C.
Madtuk C. Mexanusmsl 3aiiuThl B ceTsix D9BM: Ilep. ¢ annr. — M.: Mup, 1993. —
216c.

bepnoy P, IIpoman @., Marematuueckas Teopust HAIEKHOCTH — M. COB. paauo,
1969

INomuukesuu T.A. IlpuknanHas Teopusi HaIEKHOCTU. YUeOHUK ISl By30B. — M.
Bricur.mk. 1985.

[TonoBko A.M., I'ypos C.B. OcHoBbI Teopuu Haaexuoctu — Cno, 2006.

Yepkecos I'.H. HanexxHOCTh anmapaTHO-TPOrpaMMHBIX KOMILJIEKCOB. Y YEOHHK
1 By30B. — Cni6, 2005.
JIunmaes B.B. Hanexxnocts nporpammusix cpeacts — M. CUHTEI, 1998.
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https://elearn.nubip.edu.ua/course/view.php?id=29

13. Tapacenko B.II., Mnaman A.1O., Yepniuenko FO.I1., Koniituyk B.I. HagiitHicTs
koM totepHux cucteM — K.: «Kopniitayx», 2007. -256¢.
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